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Abstract. An increasing number of countries are implementing patient access to
electronic health records (EHR). However, EHR access for parents, children and
adolescents presents ethical challenges of data integrity, and regulations vary across
providers, regions, and countries. In the present study, we compare EHR access
policy for parents, children and adolescents in four countries. Documentation from
three areas: upper age limit of minors for which parents have access; age at which
minors obtain access; and possibilities of access restriction and extension was
collected from Sweden, Norway, Finland, and Estonia. Results showed that while
all systems provided parents with automatic proxy access, age limits for its expiry
differed. Furthermore, a lower minimum age than 18 for adolescent access was
present in two of four countries. Differences between countries and potential
implications for adolescents are discussed. We conclude that experiences of various
approaches should be explored to promote the development of EHR regulations for
parents, children and adolescents that increases safety, quality, and equality of care.
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1. Introduction

Implementation of patient accessible electronic health records (PAEHR) is ongoing
globally, with around 20 countries developing online systems [1]. PAEHR systems
enable access for patients to health information such as notes, medication, lab results etc.
However, there is considerable variety in appearance and functionality of services used
to provide patients with continuous health data access. In response to this rapid
development, legal frameworks are continuously being adapted to improve use and
ensure privacy of such PAEHR systems.
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A key issue for implementing PAEHR is the area of parents, children, and
adolescents. Though parents report benefits from having access to their child’s EHR [2],
issues around information privacy may arise as the child becomes an adolescent. As such,
the adoption of EHR access in a pediatric population has raised ethical and legal
challenges and been subject to much dispute [3]-[5]. Among concerns expressed by
healthcare professionals (HCPs) regarding PAEHRS, it is anticipated that adolescents
may have poor understanding of their clinical information which can lead to harm. In
contrast, surveyed adolescents express a desire for access to their EHR [6] and a cross-
sectional survey has revealed high satisfaction and adequate comprehension among
adolescents [7]. Still, the transition from parental access to self-access requires careful
consideration, as adolescents’ acceptability of parental EHR access may be contingent
on the relationship with the parent [8]. Furthermore, two US studies found adolescents
to be less likely to share information with HCPs if unsure about confidentiality [9], [10].

There is not yet consensus about when to retract parental access and provide
individuals with self-access, leaving a variability in policies across countries [1]. Some
have adopted a case-by-case approach, often relying on subjective judgments about
adolescents’ maturity. To increase equality and furthermore, allow for exceptions, a need
for shared principles has been suggested, rather than determined standards [1].
Development of such principles should be informed by current PAEHR policies.
Therefore, the aim of the study is to compare national PAEHR regulations and services
for parental access and adolescent self-access to EHR in four countries. We focus on
three areas: upper age limit of minors for which parents have access, age at which minors
obtain access, and possibilities of access restriction and extension.

2. Methods

The study was carried out within the NORDeHEALTH research project [11]. In project
meetings, workshops were planned for designing a socio-technical comparison of
PAEHR implementation in Sweden, Norway, Finland, and Estonia. The selected
countries are part of the project and target of this study due to being forerunners in
PAEHR implementation. A socio-technical analysis was carried out, informed by a
framework by Sittig and Singh [12] especially tailored to health systems. For each
dimension proposed in the framework a number of questions were developed to cover
socio-technical situations regarding development, implementation and use of patient
portals. Analysis categories related to the eight framework dimensions Hardware &
software computing infrastructure; Clinical content; Human computer interface;
People; Workflow & communication; Internal organizational features,; External rules,
regulations & pressures; and System measurement & monitoring, and the added
dimension Features & functions were continuously refined during several workshops
between 3/2021 to 5/2021 with between one to four topic experts from each of the
countries mentioned above. This process resulted in a data collection form with questions
to be answered by the respective topic experts in relation to their own country’s PAEHR
system(s). This paper focuses on a subset of questions from the dimension External rules,
regulations & pressures, that were of special interest regarding parental and adolescent
access to records, namely: ‘At which age do minors obtain access to their own PAEHR?’;
‘Do parents have the right to access their children’s PAEHR?’; ‘Is any potentially
sensitive health information exempted from parental access?’; ‘Can minors apply for
restrictions in parental access?’; ‘Can parents apply for prolonged access to the child's
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EHR beyond the default?’; and ‘Can minors apply for earlier access to their EHR before
the default set-up?’.

The original data collection was finished in November 2021 and a complementary,
smaller, data collection was carried out during a workshop in December 2021 to
elaborate on questions related to parental and adolescent access to records online in
particular. The same topic experts in each country were surveyed and were contacted via
e-mail when additional clarification was required. Analysis was performed by the
primary author by comparing the answers to these questions across the four countries.

3. Results

All national systems in the four countries provided parents with automatic access to their
child’s EHR at birth. Figure 1 visualizes the patterns for parental EHR access and
child/adolescent self-access in the four studied countries.
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Figure 1. Parental and child/adolescent access to EHRs in Sweden, Norway, Finland and Estonia.

Age limits for parental loss of access were lower in Sweden (age 13) and Norway
(age 12), than in Finland and Estonia (age 18). In Finland, parental access for minors
above the age of 10 was not the default, though access was subject to the minor’s
capability to decide for their own care and their consent in the following way: for each
care event and prescription, an HCP had to select one of four options: (1) the minor does
not have decision-making capacity, and the event note is made accessible for parents; (2)
the minor has decision-making capacity and consents to making the event note accessible
for parents; (3) the minor has decision-making capacity and does not consent to making
the event note accessible for parents; (4) the minor’s decision-making capacity is
unknown, and the event note is not made accessible for parents.

The age of obtaining EHR self-access was the same in Sweden and Norway (age
16) while by contrast in Finland and Estonia, there was no lower age for when the minor
obtained access to their EHR. Instead, children and adolescents could access their own
records when they had acquired an electronic ID. Sweden and Norway also required an
electronic ID to access the national PAEHR, for which one must be 8 (Sweden) and 16
years old (Norway). None of the studied countries exempted any potentially sensitive
health information by default from parent access. In all countries except for Norway,
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adolescents were able to apply for restrictions in parental access to their EHR. In Estonia,
the lower age limit for this was 14.

In Sweden and Norway, where parents’ access to their child’s record is by default
ended as the child turns 16, there is a possibility for parents to apply for a prolonged
access. Of the two, only parents in Sweden had the opportunity to apply for access after
the child had turned 13 years old. Because the procedure relying on adolescents’
capability to decide for their own care and their consent applies until the age 18 in
Finland, there is no separate procedure for prolonging parental access. Similarly, the
ability to apply for earlier access was only applicable for Sweden and Norway where
there were lower age limits. Of these, only adolescents in Sweden could apply for self-
access to their EHR prior to the age of 16, at which point they gained automatic access.

4. Discussion

Our findings show that the national eHealth services in Sweden and Norway held
similarities in regards to regulations on parental access and self-access for minors,
whereas Finland and Estonia had a somewhat different approach. Sweden and Norway
used a default blocked access approach as soon as the child reached the age of 16, while
Finland and Estonia enabled parent access until the child turned 18.

Finland held the lowest age limit (age 10) for parental loss of default access. Parental
access for minors older than 10 in Finland was decided on event-basis, which prevents
some of the risks in the approach of default shared access of parents and adolescents used
in Estonia. One may argue that not all children aged between 10-14 can fully understand
the information in their EHR and independently make informed decisions around their
health, however, it is worth emphasizing that at least some researchers argue that children
are capable of full informed consent from the age of 12 [13]. The ability to protect the
privacy of adolescents is important as situations that may threaten the minor’s wellbeing
are numerous and hard to foresee. For example, adolescents may not want to reveal
information pertaining to sexual activity, disclosure of alcohol or drug abuse, or
stigmatized illnesses such as anxiety or depression. While shared access by event
increases privacy, issues may still arise in cases when part of a visit concerns confidential
information [5]. Furthermore, the regulations in Finland largely depend on subjective
judgment of the professional treating the adolescent.

The more restrictive regulations in Sweden and Norway lead to other challenges:
namely, a “gap” between the ages of 13-16 (from age 12 in Norway) where neither parent
nor child can access the records. The age 13-limit is in fact not legislated but was set in
2012, and established in the national regulatory framework of the PAEHR in
collaboration with the Swedish Association of Local Authorities and Regions (SALAR)
[14], and thereafter Norway made similar decisions. This lack of access has been subject
to criticism in Sweden [15], where parents ask for access to “non-sensitive” information.
Though it is possible for parents and adolescents in Sweden to apply for access outside
of regulations, the procedure requires knowledge, time, and effort.

Lastly, while none of the countries studied here had by regulation exempted any
sensitive information in the child’s EHR from parental access, implementation may vary
in regards to setting and region. For example, access to records from psychiatry have
been topic of considerable debate for both adult and youth psychiatry [16]. As of 2021,
one of Sweden’s 21 regions has decided to exempt child and adolescent psychiatry notes
from availability in the national EHR service.
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It should be noted that implementation of these services is ongoing and while all
functionalities mentioned in this paper are available in each country, they may not yet
have been implemented across all regional settings.

5. Conclusions

The complexity of PAEHRS in the context of the pediatric population is evident from its
policy diversity across countries. This may be the first attempt to compare detailed
PAEHR regulations of parental access and adolescent self-access to EHR. Findings
gained from the four countries can be of assistance to future work with a greater focus
on improving our understanding of how these approaches are experienced by
stakeholders, primarily parents and young patients. Shared insights from a diversity of
approaches necessitate concurrent safety monitoring. This will be indispensable to
improve safety and equality of care in this emergent field.

References

[1] Essén A, Scandurra I, Gerrits R, Humphrey G, Johansen MA, Kierkegaard P, et al. Patient access to
electronic health records: differences across ten countries. Health Policy Technol. 2018;7(1):44-56.

[2] Britto MT, Hesse EA, Kamdar OJ, Munafo JK. Parents’ Perceptions of a Patient Portal for Managing
Their Child’s Chronic Illness. J Pediatr. 2013 Jul 1;163(1):280-1.e2.

[3] Sharko M, Wilcox L, Hong MK, Ancker JS. Variability in adolescent portal privacy features: How the
unique privacy needs of the adolescent patient create a complex decision-making process. J Am Med
Inform Assoc. 2018 Aug;25(8):1008-17.

[4] Stablein T, Loud KJ, DiCapua C, Anthony DL. The Catch to Confidentiality: The Use of Electronic
Health Records in Adolescent Health Care. J Adolesc Health. 2018 May;62(5):577-82.

[5] Bourgeois FC, DesRoches CM, Bell SK. Ethical Challenges Raised by OpenNotes for Pediatric and
Adolescent Patients. Pediatrics. 2018 Jun;141(6):2021.

[6] Ransom NR. A teen’s perspective: Adolescent access to their own electronic medical records. Int J
Adolesc Med Health. 2016;28(1):123-4.

[71 Huang JS, Yueh R, Ma S, Cruz R, Bauman L, Choi LJ. Adolescents’ and Young Adults’ Satisfaction
with and Understanding of Medical Notes from a Pediatric Gastroenterology Practice: A Cross-Sectional
Cohort Study. J Pediatr. 2019 Dec;215:264—6.

[8] Carlson JL, Goldstein R, Buhr T, Buhr N. Teenager, parent, and clinician perspectives on the electronic
health record. Pediatrics. 2020 Mar;145(3). Available from: https://doi.org/10.1542/peds.2019-0193

[91 Klein JD, McNulty M, Flatau CN. Adolescents’ access to care: Teenagers’ self-reported use of services
and perceived access to confidential care. Arch Pediatr Adolesc Med. 1998 Jul;152(7):676-82.

[10] Campos-Castillo C, Anthony DL. The double-edged sword of electronic health records: implications for
patient disclosure. ] Am Med Inform Assoc JAMIA. 2015 Jul;22(el):e130—40.

[11] Sittig DF, Singh H. A New Socio-technical Model for Studying Health Information Technology in
Complex Adaptive Healthcare Systems. Qual Saf Health Care. 2010 Oct; 19(Suppl 3):168-74.

[12] Hagglund M. Nordic countries lead new initiative on patient access to EHRs [Internet]. TheBMJopinion.
2022 [cited 2022 Jan 16]. Available from: https://blogs.bmj.com/bmj/ 2021/05/18/maria-hagglund-
nordic-countries-lead-new-initiative-on-patient-access-to-ehrs/

[13] Hein IM, De Vries MC, Troost PW, Meynen G, Van Goudoever JB, Lindauer RJL. Informed consent
instead of assent is appropriate in children from the age of twelve: Policy implications of new findings
on children’s competence to consent to clinical research. BMC Med Ethics. 2015 Nov 9;16(1):76

[14] Scandurra I, Lyttkens L, Eklund B. Implications of Swedish National Regulatory Framework of the
Patient Accessible Electronic Health Record. Stud Health Technol Inform. 2016;228:695-9.

[15] Lernfelt M. 13-dringar kan inte forvéntas skota sin vard sjdlva [Internet]. Dagens Samhille. 2021 [cited
2022 Jan 20]. Available from: https://www kristianstadsbladet.se/ledare/13-aringar-kan-inte-forvantas-
skota-sin-vard-sjalva-cdb7872f/

[16] Petersson L, Erlingsddttir G. Open Notes in Swedish Psychiatric Care (Part 2): Survey Among
Psychiatric Care Professionals. JMIR Ment Health. 2018;5(2):¢1052.



