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Abstract. Personal Health Records (PHRs) are poised to improve patient safety, 
however the mechanism(s) in which they improve safety is not clear. To this end, 
we conducted a scoping review with the following objectives: 1) explore the extent 
of the evidence that PHRs improve patient safety, 2) determine where PHR research 
has been done per International Medical Informatics Association (IMIA) 
Represented Region [1], 3) to identify the PHR naming convention(s) used per IMIA 
Region [1]. The findings revealed that there is limited evidence that PHRs improve 
patient safety. The results also revealed heterogeneity in PHR nomenclature and 
how they were used in healthcare settings. However, the overarching theme of the 
study, was that future research is needed to ensure that PHRs are designed and used 
in a patient safety context with human factors and usability considerations.  
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1. Introduction 

Personal Health Records (PHRs) have gained market prominence as healthcare 
technologies, poised to improve patient safety. PHRs are electronic applications that 
enable authorized citizens to access, share, and manage health information in secure and 
confidential environments [2]. To understand their true value, PHRs must be 
contextualized as dynamic heterogeneous tools. Currently PHRs lack nomenclative 
consistency, functionality and design standardization. They have range from web-based 
applications, stand-alone systems, to programs tethered to a patient electronic health 
record (EHR) or electronic medical record (EMR) [2]. Consequently, limited 
longitudinal and empirical data is available to assess PHRs from broad perspectives and 
thus evidence of their impact on patient safety has remained unclear. The objectives of 
this scoping review were to: 1) establish the extent of the evidence that PHRs improved 
patient safety, 2) determine where PHR research has been done per International Medical 
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Informatics Association (IMIA) Represented Region [1], 3) to identify the PHR naming 
convention(s) used per IMIA Region [2].  

2. Methods 

We conducted a scoping review following the Arksey and O’Malley framework [3] using 
the PubMed� database, with the search terms “Personal Health Record” and “Patient 
Safety.” PubMed� was utilized as it provided a robust sample of currently available 
published literature. To support interpretive consistency, prior to screening the articles, 
the researchers defined the terms PHR and patient safety. For the purposes of this study, 
we defined PHRs as the variety of electronic applications that enabled authorized citizens 
to access, share and manage health information in secure and confidential environments 
[2]. Thus, various terms and technologies that enabled citizens to modify and access their 
health information were categorized under the PHR umbrella. We defined patient safety 
as the opportunity to detect errors or risks in the healthcare system and remedy them to 
provide optimal patient outcomes [4]. Following this, two researchers conducted a first 
screen of the search results by title and abstract in Covidence®, then applied the 
following inclusion criteria: English articles (with abstracts) published between 2011-
2021; PHR articles with a relationship to patient safety; PHRs tethered to EHRs or 
EMRs;  PHRs with a different naming convention in which the data was maintained or 
modifiable by the patient or authorized delegate; electronic PHRs; PHR prototypes tested 
with patient populations. Articles that did not satisfy the inclusion criteria were excluded 
from the study. Once the final article sample was established, the authors completed a 
full text review of all remaining articles and tabulated the findings in a data extraction 
table (Table 1) for thematic analysis. The articles were iteratively assessed by two 
researchers based on the inclusion criteria and conflicts were resolved through discussion 
and consensus. A perceived limitation of the study, was the inclusion of electronically 
available English articles only and therefore other relevant articles may have been 
omitted based on this criteria. Additionally, as the intent of a scoping review is to provide 
a holistic assessment of the current state of the literature, all articles that satisfied the 
inclusion criteria were included, regardless of study design and methodological quality 
[3,5]. An ethics review was not required, as this was an assessment of publicly available 
literature.  

3. Results 

The search yielded 402 articles, with no duplicates and thus, all 402 articles were 
included in the first screen and assessed by title and abstract. From this, 336 articles were 
excluded as they did not meet the inclusion criteria and a full text review of the remaining 
66 articles was done. After the 66 articles were read in full, another 44 articles were 
excluded and resulted in a final inclusion of  22 articles2. Of those 22 articles, 13 showed 
evidence that PHRs facilitated patient safety. We extracted the data (Table 1) using the 
following categories: PHR naming convention, IMIA Region [1], description of safety 
impact, thematic category. The four thematic categories identified in the literature were: 
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1) shared decision making, 2) communication challenges, 3) medication safety, 4) 
usability and design challenges. Lastly, to facilitate comparative analysis, study specific 
acronyms were created for the PHR naming conventions, thematic categories and the 
IMIA Region [1] acronyms were utilized (Table 1). 

Table 1. Data extraction 

Naming 
convention 

IMIA 
Region [1] 

Description of safety impact Thematic 
category 

Reference 

PHR, PP, 
EPR 

APAMI, 
EFMI, 
MENAHI,
NAMI 

Health information systems have helped 
citizens improve their health status and 
manage their care with health professionals.  

SDM [6]  

PHR NAMI PHR improved medication reconciliation 
self-management with patients and providers. 

MS [7]  

PWP  NAMI Portal communication was safe and effective, 
but unread message notifications posed risks. 

CC  [8]  

PP  N/A Patient portals enabled discovery of medical 
errors and improved medication adherence.  

MS [9]   

EPP  EFMI 42% of participants identified inaccuracies in 
clinical documents. 

SDM [10]  

PP EFMI Patients had difficulties interpreting and 
understanding laboratory test results. 

CC [11]  

PP  NAMI* Patients and families identified errors and 
recognized quality problems in their records. 

SDM [12]  

ACP  NAMI Participants found medical terms and 
acronyms in clinical notes hard to understand.  

CC [13]  

IP  NAMI The portal facilitated recognition of 
medication errors. 

MS [14]  

PP NAMI Participants reported errors online and 93% 
found that reporting mistakes improved 
safety. 

MS [15]  

OPHR  NAMI The PHR tool improved safety and decreased 
patient-reported medication errors. 

MS [16]  

PMR N/A Patients were able to correct mistakes and 
discrepancies in their medical file themselves. 

SDM [17] 

PHR NAMI Interception of medication dosing errors was 
achieved by patients accessing their data.  

MS [18]  

*Assumption: authors are affiliated with NAMI Region institutions.  
Naming convention(s):Personal health record (PHR), patient portal (PP), electronic patient record (EPR), 
patient web portal (PWP), electronic patient portal (EPP), acute care portal (ACP), inpatient portal (IP), online 
PHR (OPHR), personal medical record (PMR). Region: Asia Pacific (APAMI), European (EFMI), Middle East 
and North African (MENAHIA), North America (NAMI). Thematic categories: Shared decision making 
(SDM), communication challenges (CC), medication safety (MS), usability and design challenges (UDC). 

The results of the thematic analysis indicated that 9 of the 22 of the articles 
represented medication safety issues and how PHR interventions impacted medication 
administration (e.g., reconciliation, error detection, dosage). Whereas 6 articles 
described communication challenges between providers and citizens with PHR use. 
Shared decision making in which citizen and provider collaboration was established 
through frequent communication and open medical record access, was present in 5 
articles. Lastly, 2 articles described usability and design challenges which prevented 
citizens from using PHRs safely, effectively and enjoyably [19]. The findings (Table 1) 
revealed that heterogeneity existed in: PHR naming convention(s), where PHR research 
has been done, how PHRs impacted safety, thematic category. There was evidence that 
PHRs facilitated patient safety in 13 articles, however, 9 articles failed to provide clear 
evidence that PHR use improved patient safety (Figure 1).  
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Figure 1. Evidence of patient safety in the literature 

The findings revealed that there is much to learn about the relationship between 
PHRs and patient safety. Additionally, it was discovered that future work is required to 
establish safety parameters in PHR design and evaluation. The PHR nomenclature varied 
(Figure 2) and with 5 articles, the patient portal was the most prominent naming 
convention. Additionally, the IMIA Region [1] representation was diverse (Figure 3), 9 
articles described the NAMI region as the most prominent region for PHR research. 

    
Figure 2. Varied naming conventions   Figure 3. PHR research per IMIA Region [2] 

4. Discussion and Conclusion  

This scoping review presented a range of PHR naming conventions, research 
representation by IMIA Region [1]. As evidenced by the findings, the relationship 
between PHRs and patient safety has only been partially established. Therefore, the 
integration of usability, human factors and human cognitive processing abilities [20] into 
PHR design and concept planning, could result in safer systems. Moreover, utilizing 
patient journey mapping activities [21] in PHR design and implementation planning 
could improve patient outcomes. Such activities could illustrate the varied clinically 
related intersections that exist between citizens and providers that could compromise 
patient safety. A broader analysis is required to further explore the current state of PHRs 
in the global marketplace. There is a need for a generalizable framework to evaluate 
PHRs from stratified perspectives (e.g., micro, meso, macro, multi [22]) to improve 
design, safety, functionality and adoption.  
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