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Abstract. The pharmaceutical industry is a data-intensive environment and a 
heavily-regulated sector, where exhaustive audits and inspections are performed to 
ensure the safety of drugs. In this context, processing and evaluating the data 
generated in the manufacturing lines is a relevant challenge since it requires 
compliance with pharma regulations. This work combines data integrity metrics and 
blockchain technology to evaluate the compliance-degree of ALCOA+ principles 
among different levels of drug manufacturing data. We propose the DIALCOA tool, 
a software to assess the compliance-degree for each ALCOA+ principle, based on 
the assessment of data from manufacturing batch reports and its different levels of 
information. 

Keywords. Data integrity, ALCOA+ compliance, pharma manufacturing industry 

1. Introduction 

The pharma manufacturing industry is a data-intensive environment that generates large 
amounts of distributed data regularly accessed by different internal and external 
stakeholders including international and national regulatory bodies. However, this is 
hardly a new problem: since the early 1960s when the initial Good Manufacturing 
Practices (GMPs) [1] for finished pharmaceuticals were published, distinct regulatory 
bodies have assembled a considerable number of guidelines pertaining to data integrity 
in pharma manufacturing.  

Despite the pharmaceutical industry has consistently improved its manufacturing 
processes in compliance with good manufacturing practices, it is well documented that 
falsification of medicines continues[2] and has led to disastrous consequences 
worldwide[3]. Consequently, different organizations have proposed standards, measures, 
and protocols to avoid these falsifications. The EU Falsified Medicines Directive[4] 
introduces harmonized European measures to fight these medicine falsifications and 
ensure that medicines are safe and that the trade in medicines is rigorously controlled.'' 

Challenges of Trustable AI and Added-Value on Health
B. Séroussi et al. (Eds.)
© 2022 European Federation for Medical Informatics (EFMI) and IOS Press.
This article is published online with Open Access by IOS Press and distributed under the terms
of the Creative Commons Attribution Non-Commercial License 4.0 (CC BY-NC 4.0).
doi:10.3233/SHTI220578

755



Such obligatory safety features, legal framework, and record-keeping requirements have 
arguably imposed stricter controls for the manufacturing of medicines. 

In this context, the gold standard adopted by the pharmaceutical industry is “Data 
Integrity and Compliance with current Good Manufacturing Practices'', defined by the 
FDA[5], which defines the term “ALCOA+” as a set of principles that should be followed 
throughout the data life cycle for achieving data integrity. These principles stand that 
data should be Attributable, Legible, Contemporaneous, Original, and Accurate. 
Moreover, good documentation practices require that the records are Complete, 
Consistent, Enduring, and Available. 

This work proposes a computational approach for the assessment of these nine 
ALCOA+ principles among the data generated during the process of drug manufacturing, 
in order to provide a quantitative measurement of data integrity compliance level. This 
work has been developed under the Smart Pharmaceutical Manufacturing project 
(SPuMoNI), a European research project launched by CHIST-ERA pathfinder 
programme. SPuMoNI consortium includes industry partners, such as a Contract 
Manufacturing Organisation (CMO), which has been a real scenario for the development 
of this work. 

2. Methods 

2.1 Pharma manufacturing reports 

At CMOs, the process of manufacturing a particular drug is performed by following the 
Recipe, which is the protocol that describes in detail the fabrication process of the drug. 
It is composed of a set of Phases, and each Phase is composed of a set of Instructions. 
An Instruction is a single action implemented within the manufacturing process. There 
are various types of Instructions, such as setting a mixing machine or verifying the 
quantities of raw materials. All this information must be extensively documented and is 
expected to be ALCOA+ compliant, since regulatory bodies or any other auditor could 
require an exhaustive revision at any time.  

We propose to structure this manufacturing data in what we call a batch Report[6]. 
At the main level of a Report, the attributes are related to the batch information, such as 
the batch code, the Recipe code, and the Qualified Person; which is responsible for 
assuring the quality of the manufactured drugs that will be available on the market. 
Furthermore, a Report contains the list of materials used for the process as well as the 
row data produced in the production line. This information is organised in the Report 
following the Recipe structure: a) a list of Phases that contains a set of Instructions; b) 
each Instruction item includes a list of parameters to be controlled during the execution 
and the data recorded during the process (e.g., temperatures or mixing speeds).  

2.2 ALCOA+ principles assessment  

Following the definitions of ALCOA+ and data integrity methods[6], we have defined a 
set of metrics (Table 1) for evaluating the compliance of each principle in a batch Report. 
These metrics are implemented in the tool proposed in this work (Results Section) that 
we have named “DIALCOA” (Data Integrity ALCOA assessment). 
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Table 1. ALCOA+ Principles definition and their proposed metrics for assessing its compliance in batch 
manufacturing Reports 

 ALCOA+ Principle Proposed Metric 

A
tt

ri
bu

ta
bl

e All data must be attributable to the 
person generating the data including 
who performed an action and when. 

Assessed by measuring the amount of data which have 
been assigned to the person who did the collection and the 
identification of the person responsible of the report 
Attributable score is the percentage of data which has been 
recorded by the staff who has collected it. 
 

L
eg

ib
le

 

All data must be legible and 
permanent. Ensuring records are 
legible 

Assessed among all Report fields by the quantification of 
measurements that comply with these three specifications: 

- Data must be electronic and use UTF-8 format 
- Decimal numbers must use the same format 
- Free texts must use words present in language 

dictionaries 
Legible score is the percentage of data that is compliant 
with the three specifications. 

 

C
on

te
m

po
ra

ne
ou

s Record the data at the time it is 
performed. Date and time stamps 
should flow in Date and time stamps 
should flow considering the execution 
order to prove the data credibility. 

Assessed by verifying and counting the Report fields which 
include the date and time of data creation. 
Contemporaneous score is the percentage of data that 
includes its timestamp. 
 

O
ri

gi
na

l The preservation of original records, to 
verify the authenticity of the data. 
 

Assessed by verifying that the Report has not been 
adulterated. To do so, DIALCOA relies on a blockchain 
Smart Contract, where the original version of the Report is 
stored. 

Original score is 100 if data is original or 0 if any field of 
the Report has been adulterated. 

 

A
cc

ur
at

e 

Data should be free from errors. 
Editing should only be performed by 
using the principles of GDPs. 
 

Assessed by range checks and outlier detection methods. 
Those numerical fields of the Report are checked with the 
expected range of acceptable values in the Recipe, and to 
detect outlying behaviour.  
Accurate score is the percentage of numerical fields of the 
Report that satisfy the rules above. 

 

C
om

pl
et

e All data must be retained from the 
creation of the documentation. 
Deletion or removal of data must not 
take place. 

Assessed by checking that all expected fields in the Report 
are fulfilled. 
Complete score is the percentage of fulfilled fields among 
the Report. 

 

C
on

si
st

en
t Data must be coherent with the 

expected information in time. 
 
 

Consistency principle can be assessed by evaluating time 
consistency, counting the tracking start date that is earlier 
than tracking end date for all the Report. 
Consistency score is the percentage of data that is 
compliant with this time consistency rule. 

 

E
nd

ur
in

g Store systems are running during all 
life of data. 
 

Assessed by requesting a certified expiration date of the 
Report.  
Enduring score will be 100 if the expiration date is included 
and updated and 0 if it is missing or if it has expired. 
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A
va

ila
bl

e Data must be accessible at any moment 
it is request. 
 
 
 

Assessed by requesting a certified expiration date for 
accessing to the Report.  
Available score will be 100 if the expiration date is 
included and updated and 0 if it is missing or if it has 
expired. 

 
 

2.3 Blockchain private network 

The DIALCOA tool is connected to a blockchain private network that is composed of a 
private Ethereum network infrastructure[7]. When a Report is uploaded to DIALCOA, an 
originality assessment is performed by uploading a new batch record to the Ethereum 
network as a smart contract and verifying the uniqueness of all its data. Based on the 
previously uploaded reports on the Ethereum network, the originality score is calculated 
evaluating the uniqueness of the new data by comparing it with the existing stored 
information. 

3. Results 

This work presents the first steps towards a computational approach to assess the 
compliance of ALCOA+ principles within batch manufacturing data. This software 
implements the proposed metrics described in Table 1 to be used by the Qualified Person 
at the CMO to monitor the integrity of the data that have been generated.  

This software can be installed in the pharma manufacturing plant systems to access 
production data and batch Reports. Additionally, a private blockchain network should be 
installed in order to ensure the traceability of the ALCOA+ assessments and the Original 
principle evaluations. Figure 1 outlines the information workflow and the connection 
among elements. 

 
Figure 1. Workflow of DIALCOA tool in pharma manufacturing process 

DIALCOA shows a global view of the nine ALCOA+ principles scores in a pie chart, 
including a color scale for the limits of compliance (Figure 1). Moreover, the user can 
explore the detailed analysis of each principle assessment. This is possible since the 
software is able to detect and plot the potential data integrity conflicts which are causing 
scores lower than 100. Hence, the user can easily identify which Report data present data 
integrity issues for each ALCOA+ principle. 
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Discussion 

The proposed system feasibly supports the compliance of ALCOA+ principles by 
evaluating batch Reports through data integrity metrics. To achieve a higher readiness 
level, an evaluation of the proposed tool in the pharma shop-floor environment is being 
performed. As future work, we aim to validate DIALCOA tool in a real pharma 
manufacturing environment. 

4. Conclusion 

The pharmaceutical industry is a data-intensive and heavily regulated domain. Its 
manufacturing lines continuously generate large amounts of data that must be collected 
and have to be ALCOA+ compliant. This industry requires effective solutions to improve 
its manufacturing process in terms of data integrity compliance. Towards this scenario, 
we propose a novel tool for assessing the compliance of ALCOA+ principles within 
batch manufacturing reports. 
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