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ABSTRACT

Security systems are the need of the hour to protect data from unauthorized access. The dissemination of
confidential information over the public network requires a high level of security. The security approach such
as steganography ensures confidentiality, authentication, integrity, and non-repudiation. Steganography helps in
hiding the secret data inside the cover media so that the attacker can be confused during the transmission process
of secret data between sender and receiver. Therefore, we present an efficient hybrid security model that provides
multifold security assurance. To this end, a rectified Advanced Encryption Standard (AES) algorithm is proposed
to overcome the problems existing in AES such as pattern appearance and high computations. The modified AES is
used for the encryption of the stego image that contains the digitally signed encrypted secret data. The enciphering
and deciphering of the secret data are done using the Rivest-Shamir—Adleman (RSA) algorithm. The experiments
are conducted on the images of the USC-SIPI standard image database. The experimental results prove that the
proposed hybrid system outperforms other SOTA (state-of-the-art) approaches.
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1 Introduction

Information security plays a substantial role in data communication through a transmission
channel (i.e., physical communication or through a network channel). In order to ensure secret
communication between the sender and receiver, a secure information dissemination system is the need
of the hour as illustrated in Fig. 1. Impregnable communication is indispensable for transmitting data
in a public channel. Gradually, the increase in communication infrastructure concerns the high altitude
of information security in communication networks [1]. Due to the advancements in information
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technology, it is easy, fast, and economical to send and receive data over the Internet [2,3]. The
most common techniques to safeguard sensitive information are cryptography and steganography
[4-6]. The concepts of steganography and cryptography are utilized to ensure confidentiality and
authentication but the addition of a digital signature ensures integrity and non-repudiation also.
Cryptography is the process of converting plaintext to unintelligible form so that the attacker could not
read the transmitted message between sender and receiver [7]. It can be classified into two categories:
Symmetric-key cryptography and Asymmetric-key cryptography. In symmetric-key cryptography, only
one shared secret key is utilized for both the encryption and decryption process while asymmetric key
cryptography employs the public key and private key for enciphering and deciphering secret data.
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Figure 1: The process flow of the information dissemination system

The term steganography came from the Greek word stegano+graphy means covered writing [&].
It helps to hide secret messages inside any cover media such as images, video, audio, etc. A digital
signature encrypts the hash value of the secret message using the private key of the sender which ensures
the message is sent by the sender only [9]. The concept of digital signature with cryptography ensures
non-repudiation (i.e., the sender cannot deny that the message was sent by him/her), and maintains
the integrity of data. Eavesdropping and Man-in-the-middle attacks are the major challenges present
in an information dissemination system. It is the biggest myth that only the encryption process is able
to secure our data on the network. The required security is achieved through proper access control,
ensuring integrity, and data availability [10,11]. Therefore, we propose a hybrid system that grabs the
usefulness of the discussed individual security techniques to make an efficacious security system. The
proposed research aims to ensure all the security primitives commonly known as the CIA triad (i.c.,
confidentiality, integrity, and availability), authentication, and non-repudiation [12].
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The major contributions of this work are:

e The problem of pattern appearance and high execution time exists in standard AES, therefore,
we propose a modified AES that helps to mitigate the existing problems in AES.

e The problem of eavesdropping by the intruder leads to the breach of confidential information,
therefore, a novel hybrid system for multilevel security in disseminating secret information is
proposed.

e The proposed system ensures all the security requirements such as confidentiality, integrity,
availability and non-repudiation.

e Comparative analysis of the performance of standard AES and Rectified AES is done in terms
of entropy, correlation coefficient, and execution time.

e The proposed rectified AES achieved a 1.05% improvement in entropy and a 1.25% improve-
ment in execution time in comparison to standard AES.

The structure of the paper is systematized as follows. The first section covers a brief overview
of the need for multilevel security and hybrid systems. Section 2 confers the contemporary literature
on the tools and techniques used for multilevel security. Section 3 elaborates on the materials and
the proposed method to ensure confidentiality, integrity, availability, and non-repudiation. The
experimental setup such as system configuration, the programming language for the implementation,
the dataset used, the conducted experiments, and the discussion related to the achieved results are
discussed in Section 4. Finally, Section 5 concludes the research article and proposes the prospects of
the research.

2 Related Works

Earlier, individual techniques [13—17] have been utilized to provide data security but now the
interest of researchers has been shifted towards hybrid systems. In the contemporary scenario, a
greater amount of research work has been done for hybrid security systems to deliver an elevated
level of information security [18-23]. Curvelets-based ECG steganography technique was proposed
by Jero et al. [24] that embeds the confidential data of patients into their ECG signals. The proposed
approach only provides the confidentiality of data but the attacker can replace the embedded data
that may lead to an integrity breach. Abbas et al. [25] proposed a hybrid approach to enhance the data
security for the cloud. They used the amalgamation of steganography and cryptography to provide
high-level cloud security. AES, RSA, Least Significant Bit (LSB), and Lempel-Ziv-Welch (LZW)
algorithms are used to achieve all the security primitives. The key feature of their work is that it
also provides compression of data that leads to the requirement of less bandwidth at the time of
transmission and makes the algorithm faster.

The hybrid system proposed by Jassim et al. [260] utilized steganography and cryptography
techniques to embed secret data inside an image. The message is encrypted through the RSA
algorithm and occluded inside an image using the LSB steganography technique. The method achieved
confidentiality and authentication primitives but the modification in the hidden data can be done by
the attacker. Anwarul et al. [27] suggested some modifications in the AES algorithm to overcome the
existing problems such as pattern appearance and high computations. The authors used modified AES
for the encryption of an image. Further, steganography is employed for hiding the shared secret key of
AES in the encrypted image to enhance security. The study projected by Belkaid et al. [28] targeted the
protection of medical information available in the form of images. They suggested a hybrid encryption
technique to provide security to medical images from illegitimate access to the patient’s data.
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The amalgamation of steganography, encryption, and watermarking in a hybrid system was
presented by Razzaq et al. [29]. The encryption in the proposed method was done by the secret key
generated by shifting the pixel bits using the XOR operator. The steganography and watermarking
techniques were used for data hiding and copyright protection, respectively. Alarood et al. [30]
suggested an image steganography technique for Internet of Things (IoT) networks. The approach
utilized the characteristics of the pixels of the cover image for the embedding process. They classified
the highly smooth and less smooth domains to identify the eligible pixels that could include in the
embedding phase.

Liao et al. [31] presented a new approach for the steganography of medical images that utilized the
dependencies of the inter-block coefficients. The experimental results in the presented paper proved
that the steganographic algorithm in [31] is better than other existing steganographic approaches.
Denis et al. [32] proposed a hybrid system for the cloud-based healthcare systems consisting of AES
and RSA algorithms for the encryption process. They utilized the concept of a genetic algorithm for
the pixel adjustment process to enhance the hiding capability of the algorithm. In [32], the authors
developed three modules in the presented paper. The encryption process was done using AES and
RSA, whereas the hiding of patient’s data in the medical cover image was done using Discrete Wavelet
Transform. In addition, they utilized Adaptive Genetic Algorithm in the embedding phase for the
pixel adjustment process.

The aspects of security, privacy, trust, and anonymity in DNA computing were discussed in
[33]. In order to protect user data, each of them has a specific function. The authors described how
DNA computing is used to address these issues. Data encryption and masking are two methods used
to achieve data security, where the objectives of data security can vary depending on the type of
information being protected. The use of these techniques can help protect sensitive information and
control access to it. Kumari et al. [34] discussed community detection algorithms (CDAs) and the issue
of community deception in complex industrial networks for privacy reasons. They introduced two
methods to conceal nodes from CDAs, using persistence and safeness scores to optimize the problems.
The objective functions aim to minimize the persistence score and maximize the safeness score of
the nodes, and the simulation results showed the efficacy of the proposed strategies in concealing
community information in complex industrial systems.

Niu et al. [35] proposed a solid-state circuits-based communication system that provides high-
speed transmission of data. The secure transmission is missing in their research. In the presence of
passive and active eavesdropping attacks, Cao et al. [36] examined the security of semi-grant-free
Non-orthogonal multiple access transmission. They utilized IoT to reduce access delay and provide
massive connectivity in the network. The research proposed by Cao et al. [37] examined the physical
layer security of the wireless-powered information dissemination systems by considering the presence
of a passive eavesdropper. The results of their research illustrate that low transmission power is
required in the proposed system. Gao et al. [38] presented an asynchronous updating Boolean network
encryption algorithm based on chaos (ABNEA) to ensure the safe transmission of the network. The
algorithm uses a novel 2D chaotic system to generate key streams for encryption and a synchronous
scrambling-diffusion method to encrypt the Boolean network matrix. The encoded asynchronous
updating Boolean network is converted to a Boolean matrix and propagated on the network as an
image. Simulation experiments and security analysis demonstrated the effectiveness of ABNEA in
encrypting asynchronously updating Boolean networks and have good security characteristics.
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Even though the discussed methods in the literature covered different aspects, they are limited
to ensuring confidentiality, integrity, and authentication. Therefore, we proposed a multi-level infor-
mation dissemination system that ensures all the security primitives such as confidentiality, integrity,
availability, authentication, and non-repudiation.

3 Materials and Methods
3.1 The RSA Algorithm

In the proposed system, the encryption and decryption of the secret text are done using the RSA
algorithm [39]. The algorithm follows an asymmetric key cryptography approach and works on the
fact that the factorization of large integers is difficult. First, two prime numbers are selected, i.e., « and
B, where public key and private keys are derived from the selected prime numbers. The second step is
to calculate block size (n) and Euler’s totient function (®(n)). After getting the values of n and ®(n),
select public key (e) in such a way that the Greatest Common Divisor (GCD) of ¢ and ®(n) should be
equal to 1. The private key (d) is calculated using the public key. The enciphering process is done using
the public key (e) to get the ciphertext (Ci) and the deciphering is done using the generated private key
(d) to acquire the plaintext (P). The diagrammatic flow of the RSA algorithm is illustrated in Fig. 2.

| Select two prime numbers: o and B, where, a£p |

| Calculate n=a * B |
A
| Calculate ®(n)= (a-1) * (B-1) |
v
Select e such that e is relatively prime to ®{n),
i.e., GCD (e, ®(n)) =1 and 1<e< $(n)
A J
| Caleulate d=e' mod ®(n) or ed= lmod $(n) I
h A
| Public key= {e, n}, private key= {d, n} |

h A

| Encryption, Ci=P* mod n, P<n |

v
| Decryption, P=Ci* mod n |

Figure 2: The overall working of the RSA algorithm

3.2 The Proposed Rectified AES Algorithm

The earlier version of AES consists of 10, 12, or 14 rounds which consist of a 128-bit key in
10 rounds, a 192-bit key in 12 rounds, and a 256-bit key in 14 rounds. Each round consists of four
operations such as substitute bytes, mix columns, shift rows, and add round keys [40]. The complete
structure of the algorithm is illustrated in Fig. 3. It receives 128-bit plaintext to convert into 128-bit
ciphertext. The maximum number of calculations are performed in the mix columns step. The value of
each byte of a column is replaced by a new value which is a function of all four bytes in that column.
The columns are considered as polynomials over GF(2%) and multiplied by a fixed polynomial a(x)
modulo x*+ 1 given by Eq. (1).

(x) = {03}’ + {01} x* + {01} x + {02} (D)
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Figure 3: The structure of the AES algorithm

Therefore, we rectified the mix columns step to minimize the number of computations that make
the algorithm faster. Mix column step plays a significant role in providing confusion and diffusion
to the cipher text, thereby enhancing the security of the encryption process. In the MixColumns step,
each column of the 4 x 4 state matrix is transformed using a mathematical function that mixes the
bytes of the column. The scrambling step is also added to alleviate the problem of pattern appearance.
The scrambling step is done before passing the input to the modified AES by XORing the actual image
with the randomly generated matrix. The dimensions of the randomly generated matrix are the same
as the dimensions of the input image.

In the substitute bytes step, the substitution of the value of each byte is done using 16 x 16
bytes S-box table which is prepared using the transformation of values in Galois Field (GF(2%)). The
permutation of the bytes between the columns is done in the second step of each round known as
the shift rows step. The mix columns step requires a lot of computations that make the algorithm
slow. The modification in this step is done in the same way as the computations are performed in the
shift rows step as shown in Fig. 4. The values in the first column remain the same while the bytes of
the second column take a one-step cyclic downward shift and so on. At the time of deciphering, the
operation is done by shifting upwards cyclically from the second column onwards. This modified step
simply permutes the bytes between the rows. The proposed modification reduces the computations
but makes the algorithm prone to attacks. To compensate for the generated issue, multilevel security is
provided using various security methods. The last step of the algorithm (i.e., add round keys) is utilized
by XORing the state array with 128-bit of the expanded key.



CSSE, 2023, vol.47, no.3 3151

S00] So1] So2] So3 Soof Saif S22] S13
s1o | 11| s12| s13 |—> s10 | Soa|ss2 | s23
S20 ] S22 S22 23 S20 | S11] So2] S3s
S30 | Sa1|Saz2| Si3 $30 | S21]S12 | Sos

Figure 4: The rectified mix columns step

3.3 The Proposed System

The purpose of the intended research is to secure text and image data from intruders. The
proposed methodology is divided into five modules on the sender side: generation of keys, confidential
text encryption/decryption, generation/verification of the digital signature, embedding/fetching of the
digitally signed encrypted secret text in the carrier file, and encryption/decryption of the stego image.
Similarly, these five modules are repeated in reverse at the receiver side for acquiring the secret data.
The complete flow of the suggested system at the sender and recipient sides is illustrated in Figs. 5 and
6, respectively. Algorithm 1 demonstrates the functionality of the proposed system at the sender’s end
while the working at the recipient side is discussed in Algorithm 2.

Steganography s Encryption using
(LSB) SERn M Modified AES
" i
) Stego Image
Cover File I g !:I_ Encrypted Stego Image
(Image) (Secret Data Hidden)
Digitally Signed
Encrypted Secret
Data
~ t
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Encrypted Secret T
Data
Encryption of Hash Private Key of
L] Value Sender
Encryption using Hashing using
RSA SHA512
T 1 T
Public Key of

Receiver Secret Data

Plaintext to be hidden

Figure 5: The schematic process flow at the sender side
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Figure 6: The schematic process flow at the receiver side

Algorithm 1: Secret information dissemination algorithm for multilevel security on the sender side

Input: Carrier image {C}, secret text {S}, sender’s private key {S'p,i}, receiver’s public key {Rpub}, shared
secret key {K,..}, randomly generated matrix of size same as carrier image {C}
Output: Digitally signed encrypted stego image {3}
Sfunction sender_process (S, C, Rpuba 3’1,,,-, Kieo)
E < Enc(RSA(S, R,
H, <« Hashsmil2 (S)
H « Enc(H,, S,.)
b<E+H
I < Hide(LSB(D, Q)
b < I®C
3 < Enc(Mod_AES(b, X,..))
return 3
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Algorithm 2: Secret information dissemination algorithm for multilevel security on the receiver side

Input: Digitally signed encrypted stego image {3}, public key of sender {:9,,”;,}, a private key of receiver
{j{p,i}, shared secret key {2K,..}, randomly generated matrix of size same as carrier image {C}
Output: Carrier image {C}, secret text {S}
Sfunction receiver_process (3, IVQP,,, S’pub, K.

b < Dec(Mod_AES(3, XK,.))

[ < BbaC

C, D <« Fetch(LSB(I))

E, H<«D .

H, < Dec(H, S,ub)

S < Dec(RSA(E, R,,))

H, < Hashgyasi> (S)

if (Hl == Hz)
print (“Signature verified”)
return C, S

3.3.1 Generation of Keys

This module consists of the generation of the sender’s private key {:?p,,.}, the receiver’s private

key {IV{P,,»}, the sender’s public key {S'pub}, and the receiver’s public key {R,,,tb} for the enciphering and
deciphering process using the RSA algorithm. A shared secret key {0K,..} is also generated for the
encryption of the stego image using a modified AES algorithm. A secret key {¥K,..} is shared with the
receiver by embedding it inside the digitally signed encrypted image. The approach of hiding the shared
key inside an image for sharing is better than the key sharing using the Diffie-Hellman [41] approach
because of the possibility of a Man-in-the-middle-attack [42] in Diffie-Hellman.

3.3.2 Encryption/Decryption of the Confidential Text

The confidential text {S} is encrypted by RSA algorithm {Enc(RSA(S, R,,uh)} using a public
key of the receiver {Ivipub} and utilizing Optimal Asymmetric Encryption Padding (OAEP) [43,44] to
accomplish computational security. The decryption of the encrypted secret data {E} is done at the
recipient side using the receiver’s private key {Dec(RSA(E, IQI,,,,-))}.

3.3.3 Generationl Verification of Digital Signature

The digital signature of the sender is generated by encrypting the hash value of the secret text {H,}
using SHA 512 hashing algorithm {Enc(H,, S )} stored in {ﬂ}. The digital signature is done by utilizing
the private key of the sender {:S‘p,,.} that is only known to the sender. The digitally signed encrypted secret
text is generated and stored in {P}. The verification of the digital signature is done at the receiver side
using the public key of the sender {S,,ub} which ensures non-repudiation. The verification step is done
by decrypting the hash value of the received encrypted secret text {Dec(H, Spub)} stored in {H,} and
comparing it with the calculated hash value of the secret text {H,}.

3.3.4 Embedding/Fetching of Encrypted Secret Text in the Carrier File

In this module, the digitally signed encrypted secret data {P} is embedded inside the cover image
{C} using Least Significant Bit (LSB) steganography technique {Hide(LSB(P, C))} to generate stego
image {I}. This step ensures confidential communication between the sender and the recipient. The
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receiver retrieves the hidden digitally signed encrypted secret message {Fetch(LSB(I))} from the stego
image.

3.3.5 Encryption/Decryption of the Stego Image

After embedding the digitally signed encrypted secret text, the encryption of stego image {3} is
also done to fool the intruder {Enc(Mod_AES(B, X,..)} using a shared secret key {3K,..} between the
sender and receiver. The attacker will think that the image is encrypted so it would be confidential
data but the secret data is hidden behind the image. This module is done to provide multi-level
security by encrypting the stego image using a modified AES algorithm. The addition of scrambling
of an image using XOR operation with the random matrix of the same size of image is done before
employing modified AES to overcome the pattern appearance problem existing in AES {I®C} and
generates scrambled image {B}. At the receiver side, first, the descrambling process {b @ C} is done to
get the encrypted stego image. Then, the decryption of the stego image is done using modified AES
{Dec(Mod_AES(3, XK,.))}. After decrypting the stego image, the fetching of digitally signed secret
data is made.

4 Experimental Evaluation

This section covers the details of the system configuration, the dataset utilized, the evaluation
metrics employed to measure the effectiveness of the proposed research, and the analysis of the results.

4.1 Experimental Environment

All the experiments are conducted to scrutinize the efficacy of the intended system. The configu-
ration of the system comprises Windows10 with AMD Ryzen 5 4600H, Radeon Graphics, and 8 GB
RAM. The implementation of the proposed method is accomplished using Python3.

4.2 Dataset Used

All the experiments are conducted on the images of the USC-SIPI standard image database
[45] (https://sipi.usc.edu/database/) and some synthetic images that are publicly available. The dataset
consists of 44 images having different sizes such as 256 x 256, 512 x 512, and 1024 x 1024. All the
images are in TIFF format. The dataset consists of both grayscale and color images as shown in Fig. 7.
The experiments on color images are conducted by converting them into the gray scale image to reduce
computational requirements.

4.3 Evaluation Metrics

The proposed research is evaluated based on execution time, entropy, pattern appearance, and
correlation coefficient. The term entropy E (/) defines the degree of randomness of the information in
an image, which can be calculated using Eq. (2). The ideal value of entropy is 8. The value of entropy
less than 8 shows some degree of predictability of information in an image. The correlation between
the original image and the encrypted image C (/,, I,) defines the degree of similarity between the two
images that are being calculated using Eq. (3). The low value of the correlation coefficient between the
original image and the encrypted image represents a good encryption process. The execution time of
the algorithm considers both the encryption and decryption time.

E() = Z; P(I) log, P (I) (2)
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Here, P (I,) is the probability of the j® pixel of the image 7 and n is the number of pixels in an
image.

Zp Z:q (11@4)771) (Iz(pq)fz)
\/(Zp Zq (Il(pq)*Tl)z) (Zp Zq (Iz(pq)fz)z)

Here, I, and I, are the input image and mean of the gray values of the pixels of an input image,
respectively. Similarly, 7, and I, are the encrypted image and mean of the gray values of the pixels of
an input image, respectively. The location of the pixels in an image is represented by p™ row and ¢"
column of an image.

cd,L) = (3)

Figure 7: The sample images of the USC-SIPI dataset

4.4 Results and Discussion

The experimental results are conducted in two stages. First, the rectified AES algorithm is
evaluated, and second, the implementation of the proposed system is done. The evaluation of the
rectified AES is done based on execution time, entropy, pattern appearance, and correlation coefficient
in contrast to the standard AES algorithm shown in Table 1. Then, the comparative discussion of the
outcomes of the proposed system with other existing literature is given in Table 2. Fig. 8a illustrates the
pattern appearance problem in existing AES and Fig. 8b demonstrates the encryption using modified
AES with no pattern appearance. The results in Figs. 8a and 8b are generated by applying standard
AES and rectified AES algorithms, respectively for the encryption process.

Table 1 illustrates the superiority of the rectified AES over the standard AES in terms of entropy,
correlation coefficient, and execution time. The last row of Table | indicates the average of the results
obtained on all the images of the dataset whereas the first four rows show the result on some images
of the dataset. The improvement in entropy value of the proposed rectified AES is 1.1%, as well as
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execution, is approximately two times faster. The correlation value indicates that there is a negligible
correlation between original images and encrypted images.

Table 1: Comparison of the rectified AES with the standard AES algorithm

Input Size Entropy Correlation coefficient Execution time (in ms)
image between the input image and
the encrypted image

Original  Encrypted Encrypted Encrypted Encrypted Encryption  Encryption

image image using image using  image using image using using AES  using rectified
AES rectified AES AES rectified AES AES
House 256x256  2.6797 6.5719 7.9993 —0.2048 0.0014188 10141 9432
Female  256%256 5.9484 7.8325 7.9994 —0.015924 —0.000366 10521 9941
Peppers  512x512  7.2226 7.9992 7.9994 0.0017145 0.0017545 99008 78019
Mandrill 512512 7.8362 7.9988 7.9994 —0.0004202 —0.0030691 101008 79118
Average - 5.8645 7.2419 7.9991 —0.3194297 —0.0002618 3218 (s) 1543 (s)

Table 2: Comparison of the intended system with SOTA approaches

Author, year Confidentiality Integrity Authentication Non-repudiation
Guclu [46], 2022 Yes Yes Yes No
Bharathi et al. [47], 2021 Yes No Yes No
Abbas et al. [25], 2020 Yes Yes Yes No
Jassim et al. [26], 2019 Yes No Yes No
Hambouz et al. [48], 2019 Yes Yes Yes No
Biswas et al. [49], 2019 Yes Yes Yes No
Anwarul et al. [27], 2017  Yes No Yes No
Jain et al. [50], 2017 Yes Yes Yes No
Kumar et al. [51], 2011 Yes No Yes No
Proposed system Yes Yes Yes Yes
Original image Encrypted image Decrypted Image

(a)

Figure 8: (Continued)
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Original image Encrypted image Decrypted Image

(b)

Figure 8: Encryption and decryption (a) using AES (b) using modified AES

In this section, the experiments are conducted to show the implementation of the proposed system.
The private and public keys are generated for the encryption using the RSA algorithm. The encrypted
text of the given secret text “My ATM pin is 1234. Keep it secret else it will be misused” is also given
in Fig. 9. The hash of the secret message using the SHAS512 hashing algorithm and the encrypted hash
using the sender’s private key are displayed in Figs. 10 and 11, respectively.

Requirement already satisfied: pycryptodome in c:\users\shahi\anaconda3\lib\site-packages (3.11.9)

Public key: (n=6xea93a6064d95adadea2b7fcd47f461a93163a77bf437ca3f8c08cO2834ab5170d9ad2545f10a43130393b882ad63a0a2e64fb3a01ef8
f2baldodoaasdlze3faldfeeaba3olfebeoccedac29a3adedadl73ddoed327cbbe67636390ac71e5cboch2eeBcod6adSeabfeabsecs594223bd1cfc757cachf
61bb2c84972f8b5deds1, e=0x10001)

————— BEGIN PUBLIC KEY-----

MIGFMABGCSQGSIb3DQEBAQUAAAGNADCBIQKBEQDqkEYGT ZWE pOArfB1HIGGPMTYS
d79DFKPAWIWCEOq1Fw2a01RFEKQXMDK7iCri0gouZPs6kQ+PKOHZ 2UREUPBHT bk
ujkfi2nMsKwpoERtTRcO2eayfLbmdjYSCsceXLnLLujl1gReq/ALXSVZQi09HPX1

fKy/Ybsshlcvil2NUQIDAQAB

AAAAA END PUBLIC KEY-----

Private key: (n=exea93a6064d95adaded2b7fcda7f461a93163a77bf437ca3f8c0BcO2834ab5170d9ad2545f10a43130393b882ad63ava2e64fb3ao1ef8
f2baldododa4asdi2e3faldfeeaba3olfebsoccedac29a3adedadl73ddoed327cbbes7636390ac71e5cboch2eeBc9d6adSeabfeabsecs594223bd1cfe757cachf
61bb2c84972f8b5d8d51, d=0x194ce@78c8906ec09c2f04e342b200808bb3777de7e2a3045a758604555dcee75411d134a96635975a90a9b3978f30865d97a
5a31cf7352560be5ado2d42b6d42e3399e70c793c1a9480406c 71991 339d4d f1eceddfood8esseblacflc30f47777ba922e57c3db28fdebbS8a9cb2a694231a
f92aeaeB9e1602c898c092978bch)

————— BEGIN RSA PRIVATE KEY-----

MIICXAIBAAKBEQDQKEYGT ZWtpOArf81HOGGPMEY6d79DFKPAWTWCgOq1 FW2a@lRF

EKQxMDk7iCri0gouZPs6kQ+PKeHZ2URDEuPEH Fbkujkfi2nMSKwposRE TRCO2e0y
fLbmdj¥5CsceXLnLLujI1qReq/ALXSVZQiO9HPx 1Ky /YbsshIcvil2NUQIDAQAB
AoGAGUZgeMiQbsCoLwTjQriAgIuzd33ndqMERNWGBFVdzudUHIESqWY111qQgboX

jzCGXZeloxz3NSVEvlrZLUK21CazmecMeTwal IBADHGZBZnU3x70TfmdgIbrsmac
MPR3d7qSL1fD2yj967WKNLKMICMa+Srq6]4uAsiYWwIKX1i8sCQQDyDAwSbgUtC7gV

71Gwz/Dojbau+1Qf9l60Rc jXde+GuTEFwkxCkGIMajl8gyUuvasujxtfTYtd1jFF

M5naHWSDAKEA+BXFB4MFVALWA1EBG7kOy jHickICnS08/XDLIbmaNGoSmVge Jchd
qujSivbF12KIv2Q7yXRMXxDVFCWCaZWe2wl APEBKXMIU/ 115y ABHPMGHVOZSSLRh

zhxNpviWbPpnlphmcMroLvWUHGeF j9116w/nFzyR57ZRQt4txwnhykWmnFCwIADEL3
38TCIx3T1kFfBhf2x2kTX@qQHB1 dZ fyLiQ/PjhuksbtR/B2dYzAl ait18hd6UHIY
yVwaQkEU1i10ZZ1PYCwIBALarmIEKZpCEIOLOKAWACENVAIFqFo4TwnAI L jdgasi

gbdvq2ccuQ2mhcfwqQLZfSY1ljuMgHTml1uSCzrgZ83o=

----- END RSA PRIVATE KEY-----

Encrypted: b'd9e8544fa0c529e0812d954594740e7ea59e9437cf5f8054bb68ed79a9a64558d5d772a4894c437861a070369d6Tae03d712d6e696a6T412c0
2ac9bfas2b6obleetbbc9141961f4eadsfSe2bd8sedaasel3ael7aof69dead4anbdaf28fdc497803d057a2e04b72529dbeec2bd3e59915238ebf630a0d653a5
36339c1624f9dse’

Figure 9: Generation of keys and encrypted secret text

879f3bfa24f029f0c3fda779b1374f79f1ed4941afdce24f f13b27818dc87c870dfbcab787b7fb3082a6c8afecced6aadbob5c29149baecbB2e5e045825F5230
2

Figure 10: The hash value of secret text

b'126f899bf65a063dfaledaec6347824a028e8f91daec1e0@9fboe6d69fbecel54331155c0658a801f480e56299f810ede663f86b5a3e3d248e96a9bd80e71
a917f8148fdacbf81le8a2d83451feba27afofo5fa939889811097d2af33d61c026adebsef10bcbc100c136630152a048cb56666a43c19ffRaboeced2ccol1f27
ee3d’

Figure 11: Encrypted hash value
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The combination of encrypted secret data and encrypted hash value generates the digitally signed
encrypted secret data to be hidden inside the carrier file. This amalgamation guarantees the integrity
of data and non-repudiation. The security of the secret text is improved by the use of steganography.
The intruder is not able to identify the hidden data inside the cover media as displayed in Figs. 12a
and 12b. The size of the resultant image after embedding the secret text is changed as displayed in
Fig. 13. Statistical steganalysis is not possible because there is no significant change in the visibility of
the histogram of the original image (cover image) and stego image as illustrated in Fig. 14, In Fig. 14,
the x-axis represents the different color values, which lie between 0 and 255, and the y-axis represents

CSSE, 2023, vol.47, no.3

the number of times a particular intensity value occurs in the image.

Figure 12: Steganography (a) cover image (b) stego image

R baboon Properties

General Secuity Details Previous Versions

El |baboon

Typeoffile:  TIFF File (4ff)

Opens with: Photos Change...

L C\Users\shahi\Desktop

Size: 768 KB (7.86.572 bytes)

Size ondisk: 772 KB (7.90.528 bytes)

Created: 27 Oclober 2021, 00:33:27

Modified: 26 September 1997, 21:03:19

Accessed: 27 October 2021, 00:35:47

Attributes: [JRead-only [ ]Hidden | Advanced.. |
OK Apply

& baboon1 Properties

General Security Details Previous Versions

ﬂ“ lbaboont

Typeoffle:  TIFF File (1iff

Opens with: Photos Change...

Locati C\Users\shahi\Desktop

Size: 768 KB (7.87.090 bytes)

Size ondisk: 772 KB (7.90.528 bytes)

Created: 27 October 2021, 00:33:56

Modified: 27 October 2021, 01:11:36

Accessed: 27 October 2021, 01:11:36

Attributes: [JRead-only [ ]Hidden Advanced... ._
canco | [

Figure 13: Size of the cover image and stego image
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Histogram of Original image Histogram of Stego image
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Figure 14: Histogram analysis of cover image and stego image

The fetching of digitally signed encrypted secret text from stego image is done in experiments
using the HxD editor. The encrypted secret text and the encrypted hash value start from the character
‘b’ as shown in Fig. 15. The decrypted text from the embedded data is displayed in Fig. 16. The hash
value of the received message is decrypted by the sender’s public key and the secret text is decrypted
using the recipient’s private key. Then, the hash value of the decrypted secret text is calculated again. If
the calculated hash value and the received hash value match, that means the signature is verified and
integrity is maintained. The signature verification that ensures non-repudiation is shown in Fig. 17.

s HxD - [CAUsers\shahi\Desktop\baboon1.tiff]
28] File Edit Search View Analysis Tools Wind Help
1> - | m & @~ 16 [~1| Windows (ansi ]| hex I~
2 baboonl.tiff

Offsec (h) 00 01 02 OC OD OE OF Decoded text

000C0020 00 00 01 01 O 00 00 01 O
000C0030 00 03 00 00 03 00
000C0040 00 01 00 O1 00 O1 00
000C00S50 00 00 01 00 08 01
000CO00E&0Q 00 03 00 00 04 00 00O
000C0070 00 01 00 00 O1 00 01

o00oCOO0820 00 00 00 0O
ooocooso [ES 38 35
000CO0AQ 32 64 39
000C00BO |39 &5 39
000C00C0 36 38 &5 35 38 64 35
000C0O0DO0O 54 37 37 39 34 63 34 33 37 38 36 3]
000COCEQ 1 30 37 E 39 64 36 &6 61 65 30 33 &4 37
000COOFO 31 32 64 3 E 39 36 61 36 €6 34 31 32 €3 30
000C0100 2 €1 63 39 €2 €6 61 35 32 &2 36 30 62 33 €5 &Y
000CO110 36 62 36 63 39 31 34 31 3% 36 31 &6 34 65 €1 34
o00oCO1l20 |35 66 35 €5 32 62 64 38 35 36 64 &1 &1 35 30 3]
000C0130 33 61 65 33 37 €1 39 66 36 39 €649 65 65 ©4 34 61
000CO0140 39 62 64 38 66 32 38 66 64 €3 34 3% 37 38 30 33
000CO150 154 30 35 37 61 32 65 3% 34 &2 37 32 35 32 39 &4
000COl160 52 65 65 €3 32 &2 64 33 65 35 39 39 31 35 32 33
000CO170 [38 65 62 €€ 36 33 30 61 30 €4 36 35 33 61 35 33
000COl180 36 33 33 3% €3 31 36 32 34 €6 39 64 38 65 27 &3
| 000C0O190 27 31 32 3€ €€ 38 39 39 62 &6 36 35 61 30 36 33
QO00COlAQ 64 66 61 31 30 39 €1 €5 63 36 33 34 37 38 3z 34
000C0O1BO 1 30 32 38 65 38 66 3% 31 64 61 65 €3 31 &5 30
000CO1CO |30 39 &6 €62 39 €5 36 64 36 39 66 62 63 63 €5 3]
000CO1D0O 5 34 33 33 31 31 35 35 €3 30 36 35 38 61 38 3Q
QOO0OCOlEC0 [31 66 34 38 30 €5 35 36 32 39 39 66 38 31 30 &5
000CO1lFO [E4 65 36 36 33 66 38 36 62 35 €1 33 €5 33 €4 33
000C0200 34 38 65 39 36 €1 39 62 €4 38 30 &5 37 31 €1 34
000CO0210 1 37 €66 38 31 34 38 66 64 61 36 62 66 38 31 &5
000C0220 38 61 32 64 38 33 34 35 31 66 30 &2 61 32 37 &)
000C0230 IE6 39 66 3% 35 &6 61 3% 33 39 38 38 3% 38 31 3]
000C02490 30 39 37 €4 32 €1 66 33 33 &4 36 31 &3 30 32 3§
000C0250 6l 64 65 €62 39 €5 66 31 30 62 €3 36 €3 31 30 3
000C0260 53 31 33 36 36 33 30 31 35 32 61 30 34 38 63 &3
000CO0270 35 36 36 36 36 61 34 33 63 31 39 66 66 30 €1 &3
000C0280 [30 30 63 65 30 32 63 63 30 31 66 32 37 &5 &5 33

ooocoze0 |64 27|

o8 FZ 27 64 39

S 65 30 38 31
37 65 €61 3%
35 34 62 &3

Figure 15: Fetching of embedded digitally signed encrypted secret text
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Decrypted: b'My ATM pin is 1234. Keep it secret else it will be misused.’

Figure 16: Decryption of embedded digitally signed secret text

Received hash is same as the hash of the decrypted text
----signature verified-----

Figure 17: Decryption of embedded digitally signed secret text

5 Conclusion and Future Direction

The present work amalgamates cryptography, steganography, and digital signature to ensure
confidentiality, integrity, availability, and non-repudiation. We presented an efficient hybrid security
model using the RSA and rectified AES algorithms for the encryption of secret text and cover
images, respectively. The proposed rectifications in the AES algorithm are successfully verified in
terms of achieved entropy values approximately equal to the ideal value (i.e., 8), the low correlation
coefficient between the original and encrypted image, and less processing time. The experimental
results concluded that the proposed system achieved all the security primitives in comparison to the
other existing hybrid systems. The present research can be further extended to providing multilevel
security to other mediums also such as audio, video, etc. The compression of the images could also be
done as a preprocessing step for the efficient use of bandwidth of the network during the transfer of
encrypted images.
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