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Abstract: Public health interventions to counter the COVID-19 pandemic have accelerated and
increased digital adoption and use of the Internet for sourcing health information. Unfortunately,
there is evidence to suggest that it has also accelerated and increased the spread of false information
relating to COVID-19. The consequences of misinformation, disinformation and misinterpretation
of health information can interfere with attempts to curb the virus, delay or result in failure to seek
or continue legitimate medical treatment and adherence to vaccination, as well as interfere with
sound public health policy and attempts to disseminate public health messages. While there is a
significant body of literature, datasets and tools to support countermeasures against the spread of
false information online in resource-rich languages such as English and Chinese, there are few such
resources to support Portuguese, and Brazilian Portuguese specifically. In this study, we explore the
use of machine learning and deep learning techniques to identify fake news in online communications
in the Brazilian Portuguese language relating to the COVID-19 pandemic. We build a dataset of
11,382 items comprising data from January 2020 to February 2021. Exploratory data analysis suggests
that fake news about the COVID-19 vaccine was prevalent in Brazil, much of it related to government
communications. To mitigate the adverse impact of fake news, we analyse the impact of machine
learning to detect fake news based on stop words in communications. The results suggest that stop
words improve the performance of the models when keeping them within the message. Random
Forest was the machine learning model with the best results, achieving 97.91% of precision, while
Bi-GRU was the best deep learning model with an F1 score of 94.03%.

Keywords: COVID-19; fake news; health misinformation; Brazilian Portuguese language; exploratory
data analysis; machine learning; deep learning

1. Introduction

The Internet is a major source of health information [1-3]. The public consumes
health content and advice from a wide range of actors including public health agencies,
corporations, healthcare professionals and increasingly influencers of all levels [2,4]. In the
last decade, with the rise of social media, the volume and sources of health information
have multiplied dramatically with an associated rate of propagation. Health information on
social media is not subject to the same degree of filtering and quality control by professional
gatekeepers common in either public health or commercial sources and is particularly
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prone to being out of date, incomplete and inaccurate [5]. Furthermore, there is extensive
evidence that individuals and organisations promote health information that is contrary to
accepted scientific evidence or public policy, and in extreme cases, is deceptive, unethical
and misleading [6,7]. This is also true in the context of online communications relating to
the COVID-19 pandemic [8,9]. Within two months of the disclosure of the first COVID-19
case in Wuhan, China, the Director General of the World Health Organisation (WHO) was
prompted to declare: “We’re not just fighting an epidemic; we're fighting an infodemic” [10].
During the first year of the pandemic, the WHO identified over 30 discrete topics that are
the subject of misinformation in the COVID-19 discourse [11].

During the first year of the pandemic, Brazil was one of the global epicentres of the
COVID-19 pandemic, both in terms of infections and deaths. From 3 January 2020 to
9 February 2021, the WHO reported 9,524,640 confirmed cases of COVID-19 and 231,534
COVID-19-related deaths in Brazil, the third highest rate in the world after the USA and
India [12]. As most governments worldwide, the Brazilian government was blindsided
by the rapid transmission and impact of COVID-19. For much of 2020, COVID-19 was a
pandemic characterised by uncertainty in transmission, pathogenicity and strain-specific
control options [13]. Against this backdrop, the Brazilian government had to balance
disease mitigation through interventions such as social distancing, travel restrictions and
closure of educational institutions and non-essential businesses with the effects they have on
Brazilian society and economy. The success of such strategies depends on the effectiveness
of government authorities executing both communication and enabling measures, and the
response of individuals and communities [14]. Unfortunately, research suggests significant
incongruities between advice offered by Brazilian federal government officials and public
health agencies [15-17].

Even before the COVID-19 pandemic, Brazil faced challenges in health literacy lev-
els [18] and increasing distrust in vaccines and vaccination [19]. It is established that
humans can be both irrational and vulnerable when distinguishing between truth and
falsehood [20]. This situation is exacerbated where truths and falsehoods are repeated by
traditional sources of trustworthy information, namely the news media and government,
and then shared and amplified by peers via social media. In Brazil, the threat of fake
COVID-19 news resulted in the Ministry of Health launching an initiative, Saiide sem Fake
News [21], in an effort to identify and counteract the spread of fake news. There have
been no updates since June 2020. In the absence of adequate countermeasures to stem the
rise of fake news and against the backdrop of conflicting communications from federal
government and public health agencies, Cardoso et al. [18] described Brazil as “... a fertile
field for misinformation that hinders adequate measures taken to mitigate COVID-19”.

The complexity of dealing with communication during a health crisis is quite high,
as social media, compared with traditional media, is more difficult to monitor, track and
analyse [22], and people can easily become misinformed [23]. Given this context, it is
important to develop mechanisms to monitor and mitigate the dissemination of online
fake news at scale [24]. To this end, machine learning and deep learning models provide
a potential solution. However, most of the current literature and datasets are based on
resource-rich languages, such as English, to train and test models, and studies with other
languages, such as Portuguese, face many challenges to find or to produce benchmark
datasets. Our focus is on fake news about COVID-19 in the Brazilian Portuguese language
that circulated in Brazil during the period of January 2020 to February 2021. Portuguese is a
pluricentric or polycentric language, in that it possesses more than one standard (national)
variety, e.g., European Portuguese and Brazilian Portuguese, as well as African varieties.
Furthermore, Brazilian Portuguese has been characterised as highly diglossic, i.e., it has a
formal traditional form of the language, the so-called H-variant, and a vernacular form, the
L-variant, as well as a wide range of dialects [25,26]. The COVID-19 pandemic introduced
new terms and new public health concepts to the global linguistic repertoire, which in turn
introduced a number of language challenges, not least problems related to the translation
and use of multilingual terminology in public health information and medical research
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from dominant languages [27]. Consequently, building models based on English language
translation which do not take into account the specific features of the Brazilian Portuguese
language and the specific language challenges of COVID-19 are likely to be inadequate,
thus motivating this work.

This article makes a number of contributions. Firstly, we provide a dataset composed
of 11,382 articles in the Portuguese language comprising 10,285 articles labelled “true news”
and 1047 articles labelled “fake news” in relation to COVID-19. Secondly, we present an
exploratory data analysis on COVID-19 fake news that circulated in Brazil during the
first year of the pandemic. Thirdly, we propose and compare machine learning and deep
learning models to detect COVID-19 fake news in the Brazilian Portuguese language, and
analyse the impact of removing stop words from the messages.

2. Background

Fake news has been defined both in broad and narrow terms and can be characterised
by authenticity, intention and whether it is news at all [28]. The broad definition includes
non-factual content that misleads the public (e.g., deceptive and false news, disinformation
and misinformation), rumour and satire, amongst others [28]. The narrow definition focuses
on intentionally false news published by a recognised news outlet [28]. Extent research
focuses on differentiating between fake news and true news, and the types of actors that
propagate fake news. This paper is focused on the former, i.e., the attributes of the fake
news itself. As such, it is concerned with identifying fake news based on characteristics
such as writing style and quality [29], word counts [30], sentiment [31] and topic-agnostic
features (e.g., a large number of ads or a frequency of morphological patterns in text) [32].

As discussed in the Introduction, the Internet, and in particular social media, is trans-
forming public health promotion, surveillance, public response to health crises, as well as
tracking disease outbreaks, monitoring the spread of misinformation and identifying inter-
vention opportunities [33,34]. The public benefits from improved and convenient access
to easily available and tailored information in addition to the opportunity to potentially
influence health policy [33,35]. It has had a liberating effect on individuals, enabling users
to search for both health and vaccine-related content and exchange information, opinions
and support [36,37]. Notwithstanding this, research suggests that there are significant
concerns about information inaccuracy and potential risks associated with the use of inac-
curate health information, amongst others [38—40]. The consequences of misinformation,
disinformation and misinterpretation of health information can interfere with attempts to
mitigate disease outbreak, delay or result in failure to seek or continue legitimate medical
treatment as well as interfere with sound public health policy and attempts to disseminate
public health messages by undermining trust in health institutions [23,41].

Historically, the news media has played a significant role in Brazilian society [42].
However, traditional media has been in steady decline in the last decade against the
backdrop of media distrust (due to perceived media bias and corruption) and the rise of
the Internet and social media [43]. According to the Reuters Institute Digital News Report
2020 [44], the Internet (including social media) is the main source of news in Brazil. It
is noteworthy that Brazil is one of a handful of countries where across all media sources
the public prefers partial news, a factor that can create a false sense of uniformity and
validity and foster the propagation of misinformation [44]. While Facebook is a source of
misinformation concern in most countries worldwide, Brazil is relatively unique in that
WhatsApp is a significant channel of news and misinformation [44]. This preference of
partial news sources and social media in Brazil has lead to significant issues in the context
of COVID-19.

From the beginning of the COVID-19 pandemic, the WHO has reported on a wide
variety of misinformation related to COVID-19 [11]. These include unsubstantiated claims
and conspiracy theories related to hydroxychloroquine, reduced risk of infection, 5G mobile
networks and sunny and hot weather, amongst others [11]. What differs in the Brazilian
context is that the Brazilian public has been exposed to statements from the political elite,
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including the Brazilian President, that have contradicted the Brazilian Ministry of Health,
pharmaceutical companies and health experts. Indeed, the political elite in Brazil have
actively promoted many of the misleading claims identified by the WHO. This has included
statements promoting erroneous information on the effects of COVID-19, “cures” and
treatments unsupported by scientific evidence and an end to social distancing, amongst
others [45]. These statements by government officials become news and lend legitimacy to
them. As vaccines and vaccination programmes to mitigate COVID-19 become available,
such statements sow mistrust in health systems but provide additional legitimacy to
anti-vaccination movements that focus on similar messaging strategies, e.g., questioning
the safety and effectiveness of vaccines, sharing conspiracy theories, publishing general
misinformation and rumours, promoting that Big Pharma and scientific experts are not
to be trusted, stating that civil liberties and human’s freedom of choice are endangered,
questioning whether vaccinated individuals spread diseases and promoting alternative
medicine [46-48].

While vaccines and vaccinations are a central building block of efforts to control
and reduce the impact of COVID-19, vaccination denial and misinformation propagated
by the anti-vaccination movement represents a tension between freedom of speech and
public health. Social network platforms have been reluctant to intervene on this topic
and on misinformation in general [49], however, there have been indicators that this
attitude is changing, particularly in the context of COVID-19 [50]. However, even where
there is a desire to curb misinformation by platforms, the identification of fake news and
misinformation, in general, is labour intensive and particularly difficult to moderate on
closed networks such as WhatsApp. To scale such monitoring requires automation. While
over 282 million people speak Portuguese worldwide, commercial tools and research has
overwhelmingly focused on the most popular languages, namely English and Chinese.
This may be due to the concentration of Portuguese speakers in a relatively small number of
countries. Over 73% of native Portuguese speakers are located in Brazil and a further 24% in
just three other countries—Angola, Mozambique and Portugal [51]. As discussed earlier, it
is important to note that Portuguese as a language is pluricentric and Brazilian Portuguese
is highly diglossic, thus requiring native language datasets for accurate classification.

3. Related Works

Research on automated fake news detection typically falls in to two main categories,
approaches based on knowledge, and those based on style [20]. Style-based fake news
detection, the focus of this article, attempts to analyse the writing style of the target article
to identify whether there is an attempt to mislead the reader. These approaches typically
rely on binary classification techniques to classify news as fake or not based on general
textual features (lexicon, syntax, discourse, and semantic), latent textual features (word,
sentence and document) and associated images [20]. These are typically based on data
mining and information retrieval, natural language processing (NLP) and machine learning
techniques, amongst others [20,52]. This study compares machine learning and deep
learning techniques for fake news detection.

There is well-established literature on the use of traditional machine learning for both
knowledge-based and style-based detection. For example, naive Bayes [53,54], support vec-
tor machine (SVM) [54-58], Random Forest [59,60], and XGBoost [59,61] are widely cited in
the literature. Similarly, a wide variety of deep learning techniques have been used includ-
ing convolutional neural networks (CNNs) [62-65] long short term memory (LSTM) [66,67],
recurrent neural networks (RNN) and general recurrent units (GRU) models [66-68], other
deep learning neural networks architectures [69-71] and ensemble approaches [63,72,73].

While automated fake news detection has been explored in health and disease contexts,
the volume of research has expanded rapidly since the commencement of the COVID-19
pandemic. While a comprehensive review of the literature is beyond the scope of this
article, four significant trends are worthy of mention. Firstly, although some studies
use a variety of news sources (e.g., [74]) and multi-source datasets such as CoAID [75],



Big Data Cogn. Comput. 2022, 6, 36

50f26

the majority of studies focus on data sets comprising social media data and specifically
Twitter data, e.g., [76,77]. This is not wholly unsurprising as access to the Twitter API
is easily accessible and the public data sets on the COVID-19 discourse have been made
available, e.g., [78-80]. Secondly, though a wide range of machine learning and deep
learning techniques feature in studies including CNNs, LSTMs and others, there is a
notable increase in the use of bidirectional encoder representations from transformers
(BERT) [74,76,77]. This can be explained by the relative recency and availability of BERT
as a technique and early performance indicators. Thirdly, and related to the previous
points, few datasets or research identified use a Brazilian Portuguese language corpus and
a Brazilian empirical context. For example, the COVID-19 Twitter Chatter dataset features
English, French, Spanish and German language data [79]. CoAID does not identify its
language, but all sources and search queries identified are English language only. The Real
Worry Dataset is English language only [80]. The dataset described in [78] does feature
a significant portion of Portuguese tweets, however, none of the keywords used are in
the Portuguese language and the data is Twitter only. Similarly, the MM-COVID dataset
features 3981 fake news items and 7192 trustworthy items in six languages including
Portuguese [81]. While Brazilian Portuguese is included, it would appear both European
and Brazilian Portuguese are labelled as one homogeneous language, and the total number
of fake Portuguese language items is relatively small (371).

Notwithstanding the foregoing, there has been a small number of studies that explore
fake news in the Brazilian context. Galhardi et al. [82] used data collected from the Eu
Fiscalizo, a crowdsourcing tool where users can send content that they believe is inap-
propriate or fake. Analysis suggests that fake news about COVID-19 is primarily related
to homemade methods of COVID-19 prevention or cure (85%), largely disseminated via
WhatsApp [82]. While this study is consistent with other reports, e.g., [44], it comprises
a small sample (154 items) and classification is based on self-reports. In line with [83,84],
Garcia Filho et al. [85] examined temporal trends in COVID-19. Using Google Health
Trends, they identified a sudden increase in interest in issues related to COVID-19 from
March 2020 after the adoption of the first measures of social distance. Of specific interest
to this paper is the suggestion by Garcia Filho et al. that unclear messaging between the
President, State Governors and the Minister of Health may have resulted in a reduction in
search volumes. Ceron et al. [86] proposed a new Markov-inspired method for clustering
COVID-19 topics based on evolution across a time series. Using a dataset 5115 tweets
published by two Brazilian fact-checking organisations, Aos Fatos and Agéncia Lupa, their
data also suggested the data clearly revealed a complex intertwining between politics and
the health crisis during the period under study.

Fake news detection is a relatively new phenomenon. Monteiro et al. [87] presented
the first reference corpus in Portuguese focused on fake news, Fake.Br corpus, in 2018. The
Fake.Br. corpus comprises 7200 true and fake news items and was used to evaluate an
SVM approach to automatically classify fake news messages. The SVM model achieved
89% accuracy using five-fold cross validation. Subsequently, the Fake.Br corpus was
used to evaluate other techniques to detect fake news. For example, Silva et al. [88]
compare the performance of six techniques to detect fake news, i.e., logistic regression,
SVM, decision tree, Random Forest, bootstrap aggregating (bagging) and adaptive boosting
(AdaBoost). The best F1 score, 97.1%, was achieved by logistic regression when stop
words were not removed and the traditional bag-of-words (BoW) was applied to represent
the text. Souza et al. [89] proposed a linguistic-based method based on grammatical
classification, sentiment analysis and emotions analysis, and evaluated five classifiers, i.e.,
naive Bayes, AdaBoost, SVM, gradient boost (GB) and K-nearest neighbours (KNN) using
the Fake.Br corpus. GB presented the best accuracy, 92.53%, when using emotion lexicons
as complementary information for classification. Faustini et al. [90] also used the Fake.Br
corpus and two other datasets, one comprising fake news disseminated via WhatsApp,
as well as a dataset comprising tweets, to compare four different techniques in one-class
classification (OCC)—SVM, document-class distance (DCD), EcoOCC (an algorithm based
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on k-means) and naive Bayes classifier for OCC. All algorithms performed similarly with
the exception of the one-class SVM, which showed greater F-score variance.

More recently, the Digital Lighthouse project at the Universidade Federal do Ceara
in Brazil has published a number of studies and datasets relating to misinformation on
WhatsApp in Brazil. These include FakeWhatsApp.BR [91] and COVID19.BR [92,93].
The FakeWhatsApp.BR dataset contains 282,601 WhatsApp messages from users and
groups from all Brazilian states collected from 59 groups from July 2018 to November of
2018 [91]. The FakeWhatsApp.BR corpus contains 2193 messages labelled misinformation
and 3091 messages labelled non-misinformation [91]. The COVID-19.BR contains messages
from 236 open WhatsApp groups with at least 100 members collected from April 2020
to June 2020. The corpus contains 2043 messages, 865 labelled as misinformation and
1178 labelled as non-misinformation. Both datasets contain similar data, i.e., message
text, time and date, phone number, Brazilian state, word count, character count and
whether the message contained media [91,93]. Cabral et al. [91] combined classic natural
language processing approaches for feature extraction with nine different machine learning
classification algorithms to detect fake news on WhatsApp, i.e., logistic regression, Bernoulli,
complement naive Bayes, SVM with a linear kernel (LSVM), SVM trained with stochastic
gradient descent (SGD), SVM trained with an RBF kernel, K-nearest neighbours, Random
Forest (RF), gradient boosting and a multilayer perceptron neural network (MLP). The best
performing results were generated by MLP, LSVM and SGD, with a best F1 score of 0.73,
however, when short messages were removed, the best performing F1 score rose to 0.87.
Using the COVID19.BR dataset, Martins et al. [92] compared machine learning classifiers
to detect COVID-19 misinformation on WhatsApp. Similar to their earlier work [91], they
tested LSVM and MLP models to detect misinformation in WhatsApp messages, in this case
related to COVID-19. Here, they achieved a highest F1 score of 0.778; an analysis of errors
indicated errors occurred primarily due to short message length. In Martins et al. [93], they
extend their work to detect COVID-19 misinformation in Brazilian Portuguese WhatsApp
messages using bidirectional long—short term memory (BiLSTM) neural networks, pooling
operations and an attention mechanism. This solution, called MIDeepBR, outperformed
their previous proposal as reported in [92] with an F1 score of 0.834.

In contrast with previous research, we build and present a new dataset comprising
fake news in the Brazilian Portuguese language relating exclusively to COVID-19 in Brazil.
In contrast with Martins et al. [92] and Cabral et al. [91], we do not use a WhatsApp
dataset, which may due to its nature be dominated by L-variant Brazilian Portuguese.
Furthermore, the dataset used in this study is over a longer period (12 months) compared
with Martins et al. [92,93] and Cabral et al. [91]. Furthermore, unlike Li et al. [81], we
specifically focus on the Brazilian Portuguese language as distinct from European or
African variants. To this end, the scale of items in our dataset is significantly larger than,
for example, the MM-COVID dataset. In addition to an exploratory data analysis of the
content, we evaluate and compare machine learning and deep learning approaches for
detecting fake news. In contrast with Martins et al. [93], we include gated recurrent units
(GRUs) and evaluate both unidirectional and bidirectional GRUs and LSTMs, as well as
machine learning classifiers.

4. Exploratory Data Analysis

The exploratory data analysis (EDA) is focused on COVID-19-related fake content that
was debunked between January 2020 and February 2021 and uses the dataset described in
Section 4.1. The EDA was performed to inform two research questions:

¢ Question 1: What are the main themes in fake news related to COVID-19 in Brazil
during the first wave of the pandemic and how did they change during the period
under study?

¢ Question 2: Are there textual attributes that characterise COVID-19 fake news?
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4.1. Dataset

The relative dearth of Brazilian Portuguese fake news datasets from heterogeneous
sources adversely impacts the study of fake news in relation to COVID-19 in Brazil. As
such, the first contribution of this study is the development of a new reference dataset for
Brazilian Portuguese language fake news items related to COVID-19.

There are a number of Brazilian fact-checking initiatives focused on identifying fake
news about COVID-19. These include Saiide sem Fake News (https:/ /antigo.saude.gov.b
r/fakenews/, last accessed on 24 January 2022), promoted by the Brazilian Ministry of
Health, and Fake ou Fato (https:/ /gl.globo.com/fato-ou-fake/coronavirus/, last accessed
on 24 January 2022), maintained by Grupo Globo, one of the most prominent Brazilian media
publishers. Unfortunately, these services present challenges when using them as reference
datasets for fake news detection. Figure 1a,b presents examples of content published by
Saiide sem Fake News on their portal and Fake ou Fato, respectively. In both instances, the
original fake news content is embedded in a new image and labelled. This makes both
difficult to read the entire text of, thus compromising the utility of the content for our
purposes, also the original raw text is not made available.

CORONAVIRUS

® Por que é falso?

Muitas pesquisas estdo sendo desenvolvidas para o combate ao
coronavirus (COVID-19), entretanto, até o momento, ndo ha nenhum
medicamento, substancia, vitamina, alimento especifico ou vacina
que possa prevenir a infecgdo pelo coronavirus (COVID-19).

| Ministério da

Saude

(b)

Figure 1. Examples of how fake news is presented by (a) the Satide sem Fake News [21] and (b) Fake ou
Fato [94].

A second source of fake news are expert-based fact-checking organisations. These
organisations rely on subject matter domain experts to verify a specific item of news
content [20]. Agéncia Lupa (https://piaui.folha.uol.com.br/lupa/, last accessed on 24
January 2022), Aos Fatos (https:/ /www.aosfatos.org/, last accessed on 24 January 2022) and
Projeto Comprova (https:/ /projetocomprova.com.br/, last accessed on 24 January 2022) are
amongst the leading expert-based fact-checking organisations in Brazil [86]. Unfortunately,
while these organisations check the veracity of the news items and explain why it is
considered fake or not, such as Satide sem Fake News and Fake ou Fato, they do not publish
the original raw text. For the purposes of our dataset construction, data was collected
from boatos.org (https:/ /www.boatos.org/, last accessed on 24 January 2022), a Brazilian
independent expert-based fact-checking website. Boatos.org was established to collect fake
news disseminated online and is updated daily by a team of four Brazilian journalists.
Importantly for this study, boatos.org established a specific section of their website that
focused specifically on COVID-19 fake news and that included the original raw text of the
fake news item. To collect the data, we developed a web scraping script (available at GitHub
(https://github.com/rhuancampos/covid-19-rumor, last accessed on 24 January 2022)) to
automatically collect the text-based content of the fake news item debunked by boatos.org.
The dataset is composed of the following rows: link, date, title, text and classification (1
for fake news). For binary classification, a dataset of both fake news items and non-fake
(true) news items is required. True news items were collected from articles published by
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G1 (https://gl.globo.com/bemestar/coronavirus/, last accessed on 24 January 2022), a
reputable and leading Brazilian media portal. Again, we used a web scraping script to
collect the true news samples. The dataset is composed of the following rows: link, date,
title, text, source and classification (0 for true news).

Due to noise (e.g., text in other languages, text duplication and so on), the data was
manually checked and cleaned. The final dataset comprised 1047 fake news items and
10,285 true news items published from 26 January 2020 to 28 February 2021. The entire
dataset is available for download at GitHub (https:/ /github.com/rhuancampos/covid-19-
rumor, last accessed on 24 January 2022).

Figure 2a,b presents the monthly distribution of fake news items and true news items
in the dataset, respectively. The number of news about COVID-19 published by G1. In both
cases, the dataset peaks in the March-May period.
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Figure 2. Monthly distribution of (a) fake news items and (b) true news items about COVID-19 in the
dataset from 26 January 2020 to 28 February 2021.

Figure 3a,b present the word cloud and the word count for the fake news dataset,
respectively. After discounting virus, coronavirus and COVID19, the most common words
related to vacina (vaccine) and china.

Word cloud from January 2020 to January 2021
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Figure 3. Word cloud (a) and word count (b) for the most popular words in the fake news dataset.

4.2. Fake News Content per Month

Figure 4 shows a bubble graph determined by the most common words per month
in the fake news dataset. Unsurprisingly, the words virus, coronavirus, COVID-19 and
China dominate the initial months before mascara (mask) and mortes (deaths) begin to
emerge in April. Vacina (vaccine) started to appear more frequently in the fake news from
July onwards.


https://g1.globo.com/bemestar/coronavirus/
https://github.com/rhuancampos/covid-19-rumor
https://github.com/rhuancampos/covid-19-rumor
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Figure 4. Bubble graph tracking the top 3 words per month featured in the fake news dataset for
the period.

The first explicit preventive and mitigation measures for COVID-19 emerged between
January and March 2020, particularly in response to the confirmation of the first case
in Brazil in late February and the first death in the first half of March. In this period,
fake news focused on the origin of the coronavirus including xenophobic content against
China and about COVID-19 prevention, e.g, the usage of alcohol-based hand sanitizers.
Of the examples below, the first message states that Chinese exotic food was the origin of
coronavirus; the second is a recipe for homemade alcohol-based hand rub.

Origin of COVID-19. Isso é a China! Atengdo Cenas Fortes! A mesma que
alimentagdo exdtica, deu inicio a HIN1 a SARS dona do coronavirus. Cenas Fortes para
amantes de PETS, ld eles siio comida. Mas ndo julguem existe escassez de agricultura,
pecudria e outros. Sopa de morcego e cobra rangosa. Seria a fonte da nova Epidemia
Coronavirus. Vitamina C, hidratagdo, garganta timida, mdos limpas. Ajuda!

Homemade alcohol-based hand rub recipe. *Alcool Gel* Ingredientes: 2 folhas
de gelatina incolor sem sabor; 1 copo de dgua; 12 copos de dlcool 96°. *Modo de fazer:*
Dissolva a gelatina em dgua quente; Espere esfriar um pouquinho; Acrescente o dlcool
96° e misture bem. Estd pronto o dlcool de 72° a 75°. *ATENCAO* Quem for fazer
o preparo, lembre-se de manter o dlcool liquido afastado do fogo, no momento em que
estiver dissolvendo a gelatina.

In April 2020, fake news suggesting masks originating from China or India were
contaminated with COVID-19 began to circulate in Brazil. This was debunked following
the first WHO recommendation on the use of masks (https://apps.who.int/iris/handle/1
0665/331693, last accessed on 24 January 2022).

Masks are contaminated with COVID-19. Segundo alerta da Organizagdo Mundial
da Smiide, mdscaras vindas da india e da China estdo apresentando um alto grau de
contaminagio por coronavirus. Essas mdscaras sio produzidas as pressas, em lugares
impréprios e sem o minimo controle de cuidado higiénico. Neste exato momento, pessoas
que pensam estar seguras por usar a mdscara de protegio estdo na verdade correndo
um grande risco de contaminagio. A recomendagio crucial da OMS é que todos usem
mdscaras esterilizadas para que o virus nio se espalhe ainda mais, agravando de maneira
descontrolada o avanco da pandemia.

At the end of April the Amazonas health system collapsed, and as a consequence, the
number of daily burials increased from 30 to over 100 (https://www1.folha.uol.com.br/coti
diano/2020/04/enterros-triplicam-e-cemiterio-de-manaus-abre-valas-comuns-para-vitima
s-do-coronavirus.shtml, last accessed on 24 January 2022). This period was referred to as


https://apps.who.int/iris/handle/10665/331693
https://apps.who.int/iris/handle/10665/331693
https://www1.folha.uol.com.br/cotidiano/2020/04/enterros-triplicam-e-cemiterio-de-manaus-abre-valas-comuns-para-vitimas-do-coronavirus.shtml
https://www1.folha.uol.com.br/cotidiano/2020/04/enterros-triplicam-e-cemiterio-de-manaus-abre-valas-comuns-para-vitimas-do-coronavirus.shtml
https://www1.folha.uol.com.br/cotidiano/2020/04/enterros-triplicam-e-cemiterio-de-manaus-abre-valas-comuns-para-vitimas-do-coronavirus.shtml

Big Data Cogn. Comput. 2022, 6, 36

10 of 26

“funerary collapse” (https://noticias.uol.com.br/colunas/leonardo-sakamoto/2020/04/21
/negacionistas-do-coronavirus-acham-que-colapso-funerario-em-manaus-e-fake.htm, last
accessed on 24 January 2022). As a result, fake news emerged suggesting that the number
of deaths resulting from COVID-19 were fake, that people were being buried alive and
coffins were being filled with stones and wood instead of people.

Coffins with stone and wood. “Oi, Hernandes. Deixa eu falar uma coisa pra voce.
A iltima noticia, né, que a Globo ndo vai falar, mas aqui em Minas td acontecendo
um caso muito engracado, principalmente, Id em BH. Vocé sabe quem que é o prefeito
de BH, né? Ld td infestado de coronavirus. Af, estdo enterrando um monte de gente
com coronavirus ld em BH. Assim, a prépria familia td enterrando, porque nio td
dando tempo dos coveiros enterrar, pra nio ter aglomeracio de pessoas, sabe? Af, que
aconteceu: mandaram ir Id e arrancar todos os caixdo para poder fazer o exame, para ver
se é coronavirus mesmo. Sabe o que tem dentro do caixdo? Pedra e madeira. Um monte
de caixdo cheio de pedra e madeira. Palhacada, ndo? Ah, fala a verdade esses politico.
Vocé sabe quem é o prefeito de ld, né? De BH? Ah, gente, por que a Globo ndo filma
isso? Mas jd que vai espalhar af, o povo que td filmando”

In June 2020, Agéncia Nacional de Vigildncia Sanitdria (Anvisa), the National Health
Surveillance Agency authorised the start of COVID-19 vaccine tests in Brazil (https://agen
ciabrasil.ebc.com.br/saude/noticia/2020-06/testes-com-vacina-de-oxford-contra-COVID-
19-comecam-em-sao-paulo, last accessed on 24 January 2022). Fake news surrounding the
term vacina increased during this time (https:/ /butantan.gov.br/noticias/governo-de-sa
o-paulo-e-butantan-dao-inicio-aos-testes-da-vacina-contra-coronavirus, last accessed on
24 January 2022). In this period, fake news content was focused on the Chinese vaccine,
including xenophobic comments.

Xenophobic message about Chinese vaccine. #JodoPindéquioDéria promove a
vacina #chingling. A Primeira Ministra da #Austrdlia também promove a Vacina
chinesa. Mas ela nem a toma, sé finge tomar ... serd por qué ?? *E vc, vai tomar essa
vacina do cio ?!?

From August to December 2020, fake news content consistently revolved around
the vaccine, particularly concerning its side effects and linking the vaccine to death (see
Figure 4).

Vaccines kill people. Uma familia inteira tomou a vacina chinesa, os 3 filhos mor-
reram a mulher estd na UTI. Que tristeza! Confirmado pela prépria Flavia Mollocay, o
caso da familia q tomou a vacina chinesa em SP, e matou os 3 filhos e a mie ta na UTL

In January 2021, a large number of fake news items regarding the commencement
and efficacy of vaccination in Brazil appeared. These included items suggesting that the
vaccine did not provide immunity against COVID-19 and that the adverse side effects
were significant.

Side effects of the vaccine. HOSPITAL LOTADO DE PACIENTES QUE TOMARAM
A VACINA DO COVID 19 COM EFEITOS ADVERSOS GRAVES. O EXPOSITOR
DO SISTEMA. Ou seja, as venenocinas estdo infectando MAIS AINDA as pessoas, do
que o proprio virus.

Despite previous studies suggesting that the political elite in Brazil played a significant
role in the dissemination of fake news relating to COVID-19, President Bolsonaro did
not appear in the fake news dataset. In contrast, governador (governor), referring to the
Governor of the State of Sdo Paulo, Jodo Déria, appeared prominently. Jodo Déria was
considered one of President Bolsonaro’s main political opponents. Doria was active in
promoting vaccination, and vaccination commenced in in Sdo Paulo in advance of the
national campaign (https://www.saopaulo.sp.gov.br/noticias-coronavirus/government-o


https://noticias.uol.com.br/colunas/leonardo-sakamoto/2020/04/21/negacionistas-do-coronavirus-acham-que-colapso-funerario-em-manaus-e-fake.htm
https://noticias.uol.com.br/colunas/leonardo-sakamoto/2020/04/21/negacionistas-do-coronavirus-acham-que-colapso-funerario-em-manaus-e-fake.htm
https://agenciabrasil.ebc.com.br/saude/noticia/2020-06/testes-com-vacina-de-oxford-contra-COVID-19-comecam-em-sao-paulo
https://agenciabrasil.ebc.com.br/saude/noticia/2020-06/testes-com-vacina-de-oxford-contra-COVID-19-comecam-em-sao-paulo
https://agenciabrasil.ebc.com.br/saude/noticia/2020-06/testes-com-vacina-de-oxford-contra-COVID-19-comecam-em-sao-paulo
https://butantan.gov.br/noticias/governo-de-sao-paulo-e-butantan-dao-inicio-aos-testes-da-vacina-contra-coronavirus
https://butantan.gov.br/noticias/governo-de-sao-paulo-e-butantan-dao-inicio-aos-testes-da-vacina-contra-coronavirus
https://www.saopaulo.sp.gov.br/noticias-coronavirus/government-of-sp-starts-vaccination-against-coronavirus-on-january-25/
https://www.saopaulo.sp.gov.br/noticias-coronavirus/government-of-sp-starts-vaccination-against-coronavirus-on-january-25/
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f-sp-starts-vaccination-against-coronavirus-on-january-25/, last accessed on 24 January
2022). Under Déria, Sdo Paulo financed the production of Coronavac, a vaccine developed
by the Chinese biopharmaceutical company, Sinovac Biotech.

Vaccine and Doria become jokes on TV news. O Governador de Sdo Paulo, Jodo
Doria (PSDB), tentou tanto os holofotes que ficou conhecido, internacionalmente. Nio
da forma positiva, como ele gostaria, mas como motivo de chacota. Em telejornal
americano, o casal de apresentadores debochou do resultado dos indices de eficiéncia da
CoronaVac, imunizante da gigante farmacéutica Sinovac em parceria com o Instituto
Butantan e Doria foi mencionado como “governador sem credibilidade”. Uma vergonha
para todos os brasileiros! (da Redagdo)

In January 2021, oxygen shortages in hospitals in Manaus, the capital of Amazonas,
featured heavily in the news cycle (https://www.bbc.com/news/world-latin-america-5
5670318, last accessed on 24 January 2022) and similarly resulted in fake news relating to
oxygen donations.

Donations of oxygen cylinders. PRODUCAO DA LG PAROU A FABRICA
DE AR CONDICIONADO PARA DOAR TODO OXIGENIO PARA HOSPITAIS
DA REDE PUBLICA DE MANAUS. A DETERMINACAO FOI DADA PELO
PRESIDENTE DA LG

During February 2021, a time of public frustration regarding the national vaccination
timeline plan (https:/ /edition.cnn.com/2021/02/01/americas/brazil-coronavirus-vacci
nation/index.html, last accessed on 24 January 2022), the dominant subject in fake news
related to the impact of vaccination on the elderly, suggesting vaccination resulted in
amputation or death.

Elderly die after taking the vaccine. QUATRO idosos da cidade de Canela, NAO
VIRARAM JACARE... Se mudaram para a Terra dos Desencarnados, horas apds
serem vacinadas com a VACINA DO BUTANTAN: Terra-Dura-Dura...! Como a
cabega de muita gente séria. Alguém postou: “Ndo creio pelo fato de terem tomada a
vacina da China!”

Elderly person suffers amputation of three fingers after taking the vaccine.
Chinavirus: Idosa toma vacina e sofre amputacio de trés dedos devido ao efeito
colateral grave

Fake news often follows the news cycle, which provides it with credibility and garners
more attention from the public [24]. In many respects, it leverages the real news cycle
for counter-programming. The COVID-19 vaccine was the main focus of fake news that
circulated in Brazil during the first year of the pandemic, with themes ranging from the
vaccination’s efficacy to its side effects. According to Bivar et al. [95] and Rochel [96], the
main reasons that the public believe in and disseminate anti-vaccine messages are based
on conspiracy theories surrounding the pharmaceutical industry and governments. These
theories promote the idea that information about vaccines, their ingredients and adverse
effects is not made publicly available, so that corporations can maximise their profits.
Anti-vaccination beliefs are further exacerbated by a general suspicion by members of the
public in scientific knowledge and that researchers falsify experiment results regarding the
harmful side effects of vaccines in order to present effectiveness [97]. These beliefs gain even
greater strength and reach when disseminated on online social networks. Moreover, “social
bubbles” (or “echo chambers” as defined by Nguyen [98]) prevent contrary points of view
from penetrating such groups, fostering an environment in which their (mis)conceptions
are positively reinforced [96].

Previous studies have demonstrated the negative impact of misinformation surround-
ing COVID-19 on populations’ behaviour during the pandemic. This includes a low
adherence to social distancing regulation [15-17] and the strengthening of the anti-vaccine


https://www.saopaulo.sp.gov.br/noticias-coronavirus/government-of-sp-starts-vaccination-against-coronavirus-on-january-25/
https://www.saopaulo.sp.gov.br/noticias-coronavirus/government-of-sp-starts-vaccination-against-coronavirus-on-january-25/
https://www.bbc.com/news/world-latin-america-55670318
https://www.bbc.com/news/world-latin-america-55670318
https://edition.cnn.com/2021/02/01/americas/brazil-coronavirus-vaccination/index.html
https://edition.cnn.com/2021/02/01/americas/brazil-coronavirus-vaccination/index.html
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movement [95]. This analysis reinforces the need for studies analysing characteristics of
fake news and fuels the further development of mechanisms to automatically detect and
combat the dissemination of such messages.

4.3. Textual Attributes of Fake News

According to Zhou et al. [20], at a semantic level, disinformation-related textual
attributes can be grouped along ten dimensions: quantity, complexity, uncertainty, subjec-
tivity, non-immediacy, sentiment, diversity, informality, specificity and readability.

Quantity attributes are related to the amount of information that is present in the
message [30]. Figure 5 presents histograms and boxplots relating to the following quantity
attributes: (a) No. of characters, (b) No. of words and (c) No. of sentences. In our fake news
subset, the mean for No. of characters is 429.40, the mean for No. of words is 87.32 and the
mean for No. of sentences is 5.47, as shown in Table 1.
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Figure 5. Quantity attributes of fake news items: (a) No. of characters, (b) No. of words and (c) No.
of sentences.

Complexity attributes are related to the ratio of characters and words in a mes-
sage [99,100]. Figure 6 presents histograms and boxplots relating to the following complex-
ity attributes: (a) average No. of characters per word, (b) average No. of words per sentence
and (c) average No. of punctuation per sentences. The complexity attributes are similar to
those presented in [87,88], in which authors analyse the Fake.Br corpus, a reference corpus
focused on fake news in Portuguese. The average No. of characters per word is 5.10 and
the average of No. of words per sentence is 18.84.
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Figure 6. Complexity attributes of fake news items: (a) average No. of characters per word, (b) aver-
age No. of words per sentence and (c) average No. of punctuation per sentences.

Mehrabian et al. [101] define non-immediacy as “a measure of the attenuation of directness
and intensity of interaction between a communicator and the object of his communication in a verbal
message.” Zhou et al. [100] suggest that deceivers tend to disassociate themselves from
their deceptive messages in an attempt to reduce accountability and responsibility for their
statements, and thus display higher non-immediacy in their language. Figure 7 presents
histograms and boxplots relating to the following non-immediacy attributes: (a) No. of
self reference, (b) percentage of self reference, (c) No. of group references, (d) percentage
of group references, (e) No. of other references and (f) percentage of other references. On
average, the amount of other references (1.60) is greater than self reference (0.48) and group
reference (0.39), consistent with Zhou et al. [100].
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Figure 7. Non-immediacy attributes of fake news items: (a) No. of self reference, (b) percentage
of self reference, (c) No. of group references, (d) percentage of group reference, (e) No. of other
references and (f) percentage of other references.

Table 1 summarises textural attributes and features for the fake news subset. In general,
the fake news subset has the following profile: a message with a few short sentences (75%
of content has up to 6 sentences and an average length of 19 words), low complexity (in
terms of characters per word, words and punctuation by sentence), low use of numbers
(75% has up to five numbers) and exclamation marks and high diversification in terms of
words used. This is consistent with previous studies [87,88,100] which have shown that
there is a linguistic pattern in fake news, such as a preference for short sentences.

Table 1. Textual attributes and features of fake news that circulated in Brazil from January 2020 to
February 2021.

Attribute Type  Feature Mean Std Min Q3 Max
Quantity No. of characters 42940 62324 22 44750 5221
No. of words 8732 130.38 4 91 1159
No. of sentences 5.47 7.93 1 6 82
Complexity Average No. of characters per word 5.10 1.04 3.03 5.34 23.63
Average No. of words per sentence 1884 2148 2 2091 386
Average No. of punctuations per sentence  2.88 3.06 0 3.27 36
Uncertainty No. of numbers 5.81 1476 0 5 221
Percentage of numbers 0.08 0.18 0 0.08 2.66
No. of question markers 0.60 191 0 0 27
Percentage of question markers 0.04 0.14 0 0 1
Non-immediacy No. of self reference 0.48 2.57 0 0 55
Percentage of self reference 0.06 0.20 0 0 1
No. of group reference 0.39 1.14 0 0 17
Percentage of group reference 0.10 0.25 0 0 1
No. of other reference 1.60 3.72 0 1 43
Percentage of other reference 0.34 0.43 0 0.84 1
Sentiment No. of exclamation marks 1.13 2.41 0 1 24
Percentage of exclamation marks 0.11 0.21 0 0.12 1
Diversity No. of unique words 61.84 7225 4 70 565
Percentage of unique words 0.85 0.12 0.26 0.95 1
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5. Detecting Fake News Using Machine Learning and Deep Learning

As discussed in Section 3, machine learning and deep learning models have been
widely applied in NLP. In this paper, we compare the performance of four supervised
machine learning techniques as per [59]—support vector machine (SVM), Random Forest,
gradient boosting and naive Bayes—against four deep learning models—LSTM, Bi-LSTM,
GRU and Bi-GRU as per [102].

SVM is a non-parametric technique [103] capable of performing data classification; it
is commonly used in images and texts [104]. SVM is based on hyper-plane construction
and its goal is to find the optimal separating hyper-plane where the separating margin
between two classes should be maximised. Random Forest and gradient boosting are
tree-based classifiers that perform well for text classification [104,105]. Random Forest
unifies several decision trees, building them randomly from a set of possible trees with K
random characteristics in each node. By using an ensemble, gradient boosting increases the
robustness of classifiers while decreasing their variances and biases [105]. Naive Bayes is a
traditional classifier based on the Bayes theorem. Due to its relatively low memory use, it
is considered computationally inexpensive compared with other approaches [104]. Naive
Bayes assigns the most likely class to a given example described by its characteristic vector.
In this study, we consider the naive Bayes algorithm for multinomially distributed data.

As discussed, we evaluate four deep learning models—two unidirectional RNNS
(LSTM and GRU) and two bidrectional RNNs (Bi-LSTM and Bi-GRU). Unlike unidirec-
tional RNNs that process the input in a sequential manner and ignoring future context,
in bidirectional RNNs (Bi-RNNS) the input is presented forwards and backwards to two
separate recurrent networks, and both are connected to the same output layer [106]. In
this work, we use two types of bi-RNN: bidirectional long short-term memory (Bi-LSTM)
and bidirectional gated recurrent unit (Bi-GRU) as per [102], as they demonstrated a good
performance in text classification tasks.

The machine learning and deep learning models were implemented on Python using
the following libraries: Tensorflow (https://www.tensorflow.org/?hl=pt-br, last accessed
on 24 January 2022), Scikit-learn (https:/ /scikit-learn.org/, last accessed on 24 January
2022), and keras (https:/ /keras.io/, last accessed on 24 January 2022).

To train and test the models, we use the dataset presented in Section 4.1 containing
1047 fake news items and 10,285 true news items. We applied a random undersampling
technique to balance the dataset, where the largest class is randomly trimmed until it is the
same size as the smallest class. The final dataset used to train and test the models comprises
1047 fake news items and 1047 true news items, totalling 2094 items. A total of 80% of the
dataset was allocated for training and 20% for testing.

5.1. Evaluation Metrics

To evaluate the performance of the models, we consider the following metrics as
per [59]: accuracy, precision, recall, specificity and F1 score. These metrics are based on a
confusion matrix, a cross table that records the number of occurrences between the true
classification and the classification predicted by the model [107]. It is composed of true
positive (TP), true negative (TN), false positive (FP) and false negative (FN).

Accuracy is the percentage of correctly classified instances over the total number of
instances [108]. It is calculated as the sum of TP and TN divided by the total of samples, as
shown in Equation (1).

TP+ TN 1)
TP+ TN+ FP+FN
Precision is the number of class members classified correctly over the total number of
instances classified as class members [108]. It is calculated as the number of TP divided by
the sum of TP and FP, as shown in Equation (2).

accuracy =

TP

TP+ FP @

precision =


https://www.tensorflow.org/?hl=pt-br
https://scikit-learn.org/
https://keras.io/
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Recall (sensitivity or true positive rate) is the number of class members classified
correctly over the total number of class members [108]. It is calculated as the number of TP
divided by the sum of TP and FN, as shown in Equation (3).

TP
recall = TPLEN ®)
Specificity (or true negative rate) is the number of class members classified correctly
as negative. It is calculated by the number of TN divided by the sum of TN and FP, as per
Equation (4).
o TN
specificity = TN+ P 4)

To address vulnerabilities in machine learning systems designed to optimise precision

and recall, weighted harmonic means can be used to balance between these metrics [109].
This is known as the F1 score. It is calculated as per Equation (5).

precision X recall

Fl-score = 2 x —
precision + recall

©)

5.2. Experiments

In their evaluation of machine learning techniques for junk e-mail spam detection,
Méndez et al. [110] analysed the impact of stop-word removal, stemming and different
tokenization schemes on the classification task. They argued that “spammers often introduce
“noise” in their messages using phrases like “MIONEY!!”, “FREE!!!" or placing special characters
into the words like “R-o-lI-e?x””. As fake news can be viewed as similar type of noise within a
document, we define two experiments in order to evaluate the impact of removing such
noise from news items: (a) applying text preprocessing techniques and (b) using the raw
text of the fake news item.

For the first experiment, we remove the stop words, convert text to lower case and
apply vectorization to convert text to a matrix of token counts. For the second experiment,
we use the raw text without removing stop words and without converting text to lowercase.
We also apply vectorization to convert text to a matrix of token counts, similar to the
first experiment.

Specifically for deep learning models, we used an embedding layer built using the
FastText library (https://fasttext.cc/, last accessed on 1 March 2022), which has a pre-
trained word vector available in Portuguese. Padding was also performed so that all inputs
had the same size. All deep learning models were trained using 20 epochs with a dropout
in the recurrent layers with a probability of 20% to mitigate against overfitting [111]. Grid
search was used to optimise model hyper-parameters [112].

It is hard to make a direct comparison with extant studies due to challenges in re-
producibility. For example, similar data may not be available. Notwithstanding this, to
facilitate comparison we benchmarked against the study reported by Paixdo et al. [113].
They also propose classifiers for fake news detection although without a focus on COVID-
19; they use fake news relating to politics, TV shows, daily news, technology, economy and
religion. We replicated one of their deep learning models, a CNN (see Table 2), and tested
it with our dataset for comparison.

Table 2. Configuration of the CNN model proposed by Paixdo et al. [113].

Layers Shape
Embedding (200, 300)
Convild (198, 100)
Poolingld (66, 100)

Flatten (6600)

Dense 1)



https://fasttext.cc/
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5.3. Evaluation
5.3.1. Experiment 1—Applying Text Preprocessing

Tables 3 and 4 present the parameters and levels used in the grid search for machine
learning and deep learning models, respectively, when applying text preprocessing tech-
niques (Experiment 1). The values in bold indicate the best configuration of each model
based on the F1 score.

Table 3. Grid search parameters and levels for machine learning models when applying text prepro-
cessing techniques.

Models Parameter Levels

SVM Kernel type linear, rbf , sigmoid
Regularisation parameter 1.0,2.0,3.0, 4.0

Random Forest Number of trees in the forest 100, 200, 300, 400
Number of features sqrt, log2

Gradient Boosting Number of boosting stages 100, 500, 1000
Learning rate 0.1,0.2,0.3,04

Naive Bayes alpha 1.0,5.0,10.0

Table 4. Grid search parameters and levels for deep learning models when applying text preprocess-
ing techniques.

Models Parameter Levels
LSTM Number of layers 1,2,3
Number of nodes 50, 100, 200
GRU Number of layers 1,2,3
Number of nodes 50, 100, 200
bi-LSTM Number of layers 1,2,3
Number of nodes 50, 100, 200
bi-GRU Number of layers 1,2,3
Number of nodes 50, 100, 200

Table 5 presents the classification results of ML and deep learning models using
the configuration selected by the grid search technique (see Tables 3 and 4). The test
experiments were executed ten times, the metric results are the mean and their respective
standard deviation.

For the machine learning models, the best accuracy (92.36%), precision (96.31%) and
F1 score (92.88%) were achieved by the SVM model. The best recall (92.57%) was achieved
by the naive Bayes, and the best specificity (95.80%) was achieved by the Random Forest.
Gradient boosting presented the worst machine learning performance. In general, the
machine learning models achieved recall at levels greater than 81.33%, the recall obtained
by the gradient boosting model.
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Table 5. Evaluation of proposed models regarding accuracy, precision, recall and F1 score (in % with
its respective standard deviation) when applying text preprocessing techniques. Please note that
the Random Forest and naive Bayes models presented a very low standard deviation, and thus it is
represented as zero.

Models Accuracy Precision Recall Specificity F1 Score
Machine learning

SVM 92.36 (+0.000) 96.31 (£0.000) 89.69 (£0.000) 95.69 (£0.000) 92.88 (+0.000)
Random Forest 91.05 (£0.003) 96.31 (+0.005) 87.25 (£0.008) 95.80 (+0.006) 91.55 (£0.003)
Gradient Boosting  87.06 (+£0.005) 90.87 (+0.003) 81.33 (£0.009) 92.39 (£0.003) 85.83 (£0.006)
Naive Bayes 87.82 (+0.000) 83.95 (£0.000) 92.57 (£0.000) 83.41 (£0.000) 88.00 (+0.000)
Deep learning

LSTM 88.87 (£0.014) 93.68 (+0.026) 83.61 (£0.043) 94.16 (+0.030) 88.24 (+0.018)
GRU 88.80 (£0.013) 91.80 (£0.024) 86.04 (£0.047) 91.71 (£0.031) 88.69 (+0.016)
bi-LSTM 89.42 (+£0.009) 90.45 (£0.016) 86.34 (£0.026) 92.08 (£0.016) 88.30 (+0.012)
bi-GRU 88.78 (+0.010) 88.73 (+0.017) 86.85 (+0.022) 90.44 (+0.018) 87.74 (+0.012)
CNN [113] 91.22 (£0.003) 93.19 (£0.009) 88.54 (£0.007) 93.79 (£0.009) 90.80 (+0.003)

There was significantly more variation in the deep learning models. The CNN model
proposed by Paixao et al. [113] outperformed our proposed models in three metrics: accu-
racy (91.22%), recall (88.54%) and F1 score (90.80%). This is explained by the relationships
between the the F1 score and the precision and recall metrics, i.e., the F1 score is the har-
monic mean between the precision and recall. Paixdo et al.’s CNN model obtained high
levels of those metrics. Our LSTM model presented the best precision (93.68%) and the
best specificity (94.16%). These metrics are very important in the context of fake news
detection. Specificity assesses the method’s ability to detect true negatives, that is, correctly
detect true news as in fact true. On the other hand, precision assesses the ability to classify
fake news as actually false. Having a model that achieves good results in these metrics
is of paramount importance for automatic fake news classification. It is also important to
mention that the bidirectional models (Bi-LSTM and Bi-GRU) presented competitive results
with other models but did not outperform any other unidirectional model.

Figure 8 shows the receiver operating characteristic (ROC) curve and the area under
the ROC curve (AUC) of all models when applying text preprocessing techniques. Gradient
boosting presented the worst result with an AUC of 0.8552, which is expected since it
presented the worst recall result, as shown in Table 5.

Preprocessed Text

- /_/_/////(

0 08 7 bi-GRU AUC=0.8996

© Random Forest AUC=0.8944

ﬁ 06 - bi-LSTM AUC=0.8941

2 —— Naive Bayes AUC=0.8909

D —— GRU AUC=0.8803

S 04- —— LSTM AUC=0.8647

g SVM AUC=0.8647

B - Gradient Boosting AUC=0.8552
0.0 -

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 8. ROC curve and AUC of proposed models when applying text preprocessing techniques.

Although the naive Bayes presented the best recall, it also presented the highest false
positive rate resulting in an AUC of 0.8909. The Bi-GRU model presented the highest AUC
value (0.8996), followed by Random Forest (0.8944) and Bi-LTSM (0.8941). It is important to
note that the bidirectional models outperformed the respective unidirectional models in
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obtaining the best AUC results. The Bi-GRU and Bi-LSTM presented AUC values of 0.8996
and 0.8941, respectively, while the GRU and LSTM presented AUC values of 0.8803 and
0.8647, respectively.

For illustration purposes, we selected some fake news that were misclassified. We
added the complete text of news, but the models process the sentences in lowercase and
without stop words. “Hospital de campanha do anhembi vazio sem colchdes para os pacientes e
sem atendimento” was misclassified by the SVM model and “Agora é obrigatério o Microchip
na Austrdlia! Muito protesto por ld.. Australianos vdo ds ruas para protestar contra o APP de
rastreamento criado para controlar pessoas durante o Covid-19, contra exageros nas medidas de
Lockdown, distanciamento social, uso de mdscaras, Internet 5G, vacina do Bill Gates e microchip
obrigatdrio. Dois lideres do protesto foram presos e multados.” was misclassified by the LTSM
model. In addition, we noted that the fake news misclassified by the SVM model was also
misclassified by the LSTM model. Consistent with Cabral et al. [91] and Martins et al. [92],
misclassification would seem to be more likely where text is too short to be classified
correctly by the models.

5.3.2. Experiment 2: Using Raw Text

Tables 6 and 7 present the parameters and levels used in the grid search for machine
learning and deep learning models, respectively, when we use raw text of the news items
(Experiment 2). The parameters and levels are the same as those used in Experiment 1.
Again, the values in bold indicate the best configuration of each model based on F1 score.

Table 6. Grid search parameters and levels for machine learning models when using raw text of the
messages (Experiment 2).

Models Parameter Levels

SVM Kernel type linear, rbf, sigmoid
Regularisation parameter 1.0,2.0,3.0,4.0

Random Forest Number of trees in the forest 100, 200, 300, 400
Number of features sqrt, log2

Gradient Boosting Number of boosting stages 100, 500, 1000
Learning rate 0.1,0.2,0.3,04

Naive Bayes alpha 1.0, 5.0, 10.0

Table 7. Grid search parameters and levels for deep learning models when using raw text of
the messages.

Models Parameter Levels
LSTM Number of layers 1,2,3
Number of nodes 50, 100, 200
GRU Number of layers 1,2,3
Number of nodes 50, 100, 200
bi-LSTM Number of layers 1,2,3
Number of nodes 50, 100, 200
bi-GRU Number of layers 1,2,3
Number of nodes 50, 100, 200

Table 8 presents the classification results of machine learning and deep learning models
when using raw text of the messages and the configuration selected by the grid search
technique (see Tables 6 and 7). The test experiments were executed 10 times; the metric
results are the mean and their respective standard deviation.
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Table 8. Evaluation of proposed models regarding accuracy, precision, recall and F1 score (in % with
its respective standard deviation) using raw text of the messages. Please note that Random Forest
and naive Bayes presented a very low standard deviation and it is represented as zero.

Models Accuracy Precision Recall Specificity F1 score

Machine learning

SVM 93.79 (£0.000)  96.23 (0.000) 90.40 (£0.000) 96.83 (£0.000) 93.22 (+0.000)
Random Forest 94.36 (+0.003) 97.91 (£0.005) 90.00 (£0.005) 98.28 (+£0.004) 93.78 (+0.003)
Gradient Boosting  93.36 (+0.006) 95.85 (+:0.004) 89.84 (+0.011) 96.51 (£0.003) 92.74 (£0.007)
Naive Bayes 88.78 (£0.000) 84.79 (£0.000) 92.92 (£0.000) 85.06 (£0.000) 88.67 (+0.000)
Deep learning

LSTM 92.98 (£0.007) 93.66 (£0.022) 91.46 (£0.031) 94.34 (£0.022) 92.47 (+0.009)
GRU 93.26 (£0.008) 93.17 (£0.022) 92.67 (£0.033) 93.80 (£0.022) 92.84 (+0.010)
bi-LSTM 94.34 (£0.007)  95.39 (£0.011) 92.52 (£0.020) 95.97 (£0.011) 93.91 (£0.008)
bi-GRU 94.41 (£0.006) 95.01 (+0.017) 93.13 (£0.016) 95.56 (+0.017) 94.03 (+0.006)
CNN [113] 93.15 (£0.005)  98.20 (+0.009) 87.61 (£0.009) 98.46 (+0.004) 92.56 (+0.005)

For the machine learning models, Random Forest performed best across four metrics:
accuracy (94.36%), precision (97.91%), specificity (98.28%) and F1 score (93.78%). The best
recall (92.92%) was achieved by the naive Bayes. In contrast with Experiment 1, the SVM
did not perform the best in any metric, although its metrics were all above 90% and close
to the Random Forest values. Similar to Experiment 1, gradient boosting performed the
worst of the machine learning models evaluated.

Regarding the evaluation of deep learning models and in contrast with Experiment
1, the bidirectional models presented better results than their respective unidirectional
models. The Bi-LSTM presented the best accuracy (94.34%) while the Bi-GRU presented
the best levels of recall (93.13%) and F1 score (94.03%). The CNN model proposed by
Paixdo et al. [113] obtained the best results for precision (98.20%) and specificity (98.46%),
however, it presented lower recall values (87.61%) which also impacts the F1 score.

Figure 9 presents the ROC curve and AUC results for the models when using raw text.
The results are slightly closer to those presented in Figure 8, showing that the proposed
models are able to obtain good results using raw text or preprocessed texts. However, in
contrast to using preprocessing text techniques, the Random Forest outperformed all other
models, since it presented the lowest false positive rate and a relatively good true positive
rate. The second and third best performing models were, in order, the Bi-LSTM and Bi-GRU
models with AUC values of 0.8948 and 0.8927, respectively. The LSTM and SVM models
presented the same AUC result (0.8924), while the GRU and naive Bayes models had lower
results than those shown in Figure 8, with AUCs of 0.8909 and 0.8729, respectively. The
gradient boosting model presented the worst results for AUC, 0.843, similar to applying
preprocessing techniques.

Raw Text

N
08- / Random Forest AUC=0.9039

(0]

E bi-LSTM AUC=0.8948

© 0.6- —— bi-GRU AUC=0.8927

= —— LSTM AUC=0.8924

2 —— SVM AUC=0.8924

a 04- —— Naive Bayes AUC=0.8909

g GRU AUC=0.8729

= 0.2 - Gradient Boosting AUC=0.8430
0.0 -

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 9. ROC curve and AUC of proposed models when using raw text.
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Again, for illustration purposes, we selected samples of fake news that were misclas-
sified by the models. “Ative sua conta grdtis pelo PERIODO DE ISOLAMENTO! NETFLIX-
USA.NET Netflix Grdtis contra COVID-19 Ative sua conta grdtis pelo PERIODO DE ISOLA-
MENTO!” was misclassified by the Random Forest model. It is interesting to note that this
fake news is not about the direct impact of COVID-19, but about an indirect impact, i.e., the
availability of free Netflix during the pandemic. “Nao ha como ser Ministro da Satide num
pais onde o presidente coloca sua mediocridade e ignorancia a frente da ciéncia e ndo sente
pelas vitimas desta pandemia. Nelson Teich. URGENTE Nelson Teich pede exoneracdo do
Ministério da Satide por ndo aceitar imposi¢oes de um Presidente mediocre e ignorante.” is
a message that was misclassified by the Bi-GRU model. Again, this is not directly about the
pandemic, but rather the resignation of Brazil’s Minister of Health during the pandemic. In
contrast to Experiment 1 misclassification, here we believe the news item is too long, thus
compromising the model’s ability to classify it correctly.

5.4. Discussion, Challenges and Limitations

One would normally expect deep learning models to outperform machine learning
models due their ability to deal with more complex multidimensional problems. In our
study, when applying text preprocessing techniques (Table 5), machine learning presented
better results than deep learning across all metrics analysed. In contrast to previous works
that used the Fake.Br corpus [87-90], a dataset composed of 7200 messages, we used
an equally balanced dataset composed of only 2094 messages, which could explain the
relatively poor performance of the deep learning models. Deep learning models require
large volumes of data for training [114]. Since the dataset used was relatively small, we
posit that the deep learning models were not able to adequately learn the fake news patterns
from the data set once stop words were removed. The creation of a sufficiently large dataset
is not an insignificant challenge in the context of COVID-19 fake news in Portuguese.

In general, the best results were obtained when using the raw text of the news items,
i.e., without removing stop words and converting text to lowercase. Random Forest
presented the best results for accuracy (94.36%), precision (97.91%) and specificity (98.28%);
the Bi-GRU model presented the best recall (93.13%) and F1 score (94.03%). The usage of raw
text had a significant impact on the performance of the deep learning models performance;
all deep learning metrics in Experiment 2 were above 91% (Table 8). The performance
of the machine learning models was also impacted positively. This is consistent with
Méndez et al. [110] suggestion that that noise removal may hamper the classification of
non-traditional documents, such as junk e-mail, and in this case, fake news. In effect, pre-
processing made the fake news item structure closer to the true news item structure, making
it difficult to classify them. This is supported by the improvement in the recall metric in
both machine learning and deep learning models. In our context, the recall assesses the
model’s performance in correctly classifying fake news. A considerable improvement was
achieved in practically all models, except naive Bayes, which had already achieved a good
result with the pre-processed base (92.57%). Considering the pre-processed base, the recall
of most models were below 90% (disregarding the naive Bayes), where the best recall of the
machine and deep learning models were, respectively, SVM (89.69%) and Bi-GRU (86.85%).
When using raw text, most models had a recall above 90%, with the exception of gradient
boosting which had the worst result (89.84%). By running both experiments, one can see
the impact of pre-processing clearly—keeping the stop words and the capital letters in the
text contributes to improved correct classification of fake news.

This study has a number of limitations. A range of parameters and levels used in
the grid search for finding the best configuration for each model were identified. Other
configurations may result in better results. As discussed earlier, larger datasets prepared
by specialist fact-checking organisations may result in different results. The evaluation of
machine learning and deep learning models using accuracy, precision, recall, specificity
and Flscore presents challenges in describing differences in results. Complementarity has
been suggested as a potential solution, particularly where F1 scores are very close [109].
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6. Conclusions and Future Work

In February 2020, two months after the disclosure of the first COVID-19 case in Wuhan,
China, the WHO published a report declaring that the pandemic was accompanied by an
“infodemic”. An exceptional volume of information about the COVID-19 outbreak started
to be produced, however, not always from reliable sources, making it difficult to source
adequate guidance on this new health threat. The spread of fake news represents a serious
public health issue that can endanger lives around the world.

While machine learning does not usually require deep linguistic knowledge, pluricen-
tric and highly diglossic languages, such as Brazilian Portuguese, require specific solutions
to achieve accurate translation and classification, particularly where meaning may be am-
biguous or misleading as in the case of fake news. Such challenges are further exacerbated
when new terms evolve or are introduced in to linguistic repertoires, as in the case of
COVID-19. Given the scale and negative externalities of health misinformation due to
COVID-19, it is not surprising that there has been an increase in recent efforts to produce
fake news datasets in Brazilian Portuguese. We add to this effort by providing a new
dataset composed of 1047 fake news items and 10,285 news items related to COVID-19
in Portuguese that circulated in Brazil in the last year. Based on the fake news items, we
performed an exploratory data analysis, exploring the main themes and their textual at-
tributes. Vaccines and vaccination were the central themes of the fake news that circulated
in Brazil during the focal period.

We also proposed and evaluated machine learning and deep learning models to
automatically classify COVID-19 fake news in Portuguese. The results show that, in
general, SVM presented the best results, achieving 98.28% specificity. All metrics of all
models were improved when using the raw text of the messages (the only exception was
the precision of SVM, but the difference was very little, 0.08%).

As future work, we plan to increase the dataset with more fake news featuring specific
L-variant and H-variant classifications as well as other dialectal features, as well as the
source of the fake news (websites, WhatsApp, Facebook, Twitter etc.), and the type of
multimedia used (video, audio and image). This extended dataset will not only aid in the
refinement of fake news detection but allow researchers to explore other aspects of the
fake news phenomenon during COVID-19, including detection of pro-vaccination, anti-
vaccination and vaccine-hesitant users, content, motivation, topics and targets of content
and other features including stigma. Furthermore, future research should consider the
diffusion and impact of fake news and explore both the extent of propagation, the type of
engagement and actors involved, including the use of bots. The detection of new types
of fake news, particularly in a public health context, can inform public health responses
but also optimise platform moderation systems. To this end, research on the use of new
transformer-based deep learning architectures such as BERT and GPT-3 may prove fruitful.
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