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Abstract: Physical-layer key generation technology requires information reconciliation to correct
channel estimation errors between two legitimate users. However, sending the reconciliation signals
over the public channel increases the communication overhead and the risk of information leakage.
Aiming at the problem, integrated secure communication schemes using non-reconciled keys have
attracted extensive attention. These schemes exploit channel coding to correct both inconsistent keys
and transmission error bits. Meanwhile, more redundant code bits must be added to correct errors,
which results in a lower secure transmission rate. To address the problem, we analyze the merit
of channel correlation between non-reconciled key generation and secure transmission. Inspired
by this, we propose a non-reconciled physical-layer keys-assisted secure communication scheme
based on channel correlation. First of all, the signal frame is designed to make use of channel
correlation between non-reconciled key generation and secure transmission. Based on the channel
correlation, non-reconciled keys are then generated from the wireless channel to encrypt transmitted
data. Moreover, an adaptive coding algorithm based on the equivalent channel is presented to encode
the data bits before encryption, to guarantee reliable transmission. Finally, theoretical analysis and
simulations demonstrate the significant performance of the proposed scheme in terms of low bit error
ratio and high secure transmission rate.

Keywords: physical-layer security; key generation; channel correlation; information reconciliation

1. Introduction

With the continuous evolution of wireless communication technology, ubiquitous
mobile communication has become an indispensable part of our daily life. In particular,
fifth-generation (5G) wireless communications transmit a large amount of information with
high data rates and extremely low latency, which further promotes the rapid development
of the Internet of Things (IoT) [1–4]. Meanwhile, information security is always the main
concern in wireless communications because the open and broadcast nature of the wireless
medium leads to inherent vulnerability to eavesdropping attacks. Thus, considerable
research focuses on classic public-key cryptography techniques to ensure the confidentiality
of transmitted information [5]. However, public-key infrastructure is required to be estab-
lished in these techniques, which leads to difficulties in key distribution and management
in resource-limited communication systems. In addition, these techniques rely on the
computational complexity of mathematical problems and are thus at risk of being broken
by powerful quantum computers in the foreseeable future [6].

Recently, the physical-layer key generation technique, which is considered a sup-
plement to upper-layer public key cryptography techniques, has attracted widespread
attention [7,8]. As a secure approach to key distribution and management based on the
wireless channel, this technique can exploit the characteristics of the wireless channel to
generate random keys from the wireless channel. Specifically, based on the reciprocity and
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temporal variation of the wireless channel, two legitimate users can extract unpredictable
and highly correlated channel state information (CSI) after probing channels. Moreover,
the spatial decorrelation of the wireless channel prevents eavesdroppers from obtaining the
relevant information of the legitimate channels, to ensure the security of keys generated by
legitimate users [9]. The physical-layer key generation consists of four steps, i.e., channel
estimation, quantization, information reconciliation, and privacy amplification [10]. In
general, the channel estimates of two legitimate users are inconsistent due to channel
fading and noise. Thus, to generate identical symmetric keys, information reconciliation is
required by sending signals to correct channel estimation errors between two legitimate
users. There are several common information reconciliation methods such as cascade [11]
and BBBSS [12]. In order to improve reconciliation efficiency, the authors in [13] designed a
new hybrid information reconciliation protocol. The reconciled keys are used to encrypt
transmitted data information to achieve secure transmission, which can be termed a recon-
ciled physical-layer keys-based secure communication (RK-SC) scheme [14]. However, the
reconciliation signals are sent over the public channel, which increases the communication
overhead and the risk of eavesdropping attacks.

Therefore, increasing attention is being directed at integrated schemes such as physical-
layer secure communication schemes using non-reconciled keys. Note that an integrated
non-reconciled physical-layer keys-based secure communication (NRK-SC) scheme was
first proposed in [15]. This scheme generates keys without information reconciliation but
shares the error correction capability of channel coding. Based on [15], the authors in [16]
designed an efficient polar code that could significantly improve the secure communication
efficiency of the NRK-SC scheme. Moreover, the authors in [17] evaluated the superior
performance of the NRK-SC scheme compared to the RK-SC scheme by deriving the bit
error ratio (BER), channel capacity, and security capacity. Similarly, it was proved that the
NRK-SC scheme outperformed the RK-SC scheme in terms of communication overhead,
computation complexity, and the secure transmission rate in [18]. However, note that the
existing NRK-SC scheme no longer corrects inconsistent keys via information reconciliation
but instead adds key errors to the transmission process. Thus, channel coding with a
stronger ability is required to correct both key errors and transmitted error bits, which
leads to a lower secure transmission rate. This continues to be a significant problem for the
existing NRK-SC scheme.

Aiming at this problem, this paper conducts a comprehensive and theoretical study
on non-reconciled key generation and secure transmission. Furthermore, the potential
merit of channel correlation between key generation and secure transmission is analyzed.
Motivated by this advantage, we present a non-reconciled physical-layer keys-assisted
secure communication scheme based on channel correlation. The main contributions are
as follows:

• We design a signal frame to adjust the pilot and data signals transmission process,
which contributes to utilizing channel correlation between non-reconciled key genera-
tion and secure transmission.

• Based on the channel correlation, the non-reconciled keys generated from the wireless
channel are used to encrypt transmitted data. Before encryption, we propose an adap-
tive coding algorithm based on the equivalent channel to encode data bits according
to different signal-to-noise ratios (SNRs).

• Theoretical analysis and simulation results demonstrate that compared with the NRK-
SC scheme, the proposed scheme has significant effects in reducing BER and improving
the secure transmission rate.

The rest of this paper is organized as follows. Section 2 deals with the system model
and introduces the problem statement with respect to the prior scheme. The non-reconciled
physical-layer keys-assisted secure communication scheme based on channel correlation is
proposed in Section 3. The security and reliability of the proposed scheme are evaluated
in Section 4 through mathematical analysis. Section 5 presents the simulation results, and
Section 6 concludes the paper.
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2. System Model and Problem Statement
2.1. System Model

We consider a single-input single-output single-eavesdropper model that operates
in time-division duplex (TDD) mode, as shown in Figure 1. All the users are equipped
with a single antenna. Two legitimate users, Alice and Bob, wish to establish shared
keys to ensure secure communication in the presence of the passive eavesdropper, Eve.
The wireless channel is a slowly varying Rayleigh fading channel and remains constant
during the coherence time, where hAB, hBA∼CN (0, 1). We define hAB, hBA, and hAE as
denoting the channels from Alice to Bob, Bob to Alice, and Alice to Eve, respectively.
According to the reciprocal of the wireless channel, hAB = hBA. Eve is located more than
half a wavelength away from legitimate users. In addition, Eve and the legitimate users
have no line of sight (LoS). Therefore, Eve experiences a wireless channel independent
of that of the legitimate users, because they are spatially decorrelated between different
geographic locations [19,20]. We assume that Alice and Bob have the same transmitting
power, i.e., PA = PB = P, where the power allocation parameters of the pilot and data
signals are α and 1− α, respectively. In addition, Eve knows the complete communication
process and the information transmitted over public channels. Alice and Bob probe the
channel to generate keys, which are employed to encrypt data information to realize
secure communication.

Eve

ABh

BAh

AEh

BobAlice

2




Figure 1. System model.

2.2. Problem Statement

As mentioned in the Introduction, the NRK-SC scheme [15–18] realizes secure commu-
nication using non-reconciled keys to deal with information leakage and the communication
overhead caused by information reconciliation. For comparison purposes, we provide
a brief description of the existing NRK-SC scheme [15–18]. As shown in Figure 2, the
non-reconciled keys KA and KB are generated by Alice and Bob via channel estimation
and quantization. Note that since the inconsistent keys are not corrected via information
reconciliation, channel coding is required to correct not only transmitted error bits but also
inconsistent keys. After that, the generated keys KA are used to encrypt encoded source
bits XA via exclusive-OR (XOR) encryption. Next, the ciphertexts EA are transmitted to Bob
over the wireless channel. Then, Bob receives the ciphertexts EB and recovers XB from the
ciphertexts via XOR decryption. The source bits MB can be obtained after channel decoding.

In the XOR operation process, when the key and transmitted bit errors occur simulta-
neously, the errors can be corrected. As shown in Figure 2, note that EB and KB errors occur.
The decrypted bit received by Bob XB = EB ⊕ KB is correct. Thus, when there exists a
channel correlation between key generation and secure transmission, the error probabilities
of keys and transmitted bits are correlated, which can result in the achievement of an
excellent error correction effect via the XOR operation. This is the potential advantage that
channel correlation can offer.

However, in the existing NRK-SC scheme, key generation and secure transmission
are performed at different coherence times. The keys generated by the previous coherence
time are used to encrypt the encoded data bits of the next coherence time. Thus, the
error probability of keys is different from that of the transmitted bits, and the advantage
does not apply. Moreover, non-reconciled keys share the error correction capability of
channel coding in the NRK-SC scheme. Thus, more redundant code bits must be added
to correct error bits, leading to a lower coding efficiency and a lower secure transmission
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rate. Therefore, to address the problem and fully use the advantage of channel correlation,
we propose a non-reconciled physical-layer keys-assisted secure communication scheme
based on channel correlation.
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Figure 2. The existing NRK-SC scheme.

3. The Proposed Non-Reconciled Keys-Assisted Secure Communication Scheme Based
on Channel Correlation

As illustrated in Figure 3, the proposed scheme has three steps, namely, signal frame
design, non-reconciled key generation, and secure transmission based on adaptive coding.
The first step is aimed at designing the signal transmission process to fully use channel
correlation between key generation and secure transmission. In the second step, the wireless
channel is probed to generate non-reconciled keys. Subsequently, in the third step, the
generated keys are used to encrypt encoded data bits to achieve secure transmission, where
data source bits are encoded by the adaptive coding based on the equivalent channel. In the
following, we discuss the three steps in detail.

Alice Bob
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Source 
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Data 
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Signal frame
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signal

Data 

signal

Figure 3. The proposed non-reconciled keys-assisted secure communication scheme based on chan-
nel correlation.

3.1. Signal Frame Design

To take advantage of channel correlation between non-reconciled key generation and
secure transmission, we design the signal frame to perform these two processes at one
channel coherence time. As shown in Figure 4, we take downlink commmunication as
an example. The downlink and uplink pilot lengths are Tpa and Tpb, respectively, where
Tpa = Tpb. The downlink data length is Td. In addition, Tc represents the interval length
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of one channel coherence time. Firstly, two legitimate users send downlink and uplink
pilot signals for channel probing to generate the keys. Subsequently, we transmit data
signals after the pilot signals. The keys are used to encrypt the encoded data source bits.
In addition, the length of the transmitted signals must satisfy

Tpa + Tpb + Td < Tc. (1)

The design of short-packet communication with limited packet length can meet the
low-latency requirements of wireless communication. It is especially suitable for real-time
communication scenarios. In addition, we consider that the signal power ratio is equal to
the length ratio, i.e., α =

Tpa
Tpa + Td

. Hence, we can minimize the BER of the communication
system by reasonably setting the power allocation parameters α, which will be further
introduced in Section 5.

Alice

Bob

One channel coherence interval

Downlink pilot signal

Uplink pilot signal

Downlink data signal

paT

pbT

dT

cT

Figure 4. Signal frame design of downlink commmunication.

3.2. Non-Reconciled Physical-Layer Key Generation

There are two mainstream approaches for legitimate users to generate keys from the
wireless channel in TDD wireless communication systems. One involves estimating the CSI
using the received pilot signals, and the other involves sending random signals in order to
mix the random signals and the channel gains [21]. The former is selected in our scheme.

During the key generation process, Alice and Bob first send pilot signals to each other
to extract the CSI from the wireless channel. The transmitting pilot power values of Alice
and Bob are σ2

A and σ2
B, respectively. The channel noise is additive white Gaussian noise

(AWGN) with zero mean and variance σ2
n . Hereafter, Alice, Bob, and Eve use the least-

squares (LS) algorithm to estimate the channel. The channel estimates can be expressed as
ĥAB = hAB + wA
ĥBA = hBA + wB
ĥAE = hAE + wE

(2)

where wA, wB, and wE denote channel estimation errors. They are independent identically
distributed complex Gaussian random variables, with zero mean and variance σ2

n/σ2,
i.e., wB and wE are CN

(
0, σ2

n/σ2
A
)

and wA∼CN
(
0, σ2

n/σ2
B
)
.

Then, Alice and Bob quantize the channel estimates ĥAB and ĥBA. In order to make
the distribution of the quantized sequences in each quantization interval as uniform as
possible, we consider using an equal probability quantization algorithm to quantize the
channel estimates [17]. The probability distribution function (PDF) of the channel estimates
is used to divide the quantization interval. To extract more keys, we quantize the real part
and the imaginary part of the channel estimates. The quantized sequences are converted
into Gray code with length q, where q represents the quantization precision. After that, the
non-reconciled keys KA and KB can be obtained.

3.3. Secure Transmission Based on Adaptive Coding

When using the coding method with a low code rate to encode transmitted data bits at
high SNR, more redundant code bits must be added to correct errors, resulting in lower cod-
ing efficiency. However, at low SNR, using a high code rate cannot fully correct inconsistent
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keys and transmitted error bits, making it difficult to ensure reliable communication. Thus,
to maximize the secure transmission rate at different SNRs, an adaptive coding algorithm
using BCH code (n, k, t) based on the equivalent channel is presented. We use BCH code in
this paper since it is widely used due to its lightweight and low-complexity advantages.
An equivalent channel that contains an encryption channel and a transmission channel is
constructed to compute the BER. Next, the calculation results are used to further design the
optimal parameters of n and k. Finally, according to n and k, we can encode data bits to
guarantee reliable transmission at the maximum secure transmission rate. The adaptive
coding algorithm based on the equivalent channel is summarized in Algorithm 1.

Algorithm 1 Adaptive coding algorithm based on the equivalent channel

Input: Source bits MA; code length n, and SNR γp, γd
Output: Encoded bits XA

1: Calculate the upper bound of the BER based on the equivalent channel PUB
et = Pe +

Pkey
AB − 2PePkey

AB .

2: Maximize secure transmission rate RUB =
n−2nPUB

et −1
n .

3: Calculate information bits kUB = nRUB = n− 2nPUB
et − 1.

4: Fix the code length n and adjust kUB according to the BER and encode source bits MA
to obtain encoded bits XA by using n and kUB.

5: Return XA.

3.3.1. Adaptive Coding Based on the Equivalent Channel

We define the channel between adaptive coding and decoding as the coding channel,
as indicated in Figure 3. To facilitate analysis, an equivalent channel is set up to calculate
the BER of the coding channel in step 1 of Algorithm 1. We will introduce the model in
detail in the following.

As shown in Figure 5, the coding channel is composed of the encryption channel,
transmission channel, and decryption channel, where KA and KB represent keys for per-
forming encryption and decryption, respectively. The keys KA and KB are not exactly
identical. Note that a pair of symmetrical virtual encryption and decryption modules
are added at both ends of the coding channel in order to build the equivalent channel.
The virtual XOR encryption and decryption use symmetric keys KB. We assume that the
input and output alphabets of virtual encryption and decryption modules are SA and SB,
respectively, and that source bits are binary encoded. Therefore, the coding channel is a
binary discrete memoryless channel (DMC) with a probability space of [XA, p(xB|xA), XB],
where p(xB|xA) denotes the transfer probability of the coding channel. Here, xA and xB
are symbols taken from XA and XB, respectively, where xA, xB ∈ {0, 1}. The transmission
channel formed by the modulator, wireless channel, and demodulator is also a DMC, which
can be expressed as [EA, p(eB|eA), EB], where p(eB|eA) denotes the transfer probability
of the transmission channel, while eA ∈ EA denote ciphertexts which are encrypted by
keys KA and eB ∈ EB denote ciphertexts recovered by the demodulator. The equivalent
channel consists of an encryption channel [SA, p(eA|sA), EA] and a transmission channel
[EA, p(eB|eA), EB] cascade.

XOR 

encryption

XOR 

encryption

Transmission channel XOR 

decryption( )|B Ap e e

BKAKBK

XOR 

decryption

AE BE BXAXAS BS

BK

Equivalent channel

Coding channel

Figure 5. Equivalent channel model.

Note that there is no new noise or interference added at the virtual XOR encryption
and decryption modules. Thus, the transfer probability of the coding channel does not
change after adding the virtual modules, which can be shown as p(sB|sA) = p(xB|xA),
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where sA ∈ SA, sB ∈ SB. In addition, according to the principles of the binary field, we
have SB = EB. This means that p(sB|sA) = p(eB|sA). Therefore, we can obtain

p(sB|sA) = p(eB|sA) = p(xB|xA). (3)

In other words, we can derive the BER of the coding channel from the equivalent
channel, which can be computed as

Pet = p(eB|sA)
(a)
= ∑

eA∈EA

p(eB|eAsA)p(eA|sA)

(b)
≤ ∑

eA∈EA

p(eB|eA)p(eA|sA)

= Pe + Pkey
AB − 2PePkey

AB

(4)

where (a) is given by the total probability formula and (b) represents p(eB|eAsA) ≤ p(eB|eA),
since the encryption channel and the transmission channel are correlated such that p(eB|eAsA)
= p(eB|eA) holds when EB only depends on EA and is independent of SA. In addition,
Pkey

AB and Pe represent the key disagreement rate (KDR) and the transmission bit error rate
(TBER), respectively. Therefore, the upper bound of the BER of the coding channel is
PUB

et = Pe + Pkey
AB − 2PePkey

AB .
Next, to calculate the BER of the coding channel, we solve the KDR and the TBER

according to the SNR. Taking the real part of the channel estimates as an example, the 1-bit
quantized KDR of ĥBA and ĥAB can be derived as

Pkey
AB = Pr[Re(ĥBA) > 0, Re(ĥAB) < 0] + Pr[Re(ĥBA) < 0, Re(ĥAB) > 0]

= 2×
∫ ∞

−∞
Pr[Re(ĥBA) > 0, Re(ĥAB) < 0|Re(hAB) = u] fRe(hAB)

(u)du

=
1
2
− 1√

π

∫ ∞

0
erf2

(√
u2αP

σ2
n

)
exp

(
−u2

)
du.

(5)

According to [17], The TBER of the BPSK signal transmitted in the Rayleigh fading
channel can be calculated as

Pe =
1
2

(
1−

√
γd

1 + γd

)
=

1
2

(
1−

√
P(1− α)

P(1− α) + σ2
n

)
. (6)

We take γp = αP
σ2

n
and γd = P(1−α)

σ2
n

to represent the SNRs of the pilot signals of Alice or
Bob and the SNR of the received data signals, respectively.

In step 2, to maximize the secure transmission rate, the problem can be expressed as

max R =
k
n

s.t.
t
n
≥ Pet

n− k ≥ 2t + 1

(7)

To solve this problem, we can compute that

t ≥ nPet (8)

k ≤ n− (2t + 1) (9)
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In this way, we can derive that k ≤ n− 2nPet − 1. Hence, the upper bound of the
secure transmission rate is

RUB =
kUB

n
=

n− 2nPUB
et − 1

n
. (10)

Furthermore, kUB = nRUB = n− 2nPUB
et − 1 can be calculated in step 3. By exploiting

the relationship between n and kUB, we can obtain the maximum value of the optimal
parameter k by fixing n. According to n and the maximum value of k, we can use BCH code
(n, k, t) to encode source bits MA to obtain XA in step 4.

3.3.2. Secure Transmission

The encoded bits XA are encrypted by keys KA, and we can obtain EA = XA ⊕ KA.
Then, the ciphertexts EA are transmitted through the transmission channel, and Bob receives
the ciphertexts EB. The source bits recovered by Bob can be expressed as

MB = Decode(EB ⊕ KB)

= Decode(Encode(MA)⊕ KA ⊕ KB)

= Decode(Encode(MA)⊕ ε)

(11)

where ε = KA ⊕ KB represents the difference between KA and KB. Note that there is a
difference between EA and EB due to channel fading and noise, which can be corrected by
adaptive coding.

4. Performance Evaluation

In this section, the performance of the proposed scheme is evaluated using security
analysis and reliability analysis.

4.1. Security Analysis

Since the eavesdropping channel and the legitimate channels are independent of
each other, we consider that the encryption channel and the transmission channel are also
independent for Eve. Similarly to (4), The BER of Eve can be calculated as

PEve = Pe + Pkey
AE − 2Pkey

AE Pe (12)

where the KDR of Alice and Eve is given by

Pkey
AE =Pr[Re(ĥAB) > 0, Re(ĥAE) < 0] + Pr[Re(ĥAB) < 0, Re(ĥAE) > 0]

= 2× Pr[Re(ĥAB) > 0]Pr[Re(ĥAE) < 0]

=
1
2

(13)

where Equation (13) holds due to the independence of the legitimate channels and the
eavesdropping channel. Thus, we substitute Pkey

AE = 1
2 into (12) to obtain PEve =

1
2 , which

indicates that Eve cannot steal any key information via the eavesdropping channel. The
security of the communication system is guaranteed.

4.2. Reliability Analysis

From (4), we have Pet ≤ Pe + Pkey
AB − 2PePkey

AB , where PeN = Pe + Pkey
AB − 2PePkey

AB repre-
sents the BER of the existing NRK-SC scheme [15–18]. Note that the proposed scheme has
a lower BER compared to the NRK-SC scheme. This is due to the fact that the errors are
corrected via an XOR operation when the encryption channel [SA, p(eA|sA), EA] and the
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transmission channel [EA, p(eB|eA), EB] are correlated. From (4) and (10), the comparison
of the secure transmission rate can be expressed as

RUB
I ≥ RUB

N (14)

where RUB
N and RUB

I represent the upper bounds of the secure transmission rate of the NRK-
SC scheme and our proposed scheme, respectively. It is worth noting that our proposed
scheme has superior performance compared to the NRK-SC scheme with respect to the
secure transmission rate.

Moreover, we analyze the reliability of the proposed scheme. When XA obeys an equal
probability distribution, i.e., Pr[xA = 1] = Pr[xA = 0] = 0.5, the channel capacity can be
derived as

C = 1− H(p(xB|xA))

≥ 1− H(Pe + Pkey
AB − 2PePkey

AB ).
(15)

That is to say, compared with the NRK-SC scheme, our proposed scheme has a higher
channel capacity. In addition, Shannon’s second theorem shows that when the information
transfer rate is lower than the channel capacity, reliable communication can be guaranteed
by channel coding. This means that Bob can recover the same information as Alice.

5. Simulation Results

In this section, the performance of our proposed scheme is verified through Monte
Carlo simulations. The experiment is repeated 106 times in each simulation. We use a single
antenna for Alice, Bob, and Eve. The wireless channel is modeled as a Rayleigh fading
channel. In addition, the transmitted bits are modulated by BPSK. When simulating the
BER of the coding channel and the secure transmission rate, we assume that the power
allocation for the pilot and data signals is the same, i.e., α = 0.5.

The BER performance of the coding channel with different quantization precisions q
in the two schemes is illustrated in Figure 6. It is obvious that the BER of our proposed
scheme is lower than that of the NRK-SC scheme in [15–18] at the same quantization
precision, which verifies the correctness of the theoretical derivation. The reason for this
is that our proposed scheme makes full use of channel correlation, and there are similar
error probabilities between keys and transmitted bits. Thus, the errors that occur in both
keys and transmitted bits can be corrected via an XOR operation, which is conducive to
reducing the BER of the coding channel. In addition, note that the BER between Alice and
Eve is always kept at 0.5 as the SNR increases, which indicates that Eve cannot obtain any
private information from the key, regardless of the computing power. This is due to the
fact that the generated keys are firmly bound to the channel characteristics. Furthermore,
the eavesdropping channel and the legitimate channels are independent of each other.
Therefore, the generated keys between Eve and Alice are not correlated.

0 5 10 15 20 25 30
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Figure 6. Comparison of the BERs of the coding channels [15–18].
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In order to verify the superiority of our proposed adaptive coding algorithm, a compar-
ison between adaptive coding and the single-code-rate coding method in different channel
environments is given in Table 1. We take a low SNR of 0 dB and a high SNR of 20 dB
as examples for analysis. We compare the code rate and the BER after decoding using
BCH code with code length n = 127. When the BER is lower than 10−6, we consider that
reliable transmission can be achieved. That is, the BER is equal to 0 in Table 1. It is observed
that the BER using adaptive coding and coding with 1/4 code rate can satisfy the BER
requirements at 0 dB and 20 dB. However, it is noted that the code rate of adaptive coding
is higher than 1/4, and therefore a higher secure transmission efficiency can be achieved.
In addition, when the SNR is 0 dB, The BER using the error correction for the 1/2 code
rate is 10−4, which cannot realize the reliability of communication systems. At 20 dB SNR,
although using the 1/2 code rate to correct errors can meet the BER requirements, the code
rate is lower than that of adaptive coding. Meanwhile, adding more redundant code bits
will lead to lower secure transmission efficiency.

Table 1. Comparison of different coding methods.

SNR

(BER, Code Rate) Coding Method
Low Code Rate (1/4) Adaptive Coding High Code Rate (1/2)

Low SNR (0 dB) (0, 1/4) (0, 0.28) (10−4, 1/2)

High SNR (20 dB) (0, 1/4) (0, 0.94) (0, 1/2)

The upper bound of the secure transmission rate versus SNR is plotted in Figure 7.
The secure transmission rate of our proposed scheme is higher than that of the existing
NRK-SC scheme in [15–18] at the same quantization precision. This is because the BER is
obviously decreased in our scheme, and fewer redundant code bits are required to correct
errors. Therefore, a higher secure transmission rate can be achieved.
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Figure 7. Comparison of secure transmission rates [15–18].

Reasonable power allocation can minimize the BER of communication systems, which
has an important impact on improving the reliability of communication systems, especially
in resource-limited communication systems. In order to achieve optimal power allocation,
the BER of the coding channel versus the power allocation parameter is given in Figure 8.
Note that the minimum values of the BER at different SNRs are obtained at α > 0.5.
This is due to the fact that the errors of communication systems include inconsistent
keys and transmitted error bits, and most of the errors originate from inconsistent keys.
Therefore, more power should be appropriately allocated to pilot signals in the design of
communication systems. Clearly, when the power allocation parameter is between 0.6 and
0.8, the BER is lower than for other power allocation parameters.
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Figure 8. BER comparison for different power allocation parameters.

6. Conclusions

This paper presented a non-reconciled physical-layer keys-assisted secure commu-
nication scheme based on channel correlation. The design of this scheme included three
steps, namely, signal frame design, non-reconciled key generation, and secure transmis-
sion based on adaptive coding. The proposed signal frame utilizes channel correlation
between non-reconciled key generation and secure transmission to reduce the BER of the
communication system. Moreover, the proposed adaptive coding algorithm based on the
equivalent channel can maximize the secure transmission rate at different SNRs. Theoretical
analysis verified the security and reliability of this scheme. Furthermore, simulation results
showed a significant performance improvement for this scheme in terms of BER and secure
transmission rate.

Author Contributions: Conceptualization, M.W. and Z.W.; Data curation, X.S.; Formal analysis, K.H.;
Funding acquisition, K.Z.; Methodology, M.W. and L.J. All authors have read and agreed to the
published version of the manuscript.

Funding: This research was supported by the National Natural Science Foundation of China (No. 61871404).

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

References
1. Koivisto, M.; Talvitie, J.; Rastorgueva-Foi, E.; Lu, Y.; Valkama, M. Channel Parameter Estimation and TX Positioning with

Multi-Beam Fusion in 5G mmWave Networks. IEEE Trans. Wirel. Commun. 2022, 21, 3192–3207. [CrossRef]
2. Alobaidy, H.A.H.; Jit Singh, M.; Behjati, M.; Nordin, R.; Abdullah, N.F. Wireless Transmissions, Propagation and Channel

Modelling for IoT Technologies: Applications and Challenges. IEEE Access 2022, 10, 24095–24131. [CrossRef]
3. Cheng, X.; Huang, Z.; Chen, S. Vehicular communication channel measurement, modelling, and application for beyond 5G and

6G. IET Commun. 2020, 14, 3303–3311. [CrossRef]
4. Jin, L.; Hu, X.; Lou, Y.; Zhong, Z.; Sun, X.; Wang, H.; Wu, J. Introduction to wireless endogenous security and safety: Problems,

attributes, structures and functions. China Commun. 2021, 18, 88–99. [CrossRef]
5. Wang, X.; Jin, L.; Lou, Y.; Xu, X. Analysis and application of endogenous wireless security principle for key generation. China

Commun. 2021, 18, 99–114. [CrossRef]
6. Cheng, C.; Lu, R.; Petzoldt, A.; Takagi, T. Securing the Internet of Things in a Quantum World. IEEE Commun. Mag. 2017, 55,

116–120. [CrossRef]
7. Huang, X.; Ansari, N.; Huang, S.; Li, W. Dynamic Bayesian Network Based Security Analysis for Physical Layer Key Extraction.

IEEE Open J. Commun. Soc. 2022, 3, 379–390. [CrossRef]
8. Tang, J.; Wen, H.; Song, H.-H.; Jiao, L.; Zeng, K. Sharing Secrets via Wireless Broadcasting: A New Efficient Physical Layer Group

Secret Key Generation for Multiple IoT Devices. IEEE Internet Things J. 2022, 9, 15228–15239. [CrossRef]
9. Zhao, H.; Zhang, Y.; Huang, X.; Xiang, Y.; Su, C. A Physical-Layer Key Generation Approach Based on Received Signal Strength

in Smart Homes. IEEE Internet Things J. 2022, 9, 4917–4927. [CrossRef]
10. Yerrapragada, A.K.; Eisman, T.; Kelley, B. Physical Layer Security for Beyond 5G: Ultra Secure Low Latency Communications.

IEEE Open J. Commun. Soc. 2021, 2, 2232–2242. [CrossRef]

http://doi.org/10.1109/TWC.2021.3119227
http://dx.doi.org/10.1109/ACCESS.2022.3151967
http://dx.doi.org/10.1049/iet-com.2020.0531
http://dx.doi.org/10.23919/JCC.2021.09.008
http://dx.doi.org/10.23919/JCC.2021.04.008
http://dx.doi.org/10.1109/MCOM.2017.1600522CM
http://dx.doi.org/10.1109/OJCOMS.2022.3154626
http://dx.doi.org/10.1109/JIOT.2022.3147598
http://dx.doi.org/10.1109/JIOT.2021.3119053
http://dx.doi.org/10.1109/OJCOMS.2021.3105185


Entropy 2022, 24, 1167 12 of 12

11. Toyran, M. More efficient implementations of CASCADE information reconciliation protocol. In Proceedings of the 2016 24th
Signal Processing and Communication Application Conference (SIU), Zonguldak, Turkey, 16–19 May 2016; IEEE: New York, NY,
USA, 2016; pp. 161–164.

12. Bennett, C.H.; Bessette, F.; Zekrifa, D.M.S.; Salvail, L.; Smolin, J.A. Experimental Quantum Cryptography. J. Cryptol. 1992, 5, 3–28.
[CrossRef]

13. Li, G.; Zhang, Z.; Yu, Y.; Hu, A. A Hybrid Information Reconciliation Method for Physical Layer Key Generation. Entropy 2019,
21, 688. [CrossRef] [PubMed]

14. Zhang, Z.; Li, G.; Hu, A. An Adaptive Information Reconciliation Protocol for Physical-Layer Based Secret Key Generation. In
Proceedings of the 2019 IEEE 89th Vehicular Technology Conference (VTC2019-Spring), Kuala Lumpur, Malaysia, 28 April–1 May
2019; IEEE: New York, NY, USA, 2019; pp. 1–5.

15. Peng, L.; Li, G.; Zhang, J.; Hu, A. Securing M2M Transmissions Using Nonreconciled Secret Keys Generated from Wireless
Channels. In Proceedings of the 2018 IEEE Globecom Workshops (GC Wkshps), Abu Dhabi, United Arab Emirates, 9–13 December
2019; pp. 1–6.

16. Wan, Z.; Huang, K. Non-reconciliation Secret Keys Based Secure Transmission Scheme Using Polar Codes. In Proceedings of
the 2019 IEEE 5th International Conference on Computer and Communications (ICCC), Chengdu, China, 6–9 December 2019;
pp. 1499–1504.

17. Hu, X.; Jin, L.; Huang, K.; Ma, K.; Song, C.; Xiao, S. A Secure Communication Scheme Based on Equivalent Interference Channel
Assisted by Physical Layer Secret Keys. Secur. Commun. Netw. 2020, 2020, 8840645. [CrossRef]

18. Li, G.; Zhang, Z.; Zhang, J.; Hu, A. Encrypting Wireless Communications On the Fly Using One-Time Pad and Key Generation.
IEEE Internet Things J. 2020, 28, 357–369. [CrossRef]

19. Furqan, H.M.; Hamamreh, J.M.; Arslan, H. New Physical Layer Key Generation Dimensions: Subcarrier Indices/Positions-Based
Key Generation. IEEE Commun. Lett. 2021, 25, 59–63. [CrossRef]

20. Huang, K.; Jin, L.; Chen, Y.; Lou, Y. Development of wireless physical layer key generation technology and new challenges.
J. Electron. Inf. Technol. 2020, 42, 2330–2341.

21. Jin, L.; Zhang, S.; Lou, Y.; Xu, X.; Zhong, Z. Secret Key Generation with Cross Multiplication of Two-way Random Signals. IEEE
Access 2019, 7, 113065–113080. [CrossRef]

http://dx.doi.org/10.1007/BF00191318
http://dx.doi.org/10.3390/e21070688
http://www.ncbi.nlm.nih.gov/pubmed/33267402
http://dx.doi.org/10.1155/2020/8840645
http://dx.doi.org/10.1109/JIOT.2020.3004451
http://dx.doi.org/10.1109/LCOMM.2020.3025262
http://dx.doi.org/10.1109/ACCESS.2019.2935206

	Introduction
	System Model and Problem Statement
	System Model
	Problem Statement

	The Proposed Non-Reconciled Keys-Assisted Secure Communication Scheme Based on Channel Correlation
	Signal Frame Design
	Non-Reconciled Physical-Layer Key Generation
	Secure Transmission Based on Adaptive Coding
	Adaptive Coding Based on the Equivalent Channel
	Secure Transmission


	Performance Evaluation
	Security Analysis
	Reliability Analysis

	Simulation Results
	Conclusions
	References

