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ABSTRACT

The Trusted Computing Group (TCG) has introduced rusted Platform Module (TPM) as a solution
to assure end users of their privacy and confiaétyi Although the TPM is designed to prevent
software attacks, the TPM itself is vulnerable toygical attacks that could enable intruders to gain
access to confidential data. In general, the TP&igles an ID and implements a password identificati
technique to prevent unauthorized users from ggiakcess to the TPM. The TPM user authentication is
carried out by the TPM itself, which exposes theMT® direct risk as highly skilled intruders carebk

the authentication line of defence and gain actesse TPM. The process of encrypting and decrgptin
information, especially when asymmetric algorithane used, is viewed as a process that consumes time
and resources, which decreases the speed of thputemIn order to solve the problems, a TPM User
Authentication Model (TPM-UAM) that can provide tHEPM with a higher level of security and
resistance against physical attacks has been prdpas we proposed in our previous research paper
(Alshar’e et al., 2014). The technique is based on biometric auit@&tion to prove the identity of the
users and to allow the process of authenticatidmafmpen at an independent platform using virtutibna
that will keep the TPM out of reach until a usecimpletely verified and approved. The TPM-UAM is
able to provide a more satisfactory level of coafide for data and processes that can be ratedjlaly hi
confidential and private. The model was successfildlveloped and tested and the results confirmed th
model efficiency and ability to secure TPM and falhctions have been confirmed to be working
perfectly according to what they were designed Tdris paper describes the design and implementation
of TPM-UAM system based on the proposed authembicanhodel, virtualization has been implemented
to create authentication platform to prevent direderaction with TPM and biometrics has been
implemented to verify identities and supervise iingnT PM, the system testing results in confirmihg t
system functionality and ability to secure and pod{TPM.

Keywords: TCG, TPM, Authentication, Biometrics, Face Rectigni Fingerprint, Virtualization, Xen

1. INTRODUCTION include additional hardware and software to in@ethe

security level of information systems. The curramid
The Trusted Computing Platform (TPM) was common use and implementation of TPM is a sma chi
developed by the Trusted Computing Group (TCG) toplaced at the main board which can store cryptducap
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keys and other critical security information andvide the user before loading the TPM functions onto the
cryptographic functions like asymmetric encrypticmd registers and opening it to other software.
signature schemes (TCG, 2010). In order to solve the problem, we proposed a user
Even though the TPM is designed to prevent attacksprotection Model is proposed for the trusted
to the software, the TCG claims that not enouglereff computing environment (Alshar’et al., 2014) and it
was spent on avoiding physical attacks to the TPMhas been demonstrated that the TPM user
(TCG, 2010) as the main concentration was on theauthentication model is a solution to overcome
implementation of PIN password authentication mésho weaknesses within the TPM and to provide a solid
to confirm user identity. Klenkt al. (2009) reported that basis for authenticating and confirming the idgntt
the TPM authentication alone is not a significasiigon the user, thus protecting the TPM from unwanted
to confirm and verify users’ identities. access and keeping it safe against Evil Maid aherot
The common practice in a computer system with similar attack mechanisms until verification of the
confidential information in it, user relies on the user has been completed.
encryption technigues to protect their confidential The TPM-UAM provides a security guard for the
information against various risks and attacks sash TPM, preventing unauthorized users from interacting
in the case of physical attacks when computer syste directly with the TPM by providing a second platfoon
or hard drive is stolen, where the thief cannotrtee the same machine to handle the TPM, while the main
confidential information without the proper decrigst ~ platform performs the user authentication sepayatel
keys (Miilleret al., 2013). Rutkowska and Tereshkin Once the authentication platform is on, then théMTP
(2009) describes the Evil Maid attack mechanisnaas UAM directs the user into a number of identity
major risk and attacking mechanism whereby an Verification processes, as seerfig. 1.

attacker can make his way to access protected AS Proposed in our model at Alshaeeal. (2014)
personal computer systems and collect confidential The TPM User Authentication Model consists of three

main stages, which are, firstlyprevent direct

t interaction between unauthorised users and TPM, as
the model proposed this prevention occurs through
dvirtualization concept, where two platforms will be
created using virtualization, the first platform liwi
handle users authentication including unauthorised

information. To prove the idea of the Evil Maid yhe
implemented an attack against a computer systeim wi
full disk encryption using the True Crypt software
system. In addition user also might keep unattende
computers in a switched off state to ensure segurit

according Rutkowska and Tereshkin (2009) this is no 4 th d platf i the TPMs thi
a problem for the attacker considering the Evil #ai USers an € second piatiorm will run the > i
scenario, when a third party user (attacker) Obtainpreventlon shall protect TPM against attacks sugh a

S in Evil Maid as proposed early, where only verified
physical access to personal computer system, a&tack

can boot the system from Evil Maid USB stick, then identities only shall mteract.v.wth.TPM, seconqtjme
) . . user Authentication and Verification stage, whicil w
to leave the machine until the authorised usenmneil

and logged in to the system. At this time Evil Maid b_e respon5|ble _for verlfy_mg the user identity @sin
llect h d th : it in the h §|ometr|c techniques which shall support the weak

30. ecls passphrases an enhs ores Ikm med a%uthentication mechanism in TPM and finalgnsure

| nve,bor ehven tranksmltsA]lt ove;]rt € nelt<wor to- bel user privacy and protect running TPM platform (afte

ater by the attacker. After the attacker recei authorised user logged in to platform with TPM) by

passphrases he/she needs to get access or evén St?\”fbnitoring the number of users present in fronthef

the comlputer- system with the collected passphrasegc 5| the time. Refer to our proposed model Algheairal.
from Evil Maid he/she can read and get encrypted(2014) for a full description of the model.

information. Evil Maid attack still a threat agains This study, which describes the design and
True Crypt as well as Bitlocker (Mullest al., 2013;  jmplementation of a system based on the proposed
Gotzfried and Miller, 2014). model, is divided into six sections. The next secti

Implementing methods and techniques to verify describes the design considerations for the system,
and authenticate users before they are able tahese followed by the system design and implementatiothé
TPM will increase the security level and protectmin  next two sections. Section 5 discusses the resiiltise
the TPM. This is possible by ensuring the identify  experiment, while the last section is the conclusio
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Fig. 1. TPM-User Authentication Model (Alshar& al., 2014)

2. DESIGN CONSIDERATIONS e The system should start the VMM and run the
virtual platform which contains the TPM
2.1. Requirement Analysis
For a better understanding and to provide a sivigle
of the system and the system’s functionality, théLLuse
case is provided, which describes the main uses case
the main actors with the system, as showRrign 2.
As shown inFig. 2, the system is supposed to start
working when a user tries to start a session to getess
to the platform with the TPM on it. Once the trigde
pulled, the system is supposed to start working by
reading the user in front of the PC to verify thember
* The system should provide the user with the ability of ysers in front of the PC.
to start a secure session on a secure platform with  once the number is confirmed, the system will e t
the TPM Manage Session function. The Manage Session lilipa
« The system should confirm the presence of athe Authenticate User function, which in turn valll up
single user at the time of interaction with a secur the Verify User function to read and confirm theens
platform fingerprint via the Fingerprint Detection functiamd the
+ The system should authenticate the user beforeuser’s face via the Face Recognition function. Qheauser
allowing him to interact with the secure platform  has been verified, the Manage Session functioncaillup
* The system should verify the user’s fingerprinthwit the Virtual Machine Manager (VMM) to start the warkd
the stored image of the authorized user to launch the virtual platform.
* The system should verify the image of the user’s S .
face w)i/th the stored imagfg of the au%horized user 2.2. Authentication Method Selection
* The system should monitor the number of users Biometric systems work by extracting key featurés o
during any or all of the running sessions people and comparing them with the stored images of

To provide a better understanding of the functiyal
of the system based on the model showRi 1, a list
of functional requirements have been stated togthe
process of analysing the situation. Each functional
requirement describes one of the functions of jfstesn
or what the system should do or provide as a serVibe
functional requirements are as follows:
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these features within a database to verify thetigeof a The fingerprint technique has been suggested due to
person. The two main purposes of biometrics are thets high accuracy, low error rate and high relidailln
verification mode Am | who | claim | am?) and the  addition, fingerprint devices and techniques are
identification mode Who am 1?) (Jain et al., 2004; considered to be low cost techniques and furthezmor
Khushk and Igbal, 2005; Zajkowskhal., 2007). they are easy to use and do not require the uses t
The performance of the different biometrics can be highly skilled. Therefore, the fingerprint technéjus
assessed based on various characteristics such ased here as a first attestation technique to ptbee
accuracy, speed and storage as well as the costamsd  user’s identity and that the user is registered.
of use (Jairet al., 2004). To adopt a biometric technique, The face recognition technique is also consideged t
several characteristics should be investigatea etzal. be accurate, reliable and easy to implement atdost.
(2000; Prabhakaet al., 2003) have stated three main Face recognition through the iris or retina is redtable
characteristics, namely (1universal characteristic, and accurate, but in terms of user acceptance asd c
Where eaCh indiVidUal iS the Only one WhO ha.S th|S and to match the nature Of the modeL Where them
characteristic and there is no chance to find a80th 5 he monitored all the time and also since in thisel
person who has it, (Z)ermanent characteristic, which  ¢,06 recognition is used to confirm the user basedis
is not subject to change in the future and (3) fingerprint (if in ID/Password, fingerprint will bthe 1D
coII_ectabIe characteristic, where this characteristic is nd face will be the Password, then the systemapin
Sasly captured by 2 sensor and can be eSSy when there s & math) ace recognon reer
found to be the best match for this model. On ttieo

selection are (4)performance, that refers to the hand, fingerprint and face recognition devices have
accuracy, speed, resources of the requirementshend .~ gerp gnition’
high impact, where these can be easily implemeated

factors or the operations that can affect the, D . .
performance of the system. In addition (5) installed within any device such as mobile phones,

acceptability refers to how much are the people 9€sktopsand laptops.
prepared to use or deal with these systems in thein 3 virtualization Technology
daily lives and (6xircumvention refers to how easy it
is to break into the system using fake characiesst Virtualization can be seen as the simultaneous
or methods (Jaiet al., 2000; Prabhakat al., 2003). execution of more than one Operating System (OS)
According to Zajkowskaet al. (2007), biometric  instance on a single computer (Bower, 2010). The te
systems act as a key which will allow users to mtve  ‘virtualization’ is widely known as the separatiaf
the next stage after successful identification. Wiee  resources, or in general, a service request by its
biometric system recognizes a biometric feature, anunderlying physical delivery. With virtual memorigr
action should occur through another device or syste example, the computer software accesses more mesnori
which is connected or attached to the biometritesys than what has been physically installed by using
Biometric devices are used in different organizatio background swapping of data to disk storage. Howeve
for different purposes such as access control amdk w virtualization techniques can be applied to othér |
time registration. For example, when an employeeinfrastructural layers including networks, storage,
requests access to a room, he/she should present thaptops or server hardware, operating systems and
requested biometric feature to the scanner sowhan applications (Daltoret al., 2009).
verification and recognition have been completdn t Virtualization gives meaning to the logical running
system will unlock the doof.able 1 and 2show various  of applications or OS, which are basically takeonir
comparisons that have been made concerning some dhe current available physical resources, but which
the most popular authentication methods. function as separate devices so as to guarantde tha
This research suggests using biometric authertditati there is no interference between the resourceher t
methods instead of PIN/Password authenticationdevices after the creation of the logical composent
methods. Based on the literature review of biometri and that each is run independently (Hagen, 2008). A
selection and the nature of the desired model mmdder study by Bower (2010) clarified that the use of

to ease the use of biometric techniques withinntoeel, virtualization for server rooms could increase the
fingerprint and face recognition techniques havenbe reliability and utilization of high end servers andl
chosen for implementation within this model. cut the operational cost of the server.
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Virtualization works to partition a single physical easily test, deploy and run their software andisesvon
server into many logical servers, where each ldgica multiple operating systems with resource isolataomd
server will be able to run an OS and its applicstio great performance (Chaganti, 2007).
separately and independently (Ray and Schultz, X009  According to Abelset al. (2005), Xen virtualization
Among the benefits of virtualization are: technology-available for the Linux kernel-is designed to

consolidate multiple operating systemsto run on a single

+ Cog saving, since organizations can use the sameserver, normalize hardware accessed by the operating
physical machine to do different tasks which, witho systems, isolate misbehaving applications and migrate
virtualization, require separate servers to do them running OS instances from one physical server to

« Dynamic load balancing. While running different ~ another”. In other words, the Xen software layer, which
application son the same machine can cause thdies directly on the top of the hardware, takesplaee of
system to slow down or even halt due to the the operating system to allow the computer to run
occurrence of a processing bottleneck, a dynamicmultiple operating systems at the same time.
load will prevent this from happening by running th Xen runs its hypervisor on ring O to control and
different applications continuously monitor the access to the hardware between thaabirt

« Lower power consumption. This refers to the usage Machines. It controls and manages the access to the
of the servers themselves, where logical serveds an memory and the hardware through the Xen hypervisor
cooling facilities are used on the same machine and the privileged Xen-modified kernel (Hagen, 2008

* VMs used to isolate processes from attackers and 5 35 protection and Isolation of Computer
malware. The user access to the applications can be Processors
easily controlled, where virtual machines can make
some applications inaccessible to some users and According to Hagen (2008), processors typically run
restrict user interaction to a particular areaewer  in different protection modes on purpose to stop an
and where malicious attacks can be reduced. Thecapture unauthorized access to the physical process
hypervisors split physical resources into isolated and device resources. The X86 runs three protection
entities where each guest OS runs independentlymodes, which are the real mode, System Management
Each OS encapsulated and abstracted from thélode (SMM) and protected mode. At the protected
hardware. The abstraction of physical resourcesMode, it provides multiple protection levels whiare

provides additional security as each VM allocates i n€eded to differentiate between the required type o
own resources and bounds it to itself. The Os access to the memory and the general hardwareeby th

controls hardware access by extracting the hardwaréPerating system and by higher-level applicatiorise
details and then to communicate directly with the protecteq mode has four levels of protection, dalle
hardware. VM works on segment of hardware rings, which are numbergd from 0 to 3. )

resources, which would make it possible to monitor I @ normal operating system environment, the
the use of VM  to the allocated resources andctiete OPerating system kernel runs in ring 0. Thus, i ca

unwanted behaviour by any malicious software control the execution of all privileged instructgn
manage the memory and directly specify the range of
2.3.1. Xen Virtualization memory addresses available to an operating system.

Thus ring 0 is known as the “supervisor mode” or

The University of Cambridge launched the Xeno werme| mode” because it directly controls the hveace
Servers project as a new technology to develop 3 nd memory access (Gareau, 1998)

powerful and flexible infrastructure which will heto The code which is running on ring 0 will decide the
enable single machines to run different or multiple i otection level of each code segment since the OS
operating systems and applications in isolated andinstructions will be loaded onto the ring. This meahat
secure environments (Hagen, 2008). XEN is an open+the instructions or code loaded by the OS has hehig
source para-virtualization technology that provides level privilege to load and execute other code ssgm
platform for running multiple operating systems ame Different privileges for any code indicate whettae
physical hardware resource. system will load this instruction or not and to wlhni
XEN supports several operating systems, e.g. Linux,protection level it will be sent. This approach in
FreeBSD, Windows and Net BSD. It enables users tomonitoring the different processes is known as the
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supervisor mode and is supported by the Operatingvery scalable and finally, Xen ensures a high lexfel
System. A common problem related to this approach i security and reliability (Spector and Xen, 2011).
that some privileged instructions fail to trap whibey

are executed with insufficient privileges, thus imgkit 2.3.4. Xen Hypervisor

possible for them to be executed at the wrong modes  The Xen hypervisor requires a modified version of
unknown states. the operating system for the virtual machine whea t
233 Xen and Other VMs hardware does not support virtualization and these

modifications will include:
Xen hypervisor has been chosen over other virtual
machine hypervisors such as VMware ESXi, Hyper-V « Avoidance of privileged instructions by using an

and KVMe, for a number of reasons. Firstly, the gjue abstract hardware model that differs from the
OS requires para-virtualized drivers and can be ssea specific hardware that is available on the physical
thin hypervisor model that can run directly on the machine

hardware. Secondly, Xen allows the guest operatinge Execution at a lower privilege level than the
system to co-operate with the hypervisor to imprthe hypervisor

overall performance of the 1/O, CPU and memory

virtualization. Thirdly, Xen relies on service doime for The hypervisor will be responsible for monitoringda

its functionality. Fourthly, XEN separates the hypgor ~ controlling the memory management, CPU exception
execution from the management of the OS, thehandlers, system calls, hardware interruptionsersnand
management stack, device drivers and guestg’:l” direct I/O devices. This virtualization apprbds called
(components). Fifthly, there is a strong isolatimween  para-virtualization since modifications are recgifer the
all the components. Sixthly, the domains can restar OS to handle privileged operations by communicatifth
without taking out the full system. Seventhly, Xe&n  the hypervisor or Xen-modified kernel (Hagen, 2008)

Very number of user Read user

(3
. i am

A ‘ //
; S
ROl
VMM Manage session S'Eal'rsession\ \’Z

T [ &

Authenticate user Verify user

o ™
Fingerprint detection HHiCTcag i
A R

I

Face detection

Finger detection

Fingerprint scanner
Fig. 2. TPM-UAM use case diagram
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Table 1. Comparison of biometric technologies (Zajkowskal., 2007)

Recognition Usefulness at Usefulness at

Method verification identification Accuracy Reliaibyl Error rate
Fingerprints v 4 eeos oo 1:500

Face v x oo oo lack of reliable data
Palm geometry v x oo oo 1:500

Speaker’s voice v x oo . 1:50

Iris v 4 soce oo 1: 131000

Retina v v eose oo 1:10000000

Table 2. Comparison of biometric techniques (Liu and Silvanm2001; Khairwa and Anshul, 2012)

Low

Security  Ease of Implementation  Equipment type
Recognition method Most common reasons for error ellev  use costs and cost
Fingerprints skin moisture, dirt, identified pensoage ee° oo v specialist, cheap
Face bad light, age, glasses, moustache/bearde® oo v simple, cheap
Palm geometry Injuries, age oo oo x specialist, medium
Speaker’s voice noise in the background oo oo v simple, cheap
Iris Bad light oo oo x specialist, medium
Retina Glasses oo . x specialist, expensive

3. OVERALL SYSTEM DESIGN a finger recognition process, where the database is

searched for a match for the taken image.

The TPM User Authentication Model consists of At any time when there is only one user in fronthef
two main parts. The first part comprises the sgttip cam, the system will detect the face of the userthen
of a Xen hypervisor for the preparation of two Pass it to the feature extractor to prepare theenfiagthe
platiorms. The main platform is hosted by a Xen récognition process; the face recognition will skathe
hypervisor to help create a secure platform and todatabase for a match to the extracted face image.

perform user authentication and verification, wtte When the user is identified as a registered user, i

: means that the fingerprint has been found in the
second pIaFform will he}ndle the TPM and can only be database. Then the detected face image is matciied w
reached via the main platform and through the

L e the face image associated with that fingerprinbhefa
authentication and verification processes.

) ... decision is taken to open the session for the user.
The second part comprises the user authentication

and verification processes, as discussed in se@ign 3.2. System Activity Diagram
Biometric authentication, which consists of face
recognition and fingerprint authentication, is dggd as
a two-way verification technique to authenticaterss

To implement the desired system, it is suggestatl th
the system work and act according to the activity
diagram as presentedHig. 4.

instead of a PIN/password. Following that, the nerndf When the user wants to start the secure platform
users’ detection is implemented to detect the nurobe  \\hich has the TPM control. the system will startvark.
users in front of the PC in order to protect useragy. As shown inFig. 4, the system acquires the number of

This is performed by counting the number of usersygsers in front of the PC. As the model suggestsydier
present in front of the screen. If the number afrsigs to protect the user’s privacy, the System will ersthhat
zero or more than one, the platform will suspene th there is only one user interacting with computed &n
screen, making it blankrigure 3 shows the structure  will not make any further moves until it has confed
and subsystems of the verification processes. that there is only one user in front the PC.

The system will confirm if it is a first run or the
returning process. If it is a first run, the VM still be

A fingerprint scanner reads an image of a user'sclosed, but if it is a returning process that metesvM
fingerprint and sends it to a feature extractocadect will be in the ON state and a trigger is pulled.emtthe
the required features for recognition. It then gitesugh system can go back to the process of acquiring the

3.1. System Structure
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number of users, which will determine its next stiéfit of the PC or to detect the absence of the authdrize
is a returning process, the system will need tdfiomon  user. If the number of users at any time is notatdo
the face and continue to open the VM again. Iffdee one, the system will display a screensaver to bibek
recognition fails, then the system will need todre¢he view to the whole system and the user, as the owher

fingerprint to confirm the identity. the PC, will have to provide a password to unlood t
In the case where the VM is closed, this indic&tas screensaver. The system will then proceed to verify
it is the first run of the system. As such, thetsgswill ~ the user’s authority and identity before returniteg

ask for the user's fingerprint to confirm the user’ the process of acquiring the number of users. Tdw f
identity (to prove that the user is a registeredrus Wil then resume.
When the system finds a match, it will proceed ¢aify 3.3. System Design
the user’'s face by face recognition. The image that
taken of the face is supposed to match the facgema
that is associated with the fingerprint image. Wlaen
match is found, the system will open and startthe

If a match is not found, the system will go back to
confirm the user’s identity (fingerprint), then dceghe
face again to find a match. This process will heeeded
three times. If the system fails to find a matcé third
time, then it will close without opening the VM.

Figure 5 shows the diagram of the package system
structure, where the system is supposed to cosiain
main packages which will work together in such a
way as to bring the system to life. Thi-auth-sys is
the interfacing package which will handle the
interfaces to be displayed for the user and the’'sise
interaction with the system. The Face recognition
package contains thet-authsys and App Stataus

When the system and the VM are ON, the systemdasses’ which will handle the face detection and
will continue to verify the number of users all time ~ €cognition processes and the other parts of the
in order to detect any other person who comesdntfr ~ System, as explained in the class diagram desoripti

Acquire number

of users
A
Verification model
v
-
C Face Face Face
amera detection 7| extractor ~| recognition
1
1
]
Database
Face
database
» Matcher » Decision
Fingerprint
database
]
1
l—< 1
. ‘ ‘ . . mnger
Fingerprint | Fingerprint a Feature o reco ngition"
scanner acquisition extraction gnrtion
matching

Fig. 3. Block diagram for user authentication and vertiima processes
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User authentication Cam
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Acquire number Read objects

of users

Number of objects! =1

Check VM

Number jof objects =1 |

VM ON7?

Verify fingerprint

i\

Verify face

—={ VerFace )

S

No \‘>Matchf’
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Fig. 4. System activity diagram for TPM-UAM
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qt_authsys
AppStatus |&arguments_facedetect
&facedetect & program_facedetect
&facerecogn &arguments_facerecogniion
&fingerrecogn & program_facerecognition
srverified & arguments_fingerrecognition

&fingeracquired & program_fingerrecognition
&vmware_status &arguments_fingerscanner
&vmware_pid & program_fngerscanner
&counter_suspend &arguments_vmware
&counter_resume &program_vmware
&usrid \ &process_facedetect

| Sprocess_facerecognition

&process_fingerrecognition
&process_fingerscanner

& process_vmware

&scri pt_suspend

& script_resume
&script_addwectrl

o<1 & script_removewctrl

MainUi ®process_facedetectFinished()
*process_facedetectStarted()

*process_facedetectError()
/ *process_facerecognitionFinished()
*process_facerecognitionStarted()

openCV ’process_facerecugniliunE rror()
*process_fingerrecognitionFinished()
*process_fingerrecognitionStarted()
y: *process_fingerrecognitionError()
firScanAPl ®process_fingerscannerFinished()
*process_fingerscannerStarted()
1S nOp enDevice() *process_ingerscapnerEr{ur{)
$rScanGelmageSee() *process_vmwareFinished()
frScanClos eDevice () *process_vmwareStarted()
‘l{Smnlsl—'mgerPresenH) process_vmwareError()
trScanGeFrame( %updateQutputFaceRecognTexdEdit()
Syrite_tmp._fiie() :updateOutpulF_aceDeiectTeﬂEdit)
@ prinErroriiessage () quateOutputFln gerRecognTextEdit()
*trScanGeLastErmor() HimerEvert ()

Fig. 6. System class diagram

The open CV package supports the Face recognitiorsystem and to store values on the status of tHerdift
package, while the Fingerprint package contains thecomponents of the system to determine whether ¢p ke
ftrScanAPI class and the Image Store package, whichthe system running or to suspend the system for
handles the processes of storing and restoringrthges ~ security reasons; Thirdly, therScanAPI class controls
of the fingerprints and faces. the processes for handling the fingerprint scariner

The system contains the following main classes, assuch functions as opening the device, reading the
shown inFig. 6: Firstly, theqt-authsys is the main class fingerprint, checking the presence of the fingerpri
in the system, where the processes for bringing theclosing the device and writing the fingerprint ineap
different parts of the system to work are includede, an image file; Fourthly, theMain IU is the User
together with the main functions of bringing theda Interface of the main system, where the inputs and
recognition to work and obtaining the results af face  outputs of the system will be running and where the
recognition, which works in cooperation with thpen  different messages of the system will be displayed.

CV package. This package contains ti@rclassifier

algorithm and other functions which are needed t03'4' System Deployment
make the face recognition process work and serve as Based on the requirements of the system and the
required in the system. There are also some othesuggested design of the class and the packageadiagr
processes here for communicating with ftix&anAPI the deployment diagram represents the physicalctspe
(the class responsible for handling the fingerprint of the TPM-UAM model. The deployment diagram, as
scanner by the vendor of the scanner); Seconds, th shown inFig. 7, shows the PC running with the Fedora
App Satus class works to confirm the status of the 18 with Xen hypervisor. The TPM-UAM model will be

,///4 Science Publications 2308 JCS



Marwan Ibrahim Alshar'et al. / Journal of Computer Science 10 (11): 2299.22044

seated on top of this platform, while the camerd an is only one user present, before moving on to tket n
fingerprint scanner will be attached and connettetthe step, which is to read a user’s fingerprint to ¢onf
system on the same platform. Also, as showRigm 7, the user’s identityKig. 8hb). Here the user has to scan
another platform with Windows 7, which will be refed his fingerprint at the fingerprint scanner deviae t
to as a secure platform, will be installed latetltmsame  allow the system to take a reading (image of the

machine to handle the TPM. fingerprint). As the system obtains an image of the
fingerprint, the fingerprint recognition processllwi

4. IMPLEMENTATION determine if the database has an identical image of

that fingerprint, which proves that the user is a
4.1. System Setup registered userHjgure 8c) If the user is found, then

the system will confirm that the user has beenfiesti
and shows the user’s ID in the databdsig.(8d).
Now, as the system recognizes the user’s fingdrprin

The Xen 4.3 hypervisor is used to create the reduir
platforms. In this system, Xen has been installedhe

top of the Linux system (Fedora 18). From the mainthe system should find if the associated face it

menu of the bOOF loader, a choice has to be matiedo fingerprint in the database matches the image tdden
th(_e .Fedora 18 with .the Xen hyperwsor, so ast@hbe e in front of the PCFig. 8d). When the system
privilege of controlling the Linux kernel, as wels the finds the match, the user gets verified and apptove

ability to create another platform for use on tbhp of Thus, the system will launch the second securdoptat
Xen. After installing Xen on the top of the Fedora, \\hich is Windows 7. that will launch the TPM.
testing is performed by booting the system. Thée, t ’

Microsoft Windows 7 is installed as the secondfptat 4.4. Testing

which will run the TPM on top of Xen. A system test is designed to evaluate the opesdtion

4.2. Software Tools efficiency and appropriateness of a system aftesstbeen
_ ) ~completely integrated and to verify that it meete t
To implement the desired system, the face recagniti - gpecified requirements. The requirements for a user
and detection techniques and the fingerprint deteeind  gythentication system are clearly identified thioupe
recognition have to be placed and implemented. ToTp\ user authentication model, as showfim 1 and the
achieve that, the image processing library hasseothe  yse case diagram Fg. 3 Therefore, functional testing is
open CV (C++) as it has the benefits of: conducted to confirm the functionality of the systand to
prove that the system has met the desired requitsme
* Face detection With a Cascade of Boosted Classifier  Tg confirm the functionality of the system, a fuooél
Based on Haar-like Features used from the open CMesting was conducted by the researcher and filier ot
class (Cascade Classifier) _ users, who were asked to test the system basedemtegst
* Face recognition with Local Binary Patterns ,qe scenarios and then to write down the reseladti test
H|stogra_1ms used from the open CV class (Facecarried out by them. Each user was advised to thest
R-ecognl.zer) . . . . system before and after enrolling in the systerootafirm
e Fingerprint recognition with normallzed correlation the behaviour of the system with the unauthorizds
used from the open CV function (match Template) . . o
The functional testing for the specified test cases
were as follows: Test 1 (Authorized user Start3keure
Platform), Test 2 (Unauthorized user Start the 8ecu
Platform), Test 3 (Confirm the presence of singieriyy
4.3. The User Interface Test 4 (Detect changes in number of users), TéssBr

Once the system is booted and the user is faciag th identificqt_ion), Test 6 (Detect User’s Face.), TegFace
Fedora 18 OS, the user can choose to start theesecuR€cognition), Test 8 (System’s response to theratese
platform, if needed. Once the user clicks the tinlstart ~ Of authorized user), Test 9 (System’s responsehéo t
the secure platform, he will pull the trigger taiteh the ~ Presence of another user), Test 10 (System’s respon
TPM-UAM system. The system starts to work to the return of authorized user) and Test 11 Gyt
immediately by counting the number of users in froh ~ response to the return of unauthorized user). €belis
the PC Fig. 8a). The system will test to ensure that there of the tests are presented inTable 3

The main system application is written in C++ using
the Qt framework.
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<<Deviser>
user PC

<=08=> fedora 18 with xen Hypervisor

authSystem
<=8z
“[|windowos 7
: : Face
Fingerprint .
recognition
<<Device=> :
fu}i]ewce_: ¢ <<Device=>
geton camera
scanner

Fig. 7. System deployment diagram
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Fig. 8. (a). Verifying number of users, (b). Acquiring udargerprint, (c). Fingerprint recognition procegd). Fingerprint is
verified and user ID found
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Table 3. Results of functional testing

Users Authorized user Unauthorized user Passing rate (%)
Test 1 N - 100
Test 2 - v 100
Test 3 v - 100
Test 4 v - 100
Test 5 v - 100
Test 6 v - 100
Test 7 v - 100
Test 8 S - 100
Test 9 v % 100
Test 10 v - 100
Test 11 - v 100

All the test cases applied by the testers appréwved test confirmed this as well as the proper respomsbe
functionality behind each function of the systend &me various situations described in the test cases.

system behaved as it was supposed to for all #te. te The TPM-UAM model has been introduced as a
safety guard to protect the TPM from physical &tac
5. RESULTS For the purpose of proving the efficiency of theM-P

UAM, a complete design and implementation was

The TPM-UAM model was presented and evaluatedcarried out to bring the model to life and to camfithe
qualitatively using the focus group approach, whare ability of the TPM-UAM to protect and secure theMP
group of experts evaluated the proposed model andand a platform with the TPM on it.
confirmed the model efficiency (Alshare al., 2014). The work in this study is based on Xen virtualiaafi
In this paper we introduced the design and theas the system has to be booted with a Xen hyperirso
Implementation of the TPM-UAM model. The TPM- order to be able to use the virtualization. It ighty
UAM system was successfully developed and testedrecommended that the GRUB of the fedora system be
where the design of the test cases focusses on thgdited such that it will be booted only by this iopt
security aspects of the model as presented andaa_ti_zdl “Fedora, with Xen hypervisor,” so that the systeiil w
by the focus group to prove the system’s ability 10 gart directly with the Xen support. The benefitla is

protect the TPM. The system testing shows highinat the system will not be booted if it is not g by
resistance against physical attacks for the thepeds,  he TpM-UAM. Since the Xen modifies the kernel loé t

which are, (1) to prevent direct interaction betwee foqora the TPM will never work only via the virtua
unverified users with TPM where attacks such aBviih platform that was built with the TPM-UAM and this

Maid shall be eliminated, (2) to support the weak
authentication of TPM and (3) to supervise the mgn
TPM session and protect TPM in the run state.

makes the TPM more secure.

As this model focuses on the physical attacks of
the TPM and to provide a solution to threats sush a
6. DISCUSSION Evil Mald which compromise 'Fhe TI?M safet_y_ and
security, the database of the biometric authertipat

This paper introduced the design and is beyond the scope of this research paper, am#ie
implementation of the TPM-UAM model, which concern is towards securing TPM and the biometric
proved to be a useful model in protecting the TAM.  authentication is implemented to support the puepos
implement the system, the open source imageof this research study at the user verificationcpss
processing library from the open CV was used taeas session only of the model.
the development of the Face recognition and

Fingerprint process through the use of availabld an 7. POSSIBLE THREATS AND

free libraries. The Xen hypervisor was installedtop CHALLENGES

of the Fedora 18 to support the virtualization dad

create the desired multiple number of platforms. As our model suggests to bring the use of TPM to

A functional test was conducted to confirm the virtual environment to prevent Evil Maid and relhte
system’s functionality and the results obtainedrfrthe attacks, the model might be subjected to typicedats
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toward virtual machines, such as security vulnditeds VMs will not work and report denial of service dte

in virtualization, where the most common and imapntt  the lack of the available resources to run the VM.

threats were as follows (Reuben, 2007; letial., 2011; Reuben (2007) suggests limiting the resources avail

Rehmaret al., 2013). for each VM to overcome this problem, where proper

7.1. Attack Between VMs or Between VMs and ggéﬁtr'?e?]cgv gp thi!n;l;[ggle:ne. sources will prevent the
VMM Virtual Machine threats should critically considgre

As the virtualization provide isolation which helgs ~ @nd treated, as the presence of any VM relatecesssu
protect processes and applications, isolation mignt Might compromise the security of the proposed model
considered as a serious threat if it is not coméguvell ~ @nd in consequently affect the security of TPM.
or if the access control policy is not configureogerly ~ 1herefore, a decent knowledge regarding threatsisiga
as well. This could result in an inter attack betwe VM and proper configuration for the VM must be
virtual machines or Virtual Machines (VMS) and it~ Present and implemented to avoid the VM threats and
Machine Monitor (VMM). As a solution for this praish ~ then preserve the security of the model. The listeave
we recommend to limit the use of VMs to one VM qnly threats can be easily overcome with the properiggid
which supposed to hold the TPM, also to make sure and configuration of the VM.

configure the VM properly. Implementing the TPM-UAM model shall force high
security level within the machine, which holds fHem
7.2. VM Escape and runs with what the model suggests and requiitess.

main challenge which needs to be addressed is the
system acceptance. While developing the model two
main considerations needed to be carefully thowdht
which are, security and user acceptance. The model
focusses mainly on the security perspective thgsy u
with root privilege escaping from VM privilege. acceptance for the model might be considered as the

This problem can be solved by properly configure main challenge, as the model requires the presgfibe

host and guest interaction (Reuben, 2007). In conlgh  US€' for the VM which holds the TPM all the time to
VM escape is not supposed to threaten the VM, as Wé<eep it working. If the authorised user is abseand

suggest the use of one VM and this VM will workgyon system cannot detect hm; or_”her, the VM pll(atforr_r wi
during the presence of the owner of the platform. enter in a pause state and will return to work gaily
when the authorised user return and get verified

7.3. Virtual Machine Controlled by Host Machine successfully, as we suggests earlier. Monitoringning
session of TPM is as important as confirming thentdy
of the authorised personnel at the logging timd R,

VM escape is a threat where the isolation between
VM and the host is compromised. In case the VM psca
happening, an application on the virtual machineldto
avoid the VMM and access the host machine whicks run
with root privilege, thus the application will rumow

Host machine at the virtual environment considered

as abcon;rol point wlhercz the_hosf WOF"S o mondor s it is important to protect TPM against attaakshis
number of aspects related to virtual environmemthsas cijtica time. Therefore, holding the user for sotimae

start and shutdown and pause and restart of the VM| certain work is done is important to be adeepand

tolerated by the user as it will result in prevegtithe
TPM being attacked and as the platform will be paus
still the user can leave and return later and tfstesn
will proceed the work from last paused point regyla

monitor and modify resources available for VM; ntoni
the applications running inside the VM if the righs
granted; and copy or view or even modify data stae
the virtual disks assigned for VM. Thus, the prétecof
the host is highly considered to keep VM secure.aAs

solution Reuben (2007) suggests proper isolatioth an 8. CONCLUSION
configuration for the VM to avoid the host to agt @
gate for the attacker. The implementation of the TPM-UAM model has

been presented in this paper. The implementatighisf
model has shown the use of the virtualization cphéa

As the construction of VMs requires each VM to the creation of multiple platforms on the same nvaeh
have specific amount of available resources, D@® kd The first platform is used to authorize users ahd t
can use one of the VMs to consume all availablesecond one is to run the TPM. User privacy and
resources. The consequences of this attack isothat confidentiality are protected by monitoring the g@ece

7.4. Denial of Service
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of the authorized user all the time. Biometric
authentication techniques are used to authenticsees
in terms of identity and authority to use the TPM.

The implementation of the TPM-UAM model shows
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