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Abstract—The relevance of the study is due to the increasing role of digital
technologies in education. The abrupt shift of universities to distance learning
during the COVID-19 pandemic has created new challenges. The purpose of this
article is to analyze modern problems of traditional e-learning systems and iden-
tify the most effective digital technologies for improving the design system and
implementing the content of professional educational programs at the university
in the context of digitalization. Scientific articles in journals included in the Sco-
pus database over the past five years, official websites of universities and their
reports on the use of modern digital technologies were used as a statistical and
empirical base for the study. Multiple comparative case studies and content anal-
ysis were applied. To solve the identified problems, such modern digital technol-
ogies and methods as cloud computing, adaptive design, big data, 3D printing,
wearable technologies and gamification were proposed. The paper proposes an
updated digital education system model at the university consisting of such ele-
ments as Instructors & Students, Master Courses, Content Delivery, Courses Col-
laboration, Progress Tracking, Assignments, Practices and Exams. The conclu-
sions and recommendations formulated in this study can be used by different ed-
ucational systems and universities.

Keywords—digital education system, higher education, content of education,
university professional training, distance education, new information and com-
munication technologies

1 Introduction

Currently, the role of digital technologies is increasing in all spheres of economic
and social activity, including education. The potential of digital technologies can im-
prove the educational process. For universities, digital technologies are becoming a
competitive advantage in modern conditions. Such a term as "competitive intelligence"

iJET — Vol. 16, No. 20, 2021 101


https://doi.org/10.3991/ijet.v16i20.24245
https://doi.org/10.3991/ijet.v16i20.24245

Paper—Analysis of Peculiarities of Using Digital Technologies in the University Professional Training...

with the help of a massive open online course is already becoming a key factor in uni-
versity policies (Bleoju et al., 2019).

As noted in the literature, the main advantage of digital educational technologies is
the ability to reduce the economic costs of organizing the educational process, its flex-
ible change and implementation at a distance simultaneously for a significant number
of students (Veselitsky et al., 2019; Evans-Amalu and Claravall, 2021).

Digital (distance) learning, in addition to the economic effect, can bring significant
effects in pedagogical activity. Increasing the ability to provide educational material
using various digital gadgets increases the cognitive activity of students (Tymoschuk
et al., 2020). Digital technologies make it possible to customize the processes of mon-
itoring student knowledge and feedback from the teacher in the most attractive form for
all participants in the educational process (Wikstrom et al., 2019). In addition, master-
ing professional activities at the university using digital technologies allows obtaining
digital competencies necessary in modern condition (Saliyeva et al., 2016).

On the other hand, total digitalization and a sharp increase in the role of digital tech-
nologies in the economy have led to the emergence of new threats and risks. There arise
problems with the protection of personal data, commercial information and intellectual
property (Cunha et al., 2020). An increase in the time of working at acomputer, a de-
crease in physical activity and an increase in psychological dependence on virtual real-
ity have a negative effect on the health of students (Koryagina et al., 2019). There are
also macroeconomic risks of digitalization: increasing digital inequality, unequal ac-
cess to information and knowledge, social tensions and declining income equity (Mok
et al., 2012). The open nature of the modern (global) digital education system poses
threats to the national education system. The best talented students can study at any
university in the world. This leads to a decrease in the national intellectual potential
and the loss of the national identity of the educational system.

In addition, in the context of the COVID-19 pandemic and the sharp transition to a
distance (remote) learning format, new problems have appeared in the operation of dig-
ital educational systems and technologies. Currently, the scientific literature lacks ade-
quate research on the problems of digital transformation of universities. All of the above
trends have determined the relevance of the present study.

Therefore, the purpose of this study is highlighting and analyzing the main problems
of using digital technologies and determining the possibilities of using digitalization
methods to improve the design system, implementation and management of the content
of professional training of university students in the context of digitalization.

2 Review of existing electronic technologies for the design and
implementation of training content, problem statement

One of the teaching methods, in which the learner concentrates on activities and
learning based on his abilities, is the traditional e-learning method, which has a long
history of using electronic technology. This type of education at one time in the 1980s
and early 2000s revolutionized the search for information in the modern technological
world and was taken into account, despite such problems as the growing demand for
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higher education and insufficient funding, lack of full-time teachers and the need to
remove geographic restrictions (Kalimullina et al., 2021).

Traditional electronic technologies for the design of content and implementation of
education in the context of digitalization include the following:

1. Classroom method — associated with the physical presence of students and teachers
in the same classroom. This method has limitations in the number of trainees, in
time, in economic costs. This method corresponds to the traditional university
model.

2. E-learning — this method has become possible with the advent of computer and mul-
timedia technology. E-learning has become a tool for improving the qualifications
of personnel, opening up opportunities for modeling any processes in nature and
human life. Electronic technologies have made it possible to replicate information
and knowledge in the most convenient form and with high economic efficiency (Pri-
hartini et al., 2016; Musumba et al., 2019).

3. Network Learning — this method is associated with the emergence of the Internet and
other networks of various sizes. Local networks are actively used within the educa-
tional organization, allowing for automating both educational and administrative ac-
tivities at the university. Thanks to network technologies, it has become possible to
expand the scope of classroom teaching and customize feedback between teacher
and student (Ivanov, 2019; Johnson, 2001).

4. Distance learning — this method has made it possible to expand the educational op-
portunities of universities for a significant number of students. Moreover, thanks to
distance learning, universities are expanding around the world. Education has be-
come a global thing. Being anywhere in the world, you can remotely acquire educa-
tion at any university. The peculiarity of distance education is that it has turned into
a separate institute with its own requirements, norms and principles, rules of inter-
action between teachers and students (Diwakar et al., 2015; Diwakar et al., 2019).

5. Online learning — this learning method is characterized by time independence and
the ability to connect to the educational program at any time (Nakajima et al., 2015;
Ono et al., 2017).

6. Learning assisted with intelligent support agents — this method is based on artificial
intelligence technology. An intelligent agent is a system that can learn by itself and
offer the best training option for students. A feature of this method is the close rela-
tionship of an intelligent agent, teacher and student (Scott et al., 2016; Xu et al.,
2014; Herrero et al., 2005).

7. Adaptive Learning — this teaching method is based on the study of the national char-
acteristics of education, the specifics of the economy and the requirements for a uni-
versity graduate (Trikha et al., 2016; Vanitha et al., 2019).

8. Knowledge-based learning — this teaching method uses an analysis of the knowledge
acquired by students during the year. The study of a student's digital footprint makes
it possible to develop recommendations for adjusting his individual educational tra-
jectory. At the same time, training can take place in a group mode as part of a pro-
fessional higher education program (George et al., 2019; Sangodiah et al., 2012).
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9. Decision support system training — it is a teaching method that helps the teacher
make decisions about the choice of educational content. The system helps to select
the types and forms of educational material that is adequate to the individual and
social characteristics of students (Jeong et al., 2012; Xie et al., 2019).

However, the rapid changes in information and communication technologies, and
especially in the information society, brought about by the Internet-based e-learning
environment, make traditional e-learning ineffective (Bartschat et al., 2019).

The current situation with the COVID-19 pandemic, resulting in the whole world
being in a jerk immersed in a digital learning environment, often against will, has shown
that traditional e-learning methods have generally failed to cope with the surging wave
of professional and educational tasks. This was especially evident in the conditions of
the massive transition of the world's population to e-learning. We believe that this is
due to a number of contradictions emerging between the requirements of society for
digital education systems and the real possibilities of traditional e-learning technolo-
gies.

This throws into sharp relief the question of a systematic approach to the design and
implementation of the content of vocational training in universities in the context of
digitalization.

Due to the widespread demand for digital learning on the one hand, and the inability
of the existing system to respond to it, as well as the many possibilities of modern
digital learning methods on the other hand, the organization and development of such
learning systems should become a necessity.

Unfortunately, at the present time we have not yet managed to find scientific papers
considering this issue with due completeness and consistency.

3 Methodology

The study used materials available in the scientific literature on existing and new
information and communication technologies, which in the context of digitalization of
higher education, in our opinion, can be used for the design and implementation of the
content of professional training in universities.

The logic of the study is as follows: firstly, it is necessary to analyze and assess the
possibilities and directions of application of information and communication technolo-
gies for the purpose of designing and implementing the content of professional training
in universities in the context of digitalization, and secondly, it is necessary to make a
synthesis within which it is possible to develop a system for designing and implement-
ing the content of vocational training in universities in the context of digitalization.

To identify the existing problems of traditional e-learning and search for promising
new digital technologies that allow solving these problems within the framework of the
new digital education system, the method of multiple thematic comparative studies was
applied.

The study was carried out on three groups of information sources:
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1. Publications of articles from the Scopus database for 2015-2020. The percentage of
mentioning the object of research was calculated.

2. Content analysis on the Internet. The percentage of the research object's presence on
the Internet was calculated.

3. Official websites of universities. The percentage of the use by experts - university
teachers of the object of study was calculated.

Based on the three indicators, an integral indicator was calculated as a simple arith-
metic mean of the three indicators.

To collect materials and process statistical information, a special analytical data ma-
trix was used, presented in Table 1.

Table 1. Matrix for the analysis of peculiarities of using digital technologies in the content of
university professional training

Percentage of mentioning | Percentage of pres- | Percentage of | Integral

Analysis objects in scientific articles ence on Internet use by experts | indicator
(1)) ?2) 3) (1+2+3)/3

Identified problems with traditional e-learning

Problem 1

Problem 2

Problem N

Total 100% 100% 100%

New promising digital technologies in education

Technology 1

Technology 2

Technology N
Total 100% 100% 100%

Essential elements of a new digital education system at the university

Element 1
Element 2
Element N
Total 100% 100% 100%

Source: author's research methodology.

Eventually, the obtained results, according to the collected data, made it possible to
determine the priority areas for solving the problems of traditional e-education at the
university and to select the most promising digital technologies for improving the edu-
cation system of higher education.

4 Results

We present the main results of the study. The research object is the traditional system
of e-learning at the university. The research subject is the problems of this system and
solutions using new digital technologies. It is necessary to propose the composition and
structure of the updated digital education system at the university.
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Let us consider the first direction of our research - the problems of the traditional
elearning system (Figure 1). As a result, the analysis of the collected and processed
statistical data has made it possible to draw the following conclusions:

343%

25.3%
19.7%
14.3%

Technical failures Reduced rate of Lack of continuous Lack of relevant and Restriction on the
processing and learning opportunities constantly updated information perception
transferring information training materials

® Integral indicator of the problem complexity, percentage of the total sum 100%

Fig. 1. Problems with traditional e-learning system

— Technical failures with the simultaneous work of millions of people. The integral
indicator of the complexity of the problem was 25.3%. Traditional information edu-
cational systems were not designed for and did not cope with large data streams,
there were delays, freezes and collapse of Internet portals, educational information
systems as a result of attempts to connect millions of people to them at once within
a short period of time.

— Reduced rate of processing and transferring information. The integral indicator of
the complexity of the problem was 19.7%. Traditional electronic learning technolo-
gies did not imply the need to store huge arrays of educational information for bil-
lions of people, as a result of which problems arose with the extraction of the neces-
sary information, its fast transmission and processing;

— Lack of opportunities for continuous learning (geographic, time and functional life-
long learning provision). The integral indicator of the complexity of the problem was
14.3%. Traditional e-learning technologies did not use the technical possibilities of
modern gadgets, such as connecting to portable mobile multimedia devices, 3D
printing, game consoles, etc., as a result of which many people, especially those on
business trips, travels having no stationary computers and laptops were deprived of
e-learning opportunities;

— Lack of relevant and constantly updated training materials. The integral indicator of
the complexity of the problem was 34.3%. The content of academic disciplines,
courses, models, areas of training in general in the context of an abrupt massive
transition to traditional e-learning turned out to be outdated, based on old infor-
mation components previously posted on the Internet and information systems on
the portals of universities, and educational information systems turned out to be not
ready to adapt the content of vocational training to drastic changes;

— Restriction on the information perception. The integral indicator of the complexity
of the problem was 6.3%. Traditional e-learning information systems did not always
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provide the necessary visualization, especially 3D-dimensional, of educational con-
tent, which reduced the possibilities for the information perception by students and
its effective presentation by teachers.

The above shortcomings of traditional e-learning technologies resulted in the actual
collapse of the mass digital learning system at the beginning of the COVID-19 pan-
demic and its failure to provide the necessary efficiency in the design of the content
and implementation of training or the required level of formation of professional com-
petencies of students.

Let us consider the second direction of our research - new digital technologies that
can be applied at the university to improve the system of design and implementation of
the content of professional higher education programs.

Today, a variety of web applications in the field of education have been developed
and used in the form of modern learning tools in various educational organizations and
educational online sites. Online learning is gradually becoming a trend in education.

To avoid the problems identified above, digital learning today must take advantage
of modern technologies such as the Internet, databases and knowledge management,
and deliver educational content through e-services.

The development of new concepts such as gamification and new technologies such
as cloud computing, the Internet of Things, big data, responsive e-learning design, as
well as portable technologies, 3D printing and mobile technologies are playing an un-
precedented role in e-learning. Therefore, it is precisely these technologies that we pro-
pose to use in the design, implementation and management of professional training of
students in universities in the context of digitalization.

The research carried out according to the author's methodology revealed the follow-
ing rating of new digital technologies intended for use in the system of design, imple-
mentation and management of the content of professional training of students at the
university (See Figure 2):

0 24.0%
22.3% 20.0%

12.7% 14.3%
. l -

Cloud computing Adaptive design Big data 3D printing Wearable Gamification
technology

® Integral indicator of the viability of digital technology, percentage of the total amount 100%

Fig. 2. New digital technologies promising for the university

1. Cloud computing is a technology based on the accumulation of data and knowledge
in a separate digital storage. The integral indicator of the viability of this technology
for the university was 22.3%. Cloud technologies and cloud classrooms at universi-
ties can improve the educational process, increase its resource component by storing,
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processing and transferring a significant amount of data and knowledge. (Alam et
al., 2017).

Cloud technologies allow solving pedagogical problems of any level, both for a
group and for an individual format. Cloud technologies work through virtual reality
and enable the enhancement of traditional e-learning systems. The problem of lim-
ited storage of information is solved with the help of cloud technologies. For exam-
ple, Massive Open Online Course (MOOC) is an accessible, cloud-based and Inter-
net-based learning platform (Korableva et al., 2019).

. Adaptive (responsive) eLearning design is a technology allowing one to tailor edu-
cational content for students. The process of assessing the perception of incoming
information by students becomes the main one. Based on the identified features of
motivation and mastering of knowledge by students, adequate types and forms of the
educational process are selected. More traditional names are workplace ergonomics,
teacher workstation, etc. The integral indicator of the viability of this technology for
the university was 12.7%.

. Big data is a technology that tracks large amounts of heterogeneous, unrelated infor-
mation and allows it to be used to solve specific problems. The integral indicator of
the viability of this technology for the university was 20.0%. In digital learning sys-
tems, big data will make it possible to form a student's digital footprint, compile his
digital profile and develop an individual learning path within a professional higher
education program (Roosta et al., 2016).

. 3D printing is a technology that allows one to create and study three-dimensional
objects. The integral indicator of the viability of this technology for the university
was 14.3%. This technology has a powerful practice-oriented potential, allowing for
creating educational models of building struc-tures, industrial designs, various de-
tails of technology, engineering systems for environmental protection. This technol-
ogy is not used enough in education at present and is going to be in a more active
demand in the near future (Rozi et al., 2019).

. Wearable technologies are technologies that allow for continuous education of a stu-
dent, regardless of his geographical location. There are special devices for the stu-
dent to be constantly present in the educational process: smart glasses, augmented
reality headsets, hybrid virtual reality headsets, smart phones. The integral indicator
of the prospects of this technology for the university was 6.7%.

. Gamification is a technology that uses a game approach to teach students complex
professional skills and abilities. It has been proven that through the game, students
more effectively master the necessary professional knowledge, skills and abilities.
The formation of professional competencies through the game format is also faster.
The game increases the cognitive activity of students. Digital technologies make the
game even brighter, more interesting and more useful for students and for higher
education. The integral indicator of the viability of this technology for the university
was 24%. In gamification, natural incentives are used to drive the audience (Hassan
etal., 2019).
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Let us consider the third direction of our research - the possible composition and
structure of a digital system for the design, implementation and management of the

content of professional training of students (See Figure 3).

19.2%
15.3% 15.7% . 17.2%
10.7% 13.0%
u I 1 I l I
Instructors & Master Courses Content Courses Progress Assignments  Practices and
Students Delivery Collaboration Tracking Exams

® Integral indicator of the significance of the elements of the digital learning system, the total amount
percentage 100%

Fig. 3. Significance of a digital education system element at a university

We believe that the system for designing, implementing and managing the cont
of vocational training in universities in the context of digitalization should, in addit

ent
ion

to the design process itself, also allow organizing the management of such a process.

Therefore, this system should include such elements as:

— persons who make decisions about individual aspects or the entire technology

of

designing and implementing the content of vocational training in universities and
focusing in this on the use of modern information and telecommunication technolo-
gies, and students who are the main consumers of the content of vocational training
(Instructors & Students in Figure 1). The integral indicator of the significance of this
element was 9.0%;

designing the content of training courses, disciplines (Master Courses in Figure 1).
The integral indicator of the significance of this element was 15.3%;

technologies for delivering the content of training courses, disciplines to the student,
for example, by using various modern teaching methods in the context of digitaliza-
tion, including e-learning and distance learning technologies (Content Delivery in
Figure 1). The integral indicator of the significance of this element was 19.2%;
ensuring the relationship between training courses, disciplines, the mutual sequence
of their study by students in order to qualitatively form the necessary professional
competencies (Courses Collaboration in Figure 1). The integral indicator of the sig-
nificance of this element was 10.7%;

the first control subsystem, which serves to track the progress and effectiveness of
the design and implementation of the content of vocational training in universities
in the context of digitalization, with the tracking being carried out through an assess-
ment of the content of vocational training in terms of the adequacy of didactic units
to the requirements of professional activity, the relevance of the pedagogical meth-
ods used, the modernity of the implemented information and telecommunication
technologies (Progress Tracking in Figure 1). The integral indicator of the signifi-
cance of this element was 15.7%;
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— a subsystem for setting and correcting tasks posed at the beginning of the process of
design and implementation of the vocational training content in universities in the
context of digitalization and adjusted during the process in cases of its deviation
from the required trajectory (Assignments in Figure 1). The integral indicator of the
significance of this element was 13.0%;

— the second subsystem of control, or the subsystem of certification (receiving reports
on practices, exams, etc.), which serves as the second subsystem for tracking the
progress and effectiveness of the design and implementation of the content of pro-
fessional training in universities in the context of digitalization, when tracking is
organized through assessing the level of formation of students' competencies when
studying courses, disciplines, modules, programs in general (Practices and Exams in
Figure 1). The integral indicator of the significance of this element was 17.2%.

As aresult, the model of the system for the design, implementation and management
of the content of vocational training in universities in the context of digitalization will
take the form shown in Figure 4.

Instructors &
Students

Practices and
Exams

Master Courses

Learning
Management
System

Assignments Content Delivery

Courses

Progress Tracking Collaboration

&

Fig. 4. Model of a system for the design, implementation and management of the content of
vocational training in universities in the context of digitalization

In our understanding, the content of vocational training is a set of didactic units (top-
ics, disciplines, modules) reflecting systematized information on various aspects of the
professional activity of a university graduate, arranged in a certain order of study and
interrelated by various types of connections (Kozachek, 2015).

We suggest the idea of the process of designing the content of vocational training at
a university in the context of digitalization to be the activity of specific individuals
(teachers, heads of departments, etc.), or automated information systems of pedagogical
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design, or their interaction aimed at determining the requirements for professional ac-
tivity of a graduate, identifying and assessing the importance of various aspects of such
activities, grouping them according to connecting characteristics and processing the
collected information in groups into specific didactic units with the definition of the
sequences and time of their study, didactic relations between them.

By the process of implementing the content of vocational training of students at a
university in the context of digitalization, we mean the activities of teachers, students
and automated systems coordinated by them in planning, implementing and quality
control of the application of the previously developed content of vocational training
directly for teaching students in a specific area, specialty using learning digitalization
technologies.

Both processes should be united by a management system for the design and imple-
mentation of vocational training content in universities in the context of digitalization.
The proposed model using the above new e-learning technologies is to ensure the re-
quired quality and efficiency of the design, implementation and management of the
content of professional training of students in universities.

5 Discussion

Modern information and telecommunication technologies, in our opinion, can play
a significant role in increasing the efficiency of design, implementation and manage-
ment systems of the content of professional training of university students in the context
of digitalization.

Above, we have developed an innovative system for the design, implementation and
management of the content of professional training of students in universities and iden-
tified the main modern digital technologies that can be used for the effective implemen-
tation of such a system.

The analysis of scientific literature and opinions of scientists and experts on this
topic has shown the results presented below.

Scientists note that new digital technologies make it possible to increase the level of
collaboration between teachers and students. Such a necessary factor as digital trust can
only be improved in the conditions of feedback between teacher and student and con-
stantly updated educational content (Frolova et al., 2020).

Other scholars are focusing on related learning. In this case, students can work to-
gether on any educational and scientific projects, easily communicating with each other
and their teachers by e-mail and video chat, as well as gaining access to the Scientific
Learning Network and joint solutions. Collaborative creativity enhances digital educa-
tion resources (Manrique-Losada et al., 2020).

A digital learning system is capable of accumulating information and knowledge for
use in the future. This is also noted by scientists and experts. Teachers and students are
the two main elements of the formation of e-classes within the proposed system. But
many lessons are usually recorded and can be comprehensively used in the future. This
means that eclasses can be reused. Sharing knowledge and experience through digital
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technology plays a key role in improving the quality of life in general (Razumovsky et
al., 2020).

Another important advantage of digital educational technologies, according to the
general opinion of scientists and experts, is the possibility of learning without territorial
boundaries (Borderless). E-learning in the proposed system crosses the boundaries of
the classroom walls, and information and people are available everywhere. This type
of education is very beneficial for students living in remote areas and for social justice.
The challenge for the near future is to overcome the digital divide and ensure equal
access for all to relevant databases and knowledge (Gremigni et al., 2018).

As scientists and experts note, digital education is a part of the digital economy, and
it, in turn, allows for the rapid social and economic development of the territory. Digital
learning takes place in a community, be it a learning community designated by a spe-
cific educational institution, university, or in a real physical community such as a city.
E-learning can connect communities by increasing accessibility and communication
(Zabaznova et al., 2020).

Plus, digital learning can be done through research. Many online studies are a kind
of pre-training. Similar to computer games, they can be a lot of fun, opening the way
to play. Learning lessons can be fun too. A more formal type is the discovery and study
of problems that are commonly used in specialized training. In this approach, problem
situations are presented to students who are encouraged to work on identifying and
producing solutions and strategies. Gamification is an effective tool for the future of
digital learning (Barabanova et al., 2019).

Digital educational technologies (massive open online courses) take the knowledge
exchange process to a new level. Knowledge sharing is the foundation of education,
but before the creation of computer networks, knowledge sharing was limited to books
and magazines. Placing information on the Internet or any other electronic equipment
makes it more accessible to other people (Al-Rahmi et al., 2019).

Digital educational technologies allow the use of many ways to deliver knowledge
to the consumer. The use of such methods as image, color, movement and touch in the
process of e-learning, especially through 3D printing and gamification technologies, is
quite effective for the formation of professional competencies (Wahab et al., 2019).

One of the important factors in practicing the proposed system of design, implemen-
tation and management of the content of professional training of university students in
the context of digitalization is the possibility of continuous interaction between all par-
ticipants in educational activities (Sorokova, 2020).

The audience can view materials and interact with their learning units at any time.
One can say that e-learning is potentially available anytime, anywhere. Recent devel-
opments in information and communication technology and the penetration of telecom-
munication tools into homes and offices have brought about changes in teaching tools
and devices, and now the audience can interact with education management systems,
with a computer terminal or even a mobile device anywhere, and they can at any time
find out the content provided (Vougas et al., 2019).

Another factor is that this flexible and interactive learning style provides informative
learning materials with a variety of content to suit their needs. This is important in the
context of constant changes in production, environmental and other technologies,
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which also contributes to the requirements for changing educational information in or-
der to ensure the adequacy of the content of professional training of students at the
university to the content of the professional activities of workers at different enterprises.
It is digital technologies in education that make it possible to timely and efficiently
ensure such adequacy.

It also creates great flexibility in teaching methodology, learning management sys-
tem, simultaneous and asynchronous interaction between teachers and students, organ-
ization and structure of courses, educational projects and, finally, effective and reliable
assessment of students, which allows one to reconfigure the educational process from
focusing on teaching to focusing on training (Landeros et al., 2016; Nguyen et al.,
2019).

Also, the proposed system for the design, implementation and management of the
content of professional training of university students in the context of digitalization
will allow removing the previously identified contradictions between the requirements
of society for digital education systems and the real possibilities of traditional e-learn-
ing technologies, including the following:

— providing the ability to work with large data streams with the ability to connect large
numbers of students;

— providing the ability to store huge arrays of educational information, transfer and
process it;

— making use of the technical capabilities of modern gadgets, such as connection to
wearable mobile multimedia devices, 3D printing, game consoles, etc.;

— ensuring the relevance and adequacy of the content of academic disciplines, courses,
models, areas of training in general to changes in the content and requirements for
the professional activities of graduates;

— providing the necessary visualization of educational content, which will increase the
efficiency of the perception of information by students and its effective presentation
by teachers.

Thus, the results obtained in our study are consistent with the results of other scien-
tists and experts presented in the scientific literature.

6 Key insights

Digital technologies are widely used in our life. Digital technologies have become
widespread in education. It has allowed for a distance learning format without leaving
the place of residence and work. This has made it possible to meet the growing demand
for education. The growth of information, knowledge and new technologies has led to
the need for continuous learning. Today, all traditional educational systems of univer-
sities are forced to transform into digital ones. This allows us to meet the growing mass
demand for knowledge. On the other hand, this has resulted in a loss in the quality of
teaching, a decrease in cognitive motivation and an increase in the gap between funda-
mental and practical knowledge. Amid the COVID-19 pandemic, new problems have
emerged.
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In the present paper, the following new scientific results were obtained:

1. An analysis of the problems of traditional e-learning was performed and an assess-
ment of their complexity was carried out (the total complexity of all problems was
100%). The most difficult problem was the lack of relevant, constantly updated train-
ing materials (34.3%). The problem of limiting the perception of information has the
least complexity (6.3%). Other problems - technical failures (25.3%), a decrease in
the speed of transmission and information processing (19.7%), lack of opportunities
for continuous learning (14.3%) also require an integrated approach to their solution.

2. The analysis of new digital technologies was made that could solve the problems
arising in education at the present time. An assessment of their prospects was carried
out using the author's methodology (the overall viability of all new digital technolo-
gies was 100%). It is proposed to use such methods and technologies as gamification
(24%), cloud computing (22.3%), working with big data (20%), 3D printing
(14.3%), adaptive design (12.7%) and wearable technologies (6.7%). Such a rating
of methods and technologies will help develop the most effective university digital-
ization policy. In conditions of limited resources, more promising methods and tech-
nologies should be applied first. They will have the greatest effect in solving the
identified problems of the present time.

3. The analysis of the significance of the elements of the digital education system at
the university was carried out. The overall significance of all elements is 100%. An
assessment was made of such necessary elements as Instructors & Students (9.0%),
Master Courses (15.3%), Content Delivery (19.2%), Courses Collaboration (10.7%),
Progress Tracking (15.7 %), Assignments (13.0%), Practices and Exams (17.2%). It
should be noted that the elements responsible for current and final control, for feed-
back from students and for educational content, which should be relevant and con-
sistent with other elements of the digital learning system at the university, have the
greatest weight.

Thus, the methodology developed by the authors for assessing the problems of the
traditional e-learning system, new digital educational technologies and the necessary
elements of the digital education system allows structuring and optimizing the univer-
sity's digital transformation policy.

7 Conclusion

The emergence of digital educational technologies is due to two reasons: scientific
and technological progress and the need for rational use of limited economic resources.
Modern digital educational technologies make it possible to improve the quality of the
educational process while minimizing the cost of operating the university.

With all the known advantages of digital educational systems, they need to be im-
proved, since in the conditions of the massive transition to distance learning during the
COVID-19 pandemic, new problems have appeared. The paper presents an assessment
of the level of complexity of these problems. It proposes new digital educational tech-
nologies that can solve the arising problems.
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The proposed new digital educational technologies should be practiced within the
framework of the design, implementation and management of the content of profes-
sional training of students in universities, a model of which is proposed in this paper.

As a result of the application of the proposed measures, the effectiveness of the dig-
ital education system at the university can be significantly increased.
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