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Abstract—This paper researches the evolution process of what is called two-
factor authentication technique and its adaptation related to the educational sys-
tem through the Internet. This technique is a measure of security employed, par-
ticularly in scopes which have valuable information like bank services. It wit-
nesses developments so far as today, in parallel with the developments occurring
in technology. Since this technique consists of two phases, the security is going
to be developed. Today, bank services, devices using the Internet of things, tick-
ets of public transportation and lots of other scopes are utilized. In the information
field, the researchers and scientists always update the techniques of two-factor
authentication to resist the attacks related to security. Last years, the researchers
studied novel technologies like behavioral biometric or biometrics. The training
through the Internet may become much more useful than going to someplace to
study a specific course. Mostly, the participants in the trainings through the In-
ternet get many certificates for success, participation, etc. The principal problem
is how to certify the truthiness of the participant who desires to get the certifica-
tion. In this paper, and by researching the techniques of two-factor authentication,
the Mimic Control Method with Sound Intensity (MCMSI) is proposed to be used
for the training through the Internet.

Keywords—Authentication, Two-Factor, Training, Features, Behavioral, Bio-
logical, MCMSI

1 Introduction

At present, fast evolutions in the section of information technology are significant to
security. As information security is indicated, the most popular method is the technique
of two-step authentication. When the user wants to access to any mobile application,
web site, or electronic device, etc., then a two-step control is required from the user by
asking the another information such as password, biometric information iris, finger-
print, face recognition [1], [2] .Through the years, options of two-factor authentication
have been diversified along with evolutions in technology. Till today, three headlines
can form the techniques of two-step authentication [3]. Hardware-based encryption and

162 http://www.i-jim.org


https://doi.org/10.3991/ijim.v15i13.23227
mailto:Shaymaa.taha.ahmed@basicedu.uodiyala.edu

related techniques are using graphical/alphanumeric encryption, biological and behav-
ioral features [4] .The biological and behavioral properties can be divided into two fea-
tures as physical biology and behavioral biometry. Behavioral biometrics includes com-
piling information such as walking information and location traces. In the future, evo-
lutions in technology point to us two-step verification will require additional behavioral
biometric properties. First areas that witnessed the developing of two-step verification
were finance and banking where security is very significant. At present, lots of areas
like NFC devices, smart home, public transport tickets, transportation use two-step ver-
ification [5] . Information spreading to these areas illustrates the significance of evolu-
tions in technology and information immorality increasing and information verification
[2]. In modern life, the management of time is necessary. Therefore, many people are
participating in training through the Internet to enhance themselves. These training per-
mits the person to participate in currencies anywhere in the world and receive certifi-
cates [6]. In this manner, considerable time will be saved in terms of time and material
[7]. Many people can misuse education through the Internet. Without authentication,
the truthiness of student cannot be known by the provider of education. In this system,
a measure like a two-step verification is used to provide the desired security [8]. The
entire slot of time that is used by the student to connect to the system should have iden-
tity verification, as well as the login screen, to determine the authenticity of the person.
Therefore, verification for the entire active period in the system should be necessarily
performed. This verification can be done by using numerous enhancements on the
method of two-step verification, which is when the user enters any site [9] . This re-
search provides examining up to date techniques of the two-factor authentication and
searching and adapting the most suitable technique of verification for education through
the Internet.

2 Methods of Authentication

Requesting multiple information from a user to log in a specific system creates a
security structure called the two-step authentication. This is similar to possess two locks
on the outer door to block theft in our own houses. A two-factor authentication confir-
mation will occur when the thief plays one of the two keys since he will need the other
key. This means that performing a two-factor authentication on the door [10]. Nonethe-
less, the door locks can be broken without a key when the technology is used. Therefore,
kind of features can be added to the two-factor authentication and should be enhanced
depending on science. As an example of these features are the biometric features like
face recognition and fingerprints, which have been added to guarantee the adaptation
of the two-stage verification with nowadays conditions [11].

2.1  One-factor authentication

This authentication depends only on one factor like username or password. Most of
the users use simple passwords to remember them easily like *12345" or "love" and so
on. However, it seems that the passwords which have capital letters, small letters, num-
bers, etc., are difficult to remember by the users [12].
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Today, despite the weakness in this method, it still is used in many web sites. In this
case, there is nothing to do but raising the realization of the users and strengthening the
security infrastructure of the Internet [13].

2.2 Two-factor authentication

This authentication depends at first on the most primitive method. Then it incorpo-
rated behavioral and biological features.

1. Hardware-based two-factor authentication: ATM smart cards physically used
two-factor authentication. In the first stage, the ATM card is placed by the user, and
then the password is entered. In this way, the safety of the two- factor is achieved.
Despite the safety of this system for many years, but the two-step verification cannot
be considered as a very successful method because the ATM card can be copied or
stolen by someone else. In addition to this hardware-based method today, biometric
two-step verification has begun, such as ATM devices that recognize fingerprints.
In the future, transactions will be performed safely by performing two-step verifi-
cation with behavioral biometrics, without the need for a magnetic-specific hard-
ware structure such as a debit card [12].

When the internet speed was not high, and the usage of a mobile phone was unfa-
miliar, the two-step verification was first used. Therefore, a device called "RSA Se-
curlD" was used to generate the password. The "RSA SecurlD" device is shown in
figure 1. In this device, there is an algorithm which is capable of generating a complex
PIN number. If persons carry this device in today's conditions, the algorithm can still
be considered secure for extensive keys lengths [13].

Fig. 1. RSA SecurlD

In 1999, people heard the concept of the Internet of things (I0T) concept. Various
devices can connect and communicate with each other in this system by using a similar
communication protocol. On the hardware side and with the evolution of 10T and ro-
botics, security has become greatly important [14].

The significance of network security is revealed by the fact that numerous devices
are connected to a single network. The use of two-factor authentication in robotics
should be inevitable in order to provide this security [15]. Data can be exchanged at a
short distance with a low bandwidth by using NFC technology. Two-factor authentica-
tion can be provided by using NFC technology on the hardware side. Figure 2 shows
the two-step verification using NFC [16].
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Fig. 2. NFC working principle

NFC has begun to be used especially in cars, at home street gates because the number
of NFC-enabled devices has increased. At this point, smaller NFC controllers are used
to make users more secure (NFC Controller Chip on mobile phones) [15].

2. Alpha numerical/ graph-based two-factor authentication: Today this method
can be considered as one of the most usually used two-step verification methods. Its
importance appears mainly in the technology of the mobile phone. A general exam-
ple of its usage can be seen when the password is entered on the input screen of any
system by the user. After that, an alphanumeric code coming to the mobile phone
enters the corresponding screen to perform the two-factor authentication [16].

Alpha-numeric two-factor authentication suffers from two fundamental problems.
The first problem occurs as a result of dependency on the mobile phone by the user who
will be unable to access his account, so he cannot perform two-factor authentication in
cases like phone corruption. The second problem occurs when the mobile phone is pro-
vided with SMS by hackers with various malicious software to forward the code to
another phone [14].

The developments in the technologies of touch screen aim graphics-based verifica-
tion to enter people's lives. A pattern is specified by the user, such as touching a partic-
ular point on a pattern or a photo, and the generated graphical password is recorded in
the device. Now, the password of the user is this graphical pattern [5].

The graph-based verification suffers from an essential problem is that malicious peo-
ple can easily observe graphs manually drawn on the screen in public. Android 7.0
version introduced an option to prevent the graphic template drawn from being dis-
played on the screen. However, this option is still not a suitable measure, since the

iJIM — Vol. 15, No. 13, 2021 165



graph-based password can be predicted by malicious people from the fingerprints on
the screen [17].

The researchers have developed a new technology with enhancements in security
like the ability of others to view graphical passwords, predictions from fingerprint
traces, and enhancements in the technologies of touch screen and sensor. This technol-
ogy is called TouchlIn. This technology utilizes the 3D accelerometer sensor [3] Direc-
tion: x-coordinate, y-coordinate, Speed: x-speed, y-speed, Acceleration; x-acceleration,
y-acceleration, Finger press and Hand geometry.

3. Biological based two-factor authentication: This authentication in itself is divided
into two types, Physiological Biometry and Behavioral Biometry. In physiological
biometry, media in the devices are used with the evolution of sensors like fingerprint
detection. Behavioural.

Biometry is still a developing technology. Security is provided by evaluating features
like thoughts, the brain wave, and person movements [12].

4. Physiological biometry based on two-step authentication: In this type, the iden-
tity of a person is verified depending on the physical characteristics. The properties
used today the fingerprint, iris pattern, retina pattern, face features and hand geom-
etry[18].

In recent mobile phones, many features are used at the same time to provide verifi-
cation in many ways; these features are like iris recognition, fingerprints, face recogni-
tion. In the computer world, face recognition has also been made obtainable to the end-
user.

Fingerprinting suffers from one main problem, which is that the system can be en-
tered by malicious people when their finger is torn off, and the relevant sensor is read.
The only possible way to prevent this is to read the information of the finger vein in-
stead of fingerprint [17].

5. Behavioural biometry-based two-step authentication: This is a method of secu-
rity verification which can be made by adding the technology evolutions together
with the parameters that measure the person's behaviour on the physiological bio-
metrics. Features used by behavioural biometrics remain personal behavior, Loca-
tion tracks, Brain waves and Thoughts [16].

RhyAuth system with rhythm-based verification has been introduced. This system
depends on the creation of a melody with numerous notes. According to the graphical
encryption used on the phone, this system is secure, since a melody is created using a
long note. Also, this system is suitable for apparent weakness to use two-factor authen-
tication. However, problems can be caused by this system in noisy environments like
libraries [19].

In the technology of smart card, password verification has been studied. Using the
cryptography method, time-saving is achieved by using the SHA-256 algorithm to val-
idate while waiting for the devices in the queue. This method of authentication has not
been fully evolved. However, with future technology evolutions, it will be something
that its advantage can be taken by end-users [20].
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3 Online Education System

With the development of technology, online training can be taken with the assist of
virtual classes (MOOC, etc.) with no limitation in space and time. When a provider
gives the training online, the truthness of the person who uses the system is unknown.
Therefore, various authentication methods are proposed for online education [21].
These methods contain many verification methods.

3.1 MOOC intelligent identity tool (MOOC-SIA) model

The security method is differentiated by this model as the evaluation part progresses,
like activity, homework. etc. Classical lessons use email and password. In more critical
areas such as homework, lesson activities, security is expanded further and biometric
verification, login and SMS verification, system planning and data mining techniques
etc. are based on the information and training of users on the system. Continuous user
authentication is provided [22]. The schematic of the MOOC model is shown in Figure
3.

UOC MOOC Platform ’ Authentification Methods Repository |
MOOC Participant
Applying security in IT projects ﬂ User Digital Certificate

MOOC - SlA
UOC OpenCourseWare Public
Content Management System ,-
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Fig. 3. MOOC intelligent identity tool (MOOC-SIA) model

3.2 Resistance against imitation

The algorithm maintains the security of the system using the following features by
deciding whether or not the person has real identity [23]Word Length Frequency, Sen-
tence Length Frequency, Part of Speech Tag Disclosure and Word Specific Frequency.
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3.3  Classical methods

Traditional methods are like Fingerprint, Face, Sound as well as Password, SMS,
Keystroke. At the same time, biological and behavioural validation are used on the same
system. In this method, face recognition is performed by looking at eyebrow, cheek,
eye and lip measurements. Volume control is calculated in vector form. In these popular
methods we have mentioned above, one of our focus points is constant identity verifi-
cation based on data mining techniques. Because the system cannot be sure if the user
has forged his identity at first. When continuous authentication is done, it is difficult to
deceive the system [24].

Even if the operation of this system is correct and does not fail, the system will accept
it forever as the right person if the user does not give the correct identity information
since the first time it entered the system. It is needed to ensure that the person entering
the system is the same person from the first moment to be authenticated in online train-
ing. It is important that both the identity information declared at the beginning and at
the end of the last one to be compared [25].

3.4 Mimic Control Method with Sound Intensity (MCMSI)
The preparation stage of the MCMSI method [26], [27]

1. The person to be authenticated is created in the system in the real environment.

. The camera and microphone are used when creating the ID recording on the system.

3. The person who is to be authenticated goes to the camera and reads the alphabet one
by one in the microphone. He then reads the primary two- and three-letter hypothe-
ses.

4. With the help of artificial intelligence, the next system finds the phonetic pattern of
the phonetic alphabet, which is formed by the syllabic combination of the letters in
the alphabet and prompts the user to read the words with this different phonetic
pattern.

. An ID record is created in the system.

. The working principle of the MCMSI method:

7. Since the face of the system user models the behaviour of Gabor wavelet transform,
sensory regions in the human visual system, the feature vector is created, and face
recognition control is performed by the facial features.

8. The user reads the words on the screen, and the system controls the user's face and
face from the PCA base. On the other hand, the voice of the user controls the voice
of the user using the Shell Frequency Cepstrum, Coefficients, Wavelet or Peak fre-
quencies properties.

9. The system overlaps the sound intensity and sound characteristics of the user with
the face and mouth gestures, and if these two features are correct, the identity is
authenticated.

N

o o
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4 Conclusion

In this investigation, it is conceivable to look at the two-factor authentication tech-
niques, which are state-of-the-art and adjust to the online instruction segment. In the
examination, it is seen that two-advance confirmation affirms that individuals are push-
ing toward conduct biometrics, for example, thinking and perusing.

Education through the Internet is turning out to be increasingly more well-known
step by step. Nonetheless, the fundamental issue is that the security verification phase
can't be completely accomplished. A unique feature of the person is suggested to be
utilized to get this security since it is imitated and kept from being utilized by another
person.

A unique authentication is guaranteed by permitting synchronous control of the
mouth, mimic movement and sound movement of the person, and this guarantee is done
by utilizing the sound and camera. Despite the fact that it has a security level much
more than existing systems, there are problems to be defeated like giving the needed
internet bandwidth and computer hardware power. With technology advancement, the
end-user can theoretically change this system into an applicable structure.
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