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Abstract—Cyber-Physical Systems (CPS) are highly multi-
disciplinary systems that involve disciplines such as embed-
ded computing, control theory and communication technol-
ogy. Even though building this kind of systems is a challeng-
ing task, its introduction during the last courses of computer 
science and engineering university degrees has proven very 
valuable to teach students to deal with complexity. This 
paper presents an educational experience in the field of 
Computer Science at the University College of Engineering 
of Vitoria-Gasteiz (UPV/EHU). As part of an elective course, 
students had to design and develop an Android-based re-
mote control system for teleoperating an educative mobile 
robot controlled by means of a Raspberry Pi. They had to 
apply and combine concepts learnt in previous disciplines 
(such as programming, operating systems or communication 
networks), reinforcing already acquired skills, as well as 
gaining other generic skills demanded in their future profes-
sional career, such as: (1) effectively working in groups, (2) 
integrating different technologies, (3) proactive problem 
solving, or (4) coping with system complexity. 

Index Terms—CPS, PBL, Teleoperation, Mobile robotics, 
Education 

I. INTRODUCTION 
The term Cyber-Physical Systems (CPS) was coined at 

the middle of last decade by scientists from different dis-
ciplines, mainly in the fields of real-time and embedded 
systems, networks communications and control systems 
(see Figure 1), to describe those systems that require con-
necting computers (cyber) with the physical world. Spe-
cifically, CPS allow integrating computation and physical 
processes [1, 2]. Somehow, CPS recover cybernetics con-
cepts introduced in 1948 by Norbert Wiener [3] but 
adapted to the XXI century technologies, where the minia-
turization of digital systems and current communication 
technologies allow its pervasiveness and ubiquity. Nowa-
days, these systems are gaining higher importance due to 
the requirements of the new complex control systems, 
especially in terms of accuracy and quality, which typical-
ly involve combining increasing amounts of information. 

So far, such systems, traditionally known as embedded 
systems, have received little attention in the educational 
curricula, particularly in graduate studies, since they were 
considered very complex and specific. In fact, most often, 
the main concern in the design of such systems laid in 
optimizing the use of their resources (mainly CPU, 
memory and communication bandwidth) which tended to 
be scarce. However, this situation is changing rapidly. 
Current market trends, especially the continuing advances 
and cost reductions in the domains of information tech-
nology and computing, are making this kind of systems 
very common in modern applications. Nowadays, it is 
easier and cheaper to have flexible, powerful and low cost 
embedded platforms,  such as Raspberry Pi or  even Ardu- 

 
Figure 1.  Main disciplines involved in CPS. 

ino boards, which facilitate the construction and prototyp-
ing of such systems. Actually, CPSs are becoming a rising 
research topic, being financed by a growing number of 
projects and funding bodies [4, 5]. 

CPS are characterized by the strong interaction with 
physical processes which are dynamic by nature. In this 
type of systems time and concurrency are key issues that 
do not show up at all, or only partially, in general purpose 
systems. Actually, real-time requirements, i.e. those in 
which the correctness of a result includes the time taken to 
obtain it, are typical in CPS. 

On the other hand, the implementation of the so-called 
active methodologies in education is turning classical 
teaching methods into learning experiences. Such meth-
odologies are based on the application of a basic idea that 
comes from cognitive science: learning is the result of 
living repeated experiences in first person. By applying 
active methodologies students acquire skills (including 
theoretical and practical knowledge) through experiences 
(e.g. case studies, problems, or projects) which force them 
to take part actively, by seeking information and discover-
ing appropriate mechanisms, in order to find a solution. A 
common active methodology in the field of engineering is 
the so-called Project Based Learning (PBL) [6]. Indeed, it 
is possible to find many examples of its application to 
teaching in the literature [8, 9, 10]. 

But changing the methodology is not enough for 
achieving a successful learning. It is also necessary, may-
be essential, to propose activities that encourage and mo-
tivate students beyond the obligation to do some work in 
order to pass or obtain a good qualification mark. There-
fore, it is fundamental to raise motivational problems that 
attract the attention of students. This is where the con-
struction of CPSs can provide interesting and motivating 
challenges due to its novelty and multidisciplinary nature. 

52 http://www.i-joe.org



PAPER 
BUILDING A CPS AS AN EDUCATIONAL CHALLENGE 

 

 
Figure 2.  CPS conceptual map, adapted from [11]. 

The concept map shown in Figure 2, adapted from [11], 
provides an alternative definition to the CPS concept 
based on the fact that they are Intelligent, Real Time, 
Networked and Distributed Control Systems involving 
aspects of Security, Integrity and Resilience. As seen in 
the figure, due to its transversal nature the design and 
implementation of CPS is well suited from the educational 
point of view for students in the final year of Computer 
Science and Electronics related degrees. Actually, CPS 
require students to apply multiple skills acquired in previ-
ous disciplines related to computer architecture, operating 
systems, computer networks, computer security, pro-
gramming (structured and object-oriented), project man-
agement, physics and electronic, among others. Unfortu-
nately, too often students see these subjects as isolated 
domains without any interaction with each other, which 
does not correspond to the reality of their future profes-
sional career. 

As a consequence of facing such a variety of techniques 
and systems, CPS designers must address several chal-
lenges [12]: 

1. Efficient integration of heterogeneous network tech-
nologies 

2. Tolerance of the complete system against faults on 
individual devices 

3. Prioritization of critical actions in system degraded 
situations 

4. Efficient energy management of the distributed sys-
tem 

5. Communications security 
In order to satisfy simultaneously all the above re-

quirements an additional abstraction layer (middleware) is 
typically utilized [13]. This layer, located above the appli-
cation layer (see Figure 3), is responsible for enabling an 
efficient management of the interactions in CPS. Indeed, 
there is evidence that using middleware in complex dis-
tributed applications results in a reduction of up to 50% on 
the cost of software development [14]. 

This paper presents an educational experience devel-
oped by final year students of the Computer Engineering 
in Management and Information Systems Degree of the 
EUI Vitoria-Gasteiz, within an elective course on Systems 
Administration. More specifically, following the project-
based learning methodology, students were suggested to 
build a CPS that allowed them to strengthen specific skills 
acquired in previous courses and other particular transver-
sal competences of the degree. The result of the experi-
ence was the design and development of an Android-
based remote control system for teleoperating an educa-
tive mobile robot. 

The remainder of this paper is organized as follows. In 
Section II some educational experiences that have been 
conducted with CPS are analyzed. In section III the pro-
ject and its justification are posed. Phases and problems 
encountered during the development of the work are de-
scribed in Section IV. Finally, Section V draws some 
conclusions. 
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II. EDUCATIONAL EXPERIENCES WITH CPS 
In addition to introducing a technology that is already 

happening, designing and implementing Cyber-Physical 
Systems (CPS) can be a suitable method in higher educa-
tion to acquire knowledge and reinforce skills. In this 
scenario, some universities, such as UC Berkeley, are 
delivering introductory courses to CPS design and devel-
opment. In this particular case the text of the course is 
available online [7] and may provide an overview about 
the subject. As it can be seen in the papers presented at the 
first workshop on education in CPS [15], there is a very 
active community interested in the teaching of this kind of 
systems which focuses on their theoretical aspects as well 
as in the problems that arise during their implementation 
in the classroom. 

 
Figure 3.  Cyber-Physical level and Middleware for CPS. 

It is important to note that the acquisition of skills is 
done gradually during the development of the studies. In 
fact, although skills are acquired through different subjects 
taken along the grade, they should logically not pursue the 
same learning objectives. Thus, during the first degree 
courses, instructors try to design subjects that motivate 
students in order to acquire basic competence levels. For 
example, in [16] LEGO Mindstorms NXT robots are used 
to show students the importance of using flowcharts in the 
process of program design, and the consequences of not 
making them correctly. Conversely, subjects studied dur-
ing the last years of the degree should include learning 
experiences involving other skills more related to the 
future professional careers of students such as: (1) work-
ing effectively in groups; (2) integrating different technol-
ogies; (3) solving problems proactively; or (4) coping with 
the complexity of the systems. In this scenario, projects 
based on the CPS concept can be very motivating and 
interesting for their freshness during the last years of the 
University degrees. 

III. PROJECT DESCRIPTION 
This paper describes an experience carried out in Sys-

tem Administration, an elective final-year degree subject 
for Computer Science students. The instructors proposed a 
CPS project involving a distributed control application for 
teleoperating a mobile robot by means of an Android-
based smartphone. Students had to evaluate different 
hardware platforms and technologies for remotely control-
ling a given educational robot, consisting of a three-
wheeler, driven by two-wheels with an additional free 
wheel (see Fig. 6). More specifically, students analyzed in 
detail the possibilities offered by different hardware plat-
forms, including Arduino and Raspberry Pi, and tested 

their capacity to send appropriate control signals to the 
servo motors that drive the three-wheeler. 

One of the requirements of the project was to provide a 
low-cost solution, since the available budget was limited. 
After the analysis, students finally chose a Raspberry Pi 
board for directly controlling the three-wheeler, and an 
Android phone as user interface. These devices were pro-
grammed in personal laptops under the Ubuntu 
GNU/Linux operating system. 

The project involved controlling the mobile robot by 
means of the gyroscope available at the mobile phone. An 
application was developed which translated the left and 
right tilt movements of the smartphone into motion com-
mands to be followed by the mobile robot. The application 
executed on the phone provided a small graphical user 
interface for controlling the speed of the mobile robot. The 
communication between these two platforms was estab-
lished by means of TCP sockets over Wi-Fi technology. 

A. Platform Justification 
Instructors considered that the proposed project was 

particularly suitable for the course as it required using 
varied hardware, which demonstrated the skills of operat-
ing systems management and development acquired in the 
course. At the Raspberry system the Raspbian platform 
was chosen, which is a Debian-based GNU/Linux distribu-
tion aimed at Raspberry Pi hardware. Raspbian provides 
great flexibility and allowed students to demonstrate their 
ability in applying the knowledge acquired in the theoreti-
cal part of the course. Android was used to provide the 
user interface. Note that both decisions were also respond-
ing to the student’s desire of experimenting with these 
platforms, based on their novelty. 

B. Mobile Robotics 
It has always been very appealing to work with mobile 

robots. This can be motivated for being the ultimate tool 
for humans, our own reflection or our Frankenstein, as 
explained by Gubern [17]. Undoubtedly, human beings 
have pursued the autonomous robot idea for a long time, 
robots that could facilitate our lives. Nowadays, such 
devices have already begun to enter our houses becoming 
increasingly popular, e.g. in the form of autonomous vac-
uum cleaners. However, these systems are fairly complex 
to build. 

Although mobile robots have a long tradition in engi-
neering, both the physical and control parts are frequently 
resolved separately. In the majority of cases top-down 
approaches are used, based on classical artificial intelli-
gence techniques. In other cases, as it can be found in 
disciplines such as Artificial Life, a global bottom-up 
incremental development is sought, which can be easily 
applied to CPS. For example, in the field of Evolutionary 
Robotics (ER) this approach is radical [18]. Precisely in 
the ER there was a revolution with the consideration of 
the concepts corporeity and location, necessary for obtain-
ing intelligence [19, 20, 21]. The system should have a 
place in the environment and must be able to interact with 
the environment through physical form. 

IV. DEVELOPMENT OF THE EXPERIENCE 
The experience addressed in this work can be divided 

into the following four phases: (1) project conception; (2) 
system behavior; (3) problems encountered; and (4) re-
sults, which will be described through this section. 
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Figure 4.  Initial scheme of device interaction. In the final system the Raspberry Pi creates the hotspot. 

A. Project Conception 
The main problem was to design a system based on a 

client-server architecture connected by TCP sockets over 
Wi-Fi technology. This scheme allows distributing the 
work in the system in a natural way. Project work plan-
ning was divided into the following tasks (see Fig. 5): 
• Server Programming: An embedded server listen-

ing to the movement commands issued by the cli-
ent application encoded as strings. The server was 
implemented as a Python programmed service over 
the Raspbian OS at the Raspberry board. 

• Hardware Configuration: Removing and chang-
ing the mobile robot proprietary control and elec-
tronics in order to connect directly the GPIO ports 
of the Raspberry Pi to the servos. At this stage the 
use of an Arduino board was considered for the in-
terface between the Raspberry Pi and the robot, but 
this solution was finally discarded. 

• Client Programming: A Java client application on 
top of Android capable of generating the appropri-
ate interaction with the server via TCP sockets and 
string messages. 

• Communications: Defining the messages sent 
among the client and the server (including images 
from the robot's camera, a standard USB webcam 
compatible with the V4L of the Linux kernel) and 
testing of a hotspot for WiFi communications. 

• Documentation: Documentation of the whole pro-
ject. 

The development of the project followed an iterative 
and incremental methodology, that is, at first, basic func-
tions were implemented and new functionalities were 
added as investigated. During this process requirements 
were modified along with the system design, which is a 
common approach in projects where agile methodologies 
and free software are used. 

B. System behavior 
The client connects to the server via a socket and re-

sponds to the events generated by the Android GUI appli-

cation by means of sending text strings and receiving 
“OK” messages when commands are executed correctly. 
In case of lack of events, only background video images 
captured by the camera are sent and shown by means of 
the android.widget.VideoView class. 

 
Figure 5.  Relative weight of the different project tasks. 

An application protocol between the client (executed on 
top of Android) and the server (executed at the Raspberry 
Pi) was defined, which included the messages shown in 
Table I. The first two messages were related to the man-
agement of the connection. Five additional control com-
mands, with their corresponding parameters, were used to 
manage the vehicle. The server receives the string com-
mands which are processed individually. It also reports 
"OK" in all successful operations as a means of basic error 
handling. The information flow is detailed in Fig. 6. 

TABLE I.   
COMMUNICATION MESSAGES OF THE IMPLEMENTED PROTOCOL 

Connection Control Errors 
"STARTCONNECTION" "MOVE" "OK" 
"ENDCONNECTION" "BRAKE"  
 "LIGHTS"  
 "DIRECTIONLIGHT"  
 "EMERGENCYLIGHTS"  
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Figure 6.  Illustration of the communication flow in among devices. 

C. Problems and difficulties 
During the development of the project, students had to 

face up to the typical difficulties when unknown tech-
niques are learnt and implemented on the fly, such as 
learning new programming languages or using novel plat-
forms. They also had to review basic knowledge acquired 
in previous disciplines, e.g. how to use electronics to con-
trol the lights of the robot. In most cases, these difficulties 
were solved by the students just by searching solutions to 
the problems at the Internet. 

One problem that took a significant amount of time to 
solve was finding a way to control the servos directly 
from the Raspberry. The design could be simplified using 
an Arduino board, which provides the capacity of using 
hardware pulse width modulation (PWM) signals. Never-
theless, for the sake of simplicity students decided to dis-
card this option in order to reduce the number of different 
hardware platforms used. Instead, they used a Linux li-
brary for accessing Inputs and Outputs, including PWM 
signals, directly from the Raspberry Pi, the so-called 
RPIO. This approach required compiling, installing, and, 
of course, learning how to use this library. Also, students 
had to face the lack of information about the robot servos, 
since no appropriate documentation was available. Stu-
dents had to use trial and error techniques to obtain the 
corresponding values: Between 0 and 150 pulses the 
movement speed is proportional backwards, and from 150 
pulses on it is proportional forwards. 

The decision of which device should “create” the Wi-Fi 
settings and its configuration also required some analysis, 
since the IP address of the server was defined in the client 
program and no service discovering mechanism was im-
plemented. The use of the institutional eduroam Wi-Fi 
was discarded for the sake of simplicity, mainly because 
due to security issues traffic is limited to certain ports. At 
first, the Wi-Fi hotspot creator was intended to be the 
laptop, but later it was decided that the Raspberry itself 
could create it. This approach required compiling the 
device driver and working in the Raspbian system. 

The video traffic generated at the mobile robot caused 
several problems. Firstly, it was necessary to compile and 

install the driver of the USB camera as a Linux kernel 
module, so that the Raspbian could handle the image. In 
addition, the video format sent from the Raspberry to the 
Android application was very specific and involved send-
ing dummy sound, because it was so required by the Java 
class responsible for displaying the Android background 
video: android.widget.VideoView. The video signal 
was generated by means of a real time streaming protocol 
(RTSP) executed with the VLC media player at command 
line Raspbian. 

It also became necessary to take into account and ob-
serve the frequency at which the server had to read the 
sockets to avoid over-consuming battery and overheating 
the Raspberry. As the client is event-driven and the server 
blocked for readings, processor consumption was not 
significant. 

Energy was mainly consumed by the servo motors, the 
video signal conversion and the Wi-Fi hotspot. The use of 
more suitable hardware could have decreased energy 
consumption, for example, replacing Wi-Fi communica-
tions for a more suitable ZigBee network could have 
saved energy at the robot. However, budget constraints 
rejected this option. 

During the project implementation students incurred in 
some typical errors, which are frequent in the learning 
process of the technologies involved. For example, they 
tried to feed the Raspberry Pi from the USB port of a 
laptop while being programmed. However, this connector 
only provides 500 mA which are insufficient for both 
tasks. For this reason, the Raspberry Pi inexplicably used 
to crash or “hung”. 

D. Results 
Overall, instructors consider that the learning experi-

ence has been very positive from the point of view of 
student learning: minimum objectives were achieved and 
new fresh features were included. The degree of satisfac-
tion of students was also very high, since they were very 
motivated to learn new technologies. There is a demon-
stration video available at [22]. 
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Figure 7.  Final robot as presented. The Raspberry Pi, battery, webcam, 
Mobile Android with webcam image projector and a PC with the same 

video signal with a delay is observed. 

V. CONCLUSIONS 
This paper describes a Project Based Learning experi-

ence involving the development of a Cyber-Physical Sys-
tem. The proposed project consisted of developing and 
Android-based remote control system for teleoperating an 
educative mobile robot. More specifically, the project 
involved: (1) Creating an Android-based client that pro-
vided the user interface to remotely control an educative 
mobile three-wheeler robot; and (2) Programming a Rasp-
berry Pi-based server which controlled locally the opera-
tions of the mobile robot itself. A demonstration video is 
provided at [22]. 

 The authors consider that proposing projects based on 
the CPS concept is very suitable for students at their final 
year at Computer Science and Engineering Degrees for 
several reasons: 

1. this kind of projects combine the application of di-
verse skills and knowledge acquired in previous 
courses; 

2. they allow developing transversal skills demanded in 
the future professional career of the students (such as, 
working effectively in groups, integrating different 
technologies, proactive problem solving, or coping 
with system complexity); 

3. due to their novelty, students get more motivated, 
proactive, and inventive. 

In addition, it is important to note that this type of pro-
jects allows instructors to have a context to refer the ex-
planation of concepts related to the key skills of the sub-
jects.  

In order to further increase the motivation of the stu-
dents, in the future it is envisaged to change the hardware 
platform to an remote controlled vehicle, already used in 
many situations, as in [23, 24]. 
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