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Abstract—CoAP and MQTT are messaging protocols in the application layer 

of the IoT architecture. Both protocols, in general, have not been equipped with 

certain authentication schemes to cope with the network security gap. Without an 

authentication mechanism, the protocol is prone to mand-in-the middle attacks. 

Addressing this issue, the present study attempted to implement an authentication 

scheme using zk-SNARK Homomorphic Hiding (HH). This authentication 

mechanism does not require a token exchange and is safe from an eavesdropper. 

In this study, zk-SNARK HH was implemented to CoAP and MQTT protocols. 

The performance of both protocols was compared. The result of the study indi-

cates that zk-SNARK was successfully implemented in CoAP and MQTT proto-

cols. The result of the independent sample t-test presented a significant difference 

in COAP and MQTT memory usage where MQTT required larger memory. Re-

garding time execution, no significant difference was noticed. To conclude, 

CoAP may serve as an alternative when zk-SNARK is implemented in a device 

with limited memory as it requires lower memory and has an execution time that 

is not significantly different from MQTT. 
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1 Introduction 

Internet of things (IoT) allows users to manage several devices remotely simultane-

ously through the internet [1] and applied in various applications such as in health [2], 

education [3], agriculture [4] and so on. All components are linked through communi-

cation in the form of data and information exchange between devices based on rules, 

format, and functions understood by the devices. This data exchange rule is called the 

messaging protocol.  

Among several IoT messaging protocols are Message Queuing Telemetry Transport 

(MQTT) and Constrained Application Protocol (CoAP) [5]. MQTT is an IoT protocol 

designed as a light data transmission protocol, offering advantages in IoT devices. 

Among its advantages is minimizing IoT devices' network bandwidth and resources 

while ensuring the accuracy and timeliness of the data transfer [6]. Meanwhile, CoAP 
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refers to a web-based data transfer protocol designed for nodes and networks with lim-

ited resources. 

An IoT system requires a security scheme to protect its data from various possible 

network security gaps. One of the important factors of network security lies in the au-

thentication. Authentication is applied to ensure the correctness of the sender's identity 

and the authenticity of the data being sent. Without an authentication mechanism, an 

attacker can pretend to be an authentic sender to see, modify, or even exploit the avail-

able data and causing troubles in the data exchange process, which may also lead to the 

system performance failure. Once an attacker gains access to control a system, they can 

take over the entire system.  

Some previous studies have implemented authentication mechanisms on IoT proto-

cols based on cryptography. The study conducted by [7] reports an implementation of 

lightweight crypto, while studies by [8] and [9] apply Elliptic Curve cryptography. An-

other study [10] used threshold cryptography. Meanwhile, the study conducted by [11] 

proposes a lightweight security scheme using the AES algorithm. The study reports that 

the proposed scheme (Auth-Lite) is ideal for securing CoAP systems using low power. 

Another study [12] developed an authentication mechanism that changes the password 

set for each authentication session. The developed mechanism is reported to manage 

securing IoT devices from attacks. A study by [13] designs and implements a token-

based authentication in MQTT using four components: publisher, subscriber, broker, 

and token authentication server. 

The study conducted by [14] applied OAuth, while [15] and [16] applied Digital 

Certificate for the authentication process in IoT. In [17] credential shared key is used, 

while Kerberos has also been implemented for IoT-based smart homes [18]. However, 

the existing literature mostly used tokens as authentication. This authentication method 

exchanges a secret token to be validated. This method still has a security gap in CVE-

2019-13483. In this gap, attackers can read and duplicate the token through the sniffing 

process. This condition is worsened by the absence of a mechanism capable of validat-

ing the token sent to the verifier, allowing unexpected devices to easily use the token 

to pass the authentication and enter the system. 

Regarding the problem described previously, an authentication method for an IoT 

system called Zero-Knowledge Proof (ZKP) is proposed. ZKP possesses a concept to 

prove a secret without requiring token exchange between Prover and Verifier. ZKP can 

be implemented using various rules or protocols, including Zero-Knowledge Zero-

Knowledge Succinct Non-Interactive Argument of Knowledge Homomorphic Hiding, 

known as zk-SNARK HH, an authentication mechanism that does not exchange any 

sensitive data between two parties. zk-SNARK HH offers a more secured authentica-

tion mechanism as it does not involve confidential data exchange [19]. Based on the 

previous studies described earlier, the present study attempted to implement a security 

authentication using the zk-SNARK HH algorithm on an IoT system. The system em-

ployed CoAP and MQTT as its data exchange protocol, run upon the 6LoWPAN net-

work. This system contains three nodes where two of them serve as sensor gateways 

while another node serves as a middleware. CoAP protocol was implemented in one of 

the sensor gateways, while MQTT protocol was implemented to the other sensor gate-

way to send the data to the middleware. 
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2 Zero-knowledge succinct non-interactive argument of 

knowledge Homomorphic Hiding 

Zero-knowledge Proof (ZKP) is an authentication security method using polynomial 

probability theory. In ZKP system, a party is obliged to follow the protocol and rules 

determined by another party to see the correctness of a sensitive data without directly 

discover the secret. In other words, ZKP is a cryptographic method used to prove a 

secret without involving the process of exchanging the secret. In the present study, zk-

SNARK HH was applied as the ZKP method [19]. 

The core element of this method lies in the use of Homomorphic Hiding (HH) that 

allows mathematical operation of an encrypted values. For instance, the x and y values 

are known, and the values are encrypted, thus: 

𝐸(𝑥) and 𝐸(𝑦) 

Homomorphic Hiding zk-SNARK should meet the following properties: 

• For most x, it is difficult to find x if the 𝐸(𝑥) is known. 

• Different input results in different output – thus if 𝑥 ≠ 𝑦 , then 𝐸(𝑥) ≠ 𝐸(𝑦). 

• If the 𝐸(𝑥) and 𝐸(𝑦) are known, the 𝐸(𝑥 + 𝑦) values can be determined from E(x) 

and 𝐸(𝑦). 

Homomorphic Hiding zk-SNARK is applicable for Zero-Knowledge proof. For in-

stance, Prover attempts to prove to the verifier that they know the number 𝑥, 𝑦, thus 

x+y with the prime value p and generator g.  

1. The prover sends 𝐸(𝑥) and 𝐸(𝑦) to the Verifier: 

 𝐸(𝑥) = 𝑔𝑥  𝑚𝑜𝑑 𝑝 and 𝐸(𝑦) = 𝑔𝑦𝑚𝑜𝑑 𝑝 (1) 

2. Verifier calculates 𝐸(𝑥 + 𝑦) that can be done because 𝐸(𝑥) is HH with discrete log-

arithm: 

 𝐸(𝑥 + 𝑦) = 𝑔𝑥+𝑦 𝑚𝑜𝑑 𝑝 − 1  

 𝐸(𝑥 + 𝑦) = 𝑔𝑥𝑔𝑦 (2) 

3. The verifier also calculates E(x+y) and checking whether: 

 𝐸(𝑥 + 𝑦) = 𝐸(𝑥). 𝐸(𝑦) (3) 

Different encrypted inputs create ciphertext and verifier receives the proof only if th 

prover send ciphertext from x and y that is same with the 𝑥 + 𝑦 encryption result. Ver-

ifier does not know x and y because the verifier only has an access to ciphertext [19]. 

In this study, the zk-SNARK HH algorithm is implemented on an IoT system. This 

system contains three nodes where two of them serve as sensor gateways while another 

node serves as a middleware. Sensor gateway has to authenticated itself to middleware 

before sending the sensor data, hence the middleware is a verifier that authenticate the 

sensor gateway that proves that they are legitimate sensor gateway. 
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3 System design 

In this study, an authentication method for an IoT system called Zero-Knowledge 

Proof (ZKP) is implemented. ZKP possesses a concept to prove a secret without requir-

ing token exchange between Prover and Verifier. The system consists of three nodes 

connected to the MRF24J4M0MA as the radio module functioning to connect each 

node. Two nodes serve as the sensor gateway while the other node serves as 

middleware. Sensor gateway acts as a prover, and the middleware as a verifier. 

The sensor gateway in this study consists of two types, MQTT and CoAP protocols. 

The middleware serves as the service provider to receive data from both protocols 

applied in the system. In addition to performing the monitoring function, middleware 

in this study also serves as the broker for the MQTT protocol. The authentication 

process begins when the node (in this study, sensor gateway node), acting as the prover, 

asks for authentication access to the verifier (middleware). The verifier then gives the 

first challenge to the prover. The prover accepts the challenge and sends the answer to 

the verifier. Once the verifier receives the response, the verifier checks the correctness 

of the answer. The verifier grants connection access to provers if they manage to obtain 

a threshold value of 100% as depicted in Figure 1. 

In this design, zk-SNARK HH is implemented on the prover and verifier. There are 

two values the prover and verifier should agree on, namely the divisor/modulus p of the 

random prime number p and randomly generated generator g. The authentication pro-

cess begins when the sensor gateway node asks for access to authenticate the verifier 

(i.e., middleware). As a response, the verifier then gives the first challenge to the sensor 

node. The sensor node receives the challenge and responds in the form of ciphertext of 

encrypted x and y values based on equation (1), where the sum of x and y values is 

equal to the challenge given by the verifier. The ciphertext is sent back to the verifier. 

After receiving a response from the sensor node, the verifier calculates the ciphertext 

based on equation (2). This can be done due to the implementation of Homomorphic 

Hiding for zk-SNARK. The verifier should also calculate the ciphertext of the challenge 

it gives to provers. The sensor node is deemed successful in solving the challenge if the 

calculation result aligns with equation (3). 

The sensor node gains a 50% trust level when it manages to solve the challenge 

correctly and a 0% trust level when it fails to solve the challenge. This process is 

performed continuously until the verifier’s trust level in the sensor node reaches the 

determined threshold. In this study, the prover is required to solve challenges for 34 

rounds to gain a 100% trust level. When the determined trust value is met, the verifier 

will allow the sensor node to send the data. 
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Fig. 1. Sequence diagram on zk-SNARK authentication process 

4 Result and comparison  

A performance test was conducted to find out the system performance when carrying 

out the authentication process. The performance test was conducted by considering IoT 

devices’ limited resources. The test was performed following the test metric, i.e., dy-

namic memory usage and authentication process execution. 

The memory usage and authentication time were used as parameters to find out the 

number of memories used during the authentication process and the length of the pro-
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cess. Memory usage used as the metric in this test was the memory usage on the de-

vice’s SRAM, while the execution time was counted from the time verifier receives a 

connection request from the prover until the trust level threshold was attained.  

The following Tables 1 and 2 display the result of the performance test. The average 

memory usage on MQTT and CoAP was 0.485 MB and 0.283 MB, respectively. Re-

garding the authentication time, MQTT takes 0.317 ms on average, while CoAP took 

0.216 ms on average, as displayed in Table 2. 

Table 1.  zk-SNARK authentication memory usage test 

Parameter Group N Mean SD SE 

Memory 
CoAP 51 0.283 0.096 0.014 

MQTT 51 0.485 0.091 0.013 

Table 2.  zk-SNARK authentication time test 

Parameter Group N Mean SD SE 

Time 
CoAP 51 0.261 0.543 0.076 

MQTT 51 0.317 0.359 0.050 

 

Fig. 2. Comparison of authentication time between CoAP and MQTT 

 

Fig. 3. Comparison of memory usage between CoAP and MQTT 
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The performance test results were statistically processed to interpret the data. The 

statistical process aim to find out the difference in zk-SNARK HH authentication on 

MQTT and CoAP protocols in terms of memory usage and execution time. An inde-

pendent sample t-test was applied. Two hypotheses were proposed, H0 was accepted if 

there is no significant difference in memory usage and authentication time between the 

zk-SNARK HH authentication method on MQTT and CoAP. H0 was rejected if there 

is a significant difference in memory usage and authentication time between MQTT 

and CoAP protocols. The data were processed using JASP [20]. The results were pre-

sented in Tables 1 and 2.  

The independent sample t-test result indicates a significant difference in memory 

usage between MQTT and CoAP protocols, shown by the Sig. value (2-tailed) of 

<0.001. However, the independent sample t-test found an insignificant difference in 

execution time between zk-SNARK authentication on MQTT and CoAP protocols, as 

indicated by the Sig. value (2-Tailed) of 0.268 (>0.05). 

Table 3.  Independent sample T-Test on execution time 

Parameter T df P 

Time -1.114 100 0.268 

Table 4.  Independent sample T-Test on memory usage 

Parameter T df P 

Memory -10.914 100 < 0.001 

 

According to the independent sample t-test, there is a significant difference in 

memory usage when implementing zk-SNARK HH authentication on MQTT and 

CoAP protocols. It was found that MQTT requires more memory than CoAP. In other 

words, the CoAP protocol is deemed more effective when zk-SNARK authentication 

is implemented in a device with limited resources. The MQTT protocol requires more 

memory because the resource (source code and library on paho-mqtt) used in each de-

vice is more than the CoAP protocol (CoaPthon). 

It was found that the MQTT protocol exhibited better performance in terms of time 

execution, thanks to its data exchange architecture (publish-subscribe). The subscriber 

nodes in MQTT do not require repeated requests to gain the data, allowing the sub-

scribed node to automatically receive data from publishers according to the topic. In 

contrast, CoAP data exchange architecture (client-server) requires continuous data re-

quests. Although the MQTT protocol is faster, the data concludes that no significant 

difference is found in terms of execution time. Thus, zk-SNARK HH can be imple-

mented both on MQTT and CoAP protocol without a significant difference in execution 

time. 
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5 Conclusion 

Based on the performance test, zk-SNARK HH authentication on CoAP and MQTT 

protocols was proven effective in IoT systems. There is a significant difference in 

COAP and MQTT memory usage, where MQTT requires larger memory. Regarding 

time execution, no significant difference was noticed. Thus, CoAP may serve as an 

alternative when zk-SNARK is implemented in a device with limited memory as it 

requires lower memory and has an execution time that is not significantly different from 

MQTT. 
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