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ABSTRACT

Atypicalstructureofanauto-compensationsystemforquantumkeydistributionisgiven.Theprinciple
ofoperationofafiber-opticsystemforthedistributionofquantumkeyswithphasecodingofphoton
statesisdescribed.Theoperationofthesysteminthesynchronizationmodeandtheformationof
quantumkeyswasinvestigated.Theprocessofdetectingatimeintervalwithanopticalsynchronization
pulseisanalyzed.Thestructuralschemeoftheexperimentalstandofthequantum-cryptographic
networkisgiven.Dataareobtainedthatattesttothepresenceofamultiphotonsignalduringthe
transmissionofsyncpulsesfromthetransceiverstationtothecodingandbackwarddirection.The
resultsofexperimentalstudiesarepresented,whichprovetheexistenceofavulnerabilityintheprocess
ofsynchronizationofthequantumkeydistributionsystem.Itisshownthattheuseofamultiphoton
opticalpulseasasyncsignalmakesitpossibleforanattackertounauthorizedaccesstoaquantum
communicationchannel.Theexperimentalresultsshowthattappingaportionoftheopticalpower
fromthequantumcommunicationchannelduringthesynchronizationprocessallowsanattackerto
remainunnoticedwhilethequantumprotocolisoperating.Experimentallyprovedthepossibilityof
introducingmalfunctionsintotheoperationofthequantumcommunicationsystematthestageof
keyformation,whileremaininginvisibleforcontrolmeans.
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1. INTRoDUCTIoN

Moderncryptographicprotocolsthatensurethesecurityoftransmittedmessageshaveahighresistance
toburglary.Thestabilityofciphersisbasedonmathematicalformulationsandthelimitedcomputing
resourcesoftheattacker.Itisbelievedthatuntilnowthemostreliablesecurityinthetransmissionof
messagesprovidestheuseofone-timepads.Thedevelopmentofsymmetricmethodsofencryption
islimitedtothemainprobleminthetransmissionofconfidentialinformation,whichisformulated
astheproblemofdistributingasecretkeybetweenlegitimateusers.

Thewell-knownShannonrule,whichinterpretstheuseofasecretkeyforasecuretransmission,
isupdatedwith thedevelopmentofnewtechnologiesfor theformationofsecretkeys.Thus, the
achievementofabsolutesecrecy in the transmissionofmessages ispossibleonlybysolving the
problemofkeydistribution.

Thedevelopmentofmethodsofquantumcryptographytoensuresecurityintelecommunications
systemsofinformationtransmissiontheoreticallyallowstoachieveabsolutesecrecyofciphers(Gisin
etal.,2002).Quantumcryptographyisbasedonthelawsofquantumphysicsandisbasedonthe
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codingofthequantumstateofasingleparticle.Theessenceofquantumcryptographyliesinthe
reliabledistributionofthesecretkeybetweenlegitimateusers.Anothercomponentinthequantum
distributionisthecreationofarandomsecretkey(Bennetetal.,1992;Stuckietal.,2002;Broadbent
&Schaffner,2007).

Practicalimplementationofquantumcryptographyisbasedonquantumkeydistributionsystems
(QKDS).Iftheexistingencryptionalgorithmscanbedistortedbymathematicalimprovements,then
quantumcryptographyistheonlywaytosolvetheproblemofkeydistribution.Recallthatthebasis
ofquantumcryptography lies in the followingstatements: it is impossible tocloneanunknown
quantumstateanditisimpossibletoobtaininformationonnon-orthogonalquantumstateswithout
perturbation.Consequently,anyunauthorizedmeasurementwillleadtoachangeinthequantumstate.

In quantum cryptography, symmetric cryptosystems are common (Makarov, 2007). In such
systems,onekeyisusedforbothencryptionanddecryption.Messagessentalongthelinesofquantum
communication,theoreticallycan’tbeinterceptedorcopied.Quantumkeydistributionisatechnology
basedonthelawsofquantumphysicstocreateasequenceofrandombitsintworemoteusers.This
sequenceisusedasacryptographickey,andthekeyarrayitselfiscalleda“one-timepad.

2. QUANTUM Key DISTRIBUTIoN SySTeMS

In2007,themethodsofquantumcryptographywerefirstappliedinalarge-scaleproject.Quantum
securitysystem,developedbytheSwisscompanyidQuantique,wasusedtotransmitvotingdataat
theparliamentaryelectionsinGeneva.Todate,reallyfunctioningquantumcommunicationsystems
have been created. The efforts of developers are now aimed at increasing the communication
range,increasingthespeedofformingaquantumkey,improvingthecharacteristicsoffiber-optic
components.

As noted earlier, a symmetric cryptosystem generates a shared secret key and distributes it
amonglegitimateuserstoencryptanddecryptmessages(Rumyantsev&Pijokin,2015).Anattacker
attempting to investigate transmitted data can’t measure photons without distorting the original
message.Thesystemontheopenchannelcomparesanddiscussessignalstransmittedonthequantum
channel,therebyverifyingthemforthepossibilityofinterception.Ifthesystemdoesnotcontain
errors,thenthetransmittedinformationcanbeconsideredsecurelydistributedandsecret,despiteall
thetechnicalcapabilitiesthatacryptanalystcanuse.

Quantumkeydistributionsystemsoperateunderthecontrolofquantumprotocols.Thereare
severalprotocolsofquantumcryptographybasedonthecodingofsinglephotonstates,forexample:
BB84,B92,Koashi-Imoto,SARG04andtheirmodifications(Kurochkinetal.,2012).Underthesignal
inquantumcommunicationsystemsismeantthetransmittedquantumstateofaphoton.Thefirst
protocolthatwasimplementedintheQKDsystemsiscalledBB84.ThebasisoftheBB84protocol
istheprinciplesofparticlephasecodingandauto-compensationofpolarizationdistortions.This
protocolisalsocalledbi-directionalbecauseofthepropagationoftheopticalsignalalongasingle
fiber-opticpathintwodirections.NotethattodaytheBB84protocolhasmoreefficientmodifications.
IntheknownBB84protocol,thereceiveranalyzesthephotonsandrandomlyselectsthepolarization
measurementmethod.Onanunprotectedchannel,thereceiverinformsthesenderofthemethodof
choosingthebasisforeachphoton,withoutrevealingthemeasurementresultsthemselves.Afterthat,
thesenderonanunprotectedchanneltellsyouwhetherthetypeofmeasurementforeachphotonis
correctlyselected.Asaresult,anunrefined(raw)keyisgenerated.

3. SyNCHRoNIZATIoN IN QKD SySTeM

The QKD system can’t operate without synchronization (Lydersen et al., 2010). During the
synchronizationprocess,opticalpulsespropagatefromthetransceiverstationtotheencodingandvice
versa.Thesynchronizationtaskisthedetectionofthesignaltimeintervalwithmaximumaccuracy.
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Wewillexplainthatunderthesignaltimeintervalismeantatimewindowcontaininganopticalsync
pulse.Thepulsesarerecordedbyone-photonavalanchephotodetectorsofthetransceiverstation.Let
usconsiderinmoredetailthesynchronizationprocessusingtheexampleofanactivequantumkey
distributionsystemwithphasecodingofphotonstates.Theprocessconsistsofthreestages,eachof
whichisacontinuationofthepreviousoneandconsistsindeterminingthemomentofdetectionof
theopticalpulsebysingle-photonphotodetectors.Theproblemofdetectingthesignaltimeinterval
issolvedbymeasuringthepropagationpathlengthoftheopticalpulsefromthetransceiverstation
totheencodingandviceversa.Thestructuralschemeofthesynchronizationprocessoftheauto-
compensationQKDsystemisshowninFigure1.

Alaserdiodegeneratesopticalpulsesatawavelengthof1550nmandadurationofabout1ns.
The period and duration of the optical pulse are absolutely stable. The repetition period T

s
 is

determinedbythelengthofthequantumcommunicationchannelbetweenthestationsoftheQKD
system.ThetimeframeequaltotheopticalpulserepetitionperiodT

s
isdividedintoN

w
oftime

windowswithaduration t
w

sothatT
s
=N

w
∙ t

w
.Photodetectorsareputintoworkingmodeand

asequentialpollingofalltemporarywindowsbegins.EachwindowisanalyzedNtimes.Thus,the
valueofNisformulatedasthesamplesizeinthetimewindow.Whenanalyzingeachtimewindow,
thenumberofregisteredphotoelectrons(PEs)and/orpulsesofdarkcurrent(PDC)isfixed.After
pollingall N

w
 timewindows,anarrayofvaluesof registeredPEand /orPDCis formed.The

conditions fordetecting theopticalpulseby thedetectionequipmentduringsynchronizationare
describedin[9].ThetimewindowwiththemaximumnumberofregisteredFEsisrecognizedasa
signalwindow.Ateachnextstageofsynchronization,thedurationofthetimewindowisreduced.
So,inthefirststage t

w
=300ps,onthesecond t

w
=60ps,atthethirdstage t

w
=10ps.

Notethattheaccuracyofthetimewindowin10psmakesitimpossibletochangethephysical
lengthofthequantumcommunicationchannelafterthesynchronizationprocess.Thelatterrequires
periodicinitializationofthesynchronizationprocessunderrealconditionsofoperationofquantum
distributionsystems,sinceevenaslightatmosphericeffectonthequantumchannelcausesdeformation
oftheopticalfiber.

Tostudytheprocessofenteringsynchronism,theexperimentalstandisassembled(Figure2).
TwostationsoftheQKDsystemareinterconnectedbyafiber-opticcommunicationline.Eachstation
iscontrolledbysoftware.Toconstructanenergymodelofthequantumkeydistributionsystem,six
opticalcontrolpointsmeasurethepowerleveloftheopticalradiation.Theconnectionsweremade
usingplug-inconnections.ThemeasurementswerecarriedoutusingtheYokogawaopticalmodular
systemandtheLeCroydigitaloscilloscope.

Theenergymodelofthesystemmadeitpossibletocalculatethepowerlossofopticalpulseon
allsectionsofthefiber-opticsignalpropagationpath(Pijokin&Rumyantsev,2016).Thelattershows
thatduringthesynchronization(detectionofatimeintervalwithanopticalpulse),thesignaloptical
pulsecontainsmorethan103 photonsinbackpropagationfromthecodingstationtothetransceiver.
Notethatthetransmissionofsynchronizingsignalsfromthetransceiverstationtothecodingoneis
alwaysperformed inmultiphotonmode. Inaddition, it isestablished thatavalanchephotodiodes
functioninthelinearmodeduringsynchronization,andtheproceduresforerrorcorrectionandpower
control(asintheoperationofthequantumprotocol)arecompletelyabsent.

Thus,itcanbeconcludedthatthesynchronizationprocessinquantumkeydistributionsystems
withautomaticcompensationofpolarizationdistortionstakesplaceinamultiphotonmodeanddoes
nothavemeansofprotectionagainstunauthorizedaccess.
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4. ATTACK oN THe QUANTUM CHANNeL eXPeRIMeNTS

Note that back in 2007, a groupof scientists successfully carriedout an attackon thequantum
keydistributionsystemwithphasecoding(Rumyantsev&Pijokin,2016).Theattackwasbased
on imperfectionof the systemandwasaimedatdestabilizing thequantumprotocol.During the
implementationoftheattack,itwasassumedthatthesystemwasalreadysynchronized.

Letusprovethatthevulnerabilityofthesynchronizationprocesscanbeusedtofurtherinterfere
withtheoperationofthequantumkeydistributionsystematthestageoffunctioningofthequantum
protocol.

Figure 1. Sync pulse detection. Ld – laser diode; SPADs – single-photon avalanche photodiodes; Dl – delay line of optical radiation; 
BPS – beam polarizing splitter; Od – optical divisor; Fm is a Faraday mirror; QC – quantum channel; Delay - time delay of gating; Nw1 
(Nwn) – the number of time windows; Counts – the moment when photodetectors are triggered; tw – duration of the time window.
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Multiphotonmodepotentiallyallowsanattacker toorganizeunauthorizedaccess toa fiber-
opticcommunicationchannel(toaquantumchannel).Thepurposeofunauthorizedaccesscanbe
notonlytheinterceptionandreadingofinformation,butalsothesynchronizationoftheequipment
oftheattackerwiththeaimofinterferingwiththeoperationoftheQKDsystem.Attack“Trojan
horse”isanexampleoftheclosesttopracticalimplementation,whenitispossibletoreplacethe
originalmessageswithanattacker’smessages.Theattackerconnectstothequantumcommunication
channelandgeneratescopiesofopticalpulsesinterceptedfromthetransceiverstationandthensent
totheencodingstation.Thus,legitimateuserscannotrecognizethepresenceofanattackerina
quantumcommunicationchannel.Realizedauto-compensationsystemswithphasecodingofphoton
statesfunctionaccordingtoatwo-passscheme,i.e.opticalsignalspropagatealongasinglefiber
inbothdirections.Sucharealizationcomplicatestheproblemofunauthorizedaccesstoaquantum
communicationchannelbutdoesnotcompletelyexcludeit.Themomentofinterceptionoftheoptical
pulseduringdirectpropagationof the signaldoesnotgivecomplete information to theattacker
abouttheoperationofthesystem.Thedecisivemomentistheappearanceofanopticalpulseinthe
backwardpropagationofareflectedsignalinaquantumchannel.Havinginformationaboutthetime
ofre-reflection,theattackerisabletosimulatetheworkoftheencodingstationandattherighttime
sendimitationsignalstothephotodetectorsofthetransceiverstation.

Figure3(a)showstheschemeoftheexperimentwithanopticalpowercouplerintegratedinto
thequantumcommunicationchannel.Coefficientsofdivision90/10(%).10%ofthepowerofoptical
radiationisdivertedtothemeasuringequipmentwithadirectsignalpassing(fromthetransceiver
stationtothecodingone).90%aresenttothecodingstation.Atbackwardpropagationthesignal
withoutlossesarrivesatthetransceiverstation.Withthismodification,notonlythesynchronization
process,butalsotheprocessofquantumkeydistribution(quantumprotocol)functionintheregular
mode.Thetheoreticalerror,whichiscalculatedbythesoftwareoftheQKDsystem,was2.85%.The
actualerrorwas0.65%.Notethatthevaluesobtainedarenotcritical;thesystemdoesnotdetectthe
removalofpartoftheopticalpowerfromthequantumcommunicationchannel.

Letusrealizetheproblemofremovingpartoftheopticalpowerattwopointsofthequantum
communicationchannel.Forthispurpose,acircuitwasconstructedusingtwodirectionalfiber-optic
couplerswithdivisioncoefficientsof85/15(%)and70/30(%).Thecouplersareintegratedinthe
quantumcommunicationchannelasshowninFigure3(b).

Toprovethethesisthattheopticalfiberelementsofthecodingstationareinactiveduringthe
synchronizationprocess,wewillconductthefollowingexperiment:duringthedetectionofthelength

Figure 2. Structural scheme of the optical part of the QKD system. Ld – laser diode; C – optical circulator; Od – directional 
coupler; SPAD – photodetectors; Module B – small radiation delay line, phase modulator, filter; BPS – beam polarizing splitter; 
QC – quantum channel; At – attenuator; G – circuit with clock generators; Dl - radiation delay line with a length of 24 km; Pm - 
phase modulator; Fm – Faraday mirror; S - medium converter; P.Meter – optical power meter.
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ofthefiber-opticcommunicationline,wedetachthetransceiverstationfromthequantumchanneland
givetheopticalpulse0dBmtotheinputofthe85/15couplerinthedirectionofthecodingstation.
Atthesametime,wecapturethevaluesattheoutputsofthecouplers15%and30%–-9.6dBmand
-57.7dBm,respectively.Werepeatthemeasurements,butthecodingstationisde-energizedthistime.
Thevaluesattheoutputsofthecouplersof15%and30%are-9.6dBmand-57.7dBm,respectively.
Thus,theexperimentalresultsshowthattheactivefiber-opticelementsofthecodingstationarenot
involvedinthesynchronizationprocessanddonotaffecttheopticalsignal.

As noted earlier, the attacker’s task may be not only to intercept and decrypt information
transmittedviathequantumcommunicationchannel,butalsotointroduceinterferencetodestabilize
thesystem.Wewillexperimentallyprovethepossibilityofintroducinginterferenceintotheoperation
ofthequantumprotocol,withoutdetectingthepresenceofanattackerinthequantumcommunication
channel.

InaccordancewiththeschemepresentedinFigure3(b),wewillintegratefiber-opticcouplers
intoafiber-opticcommunicationlinebetweentwostationsoftheQKDsystem.Thefirststageof
the experiment is organized using a quantum communication channel with a length of 1000 m.
Theoperationofthequantumkeydistributionsystemisstartedintheregularmode.Accordingto
thealgorithmofwork,thesystemsubsequentlyteststhelaserdiodeandphotodetectors,analyzes
thevalueof losses in the fiber-opticcommunication line.After the systemanalysis, theprocess
ofdetecting the lengthof thequantumcommunicationchannel (synchronization) is started.The
systemsynchronizedwithoutdetectingthepresenceoftwocouplersinthequantumcommunication
channel.Thenthekeydistributionprocessisinitiated.Infact,themeasurederrorwas2.97%.The
operationofthequantumprotocolalsodidnotdetectthepresenceofcouplers.Thecircuitwithtwo
integratedcouplersoperatedcontinuouslyfor36hours.Thekeydistributionandsynchronization
processworkedinacyclicmode,thekeyswereaccumulatedinthebuffer.Atthesecondstageofthe
experiment,duringthedistributionofthequantumkeys,asourceofradiationwithawavelengthof
1550nmwithapowerofabout1mWandarepetitionrateof270Hzwasconnectedtotheoutput
ofthedivider15%.Thelevelofthemeasurederrorincreasedfrom2.97to3.35%,buttheprocess
offormingthequantumkeyswasnotviolatedandcontinuednormaloperation.Next,weconnected
aradiationsourcewiththesameparameterstotheoutputof30%,whilethepulsesweresenttothe
codingstation.Withsuchascheme,thesourceofradiationinthekeyformationmodewasbriefly
switchedon.Notethatinthepresenceoftwocouplerswithrespecttosignalparameters,youcan

Figure 3. (a) use of a directional coupler in a quantum communication channel; (b) extraction of optical power at two points
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determinethemodeinwhichQKDsystemsworkwithoutdifficulty.Becauseoftheimpactonthe
codingstationontheassembledcircuit,theprocessofformingthequantumkeyceasedtofunction.
Thesystementeredthetuningmodewithoutdetectingthepresenceofcouplers(theerrorlevelinthe
systemdidnotchange).Violationoftheprocessofkeyformationisperceivedbythesystemnotas
anattackerinthecommunicationchannel,butasamismatchoftheframestructureofthesyncpulse
frames.Afterturningoffthesourceofinterference,thesystemisadjustedandcontinuestooperate
thequantumprotocol.Theexperimentwasrepeatedforalengthofaquantumcommunicationchannel
of2,4,and6kmaccordingtoasimilarscheme.Theresultsoftheexperimentremainedunchanged,
forallfiber-opticcommunicationlinesthesystemdidnotdetectthepresenceoftwocouplersinthe
opticalcommunicationchannel.

Wenotethatsimilarstudiesinrelatedfieldsarealsorelevant(Rumyantsev&Pijokin,2015;
Pijonkin,2017;Pijokinetal.,2017;Yuen,2016;Pijonkinetal.,2016;Distribution,2010;Chanet
al.,2011;AdvancedinSecurityandPrivacy…,2018;Botnet-baseddistributeddenialofservice…,
2012;AIZainetal.,2015;Guptaetal.,2016;Guptaetal.,2017;Bushanetal.,2017;Guptaetal.,
2017;Aakankshaetal.,2017;Shashanketal.,2017).

5. CoNCLUSIoN

Thus, it is proved that if an intruder enters thequantumcommunicationchannel at the stageof
configuringaQKDsystem,theattackermayremainunnoticedduringsynchronizationandduring
theformationof thequantumkey.The lattermakes itpossible to interferewith theoperationof
theQKDsystemwithoutrevealingitspresence.Theresultsoftheexperimentshowthatitisnot
necessaryforanattackertohaveexpensiveequipmentforinterceptinganddecryptingquantumkeys.
Thepresenceofstandardopticalpowercouplersandaccesstothefiber-opticcommunicationlines
betweenthestationsoftheQKDsystemallowstointerferewiththesystemoperationattherequired
time,whileremainingunnoticed.

The results of experimental studies allow us to formulate concrete conclusions about the
vulnerabilityofthesynchronizationprocessoftheQKDsystem:duringthesynchronization,theactive
nodesofthecodingstationareinactiveand,therefore,thealgorithmsforensuringtheprotectionand
controloftheopticalsyncpulsearenotfunctioning;thetransmissionofopticalsignalsiscarried
outinmultiphotonmode,whichallowsanattackertoremoveapartoftheopticalpowerfromthe
quantumcommunicationchannel,remainingundetected;anattackerhasenoughtypicalfiberoptic
equipmenttointerferewiththeoperationofthesystematthestageofquantumkeydistribution,
whileremainingunnoticedforcontrol.
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