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ABSTRACT

Ascloudcomputingprovidesaffordableandscalablecomputational resources,delegatingheavy
computingtaskstothecloudserviceprovidersisappealingtoindividualsandcompanies.Among
differenttypesofspecificcomputations,thepolynomialevaluationisanimportantoneduetoits
wideusageinengineeringandscientificfields.Cloudserviceprovidersmaynotbetrusted,thus,the
validityandtheprivacyofsuchcomputationshouldbeguaranteed.Inthisarticle,theauthorspresent
aprotocolforpubliclyverifiabledelegationsofhighdegreepolynomials.Comparedwiththeexisting
solutions,itensurestheprivacyofoutsourcedfunctionsandactualresults.Andtheprotocolsatisfies
thepropertyofblindverifiabilitysuchthattheresultscanbepubliclyverifiedwithoutlearningthe
value.Theprotocolalsoimprovesinefficiency.
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1. INTRODUCTION

It is increasingly common formobiledeviceswith relativelyweakcomputingpower tobeused
asgeneralcomputingdevices,suchassmartphonesandnetbooks.Thistrend,coupledwiththeir
increasing desire to execute computationally intensive tasks, makes outsourcing computation to
thecloudserviceprovidersapromisingsolution.Theoutsourcingcomputationenablesresource-
constrained clients to enjoy almost unlimited computational resources. The clients deliver their
computationaltaskstocloudserviceprovidersandreceivecomputationalresultfromtheproviders
inapay-per-usemanner.Hence,theclientsarenolongerrestrictedtotheirlimitedCPU,storageand
bandwidth.Moreover,outsourcingcomputationprovideseconomicbenefitstotheclientsandallows
themtoavoidorminimizeup-frontITinfrastructurecosts.

Despite the tremendous advantages, outsourcing computation raises several new security
challenges, which make the clients reluctant to outsource their computations to cloud service
providers.Thefirstconcernisthecorrectnessofthecomputationalresultsdonebytheproviders,
sincethecloudserviceprovidersmaynotbetrusted.Theirmisbehaviorsaremotivatedbyfinancial
incentives(e.g.,savingthecomputingresourcesforothertransactions)orcausedbyhackingand
buginsystem.Itmeansthatthereisnoguaranteeonthecorrectnessofthecomputationalresults.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonOctober1,2019willproceedwithpublicationasanOpenAccessarticle
startingonFebruary2,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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Inordertoaddressthisproblem,thenotionofVerifiableComputation(VC)wasintroduced,which
enablestheclientstoverifycorrectnessoftheresults.Clearly,theverificationofcorrectnessmust
besubstantiallyeasier thanthecomputationthatwasinitiallyoutsourced.Next,Parno,Raykova,
andVaikuntanathan(2012)proposedanewnotionofPubliclyVerifiableComputation(PVC)by
extendingthedefinitionofVC,whichmakesthecomputationalresultscanbeverifiedbyanythird
partybesidesthedelegators.Thisisimportantinthecontextswheretheresultshavetobechecked
byseveralclientswhocannotshareasecretkeyinadvance.Anotherconcernistheprivacy,sincethe
relevantdatamaycontainsensitiveinformation,suchaspersonalhealthassessment,stockprediction,
financialperformanceanalysisandsoon,thecomputationalresultsandtheoutsourcedfunctions
shouldbehided.Encryptiondoesnotfundamentallysolvethisproblem,becauseitisverydifficultor
inefficienttoperformmeaningfuloperationsonciphertext.Onecommonapproachisthattheclient
doessomecarefullydesignedlocaldisguiseprocessofthefunctionbeforesendingittocloudservice
providers.Considertheprivacyofresults,blindverifiabilityisanimportantpropertyofoutsourcing
computationsuchthattheresultscanbepubliclyverifiedwithoutlearningthevalue.Forexample,a
financialcompanydelegatesacertaincomputationaltasktocloudserviceproviders,anditwantsto
ensuretheprivacyoftheresults.Further,efficiencyisalsoacrucialchallenge.Thus,anoutsourcing
computationprotocolshouldsatisfythefollowingfourdesigngoals:publicverifiability,privacyof
result/function,blindverifiabilityandefficiency.

Inthispaper,theauthorsstudytheparticularproblemofpolynomialevaluation.Amongalltypes
ofcomputations,thepolynomialfunctionevaluationisanimportantoneduetoitswideusagein
engineeringandscientificproblems.Forinstance,themedicalcenterexecutespolynomialfunctions
overthepersonalhealthdata,whichuploadedfromvariouswearabledevices.Basedonthesedata,
themedicalcenterassessespersonalhealthandmakessuggestionsforpeopletokeephealthy.Also,
the securities company utilizes the financial software to analyze the economic performance of
stocks,byexecutingpolynomialfunctionsoverthepastdata.Benabbas,Gennaro,andVahlis(2011)
proposedthefirstpracticalverifiablecomputationprotocolforhighdegreepolynomialfunctions,
byusingthealgebraicpseudorandomfunctions(PRFs).Nevertheless,theirprotocoldoesnotsatisfy
publicverifiability.Inthesamelineofwork,FioreandGennaro(2012)devisednewalgebraicPRFs
to develop a publicly verifiable computation protocol for the delegated polynomials. After that,
researchersproposednumerousprotocolsforsecureoutsourcingofpolynomials(e.g.,Catalano&
Fiore,2013;Elkhiyaoui,Azraoui,&Molva,2016;Luo,Yang,&Cong,2018;Papamanthou,Shi,&
Tamassia,2013;Ye,Zhang,&Fu,2016;Zhang&Safavi-Naini,2014).

From thepractical perspective, however, the existingprotocols for outsourcingpolynomials
computationstillhavesomelimitations,whichmakeitnotpracticalinrealworldapplicationscenarios.
Thefirstlimitationisthattheactualpolynomialsandtheactualresultsarerevealedtothecloud
servers.Inmanypracticaldelegationscenarios,theprivacyofthepolynomialsandtheresultsmust
beensured.Thesecondlimitationisthatalmostallprotocolsdonotsatisfytheblindverifiability.
Considerafinancialcompanythatwishestodelegatethecomputationofacertainexpensivedata
analysispolynomialfunctiontoacloudserver.Sincethecompanywillmakeaninvestmentstrategy
forthenextyearbasedontheresults,itwouldliketoensuretheprivacyofthepolynomialandthe
results.Meanwhile,theblindverifiabilityisalsoanecessaryrequirement.Oncetherelevantdata
areleaked,rivalswillspeculateonitsinvestmentplansandsabotagetheinvestments.Thedamage
couldresultinhugeeconomiclossesforthecompany.Thegapsintheexistingprotocolsmotivate
theauthorstoinvestigatetheoutsourcingpolynomialscomputation.

Inthispaper,theauthorsproposeanefficientpubliclyverifiableoutsourcingcomputationprotocol
forpolynomialfunctions.Thekeycharacteristicsoftheprotocolarethatitcanensuretheprivacy
(ofthepolynomialsandtheactualresults)andsupportblindverifiability.

1.1. Our Contributions
Themaincontributionsinthispapercanbesummarizedasfollows.
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• The authors propose a privacy preserving and publicly verifiable protocol for outsourcing
polynomialsevaluationtoamaliciouscloud.Itcanensuretheprivacyofoutsourcedpolynomials
andactualresults,anditsupportstheblindverifiability.TheauthorsleverageEuclidiandivision
asabasisforourprotocol.

• Thedisguiseprocess,theblindverificationandtheretrievalforactualresultscanbeexecuted
efficiently.

1.2. Related works
ThesubjectofVerifiableComputationhasalreadyattractedalotofattention.Tobeginwith,some
relatedworks focusonInteractiveProof (Babai,1985;Goldwasser,Micali,&Racko,1989)and
efficient arguments based on the probabilistically checkable proofs (Kilian,1995; Kilian, 1998).
Gennaro,Gentry,andParno(2010)proposedanon-interactiveverifiablecomputationprotocol.In
thisprotocol,aclientoutsourcesdataandafunctionevaluationtoacloudserver.Theclientexecutes
aone-timeencodingofthefunctionandstoresitwiththeserver.Thisenablestheservertonotonly
evaluatethefunction,butalsoprovideaproofofthecorrectness.However,theprotocolrequires
theverifierknowasecretkeyinadvance,itdoesnotsatisfypublicverifiability.Inordertoaddress
thisshortcoming,Parno,Raykova,andVaikuntanathan(2012)extendedthedefinitionofVerifiable
Computation to introduce a new notion of Publicly Verifiable Computation with the support of
Attribute-BasedEncryption(ABE).TheirprotocolsexploreaconnectionbetweenAttribute-Based
Encryptionandtheproblemofverifiablecomputation,whichenables theresultscanbeverified
byanythirdparty.However,theclassoffunctionsforwhichweknowanefficientABEprotocol
isunfortunatelyverylimited,andtheirprotocoldoesnotworkforanyarbitrarypolynomialtime
computation.Next,numerouspapers focusonverifiablecomputationof specific functions (e.g.,
Blanton,Zhang,&Frikken,2013;Hu&Tang,2015;Lei,Liao,Member,Huang,&li,2015;Zhou&
li,2017).Recently,manyresearchershavepresentedapplicationsofpubliclyverifiablecomputation
(Backes,Fiore,&Reischuk,2013;Song,Wang,&Wang,2017;Sun,Zhu,&Qin,2018;Ye,Zhang,
&Fu;Zhang,Wei,&Li,2017).

Theverifiablepolynomialevaluationalsohasalargebodyofpriorworks.Benabbas,Gennaro,and
Vahlis(2011)presentedthefirstpracticalverifiablecomputationprotocolforhighdegreepolynomial
functions,whichisbasedonthealgebraicPRFs.Intheirscheme,aclientstorespolynomialsinthe
clearwithacloudserverasavectorofthecoefficients.CatalanoandFiore(2013)proposedapractical
protocolfortheverifiablepolynomialcomputationwiththeboundeddegreeinvirtueofhomomorphic
MACs.Inthispaper,theirfirstconstructionreliesonthesoleassumptionthatonewayfunctions
existandallowsforarbitrarycomposition(i.e.,outputsofpreviouslyauthenticatedcomputations
canbeusedasinputsfornewones),butithasthedrawbackthatthesizeoftheproducedtagsgrows
withthedegreeofthecircuit.Theirsecondconstruction,relyingontheDiffle-HellmanInversion
assumption,offerssomefeaturesasitallowsforveryshorttagsbutposessomerestrictionsonthe
compositionside.Sincetheuseofsymmetricencryptionalgorithm,theirprotocoldoesnotsatisfy
thepublicverifiability.Ye,Zhang,andFu(2016)wasbasedontheintegerfactorizationproblem
toproposeverifiablecomputationprotocolforpolynomial.Aboveprotocolsdonotsatisfypublic
verifiability,privacyofresult/function,blindverifiabilityastheprotocolpresentedinthispaper.

FioreandGennaro(2012)devisednewalgebraicPRFs,alsousedbyZhangandSafavi-Naini
(2014),todeveloppubliclyverifiableprotocols.Theirprotocolsenablethecomputationalresultscan
beverifiedbyanythirdparty.Papamanthou,Shi,andTamassia(2013)proposedaprotocolforpublicly
verifiablepolynomialscomputation,whichisbasedonsignatures for correct computation(SCC).
Inthispaper,aclientoutsourcesapolynomialF toanuntrustedcloudserver.Theservergenerates
asuccinctsignatureσ forthecorrectnessofthecomputationresults.Elkhiyaoui,Azraoui,andMolva
(2016)proposedapubliclyverifiableprotocolofpolynomialsthatimprovesinefficiencywiththe
supportofEuclideandivision.Comparedwiththeseprotocols,theprotocolofthispaperoffersthe
additionalprivacyandblindverifiability.(SeeTable1)
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1.3. Paper Organization
Insectionpreliminaries,theauthorsrecallthecomputationalassumptionsandthedefinitionsneeded
bythepaper.Innextsection,theauthorspresentaprotocolforpublicverifiablepolynomialevaluation
andsomeanalysisaboutit.Finally,theyconcludetheirworks.

2. PRELIMINARIES

Inwhatfollowstheauthorswilldenotewithλ ∈  asecurityparameter.IfS isaset,theydenote
withx SR←  theprocessofselectingx uniformlyatrandominS .Theauthorssaythatafunction
negl ⋅( ) isnegligibleifitvanishesfasterthantheinverseofanypolynomial.Let beaprobabilistic
polynomialtimealgorithm.TheydenotewithDom(F )thedomainofF andRan(F )therangeof
F .

2.1. Computational Assumptions
2.1.1. Definition 1 (Bilinear Pairing)

Let 
1
,

2
,

T
be cyclic groups of prime order p .A bilinear pairing is a map e

T
:   

1 2
× → ,

with the following properties:

1. Bilinearity. For any α ,β ∈ 
p

,g ∈ 
1
,h ∈ 

2
,thereexistsanequatione g hα β,( ) = e g h,( )αβ ;

2. Computability. For any g h,( ) ∈ × 
1 2

,thereexistsanefficientalgorithmtocomputee g h,( ) ;
3. Non-degeneracy. If g isageneratorof

1
andh isageneratorof

2
,thene g h,( ) isagenerator

of
T

.

2.1.2.Definition2(n-SDHAssumption)

Let 
1
,

2
,

T
be cyclic groups of prime order p , g is a generator of 

1
,h is a generator of 


2

and e is a bilinear mape
T

:   
1 2
× → .

The n-Strong Diffie-Hellman assumption (n-SDH) holds, if given the tuple g g h h h
n n, , , ,...,α α α( ) ∈ × + 

1
2

2
1 

for α R
p

←  * ,the probability of producing a pair β αβ α
, \

/
h

p

1

2

+( )( ) ∈ −{ }×F G is negligible.

Table 1. This Is A features comparison of the protocol for polynomials evaluation with related protocols

            Protocols Public 
Verifiability

Public 
Delegation

Result/Function 
Privacy

Blind 
Verifiability

     Gennaroetal,2011 × × × ×

        Fioreetal,2012 √ × × ×

  Papamanthouetal,2013 √ √ × ×

       Zhangetal,2014 × × × ×

    Elkhiyaouietal,2016 √ √ × ×

        Songetal,2017 √ √ × ×

            OurWork √ √ √ √



International Journal of Digital Crime and Forensics
Volume 11 • Issue 4 • October-December 2019

18

2.2. Publicly Verifiable Computation
Apubliclyverifiablecomputationprotocolisatupleofgivenalgorithms,theclientsdelegatethe
computationofafunctionF toacloudserverS bythesealgorithms,insuchwaythattheclients
canverifythecorrectnessoftheresultsreturnedbytheserverS inpublicway.Clearly,itiscrucial
that the work of verification must be substantially smaller than computing the function locally.
Otherwise,theclientscouldperformthecomputationonitself.

Parno,Raykova,andVaikuntanathan(2012)definedthepubliclyverifiablecomputation(PVC):
anyverifier(possiblydifferentfromthedelegator)canverifythecorrectnessoftheserver’sresults.

Let  bea familyof functions.ThemodifiedPVCprotocolbetween twopolynomial time
parties:aclientC andaserverS isdefinedbythefollowingalgorithms:

• KeyGen F PP PK RK EK
F F F

, , , ,1λ( ) → ( ) :OninputafunctionF ∈  andasecurityparameter
λ , the randomizedkeygenerationalgorithmproducespublicparameters PP , apublickey
PK

F
,aretrievalkeyRK

F
thatwillbeusedtoretrievetheactualresultsandanevaluationkey

EK
F

whichwillbehandedtotheserverS .
• ProbGen PK PP x VK

F x x
, , ,( ) → ( )σ :Givenavalue x ∈Dom(F ),thepublickeyPK

F
and

thepublicparametersPP ,thedelegatorrunsthisalgorithmtoproduceanencodingσ
x

of x 
andapublicverificationkeyVK

x
thatwillbeusedtochecktheresults.

• Compute EK
F x y
, ,σ σ π( ) → ( ) :GiventheevaluationkeyEK

F
togetherwiththeencodingσ

x
,

thisalgorithmisrunbytheserverS tocomputeanencodingσ
y

ofF x( ) andaproofπ ofits
correctness.

• BVerify VK PP T
x y y
, , ,σ π σ( ) → :OninputthepublicverificationkeyVK

x
,thepublicparameter

PP ,theencodedoutput σ
y

andtheproof π ,thisblindverificationalgorithmisrunbyany
partytoreturnatokenT

yσ
.Iftheoutputσ

y
isvalid,thenthisalgorithmreturnsT accept S

yσ
= ( ), ;

otherwise,itreturnsT reject S
yσ
= ( ), .

• Retrieve RK T y
F yy
, ,σ σ( )→ ∪ ⊥ :RunbytheclientsholdingRK

F
toretrievetheactualresult

y F x= ( ) oranerror⊥ .

2.2.1. Definition 3 (Correctness)
A publicly verifiable computation protocol for a family of functions  is correct, if for any function 
F ∈  and any x ∈ Dom(F ):

I f  ProbGen PK PP x VK
F x x
, , ,( ) → ( )σ  a n d  Compute EK

F x y
, ,σ σ π( ) → ( ) ,  t h e n 

Pr , , , ,BVerify VK PP accept S
x y

σ π( ) → ( )( ) = 1 .
Informally,apubliclyverifiablecomputationprotocoliscorrect,ifthevaluesgeneratedbythe

problemgeneration algorithmallows thehonest server S  to output results thatwill be verified
correctly.

Foranypubliclyverifiablecomputationprotocol,theauthorsdefinefollowingexperiment:
A l g o r i t h m  1 .  S o u n d n e s s  ex p e r i m e n t  o f  p u b l i c ly  ve r i f i a b l e  p r o t o c o l :

PP PK EK F
F F

, , , ;( ) ← ( )
KeyGen

1λ

 → x; 
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σ
x x F
VK PK PP x, , , ;( ) ← ( )

ProbGen


 → ( )σ π
y
, ; 

T VK PP
y x yσ σ π← ( )BVerify , , , . 

2.2.2. Definition 4 (Soundness)

Let Π,F  denotes the probability that adversary   succeeds in the Algorithm 1(i.e. 

Π, Pr ,
F

T reject S y F x
y

= ≠ ( )∧ ≠ ( )( )σ ).

A publicly verifiable computation protocol for a family of functions   is sound, if for any 
adversary  and any function F ∈  ,Π,F ≤ ε and ε is a negligible function on the security 
parameter.

Inanutshell,apubliclyverifiablecomputationprotocolissaidtobesound,ifforanyfunction
F ∈  andanyx ∈ Dom(F ),theserver S cannotconvinceanyverifiertoacceptanincorrect
result.

3. PUBLICLy VERIFIABLE POLyNOMIAL EVALUATION

3.1. Protocol Overview
ThisprotocolleveragesEuclideandivisionofpolynomialsasabasis.Indetail,foranypolynomial
F withdegreedandpolynomial d withdegree2,theEuclideandivisionof F byB outputan
uniquepairofpolynomial Q R,( ) suchthatF BQ R= + ,whereQ hasdegreed −2 andR has
degree≤ 1 .

Consideraresource-constrainedclienthasapolynomialF X( ) ofdegreed ,andhewishesto
delegatetheevaluationofF toacloudserverS forarbitraryinputs.Inordertoensuretheprivacy
of F  and computational results, the client executes a disguise process: first, defining random
polynomialB X X b( ) = +2

0
,anddividingofF byB outputapair Q R,( ) suchthatF BQ R= + ,

whereQ X q X
i
i

i

d( ) = =

−∑ 0

2  and R X r X r( ) = +
1 0

; next, defining another random polynomial

B X X b' '( ) = +2
0

, divides ofQ  by B '  outputQ X'( ) =  q X
i

i

i

d
'

=

−∑ 0

4  and R X'( ) =where
Q B Q R= +' ' ' .

Then the client publishes the public PK p p p g h h
F

b r r= ( ) = ( )1 2 3
0 1 0, , , ,' ' ' , shares secretly a

retrievalkeyRK b r r
F
= ( )0 1 0

, , andsendsEK QW
F
= ( ), totheserverS ,where

W W W W h h h
d

q q q d= ( ) = ( )−
−

0 1 4
0 1 4, ,..., , ,..., .' ' ' 

IfaclientwantstoevaluatepolynomialF atpoint x ,itfirstsends x totheserver S ,then
computes and publishes the verification keyVK VK VK p g p p

x
x x= ( ) = ( )1 2 1 2 3

2

, , . After that, the

serverreturnscomputationalresultσ
y
Q x= ( ) andtheproofπ = ( )h

Q x' ,anyverifiercanverifythe
correctnessofσ

y
bycheckingwhether
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e g h e VK e g VKy, , ,
σ π( ) = ( ) ( )1 2

.

Finally,theclientsrelyonRK
F

toretrievetheactualresultsF x x b r x r
y( ) = +( ) + +2

0 1 0
σ .

ItisclearthattheefficiencyoftheverificationstemsfromthefactthatB ' andR ' aresmall
degreepolynomials.Infact,comparedwithO d( ) operationstoevaluatepolynomialF ,theclient
verifiesthecorrectnessofσ

y
isasmallandconstantnumberofcomputations.

3.2. The Protocol

Assumeaclienthasad-degreepolynomialF X f X
i
i

i

d( ) = =∑ 0
withcoefficients f

i p
∈  ,where

p isalargeprime.TheclientwouldliketooutsourcetheevaluationofF toacloudserviceprovider
S forarbitraryinputx .Thedetaildescriptionofourprotocolasfollows.

• KeyGen F,1λ( ) .Thealgorithmfirstselectsthreecyclicgroups
1
,

2
,

T
ofthesameprime

order p ,equippedwithabilinearpairinge
T

:   
1 2
× → .Thenitpicksageneratorg

1
and

g
2
ofgroups

1
and

1
respectivelyanddefinesthepublicparametersas:

PP p g g e
T

= ( ), , , , , ,
1 2 1 2

   

Thenselectingarandomb R
p0

←  * todefineapolynomialB X X b( ) = +2
0

,whichdoes
notdividepolynomialF .Next,performingtheEuclideandivisionofF byB in

P
X

 .Wedenote

withQ X q X
i
i

i

d( ) = =

−∑ 0

2  the resulting quotient polynomial and denote the resulting remainder
polynomial with R X r X r( ) = +

1 0
. Selecting another random b R

p
' *
0
←    to define another

polynomialB X X b' '( ) = +2
0

,whichdoesnotdividepolynomialQ .ComputingtheEuclidean

divisionofQ byB ' .Similarly,Q X'( ) =  q X
i

i

i

d
'

=

−∑ 0

4 andR X r X r' ' '( ) = +
1 0

.Thepublickey
isdefinedby:

PK p p p g g g
F

b r r= ( ) = ( )1 2 3 1 2 2
0 1 0, , , ,' ' ' .

TheretrievalkeyRK b r r
F
= ( )0 1 0

, , .TocomputeW g
i

q i= ∈
2 2

'  forall 0 4≤ ≤ −i d andlet

W W W W
d

d= ( ) ∈−
−

0 1 4 2
3, ,...,  ,EK QW

F
= ( ), .

AlgorithmKeyGenconcludesitsexecutionbyoutputtingthetuple:

PP PK RK EK
F F F

, , ,( ) .
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• ProbGen PK PP x
F
, ,( ) . ComputeVK p gx

1 1 1

2

= ,VK p px
2 2 3
= , then output σ

x
x=  and

VK VK VK
x
= ( )1 2

, .

• Compute EK
F x
,σ( ) .Evaluateσ

y i
i

i

d
Q x q x= ( ) = =

−∑ 0

2 mod p ,theproofπ = =
−Π
i
d

i

xW i

0
4 and

returnthetuple σ π
y
,( ) .

• BVerify VK PP
x y
, , ,σ π( ) . If e g g e VK e g VKy

1 2 1 1 2
, , ,
σ π( ) = ( ) ( ) , outputT accept S

yσ
= ( ), ,

otherwiseoutputT reject S
yσ
= ( ), .

• Retrieve RK T
F yy
, ,σ σ( ) .IfT accept S

yσ
= ( ), ,theclientsholdingRK

F
toretrievetheactual

resulty F x x b r x r
y

= ( ) = +( ) + +2
0 1 0
σ .Otherwisereturninganerror⊥ .

Someremarksaboutaboveprotocolareinorder.
Firstly, this protocol can ensure the privacy of actual results and the function F. This is an

importantpropertyinmanyscenarios.
Secondly,theblindverificationalgorithmBVerifyenablestheresultscanbepubliclyverified

withoutlearningthevalue.
Thirdly,thedisguiseprocess,theblindverificationandretrieveactualresultscanbeexecuted

efficiently.

3.3. Security Analysis
Theorem 1.Thispubliclyverifiablepolynomialevaluationprotocoliscorrect

Proof.Ifgivenσ
x p
x= ∈  ,theserverexecutesalgorithmComputehonestly,thentheoutput

willcorrespondto σ π
y

Q x
Q x g, ,

'( ) = ( )( )( )2
.Thisisdueto:

π = = =
=

−

=

− ( )∏ ∏W g g
i
x

i

d
q x

i

d
Q xi

i
i

0

4

2
0

4

2

' ' .

GiventhatQ B Q R= +' ' ' in 
P
X

 ,weget:

e g g e g g e g g e g
Q x B x Q x R x Q x

B x

1 2 1 2 1 2
, , ,

' ' ' '
'

( ) = ( ) = ( )( ) ( ) ( )+ ( ) ( ) ( )
11 2
,

'
g

R x( ) ( )
.

SinceVK p g g gx x b B x

1 1 1 1 1

2 2
0= = =+ ( )' ' andVK p p g gx r x r R x

2 2 3 2 2
1 0= = =+ ( )' ' ' .

Fromittheauthorsconcludethate g g e VK e g VKy

1 2 1 1 2
, , ,
σ π( ) = ( ) ( ) .

Then BVerify VK PP
x y
, , ,σ π( ) →  accept S,( ) .ItisclearthattheclientsholdingRK

F
can

retrievetheactualresultbycomputingy F x x b r x r
y

= ( ) = +( ) + +2
0 1 0
σ .

Theorem 2.Theprotocolproposedaboveforpubliclyverifiablepolynomialevaluationissound
underthe d / 2 1−



 -SDHassumption

Proof.Assumeanadversary canbreakthesoundnessoftheprotocolwithanon-negligible
advantageξ .Inthefollowing,theauthorsdemonstratethereexistsanotheradversary thatbreaks
the d / 2 1−



 SDHassumptionwithanon-negligibleadvantage δ ξ≥ .
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The authors denote with 
sdh

 an oracle, which returns a pair g g
1 1
, α( )  in 

1
 and a tuple

g g g
d

2 2 2

2 1

, ,...,
/

α α
−



( ) in

2,
forα R

p
←  * .

Firstly,theadversary callsoracle
sdh

toobtainatuple

g g g g g
d

1 1 2 2 2

2 1

, , , ,...,
/

α α α
−



( ) ,

thensimulatesthesoundnessexperiment(detailinAlgorithm1)toadversary .Thatiswhen
 callsoracle

KeyGen
withpolynomialQ X q X

i
i

i

d( ) = =

−∑ 0

2  in 
P
X

 ,adversary   simulate

response
KeyGen

asfollows:

1. DefinethepublicparametersPP p g g e
T

� = ( ), , , , , ,
1 2 1 2

   ;

2. ItdefinestheevaluationEK QWF
� �= ( ), ,whereW W W Wd

� � � �= ( )−0 1 4, ,..., .LetW gd
qd�

− = −
4 2

2 

andW gd
qd�

− = −
5 2

3 .Foreach2 4≤ ≤ −k d ,itcomputesW gd k i

k qd k i

i i�
− − =




 −( )= − − +

4 0

2

2

12 2Π / α .

3. ComputingthepublickeyPK p p pF
� � � �= ( )1 2 3, , asfollowing:

p g�
1 1
= α ,

p g
q

i

d

i

i i�
2 2

1

0

3 2

2 1= + −( )

=

−( )





∏ α
/

,

p g
q

i

d

i

i i�
3 2

1

0

2 1

2= −( )

=

−





∏ α
/

.

If p p� �2 3 1 1, ,( ) = ( ) ,thenadversary stopstheexperiment.

4. Otherwise,itreturn PP PK EKF F
� � �, ,( ) toadversary .

Thetuple PP PK EKF F
� � �, ,( ) returnedbyadversary isstatisticallyindistinguishablefromthe

distributionof PP PK EK
F F

, ,( ) inthesoundnessexperiment.Infact,iftheydenoteforall0 ≤ ≤i

d − 4 ,W gi
q i� =
2

' andlet p p g gr r� �
2 3 2 2

1 0, ,' '( ) = ( ) ,theycanverifythat:

• q q
d d− −=
2 4

' mod p andq q
d d− −=
3 5

' mod p ;
• Forall2 4≤ ≤ −i d ,q q q

i i i
= + −α ' '

2
mod p ;

• q q r
1 1 1
= +α ' ' mod p andq q r

0 0 0
= +α ' ' mod p ;

• r r' , ' ,
1 0

0 0( ) ≠ ( ) .
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Next,theauthorsdefineQ X q X
i

i

i

d
' '( ) = =

−∑ 0

4 ,B X X'( ) = +2 α ,R X r X r' ' '( ) = +
1 0

,the
followingequationiscorrect:Q B Q R= +' ' ' .

Theauthorscanconclude(i)B ' doesnotdivideQ ;(ii)eachWi
� correctlyencodesthe ith 

coefficientofQ ' ;(iii)thepair p p� �2 3,( ) correctlyencodesR ' .

Then,adversary selectsachallengevalue x
p

∈  andcallsoracle
ProbGen

withthetuple

PK PP xF
� �, ,( ) . Accordingly, adversary   compute the response of oracle

ProbGen
 and returns

verificationkeyVK VK VK p g p p
x

x
x

= ( ) = 






1 2 1 1 2 3

2

, ,� � � .

Finally,adversary   returnsapair σ π
y
,( ) ,where σ

y
Q X≠ ( ) and σ π

y
,( )  isacceptedby

algorithmBVerifywithanon-negligibleadvantage ξ .
Hence,adversary  breaksthe d / 2 1−



 -SDHassumptionbyfirstcomputingQ X( ) and

π* =
=

−

∏Wi

x

i

d i

�
0

4

,andoutputting:

β
π
π

β α
, ,

/

*
g x

y Q x

2

1 2

1

+( )
− ( )( )

( ) = 





















−


.

Indeed,sincethepair σ π
y
,( ) satisfiestheverification,

e g g e p g e g p p e g ey x
x

x
1 2 1 1 1 2 3 1

2 2

, , , ,
σ απ π( ) = ( ) 




 = ( )+� � � gg p p

x

1 2 3,� �








  (1)

Furthermore,

e g g e g e g p p
Q x x

x

1 2 1 1 2 3

2

, , ,*( ) +( ) = ( ) 





α π � �  (2)

BydividingEquation(1)by(2),theauthorsobtain:

e g g e gx
Q xy

1 2 1

2

1

, ,
*( ) =





















+

− ( )( )−
α

σ
π
π 

.

Henceifadversary doesnotstoptheexperiment,thenitwillbeabletobreakthe d / 2 1−



 

-SDHassumption.Ifadversary abortstheexperimentwhen p p� �2 3 1 1, ,( ) = ( ) ,thentheadversary

 canconcludeB ' dividesQ .Thismeansadversary canfindα ,thatbreakthe d / 2 1−



 -

SDHassumptionobviously.
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Thus,theauthorsdeducethatifthereexistsanadversary thatcanbreakthesoundnessofthe
protocolwithanon-negligibleadvantage ξ .Theydemonstratedthereexistsanotheradversary 
thatbreaksthe d / 2 1−



 -SDHassumptionwithanon-negligibleadvantageδ δ ξ≥ .

3.4. Performance Analysis

AlgorithmKeyGenfirstselectstworandomcoefficientsb
0
,b '

0
andexecutestwoEuclideandivisions.

Thelatteroperationconsistsofd d+ −( )2 multiplicationsandadditions.Next,itneedstoperforms
oneexponentiationin 

1
andd −1 exponentiationsin 

2
toconstructthePK

F
andtheEK

F
.

AlthoughthealgorithmKeyGencomputationallyexpensive,itisexecutedonlyonce.Besides,its
computationalcostcanbeamortized.

AlgorithmProbGengeneratestheverificationkeyVK VK VK
x
= ( )1 2

, ,whichcostsaconstant
numberofoperations.Inparticularly,theseoperationsdonotdependonthedegreeofpolynomial.
Indetail,thisalgorithm’sworkconsistsofcomputing x 2 in 

p
,executingoneexponentiationand

onemultiplicationin
1
,andperformingoneexponentiationandonemultiplicationin

2
.

AlgorithmComputeevaluatetheresult σ
y i

i

i

d
Q x q x= ( ) = =

−∑ 0

2 mod p andtheproof π =

Π
i
d

i

xW i

=
−
0
4 .Indetail, itdemands 2 5d − multiplicationsin 

p
, d − 3 exponentiationsand d − 4

multiplicationsin
2

.
AlgorithmBVerifydemandsoneexponentiationandonedivisionin 

2
andthecomputation

of2 bilinearpairings.
Finally,thealgorithmRetrieveonlydemands 6 additionsandmultiplicationsin 

p
.

Inregardtostorage,theclientneedstokeepthepublickeyandtheretrievalkey.Meanwhile,the
serverstoresthecoefficientsofpolynomialQ andtheencodingsW

i
.(SeeTable2)

Table 2. This is a summary of the efficiency of our protocol

Algorithm Efficiency Client’s storage Server’s storage

   KeyGen 2prngand2d −2mulinFp
1expinG1
d −1expinG2

O1 Od−2

  ProbGen 1mulinFp
1expand1mulinG1
1expand1mulinG2

- -

  Compute 2d −5mulinFp
d −3expandd −4mulinG2

- -

   BVerify 1expand1divinG2
2pairings

- -

   Retrieve 6mulinFp - -
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4. CONCLUSION

Inthispaper,theauthorsproposeaprivacy-preservingandpubliclyverifiableprotocolforoutsourcing
polynomialsevaluationtoamaliciouscloud.TheprotocolbasedonEuclideandivisionproperties.
Comparedwithexistingprotocols,itcanensuretheprivacyoffunctionsandactualresults,andit
supportstheblindverifiability.Besides,thedisguiseprocess,theblindverificationandtheretrieve
canbeexecutedefficiently.

ACKNOwLEDGMENT

ThisworkissupportedbytheNationalNaturalScienceFoundationofChinaunderGrantNo.61772311.



International Journal of Digital Crime and Forensics
Volume 11 • Issue 4 • October-December 2019

26

REFERENCES

Babai,L.(1985).Tradinggrouptheoryforrandomness.InACM Symposium on Theory of Computing,Providence,
RhodeIsland,May6-8(pp.421-429).DBLP.

Backes, M., Fiore, D., & Reischuk, R. M. (2013). Verifiable delegation of computation on outsourced
data. ACM Sigsac Conference on Computer & Communications Security (Vol.37, pp.863-874). ACM.
doi:10.1145/2508859.2516681

Benabbas,S.,Gennaro,R.,&Vahlis,Y.(2011).Verifiabledelegationofcomputationoverlargedatasets.In
Conference on Advances in Cryptology(Vol.52,pp.111-131).Springer-Verlag.doi:10.1007/978-3-642-22792-
9_7

Blanton,M.,Zhang,Y.,&Frikken,K.B.(2013).Secureandverifiableoutsourcingoflarge-scalebiometric
computations.ACM Transactions on Information and System Security,16(3),1–33.doi:10.1145/2535523

Catalano,D.,&Fiore,D.(2014).PracticalHomomorphicMACsforArithmeticCircuits.International Conference 
on Public-Key Cryptography - PKC(Vol.7881,pp.538-555).Springer-VerlagInc.

Elkhiyaoui,K.,Önen,M.,Azraoui,M.,&Molva,R.(2016,May).Efficienttechniquesforpubliclyverifiable
delegationofcomputation.InProceedings of the 11th ACM on Asia Conference on Computer and Communications 
Security(pp.119-128).ACM.

Fiore,D.,&Gennaro,R.(2012).Publiclyverifiabledelegationoflargepolynomialsandmatrixcomputations,
with applications. In ACM Conference on Computer and Communications Security (pp.501-512). ACM.
doi:10.1145/2382196.2382250

Gennaro,R.,Gentry,C.,&Parno,B.(2010).Non-interactiveVerifiableComputing:OutsourcingComputation
toUntrustedWorkers. InConference on Advances in Cryptology (Vol.6223,pp.465-482).Springer-Verlag.
doi:10.1007/978-3-642-14623-7_25

Goldwasser,M.,Micali,S.,&Rackoff,C.(1989).Theknowledgecomplexityofinteractiveproofsystems.SIAM 
Journal on Computing,18(1),186–208.doi:10.1137/0218012

Hu,X.,&Tang,C.(2015).Secureoutsourcedcomputationofthecharacteristicpolynomialandeigenvaluesof
matrix.Journal of Cloud Computing,4(1),7.doi:10.1186/s13677-015-0033-9

Kilian,J.(1995).ImprovedEfficientArguments(PreliminaryVersion).InInternational Cryptology Conference 
on Advances in Cryptology(Vol.963,pp.311-324).Springer-Verlag.

Kilian,J.(1998).Anoteonefficientzero-knowledgeproofsandarguments.

Lei,X.,Liao,X.,Huang,T.,&Li,H.(2015).Cloudcomputingservice:Thecaseoflargematrixdeterminant
computation.IEEE Transactions on Services Computing,8(5),688–700.doi:10.1109/TSC.2014.2331694

Liu,Y.,Wang,X.A.,Sangaiah,A.K.,&Shao,H.(2018).Publiclyverifiable1-normand2-normoperations
overoutsourceddatastreamundersingle-keysetting.

Luo,X.,Yang,X.,Cong,L.I.,&Wang,X.(2018).Publiclyverifiableoutsourcedcomputationschemefor
multivariatepolynomialbasedontwo-servermodel.

Papamanthou,C.,Shi,E.,&Tamassia,R.(2013).Signaturesofcorrectcomputation.InTheory of Cryptography 
Conference on Theory of Cryptography (Vol.7785,pp.222-242).Springer-Verlag.doi:10.1007/978-3-642-
36594-2_13

Parno, B., Raykova, M., & Vaikuntanathan, V. (2012). How to Delegate and Verify in Public: Verifiable 
Computation from Attribute-Based Encryption. In Theory of Cryptography.SpringerBerlinHeidelberg.

Song,W.,Wang,B.,Wang,Q.,Shi,C.,Lou,W.,&Peng,Z.(2017).Publiclyverifiablecomputationofpolynomials
overoutsourceddatawithmultiplesources.IEEE Transactions on Information Forensics & Security.

Sun,J.,Zhu,B.,Qin,J.,Hu,J.,&Wu,Q.(2018).Confidentiality-preservingpubliclyverifiablecomputation.
International Journal of Foundations of Computer Science,28(6),799–818.doi:10.1142/S0129054117400196

http://dx.doi.org/10.1145/2508859.2516681
http://dx.doi.org/10.1007/978-3-642-22792-9_7
http://dx.doi.org/10.1007/978-3-642-22792-9_7
http://dx.doi.org/10.1145/2535523
http://dx.doi.org/10.1145/2382196.2382250
http://dx.doi.org/10.1007/978-3-642-14623-7_25
http://dx.doi.org/10.1137/0218012
http://dx.doi.org/10.1186/s13677-015-0033-9
http://dx.doi.org/10.1109/TSC.2014.2331694
http://dx.doi.org/10.1007/978-3-642-36594-2_13
http://dx.doi.org/10.1007/978-3-642-36594-2_13
http://dx.doi.org/10.1142/S0129054117400196


International Journal of Digital Crime and Forensics
Volume 11 • Issue 4 • October-December 2019

27

Dawei Xie is studying in the school of mathematics, Shandong University.

Haining Yang received the B.S. degree in School of Mathematics and Statistics from Shandong Normal University, 
China, in 2016. He is currently a Ph.D. candidate in School of Mathematics of Shandong University, China. His 
research interests include cloud security and cryptography.

Qin jing is a professor at School of Mathematics, Shandong University. Subject is basic mathematics, research 
direction is cryptography. In recent years, the research mainly focuses on public key searchable encryption, verifiable 
outsourcing calculation, data integrity detection, computational complexity theory, attribute-based encryption, 
casual transmission, secure multi-party calculation and other aspects. She was a visiting scholar at the university 
of Pennsylvania from October 2010 to May 2011 and a coresearcher at the university of Greenwich from June to 
July 2018. She has presided over and completed 3 projects of the national natural science foundation of China and 
3 projects of the provincial natural science foundation of China, 1 project of the national “11th five-year” theoretical 
code foundation of China, 1 project of the Chinese postdoctoral foundation of China, and 2 projects of the national 
key laboratory opening project.

Wang,Q.,Zhou,F.,Chen,C.,Xuan,P.,&Wu,Q.(2017).Securecollaborativepubliclyverifiablecomputation.
IEEE Access: Practical Innovations, Open Solutions,5(99),2479–2488.doi:10.1109/ACCESS.2017.2672866

Ye,J.,Zhang,H.,&Fu,C.(2016).Verifiabledelegationofpolynomials.International Journal of Network 
Security,18(2),283–290.

Zhang,K.,Wei,L.,Li,X.,&Qian,H.(2017).Provably Secure Dual-Mode Publicly Verifiable Computation 
Protocol in Marine Wireless Sensor Networks.WirelessAlgorithms,Systems,andApplications.doi:10.1007/978-
3-319-60033-8_19

Zhang, L. F., & Safavi-Naini, R. (2014). Verifiable Delegation of Computations with Storage-Verification
Trade-off. In European Symposium on Research in Computer Security (Vol. 8712, pp.112-129). Springer.
doi:10.1007/978-3-319-11203-9_7

Zhang,X., Jiang,T.,Li, K.C.,&Chen,X. (2017). New publicly verifiable computation for batchmatrix
multiplication.Information Sciences.doi:10.1016/j.ins.2017.11.063

Zhou, L., & Li, C. (2017). Outsourcing eigen-decomposition and singular value decom- position of large
matrix to a public cloud. IEEE Access: Practical Innovations, Open Solutions, 4, 869–879. doi:10.1109/
ACCESS.2016.2535103

http://dx.doi.org/10.1109/ACCESS.2017.2672866
http://dx.doi.org/10.1007/978-3-319-60033-8_19
http://dx.doi.org/10.1007/978-3-319-60033-8_19
http://dx.doi.org/10.1007/978-3-319-11203-9_7
http://dx.doi.org/10.1016/j.ins.2017.11.063
http://dx.doi.org/10.1109/ACCESS.2016.2535103
http://dx.doi.org/10.1109/ACCESS.2016.2535103

