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ABSTRACT

Thecalibratedmatrixofthesecond-orderdifferenceofthepitchdelay(C-MSDPD)featurehasbeen
proventobeeffectiveindetectingsteganographybasedonpitchdelay.Inthisarticle,anewsteganalysis
schemebasedonmultiplestatisticalfeaturesofpitchdelayispresent.Analyzingtheprincipleofthe
adaptivemulti-rate(AMR)codec,thepitchdelayvaluesinthesameframeisdividedintogroups,in
eachofwhich,apitchdelayhasaclosercorrelationwiththeotherones.Todepictthecharacteristic
ofthepitchdelay,twonewtypesofstatisticalfeaturesareadoptedinthisarticle.Thenewfeatures
andC-MSDPDfeaturearetogetheremployedtotrainaclassifierbasedonsupportvectormachine
(SVM).Theexperimentalresultshowsthat,theproposedschemeoutperformstheexistingoneat
differentembeddingbitratesandwithdifferentspeechlengths.
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1. INTRoDUCTIoN

Steganographyisasecuritytechniquethatutilizesdigitalfilesornetworkprotocolstoembedsecret
messages(Provos&Honeyman,2003).Comparedwithtraditionalsecuritytechnology,steganography
has the advantage of concealment, which will make it undetectable for attackers. Accordingly,
steganographycanbeappliedtocovertcommunication.

Theresearchofsteganographyismainlyconcentratedinimages.Content-adaptivesteganographic
methods are the most secure schemes in recent years. Compare with traditional steganographic
methods,content-adaptivesteganographicmethodscanprovidebettersecuritytoresistthestatistical
detection.Filler,JudasandFridrich(2010)developedaframeworkwithSyndrome-TrellisCodes
(STCs),whichcouldbeusedforminimizingadditivedistortionbetweencoverandstegoimages.
TherearemanyalgorithmsimplementedbySTCs,suchashighlyundetectablestego(HUGO)method
(Bas,2010),spatial-universalwaveletrelativedistortion(S-UNIWARD)method(HolubandFridrich,
2013)etal.Toenhancethesecurityofcovertcommunication,Sedighi,CogranneandFridrich(2016)
proposedamethodbyusinganestimatedmultivariateGaussiancoverimagemodeltominimizethe
statisticaldetectability.Content-adaptiveimagesteganographicmethodsincreasethedifficultyof
detection,butsteganalysistechnologiesalsomakesomeprogressintheseyears.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonOctober1,2019willproceedwithpublicationasanOpenAccessarticle
startingonFebruary2,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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Rich-modelbasedsteganalysisisthemodernmethodsforstegoimagesdetection.Fridrichand
Kodovsky(2012)firstdesignarich-modelbasedsteganalysismethodfor imagessteganography.
In theirmethod,highdimensional featuresandensembleclassifierareemployed toenhance the
detection accuracy. Then Goljan, Fridrich and Cogranne (2014) designed an extension of the
spatialrichmodelforcolorimages.Todetectthecontent-adaptiveimagesteganographicmethods,
Denemark,BoroumandandFridrich(2016)designsomehighorderfeaturesbytheknowledgeof
theselectionchannel.Luoetal.(2016)analysisthecharacterofSTCsanddesignedasteganalysis
methodforHUGOsteganography.Themethodcannotonlydetectthestegoimagesbutalsoextract
thesecretmessages.Recently,Liu,YangandKang(2017)proposedasteganalysismethodcombines
convolutionalneuralnetworkwithrich-modelsandensembleclassifiers.Experimentalresultsshow
thatthemethodhasbetterperformancethanthestate-of-the-artone.However,duetothestructure
andcharacterdifferencesbetweentheparametersofimageandspeech,itishardtodirectlyemploy
thesteganalysismethodsonimagetoachieveeffectivedetectionforspeechsteganography.

Inrecentyears,withthedevelopmentofmobilenetworkandsmartphone,VoiceoverIP(VoIP)
hasbecomewidelyemployedbymobilecommunicationsuchasnetworktelephoneorinstantmessage.
Comparedwithothercarriersforcovertcommunications,VoIPhasobviousadvantages,forexample,
itslargevolumeforembeddingdatacouldprovidehighcovertbandwidth,anditsinstantaneitycould
providereal-timecommunicationenvironment.Therefore,therearemanyworkshavebeendonefor
thesteganographybasedonVoIP.Asastandardofspeechcompression,AMRiswidelyemployed
by3G,4GsystemsorVoIPinspeechservices.Duetoitsgreatperformanceonspeechcompression,
AMRisadoptedasthefileformatformanycommunicationapplicationssuchasintentmessageor
speechrecorderonsmartphones.Therefore,thesteganographyofAMRspeechcodechasattracted
extensiveattentioninrecentyears.

Ingeneral,thesteganographybasedonVoIPcanbedividedintotwoclasses(Mazurczyk,2013):
ThefirstonecarriesoutinformationhidingbymodifyingtheprotocolofVoIP(Huang,Yuan,Chen
&Xiao,2011;Jiang,Tang,Zhang,Xiong&Yip,2016;Mazurczyk&Lubacz,2010),theotherone
embedssecretmessagesbymanipulatingtheparametersofspeechcodecduringorafterencoding
process.The steganographybasedonparameter modification is themost commonapproach for
covertcommunicationbasedonVoIP.Becauseoftheredundancyofcompressspeech,slightlychange
ofparameterwouldnotaffectthespeechqualityobviously.WuandYang(2006)foundthatfixed
codebookindicesareideallysuitableforembeddingsecretmessage.Theyproposedanapproach
ofsteganographybasedonAnalysis-by-Synthesis(ABS)bymodifyingthefixedcodebookindex
parameterinthecourseofencodingprocess.Toenhancethesecurityofsteganography,Wu,Cao,
andLi(2015)adoptedmatrixcodinginthemodificationoffixedcodebookindexafterward.Geiser
andVary(2008)proposedasteganographymethodbasedonanalternativesearchstrategyofthe
fixedcodebook.Theexperimentalresultsdemonstratethatthemethodcausesanegligibleeffecton
thesubjectivequalityofthecodedspeechwithhighspeedofsecretemessagestransmission.Miao
etal.(2012)alsochoosefixedcodebookindicesasthecarriertoembedmessages,andtheyusedan
embeddedfactortocontroltheembeddingcapacity.Themethodcanembedmessagewithbothhigh
capacityandlowspeechdistortionbyadjustingthefactorduringtheprocessofspeechencoding.

Besides the fixed codebook indices, Liner Prediction Coefficient (LPC) is another feasible
domainforsteganography.Xiao,Huang,andTang(2008)utilizedanalgorithmcalledcomplementary
neighbor vertices (CNV) to divide the codebook into two parts. Quantization index modulation
(QIM)isemployedtoembedbitsintoLPCduringcodebooksearching.Toenhancethesecurityof
QIM,Tian,LiuandLi(2014)introducedanovelsteganographicmethodbasedonrandomposition
selectionandmatrixencodingstrategy.Theexperimentalresultsshowthattheapproachhasgreater
steganalysisresistancethantheXiao’sone(Xiaoetal.2008).Liu,Tian,LuandChen(2015)utilized
thematrixembeddingstrategytohidesecretinformationduringthelinearpredictivecodingprocess.
Themethodhasbetterperformanceforresiststeganalysisandlowerspeechdistortion.
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Pitchdelayisoneofthemostimportantparametersinspeechcodec.Someresearchershave
pointedoutthatthepitchperiodcouldnotbeaccuratelypredicted(Hess&Shaughnessy,1984).Thus,
asthepredictvalueofpitchperiod,pitchdelayhasthecharacteristicofconsiderableredundancy,
whichmeansitisafeasiblepositionforsteganography.Huang,Liu,TangandBai(2012)implemented
informationhidingbydividingsearchrangeofthepitchdelayintotwoparts.Onepartisusedonly
whentheembeddedsecretmessagebitis1andtheotheroneisemployedwhilethebitis0.During
thespeechencoding,thesearchrangeofpitchdelayineachsubframeischangedaccordingtothe
valueofeachbitofsecretmessage.Yan,TangandSun(2015)foundthatpitchdelayparameters
insecondandfourthsubframeofG.723.1canachievebetterperformancethantheotheronesfor
steganography.Theyproposedanalgorithmthatembedsbitsbyusingadoublelayersteganography
methodtoreducethedistortionofspeech.

Steganographycanenhancethesecurityofinformationtransmission,butatthesametime,itcould
beexploitedtobeengagedinillegalactivitiessuchasterroristattacksorothercrimes.Therefore,the
countermeasuretechnologyofsteganography,steganalysishasbecomeahotresearchareainthelate
years.Todetectthesteganographybasedonfixedcodebookindices,DingandPing(2010)extracted
multiplefeaturesfromthefixedcodebookindices.SVMwasemployedastheclassifiertodistinguish
thestegospeechfromthecoverones.Themethodcandetectthesteganographicspeechproduced
byWu’s(2006)scheme,butitishardtocorrectlyclassifystegospeechgeneratedbyGeiser’s(2008)
method.Addition,Miao,Huang,Shen,LuandChen(2013)employedMarkovtransitionmatrixand
twotypesofentropyasfeaturestodetectthesteganographybasedonfixedcodebookindices.The
steganalysisapproachcandetectnotonlyWu’s(2006)steganographymethodbutalsoGeiser’s(2008)
one.Toachievehigheraccuracy,Ren,Cai,TangandWang(2015)furtherpresentedasteganalysis
algorithmwhichemploystheprobabilitiesofthesamepulsepositionsasfeatures.Miao’s(2013)
andRen’s(2015)approachcandetectthebothsteganographymethodsbasedonthefixedcodebook
indices.But their featuresarenotenough tocharacterize the fixedcodebook indices.Tianetal.
(2017)introducedanovelsteganalysismethodbasedonmorecompletefeatures.Theexperimental
resultsshowthatthedetectionaccuracyofTian’s(2017)methodishigherthanbothMiao’s(2013)
andRen’s(2015)onesatanyembeddingbitrateorwithanysamplelength.

To detect the steganography of LPC, Li, Tao, and Huang (2012) developed a steganalysis
approachbasedontheanalysisofquantizationindexsequence.Withthefeatureofindexdistribution
characteristics(IDC),themethodcandetectCNV-basedsteganographyinsomecases.Asmentioned
before,Tian et al. (2014) andLiu et al. (2015)presented amore secure steganographicmethod
andmaketheIDC-basedsteganalysisinefficient.Becauseofthat,recently,Li,JiaandKuo(2017)
presentedasteganalysisbasedonacodewordcorrelationnetworkwhichisconstructedbysplitting
vectorquantizationcodewordfromadjacentspeechframes.Fromtheexperimental results itcan
beseenthatthesteganalysismethodcandetectthesteganographybasedonCNV-QIMwithhigh
accuracyevenifthematrixembeddingstrategyisinvolved.

Todetectthesteganographybasedonpitchdelay,somesteganalysisschemeshavebeenproposed
inrecentyears.Li,Jia,FuandDai(2014)developedanalgorithmbasedoncodewordcorrelation
network.TheexperimentalresultsillustratethatthemethodcandetectHuang’s(2012)steganography
methodwithhighaccuracy. Ithasbeenproven that this ideaalsoworkswellon steganalysisof
CNV-QIMafterwards(Lietal.,2017).ThenRen,Yang,J.WangandL.Wang,(2017)foundthatthe
second-orderdifferenceofpitchdelaycouldbeusedforsteganalysisduetothestabilityofpitchdelay
wouldbeaffectedbyinformationhiding.TheyproposedasteganalysisschemebasedonC-MSDPD
feature.TheexperimentalresultsshowthatRen’s(2017)approachoutperformsLi’s(2014)onein
termsofcorrectdetectionrateatvariousembeddingbitrates.Especiallywhentheembeddingbit
rateislow,Ren’s(2017)methodhasobviousadvantages.

Asamatteroffact,C-MSDPDisnotenoughforcharacterizingthesteganographyofshortlength
speech.Byanalyzingtheprincipleofadaptivecodebooksearch,anewsteganalysisschemeofthe
pitchdelayispresent.Inthispaper,wepresenttwonewtypesoffeaturestodescribethedifference
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betweencoverspeechsamplesandstegoones.ThetwotypesoffeaturesandC-MSDPDfeatureare
togetheremployedfortrainingaSVM-basedclassifier.Theexperimentalresultsshowthattheproposed
schemecanprovidebetterdetectionperformancethanRen’s(2017)oneatdifferentembeddingbit
ratesandwithdifferentspeechlength.

The restof thispaper isorganizedas follows.Section2describes theprincipleof adaptive
codebooksearchatfirst,andthenthesteganalysisandsteganographyschemesofpitchdelayare
reviewedindetail.Aftertheanalysisofthecharacteristicsofpitchdelay,Section3introducesthe
featuresproposedinthispaperanddescribestheproposedSVM-basedsteganalysisschemeindetails.
Section4showstheexperimentalevaluationandtheirresults.TheconclusionisgiveninSection5
atlast.

2. BACKGRoUND AND ReLATeD woRK

Inthissection,theprincipleofadaptivecodebooksearchisintroducedfirst,andthenthesteganography
approachesandthestate-of-the-artsteganalysismethodbasedonpitchdelaywillbereviewedindetail.

2.1. Principle of AMR Codec
AMRisanaudiocompressformatbasedonthecodeexcitedlinearpredictive(CELP)codingmodel
(Ekudden,Hagen,JohanssonandSvedberg,1999).Figure1showstheprincipleofAMRencoding
algorithm.InAMRencoder,eachframeof20msisdividedinto4subframes.Syntheticspeechis
constructedbyfeedingtheexcitationvectorschosenfromadaptiveandfixedcodebookthroughalinear
predictionsynthesisfilter(3GPP/ETSI,2016).Tochoosetheoptimumvectorsfromthecodebook,an
algorithmnamedABSisemployedforadaptiveandfixedcodebooksearch.ThemainideaofABS
istominimizethemeansquareerrorbetweentheoriginalandsynthesizedspeech.

Pitchdelay is an importantparameterofAMRcodec.As thepredictvalueofpitchperiod,
pitchdelayissearchedinadaptivecodebook.Theadaptivecodebooksearchisimplementedbased
onsubframesandthesearchproceduremainlyconsistsoftwoparts,open-looppitchanalysisand
closed-looppitchanalysis.First,open-looppitchanalysisisemployedtoobtainopen-loopestimated
lagsandtheestimatedlagswillbeutilizedtocontrolthesearchrangeofpitchdelay.Thenclosed-loop
pitchanalysisisimplementedtogetthepitchdelayandgainsbyABS.

Tointroducetheprincipleofadaptivecodebooksearchandthesteganographymethodclearly,
AMR-NB12.2kb/smodeistakenasanexampleofthefollowingtext.At12.2kb/smode,open-loop
pitchanalysisisperformedtwiceperframewhichmeanstherearetwoopen-loopestimatedlags
willbeobtainedineachframe.Onelagisappliedforpitchdelaysearchinthefirstsubframeand
theotheroneisemployedforthesearchprocedureinthethirdsubframe.Pitchdelayhastwoparts,
integerpitchdelayandfractionalpitchdelay.Inthefirst(orthird)subframe,theintegerpitchdelay
issearchedaroundthefirst(orsecond)open-loopestimatedlag.Thesearchrangeofthefirstinteger
pitchdelayisdeterminedasfollows:
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wherep0,iistheintegerpitchinthefirstsubframeofi-thframe,andT0,iistheopen-loopestimated
lagforthefirstsubframe.

Differenttothefirstandthirdsubframe,thesearchrangeoftheintegerpitchinthesecondand
lastsubframeisdeterminedbytheintegerpitchintheprevioussubframe.Forthesecondinteger
pitchinthei-thframep1,i,thesearchrangeisshownasbelow:
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Thesearchisimplementedbyminimizingthemeansquareerrorbetweentheoriginalspeech
andsynthesizedspeech.Aftertheintegerpartisdetermined,thefractionalpartwillbesearchedin
thesimilarwayineachframe.Itisobviousthatthesearchrangeoftheoptimumintegerpitchdelay
ineachsubframeisdifferentinmostcases.Becauseoftheparticulardeterminationstrategyofthe
searchrange,pitchdelayinthesecondandfourthsubframewillhaveclosercorrelationwiththe
previousonethanthelaterone.

2.2. Principle of Steganography Based on Pitch Delay
Fromherewecanseethatthepitchdelayobtainedbyclosed-looppitchanalysisissuboptimalsince
thesearchrangeisonlyasmallpartofallpotentialvalues.Besides,ithasbeenproventhatitishard
tocorrectlypredictpitchperiod(Hess&Shaughnessy1984).Therefore,manyscholarstrytohide
informationintoAMRcodecbymodifyingthepitchdelay.Adjustingthesearchrangeofpitchdelay
isacommonwaytoembedsecretmessages.

InHuang’s(2012)approach,eachsubframecanembedonebit.Theydividedthesearchrangeof
pitchdelayintotwoparts.Onepartonlyconsistsofevenvaluesandtheotheroneonlycontainsodd
values.Ifthesecretmessagebitis0,onlyevenvalueswillbesearchedinclosed-looppitchanalysis.
Onthecontrary,onlyoddintegerpitchdelaywillbechosenwhilethesecretmessagebitis1.Thus,
thedecodercanextractthesecretmessagebitbyusingthisformula:
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Figure 1. Principle of AMR encoding algorithm
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Wherepi,jistheintegerpitchdelayofthei-thsubframeinthej-thframe,andthesecretmessage
bitembeddedinpi,jisbi+j×4.

Yanetal.(2015)foundthatthepitchdelayinsecondandfourthsubframeismoresuitablefor
steganography.Toreducethedistortionofspeechandachievehighcovertbandwidth,theydesigneda
doublelayersteganographyalgorithm.Inthefirstlayer,theembeddingmethodissimilarwithHuang’s
(2012)approach.Thesearchrangeofpitchdelayinthesecondandfourthsubframeisadjustedto
embedsecretmessagebits.Theextractionstrategyofsecretmessagebitsisalsobasedon(3).In
ordertoembedmorebitsintothesecondandfourthsubframes,thesecondlayersteganographyis
implementedbasedon:
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Whereb2+k×3isthethirdbitembeddedinthek-thframewhilep1,kandp3,karethevaluesofthe
pitchdelayinthesecondandfourthsubframeofthek-thframerespectively.

Byusingthedoublelayersteganography,theycanembedmorebitsintopitchdelaywithout
muchdistortionofspeech.Asaresultofthat,thecovertcommunicationbasedonthedoublelayer
steganographywillbesafer.

2.3. Principle of Steganalysis Based on Pitch Delay
Renetal.(2017)foundthatsteganographywillmakethepitchdelaysequencesofstegospeechless
stablethanitofcoverspeech.Theyperformedanexperimenttocomparethedifferencebetweenthe
pitchdelayofcoverspeechandstegospeech.Theexperimentalresultshowsthatthesecondorder
differenceofpitchdelayissuitabletobethefeatureofsteganalysis.Moreover,theydesignedamatrix
calledMarkovtransitionprobabilitymatrixofthesecond-orderdifferenceofpitchdelay(MSDPD)to
showthedifferencebetweentheoriginalandsteganographicspeech.ThematrixMD2iscalculatedby:
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whereD2(t)isthesecondorderdifferenceofpitchdelayinthet-thsubframe.P(D2(t)=i)isthe
probabilitythatD2(t)=i.P(D2(t)=i,D2(t+1)=j)istheprobabilitythatD2(t)=iandD2(t+1)=jat
thesametime.MD2(i,j)isthetransitionprobabilitythatthesecondorderdifferenceofpitchdelay
incurrentsubframeisjwhilethevalueinprevioussubframeisi.

Toimprovedetectionaccuracyandreducecomputationalcomplexity,theysetthethresholdof
D2(t)to[-6,6].Thus,thedimensionofMD2in12.2kb/smodeis169.Inordertofurtherimprove
theperformanceoftheclassifier,theyappliedacalibrationmethodtoestimatethefeatureofcover
speech.ThefeatureextractionprocessisshownonFigure2whereC-MSDPDisthefeaturesentinto
SVMfortraining.ThecalculationmethodofC-MSDPDis

C-MSDPD MSDPD-A1 MSDPD-A2= −  (6)

whereMSDPD-A1istheMSDPDcalculatedbythetestedspeech,andMSDPD-A2istheMSDPD
extractedfromtherecompressedspeech.
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3. STeGANALySIS SCHeMe BASeD oN STATISTICAL 
FeATUReS oF PITCH DeLAy

AlthoughC-MSDPDhasgreatperformanceondetectingsteganographybasedonpitchdelay,thereis
stillroomforimprovement.Inthissection,wewillintroducetwonewtypesoffeaturesforsteganalysis
ofpitchdelay.Basedontheprincipleofadaptivecodebooksearch,thepitchdelayinthesameframe
isdividedintosomegroups.Thefirstfeatureiscalibratedprobabilitydistributionsofthedifference
ofpitchdelayinthesamegroup(C-PDDPD).TheotheroneisMarkovtransitionprobabilitymatrix
ofthedifferenceofpitchdelayinsamegroup(MDPD).ThenewfeaturesandC-MSDPDfeaturewill
beextractedfromspeechsamplesandsenttogetherintoSVMfortrainingandtest.

3.1. Calibrated Probability Distributions of The Difference 
Between Pitch Delay in The Same Group (C-PDDPD)
Asmentionedbefore,thesearchrangeofeachintegerpitchdelayisdifferentinmostcases.Thesearch
rangesofthefirstandthirdintegerpitchdelayaredeterminedbytheopen-loopestimatedlagswhile
thesecondandlastsearchrangeforoptimumintegerpitcharerelyonthevalueofpreviouspitch
delay.Thusitcanbeseenthat,thecorrelationbetweenthefirstandsecondpitchdelayisstronger
thanitbetweenthesecondandthirdpitchdelay.Basedontheabove,wedividethefourpitchdelay
inthesameframeintotwogroups.Onegroupconsistsofthefirsttwopitchdelayandtheotherone
iscomposedofthelasttwopitchdelay.

Short-terminvarianceisanimportantcharacteristicofspeechsignals,whichmeansthesignalof
speechshouldbestableinshorttimeduration.Becausethedurationofvoicedphonemeis30-50ms
(Yanetal.,2015)andthelengthofeachframeinAMRcodecisonly20ms,thesignalinthesame
framecouldbeseenasstable.Thepitchdelaysequenceinthesameframeshouldalsobestable.
Themainideaofsteganographybasedonpitchdelayistoembedsecretmessagesbyadjustingthe
searchrange,thusthesteganographicbehaviorwillhaveahugeimpactontheshort-terminvariance
ofpitchdelaysequences,especiallyforthepitchdelayinthesamegroup.

Todepicttheimpact,weadopttheprobabilitydistributionsofthedifferencebetweenpitchdelay
inthesamegroup.AssumethatthespeechsegmentconsistsofNframes,thereare2Ndifference
valuescanbeobtainedbythespeechsegment.Forthek-thframeofthespeech,thetwodifference
valuescanbecalculatedasfollows:

d p p

d p p
k k k

k k k

0 0 1

1 2 3

, , ,

, , ,

= −
= −

 (7)

Figure 2. The extraction process Of C-MSDPD features
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whered0,kisthedifferencevaluebetweenthefirsttwopitchdelayinthek-thframeandd1,kis
theonebetweenthelasttwopitchdelay.Theprobabilityofthedifferencebetweenpitchdelayinthe
samegroupcanbecalculatedas:

P d
d d d d
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whereP(d)istheprobabilitythatthedifferencevaluebetweenpitchdelayinthesamegroupis
d.In12.2kb/smode,therangeofdis[-9,9].δ(x=y)isacharacteristicfunctiondefinedas:

. δ( )
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x y

x y

x y
= =

=
≠








1

0
. (9)

Toverifytheeffectivenessofthedistributiononsteganalysis,1000speechsegmentslast10s
areemployedasspeechsamples.Figure3(a)illustratestheaverageprobabilitydistributionofP(d)
calculatedbytheoriginalspeechandthesteganographiconeat100%embeddingbitrate.According
toshort-terminvarianceofpitchdelayandthestrongcorrectionbetweenthepitchdelayinthesame
group,thedistributionofP(d)shouldbemainlyconcentratedintherangenear0.Steganography
changesthedistribution,P(0)ofthestegospeechismuchlessthanitcalculatedbythecoverspeech,
andthedistributionfluctuationsofthecoverspeecharelargerthanthestegoones.

Inaddition,recompressionisappliedtobothcoverandstegosamples.Figure3(b)showsthe
averageprobabilitydistributionsofP(d)calculatedbyrecompressedcoverandstegospeech.Different
tothedistributionscalculatedbyoriginalstegospeech,thedistributionsofbothrecompressedspeech
aresimilartotheonesoforiginalcoverspeech.Thusthedistributionsoftherecompressedspeechcan
beusedasthecalibrationtoestimatethedistributionsoftheoriginalcoverspeech.Ifthedifference
betweenthedistributionofthetestedspeechanditsrecompressedoneisobvious,thetestedspeech
couldbeseenasthespeechwhichiscarryingwithsecretmessagebits.

Figure 3. The average probability distribution of the difference between pitch delay in the same group
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Ontheotherhand,thevalueofP(d)isaround0whiledisin[-9,-5]and[6,9],whichmeansthe
differencevaluedismainlyconcentratedintherangeof[-4,5].Asaresultofthat,[-4,5]ischosen
asthethresholdforthedifferencevalued.C-PDDPDfeaturecanbecalculatedasfollows:

∆P d P d P d d( ) ( ) ( ) [ , ]= − ∈ −
original speech recompressed speech

4 5  (10)

where△P(d)isthedifferencevaluebetweenP(d)extractedfromtheoriginalspeechandits
recompressedone.Becausethedifferencevaluedisonlytakingvaluefrom-4to6,thedimension
ofC-PDDPDfeatureis10.

3.2. Markov Transition Probability Matrix of The Difference 
of Pitch Delay in Same Group (MDPD)
Thedifferenceofpitchdelaycharacterizesthevariationofpitchperiodinshortduration.According
tothecharacteristicsofspeechsignals,thevariationofspeechsignalsinshortdurationshouldbe
smoothandstable,fromwhichwecanlearnthattheadjacentdifferencevaluesshouldhavestrong
correlationwitheachother.ForaspeechsegmentcontainsNframes,wecanconsiderthesequence
ofdifferencevaluesD={d0,0,d1,0,d0,1,d1,1,...,d1,N-1}asaMarkovchain.Andthesequenceofthe
differencevaluesshouldsatisfythisformula:
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ThenwecanobtaintheMarkovtransitionmatrixMDasfollow:
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whereP(dcur=x|dprev=y)istheprobabilitythatcurrentdifferencevalueisxwhiletheprevious
oneisy.P(dcur=x|dprev=y)canbeobtainedby:
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Figure4illustratestheaverageMarkovtransitionmatrixMDextractedfrom1000coverspeech
samplesandcorrespondingstegospeechsamples.Thestegospeechsamplesareobtainedbyusing
Huang’s(2012)andYan’s(2015)steganographicmethodat100%embeddingbitrate.Wecandraw
twoconclusionsfromtheobservationontheimages.

First,steganographyactuallychangesthedistributionofthematrix,whichmeansthevariationof
pitchdelayhasbeenobviouslyaffectedbybitsembedding.Theaveragecovermatrixhasparticular
fluctuationsthatthevaluesareconcentratedinthecenternearthepointatP(dcur=0|dprev=0).But
thedistributionofthesteganographicmatrixismoreevenlythantheonecalculatedbythecover
speechsamples.Accordingtotheshort-terminvarianceofpitchperiod,thevariationofpitchdelay
shouldbesmoothandstableineachgroup,andtheadjacentdifferencevaluesshouldbesimilar,which
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meansthedifferencevalueshouldbenear0inmostcases.Duetotherandomnessofsecretmessage
bits,steganographywillmakethematrixextractedfromthestegosamplesmoreevenlydistributed.

Secondly,thematricesofcoverspeechandstegospeechareallmainlyconcentratedintherange
of[-4,5]onbothverticalandhorizontalordinates.Thereasonisthatthedifferencevaluedismainly
concentratedintherangeof[-4,5]aswediscussedabove.Theprobabilityvaluesfarawayfromthe
centerofthematrixareinvariantevenwhentheembeddingbitrateis100%,whichmeansthatthey
arenotsuitablefordistinguishingthestegospeechfromthecoverones.Asaresultofthat,weonly
takethecenterofthematrix(therangeonbothverticalandhorizontalordinatesare[-4,5])asthe
featureforsteganalysis.ThedimensionoftheMDPDfeatureis10×10=100.

3.3. Steganalysis Scheme
Aftertheintroductionofthefeatures,wepresentasteganalysisschemebasedonSVM.SVMisbroadly
employedinthefieldofsteganalysis.AsFigure5shows,thetrainingprocedurecontains4steps:
Step1: Collect large numbers of speech samples that half of the samples are produced by
steganographymethodandtherestarecompressedbytheoriginalAMRencoder.Thenrecompression
isconductedtoproducetherecompressedcoverandstegosamples.
Step2: ExtractMSDPD,PDDPDfromallspeechsamplesincludingtheoriginalandrecompressed
ones,thencalculateMDPDbyonlyoriginalsamples.
Step3: ObtainC-MSDPDandC-PDDPDbyusingMSDPDandPDDPDextractedfromtheoriginal
samplessubjecttheonesextractedfromthecorrespondingrecompressedsamples.
Step4: TraintheSVM-basedclassifierwithC-MSDPD,C-PDDPD,MDPDandthecoverorstego
labelofeachsample.

Thenthestepsoftestaredescribedasfollows:
Step1: RecompressthetestedspeechsegmentwithAMRencoderinthesamemode.
Step2: ObtainC-MSDPD,C-PDDPD,MDPDfeaturesfromtheoriginalsampleandtherecompressed
sample.
Step3: Sendthefeaturevectorasinputintothetrainedclassifiertodetectwhetherthespeechis
carryingwithsecretmessages.

4. eXPeRIMeNTAL ReSULT AND eVALUATIoN

LibSVMisafamousopen-sourcelibraryforSVM.Inthispaper,LibSVMwithdefaultparameters
(c=1andg=1/1064)andRBFkernelisemployedfortrainingtheSVM-basedclassifier.Itisalso
theSVMusedinRen’s(2017)method.Toevaluatetheperformanceofproposedapproach,2800
speechsamplesarecollectedfortrainingandtestinthispaper.Thesamplesetconsistsoffourtypes

Figure 4. The average Markov Transition Matrix of the difference between pitch delay in the same group
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ofspeech,whichareEnglishmalespeech,Englishfemalespeech,ChinesemalespeechandChinese
femalespeech.Thenumberofeachtypeofspeechis700andthelengthofeachsampleis10s.Before
startingtheexperiments,thewholespeechsamplesarecompressedbyAMRencoderin12.2kb/s
modetoproducethecoverspeechsamples.ThenHuang’s(2012)methodandYan’s(2015)method
areusedforproducingthestegospeechsamplesatdifferentembeddingbitratesfrom10%to100%.

Ineachexperiment,1400coversamplesandtheircorrespondingstegosamplesarerandomly
chosenasthetrainingset.Aftertheclassifieristrained,therestsamplesareemployedforperformance
test.Table1andTable2respectivelyshowtheexperimentalresultsfordetectingsamplesatdifferent
embeddingbitratesandsampleswithvariouslengths.Table1recordsthedetectionaccuraciesof
theproposedmethodandRen’s(2017)methodwhenstegosamplesareproducedbyHuang’s(2012)
andYan’s(2015)steganographicmethodatdifferentembeddingbitratesfrom10%to100%with
thelengthof1s.Fromthetablewecanseethat,theproposedmethodhasobviousadvantagethan
thestate-of-the-artsteganalysismethod.FordetectingHuang’s(2012)steganographicmethod,the
correctrateoftheproposedmethodisupto80.07%attheembeddingbitrateof70%whileRen’s
(2017)classifiercanachieveonly78.46%correctrateevenwhentheembeddingbitrateis100%.For
detectingYan’s(2015)method,theadvantageoftheproposedmethodismoreobvious.Theproposed
methodcanprovidehigher7.5%accuracythanRen’s(2017)oneatmost.Table2showsthedetection
accuraciesondetectingtestedsampleswithdifferentlengthfrom1sto10s,andtheembeddingbit
rateofeachstegosampleis50%.Fromthetableitcanbeseenthat,theproposedmethodisbetter
thanRen’s(2017)methodunderallspeechlengths.Thediscriminationbetweentheproposedmethod
andRen’s(2017)methodisobviouswhenthelengthoftestedsamplesisonly1s.Withtheincrease
inspeechlength,thedetectionaccuraciesofbothsteganalysismethodsarehigher,buttheproposed
methodstilloutperformsRen’s(2017)oneindetectingallembeddingmethods.

Tocomparetheperformanceofthetwosteganalysismethodsmoreclearly,Figure6illustrates
thereceiveroperatingcharacteristic(ROC)curvewhenthetwosteganalysisschemesareemployed
fordetectingspeechsampleswiththelengthof1s,5s,and10sattheembeddingbitrateof50%.ROC
curveisoftenemployedforillustratingtheabilityofbinaryclassifier.Iftheareaunderthecurve
(AUC)isbigger,theperformanceoftheclassifiercouldbeseenasbetter.Fromthefiguresitcould
beseenmoreclearlythattheproposedmethodoutperformsRen’s(2017)onewithdifferentspeech
lengths.Whenthetestedsampleisshort,thediscriminationbetweenthetwomethodswillbeobvious.

Theexperimentalresultdemonstrates thatproposedmethodhasbetterperformancethanthe
state-of-the-artoneinallkindsofconditionsanditismosteffectiveonshort-lengthspeechdetection,
whichmeansit ismoresuitedtoreal-timespeechsteganalysisscenariobecauseitcandetectthe
covertcommunicationonlyin1s-3sandthedetectionaccuracywillincreaseduringtheprocess
ofcommunication.Forthebothtwoexistingsteganographicmethods,theproposedmethodcanall
effectivelydetectthetargetfromtestedsamplesandprovideshighaccuracyevenwhenthetested
sampleisshortortheembeddingbitrateislow.

Figure 5. The process of the proposed steganalysis method
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Table 1. The detection accuracies of two steganalysis methods at different embedding bit rate

Embedding method Huang’ steganography Yan’s steganography

Embedding bit rate Proposed method Ren’s method Proposed method Ren’s method

10% 53.93% 52.93% 53.75% 50.82%

20% 59.54% 56.79% 58.14% 54.21%

30% 65.14% 62.21% 62.75% 59.89%

40% 68.21% 65.54% 68.04% 63.68%

50% 73.11% 69.07% 72.11% 66.14%

60% 76.68% 71.46% 75.64% 71.43%

70% 80.07% 74.79% 79.43% 74.14%

80% 81.39% 74.57% 83.39% 77.07%

90% 82.71% 77.21% 86.00% 78.50%

100% 84.86% 78.46% 87.89% 81.68%

Table 2. The detection accuracies of two steganalysis methods with different sample length

Embedding method Huang’ steganography Yan’s steganography

Sample length Proposed method Ren’s method Proposed method Ren’s method

1s 73.11% 69.07% 72.11% 66.14%

2s 83.43% 80.29% 82.29% 78.04%

3s 88.50% 84.36% 87.68% 84.29%

4s 90.89% 86.54% 91.14% 87.75%

5s 93.18% 89.54% 93.79% 89.71%

6s 94.82% 91.25% 95.18% 91.61%

7s 96.11% 92.29% 96.46% 92.71%

8s 96.89% 93.00% 96.86% 93.50%

9s 97.32% 93.86% 97.54% 94.18%

10s 97.96% 94.32% 97.96% 94.75%

Figure 6. The ROC curve of two steganalysis methods
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5. CoNCLUSIoN

Inthisarticle,wehaveproposedanovelsteganalysismethodfordetectingsteganographybasedon
modificationofpitchdelay.Byanalyzingofthesearchstrategyofpitchdelay,wediscoveredthatthe
correlationbetweenadjacentpitchdelayisdifferent.Basedonthis,thepitchdelayinthesameframe
isdividedintosomegroups,andtwonewtypesoffeatures(C-PDDPDandMDPD)basedonthepitch
delayinthesamegroupandC-MSPDPfeatureareemployedtotraintheclassifier.Experimental
resultshowsthattheproposedmethodoutperformsthestate-of-the-artoneespeciallyinshortlength
speechdetection.Becauseofthehighaccuracyondetectingshortlengthspeech,theproposedmethod
canmeetthehighrequirementofreal-timecovertcommunicationdetection.
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