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ABSTRACT

Anovelhighcapacityandsecurityreversibledatahidingschemeisproposedinthisarticle,inwhich
thesecretdataisrepresentedbydifferentorthogonalspreadingsequencesandrepeatedlyembedded
intothecoverimagewithoutdisturbingeachotherinthelightofCodeDivisionMultipleAccess
(CDMA)technique,andthustheembeddingcapacityisenlarged.Asmostelementsoforthogonal
spreading sequences are mutually canceled in the process of repeated embedding, it keeps the
distortionoftheembeddedimageatalowlevelevenwithhighembeddingcapacity.Moreover,only
thereceiverwhohasthespreadingsequenceandtheembeddinggainfactorthesameasthesender
canextractthesecretdataandachievetheoriginalimageexactly,thustheproposedschemeachieves
highembeddingsecuritythanotherschemes.Theresultsoftheexperimentdemonstratesthatthe
CDMAbasedreversibledatahidingschemecouldachievehigherimagequalityatmoderate-to-high
embeddingcapacitycomparedwithotherstate-of-the-artschemes.
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1. INTRoDUCTIoN

Reversibledatahiding(RDH)isakindofdistortion-freedataembeddingmethod,itallowsonetohide
thesecretdataintoanimageinsuchawaythattheoriginalimagecanbereconstructedcompletely
fromthemarkedimageaftertheembeddeddatahavingbeenextractedcorrectly.Forsomesensitive
applications,suchasmilitaryandmedicalimaginary,thecoverimageissoimportantthatevena
veryslightchangeofpixelsisunacceptable.Inthiscase,anychangesmayaffecttheintelligenceof
theimagethatalwaysrequireaccesstotheoriginaldata,andthusthereversibledatahidingishighly
desiredissuchscenery.

Manyreversibledatahidingschemeshavebeendevelopedinrecentyears.Earlyreversibledata
hidingschemesweremainlybasedonlosslesscompressiontechniques,inwhichcertainbitsofan
imagepixelarecompressedtocreatevacanciesfordataembeddinglosslessly(Fridrich,Goljan,&Du,
2002;Celik,Sharma,Tekalp&Saber,2005).Fredrichetal.proposedareversibledatahidingmethod
bycompressingtheleastsignificantbitplanesofthehostimageandembeddedthesecretdatainto
thesavedspace.Celiketal.enhancedFredrichetal.’sapproachandpresentedahigh-performance
scheme through compressing quantization residues with more efficient compression technique,
however,theseschemesoftensufferfromlargedistortionwithlowembeddedcapacityandlackof
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safetycontrolalgorithm.Lateron,manyefficientalgorithmshavingbeenproposedthatemphasize
onincreasingdataembeddingcapacityatlowimagedistortion.

Nietal.(Ni,Shi,Ansari&Su,2006)proposedanefficientreversibledatahidingsolutionnamed
histogramshiftingscheme,inwhichagapiscreatednearthehighesthistogrambinbyshiftingimage
graylevelswithoneposition,andtheembeddedbitsareencodedbyusingthehighestbinofpixels.
Fromthenon,manyhistogrammodificationschemesareproposed.Leeetal.(Lee,Suhand&Ho,
2006)employedthedifference-imagetoembedmoredatathanNietal.’sscheme.Yangetal.(Yang
&Tsai,2010)proposedaninterleavingpredictionmethodandincreasedthenumberofprediction
errorsasmanyasthepixels,bywhichtheembeddingcapacityisimprovedeffectively.Xuanetal.
(Xuan,Tong,Teng,Zhang&Shi,2012)embeddeddataintoimageprediction-errorswithhistogram
pairmethod,andfourthresholdsareintroducedforperformanceoptimization,bywhichtheyachieved
excellentresultsatlow-to-moderateembeddingcapacity.Recently,Lietal.(Li,Zhang,Gui&Yang,
2013)proposedanadaptivereversibledatahidingschemetoenhancetheembeddingperformance
athighembeddingpayload.

Difference expansion is another fruitful researchdirection introducedbyTian (Tian,2003),
inwhichthepixeldifferencesareexpandedandthesecretdataareaddedtotheexpansioncreated
spacefurtherly.ThodiandRodriguez(Thodi&Rodriguez,2007)enhancedthedifferenceexpansion
techniquewithamethodcalledprediction-errorexpansion,whichexploitsthecorrelationinherent
intheneighborhoodofapixelthanthedifference-expansionscheme,andthusthedistortionofthe
coverimageisreducedafterdataembedding.Sachnevetal.(Sachnev,Kim,Nam,Sures&Shi,2009)
presentedaprediction-errorexpansionmethod-basedschemewithoutusingalocationmapinmost
cases,itallowstoembedmoredataintotheimagewithlessdistortion.Lietal.proposedtoembed
1or2bitsintoexpandablepixelsadaptivelyaccordingtothelocalcomplexitywithprediction-error
expansionmethod.

Althoughmostschemestry toexploitamplesmallpredictionerrorsfordatahidingsoas to
lightentheimagedistortion,butalotofbig-valuepredictionerrorswouldstillbeinvolvedfordata
hidingwhenthepayloadishigh,andtheimagequalitydropsrapidlywiththeincreaseofembedding
capacity.Inthispaper,aCDMAbasedhighperformancereversibledatahidingschemeispresented
forreversibledatahiding.Thesecretdataarerepresentedbydifferentorthogonalspreadingsequences
andembeddedrepeatedlyintothecoverimagetoenlargeitsembeddingcapacity,asmostelementsof
differentspreadingsequencesaremutuallycanceledintheprocessoftherepeateddataembedding,
thatkeepstheimageingoodqualityevenathighembeddingcapacity.Moreover,accordingtothe
specialityoftheproposedscheme,onlythereceiverwhohasthespreadingsequenceandtheembedding
factorthesameasthesendercanextractthesecretdataandachievetheoriginalmessageexactly,
whichimprovesthesecurityofthesystem.

The rest of the paper is organized as follows. Section 2 introduces the CDMA based data
hidingmethodindetail.Insection3,aCDMAbasedreversibledatahidingschemeisprovided,the
experimentalresultsareprovidedanddiscussedinsection4.Theconclusionsaredrawninsection5.

2. CDMA BASeD ReVeRSIBLe DATA HIDING

Code Division Multiple Access (CDMA) is a kind of spectrum spreading technique for signal
transmitting,inwhichvarioussignalsarerepresentedbydifferentorthogonalspreadingsequences
andtransmittedtogetherinasinglechannelandthusthefrequencyresourceissaved(Adatahiding
schemecanalsobeviewedasacommunicationsystem,inwhichthemassageisthesecretdataand
the transmissionchannel is thecover image).TheprincipleofaCDMAbaseddata transmitting
schemeisasfollows:

Suppose S s m� � � �� 1  isazero-meansequencewithsizeof 1×m  andsatisfies the following
conditions:
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Thus,thecrosscorrelationofanytwodifferentsequencessatisfies:

S S S S i ji j i j
T

, � � � �� �0    (2)

In a CDMA based transmitting system, the sender is assigned with an antipodal spreading
sequenceforsignaltransmission,thesecretbit“1”isrepresentedbythesequenceitselfand“0”is
representedbyitsnegative.Supposethecompoundsignalsintheencodingsideis
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where,nisthenumberofspreadingsequences,Iisthecompoundsignalstobetransmittedin
thesamechannel.Atthedecodingside,thespecificdatabitcanbeextractedas
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where, 2  is the module-square. i j  is the specified spreading sequence. The result “+1”
representsthedatabit“1”and“-1”representsthedatabit“0”.Accordingtotheorthogonalityof
differentspreadingsequences,clearly,onlythereceiverwhohasthesamespreadingsequenceasthe
sender can achieve the objective data correctly. Therefore, different signals can be transmitted
simultaneouslyinthesamechannelandthechannelcapacityisenlarged.Forexample,supposetwo
orthogonal sequences S

1
1 1 1 1� � �� �, , , , S

2
1 1 1 1� � �( , , , ) . Apparently, S1 and S2 are zero-mean

sequencesandorthogonaltoeachother.Twosecretdatabits“1”and“0”arerepresentedbyS1and
-S2respectively;thus,thetwospreadingsequencescanbetransmittedtogetherinaCDMAbased
transmittingsystem,andthecompoundsignaliscalculatedasS=S1+(-S2)=S1-S2=(0, 0, 2, -2).At
the receiver side, for the decoder with secret code S1, the decoding result can be calculated as
S S
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( ) ,whichrepresentthebit“1”;while,forthedecoderwiththesecret

codes S2, the decoding result can be calculated as S S
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( ) , which

represent thebit“0”.Aswecansee, theresultwouldbeneither1nor-1 ifothersequencesare
employedtodecodethecompoundsignal.Astheorthogonalspreadingsequencecanbegenerated
indifferentwaysanditisimpossibleforintruderstoguessthespreadingcode,theCDMAbased
signaltransmittingsystemcanprovidehighdatatransmittingcapacityandsecurity.

OurschemeisinspiredbytheprincipleofCDMAbasedsignaltransmittingsystemandwillbe
fullydescribedinthefollowingparagraphs.

2.1. CDMA Based Secret Data embedding
SupposeW i nin n i� �� � � �� � �� � �� �� �� � � �

1 2
1 0 1 2, , , , , , ,...,  isanoriginalbinarysecretsequencetobe

embedded.Theelementsofthesequencearechangedtoaseriesofantipodalbitswiththeformula:



International Journal of Digital Crime and Forensics
Volume 11 • Issue 4 • October-December 2019

121

b
if
ifi

i

i

�
�

� �
�
�
�

1 1

1 0

�
�

;

;
 (5)

Where, b i ni � �� � �� �1 1 1 2, , , ,..., .Theoriginalsecretsequence
W i nin n i� �� � � �� � �� � �� �� �� � � �

1 2
1 0 1 2, , , , , , ,..., ischangedtoW b b bc n� ��� � �� �1 2

, , , .Choosek
mutuallyorthogonalspreadingsequencesas S s s s i ki l� ��� ��� � �� �� �1 2

1 2, , , ,..., fromaspecific
Hadmardmatrix.Here,thelengthofeachsequence" "l issettoanevennumber,andthenumber
of“1”and“-1”isequivalentineachspreadingsequence.Thus,thecandidatespreadingsequences
arezero-meanandorthogonaltoeachother.

Let I betheoriginalimage,thesizeof I is N N× ,Choosepixelsoftheimagetoformthe
vectors i x x x j N N lj l� ��� � �� � � �� �� �1 2

1 2, , , , ,..., / ,where, " "l ,thesameasthelengthof Si ,isthe
lengthof thevector i j ,Then, the secretdatacanbeembedded into the imageby the following
expression:

i i b S b S b Sj j k k
'

[ ]� � � � ��� ��
1 1 2 2

 (6)

Theexpression(6)showsthat k bitsofsecretdatacanbeembeddedtoeachvector i j .Here k 
is thenumberof thebits tobeembedded (whichequals to thenumberoforthogonal spreading
sequencesemployedfordataembedding). α isapositiveintegerrepresentstheembeddinggain
factor,whichcontrols theembeddingintensity.Thebiggerthevalueof α , thestrongerthedata
embeddingandthenoisiertheimagewouldbe.Finally,theembeddedimageisobtainedbyreplacing
all i j vectorswith i j

' .

2.2. CDMA Based Secret Data extraction
Let I ' bethemarkedimage,andconstructing i j

' withthesamemethodasembeddingstage.Thus,
thesecretbitscanbeextractedbycalculatingthecrosscorrelationbetween i j

' andspreadingsequence
Si .
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Sincethespreadingsequencesareorthogonaltoeachother.Theformula(7)canbesimplifiedas:

i S i S b S Sj i j i
T

i i i
T'

, � � � ��  (8)

Where,α isapositiveintegerandS Si i
T⋅ isalwayspositive.So,thesignofexpression�b S Si i i

T� 
isdeterminedby bi .Therefore,inthecaseof i S b S Sj i

T
i i i

T� � �� ,weachieve
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Theformula(9)showsthatiftheresultofexpression �S Si i
T� isgreaterthan i Sj i

T⋅ ,thesecret
datacanbeextractedcorrectly.SinceSi isazero-meanspreadingsequence,theexpressionof i Sj i

T⋅ 
equalstocalculatethedifferenceofcertainpairsofadjacentpixelsandthenaddedthemtogether.
Therefore,themagnitudeof i Sj i

T⋅ wouldbequitesmalliftheelementsof i j aresimilar.Fortunately,
accordingtotheredundancyofnaturalimagecontent,theneighboringpixelsareverysimilartoeach
other,especiallyintheflattenareasofanimage.Therefore,theproductof i Sj i

T⋅ isusuallyvery
small,whichenablesmoresecretdatabeembedded.Atthesametime,thehigherthevalueofα is,
thelargerthemagnitudeof�S Si i

T� is,themorepixelswouldbeinvolvedtoformoriginalvector i j 
andthustheembeddingcapacityisenlarged.Furthermore,asthereversibledataembeddingofthe
proposedschemeisachievedwithdifferentspreadingsequencesandembeddinggainfactors,the
secretdatacanberepeatedlyembeddedintotheobjectimagewithoutdisturbingtoeachother.The
embeddingcapacityisthencanbeestimatedwiththeformula

C T M N l� � � �* *
/ �  (10)

Where,Cisembeddingcapacity,Tisembeddingtimes,MandNaretherowsandcolumnsof
objectimage,listhelengthoforthogonalspreadingsequence,andε isthesizeoftheextramessage.

2.3. CDMA Based original Image Recover
Afterthecorrectextractionofthesecretdatafromthemarkedimage(thespreadingsequenceSi and
thegainfactorα arealreadyknownapparently),theoriginalimagecanbecompletelyrecoveredby
thistheformula:

i i b S b S b Sj j k k� � � � ��� �� �' �
1 1 2 2

 (11)

Moreover,as thesendercanembed thesecretdatawithdifferentembeddingsequencesand
gainfactors,onlythereceiverwhohasthespreadingsequenceandtheembeddinggainfactorthe
sameasthesendercanextractthecorrespondingsecretdataandobtaintheoriginalimageexactly,
consequently, the proposed reversible data hiding scheme also achieves higher data embedding
securitythanotherschemes.

3. DeSIGN oF A CDMA BASeD ReVeRSIBLe DATA HIDING SCHeMe

Inthissection,unlikemostCDMAbasedcommunicationsystemsadoptlongorthogonalspreading
sequences for data transmitting; we employ short spreading sequence with only 2 elements for
reversibledatahiding.Sincetwopixelscanonlyhideonesecretbitforsingleembedding,itcanbe
calculatedthatthemaximumachievableembeddingrateis0.5BPP(BitPerPixel)whenthelength
ofspreadingsequenceis2forsingleembedding.Ontheotherhand,asthetwoorthogonalspreading
sequencesderivedfromHadmardmatrixare(1,-1)and(1,1),itcanbeobtainedfromformula(9)
thatalladjacentpixelswhosedifferenceorsumbelongto{-1,0,1}aresatisfiedfordataembedding.
Moreover,multiplelevelsdataembeddingcanalsobeemployedtoimproveimageembeddingcapacity,
inwhichdifferentorthogonalspreadingsequencesarerepeatedlyembeddedintotheobjectimage.
Forexample,supposethetwoto-be-embeddeddatabitsare1and0,thevector i1 formedfromthe
prediction-errorimageis(0,1)andthetwoorthogonalspreadingsequencesare(1,-1)and(1,1).The
firstsecretbit1representedbyspreadingsequence(1,-1)andaddedtothevector,theembedded
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vectorbecomes(1,0);thesecondsecretbit0isrepresentedby(-1,-1),theembeddedvectoristhen
changedto(0,-1)afterdoubleembedding.

Atthedecodingside,theembeddatabit0and1canbeextractedandtheoriginalvectorcanbe
recoveredexactlyaccordingtothefollowingsteps:

Step

Step

1
0 1 1 1 1 0 0

0 1 1 1 1 0

2
:

( , ) ( , ) ;

( , ) ( , ) ( , );
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22
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1 0 1 1 0 1

1
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( , ) ( , ) ;

( , ) ( , ) ( , );
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�
�
�

 
 

�
 (12)

Noticethattheorderofdatabitextractionisinversetothatoftheembedding.Intheprocess
ofdataextraction,onlythevalueofsecondpixelchanges2,otherelementsofembeddedspreading
sequencesaremutuallycanceledinmultiplelevelsdataembedding.Asmostelementsofdifferent
spreadingsequencesaremutuallycanceledinmultiplelevelsdataembedding,theproposedscheme
achieveshighembeddingcapacitywhileintroducelowdistortiontothecoverimage.

Furthermore,supposethespreadingsequenceisS
1

1 1� �[ , ] andthesecretdatabitis“1”atfirst,
eachpixelofvector i1 change1invalueaftersingleembeddingdenotedas i

1

' (itisclearthatthe
modificationonpredictionerrorswill finallyreflectedonpixelvalues). In thesecondleveldata
embedding,thebitto-be-embeddedmaybe" "0 or" "1 andtheprobabilityis50%respectively.Ifthe
to-be-embeddeddatabit is " "0 , � � �S

1
1 1[ , ] wouldbeadded to themodifiedvector i

1

' , thefinal
changeoftheelementsin i1 are S S

1 1
0 0� � �( ) [ , ] ;Ifthetobeembeddeddatabitis" "1 , S

1
1 1� �[ , ] 

willaddedtothemodifiedvector i
1

' ,thefinalchangeoftheelementsin i1 wouldbeS Si i� � �[ , ]2 2 .
Thus,consideringthedatabitprobability,theprobable Mean Square Error(pMSE)canbecomputed
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.Similarly,wecanobtainthepMSEafterthirdlevels

embeddingis pMSE = 3 ,andsoon.ThevalueofpMSEjustequalstotheembeddinglevels,therefore,
theproposedschemeintroduceslowimagedistortionevenathighembeddingcapacity.

Inaddition,tofurtherincreasetheembeddingcapacity,weemploytheprediction-errormatrix
ofthecoverimagegeneratedthroughrhombuserrorpredictionmethodformultileveldataembedding.
Generally,thepredictionerrorsoftheproposederrorpredictionmethodareverysmallandquasi-
Laplacedistributesharplyaroundzero,andthenthevectorswithsimilarsmallelementsareobtained
andtheembeddingcapacityisenlarged.Intheproposederrorpredictionmethod,denotetheimage
pixel value as ui j, , where i  and j  are subscripts of row and column. Its four neighbors
u u u ui j i j i j i j, , , ,

, , ,� � � �� �1 1 1 1
areemployedtopredictthevalueof ui j, as

u u u u u
i j i j i j i j i j
,

'

, , , ,
, , ,� � ��� ��� � � �1 1 1 1

4  (13)

The prediction error is obtained as d u ui j i j i j, , ,

'� � . Then, the secret data is embedded by
modificationof di j, to Di j, ,andtheoriginalpixelvalue ui j, ischangedtoU D ui j i j i j, , ,

'� � ,which
areemployedtoconstructsthemarkedimage.Thedecodingprocessofrhombuserrorprediction
methodisaninverseofencodingstage,andthetrivialdescriptionisomittedhere.
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4. eXPeRIMeNTAL ReSULTS AND DISCUSSIoN

4.1 Comparisons on Three Popular Test Images
Threeimagesof“Lena”,“Baboon”and“Airplane”fromUSC_SIPdatabaseareemployedtoevaluate
theperformanceofourproposeddatahidingscheme.Tofacilitatecomparison,thesizeofallimages
is512×512×8bits.Asmostofthesensitiveimagesinhospitalandmilitaryareasareingrayscale,
thus,wechoosegrayscaleimageforreversibledatahidingexperimentsandourstudymainlyfocuses
onthem.Furthermore,asfarascolorimagesareconcerned,theycanberegardedasthecompound
ofthethreegrayimageswhichcomefromR/G/BcolorChannels.Meanwhile,allexperimentsare
performedbyembeddinganddecodingarandombinarysequencegeneratedbytheMatlabfunction
randint(),andalocationmapisadoptedtoindicatethedatahidingpositions,whosesizeisusually
quitesmallaccordingtotheredundancyofnaturalimage.Theembeddingrate-distortionbehavior
isemployedtoevaluatetheperformanceoftheproposedscheme.

Figure2-4showthePSNR(PeakSignalNoiseRatio)-BPPcurvesofproposedschemecompared
withsomestate-of-the-artreversibledatahidingschemes,whichincludethehistogramshiftingbased
schemepresentedbyXuanetal.andLietal.,thedifferenceexpansion-basedschemespresentedby
Sachnevetal.andLietal.Theresultsdemonstratethattheperformanceofourproposedscheme
achieveshigherPSNRvaluesthanthoseschemesatmoderate-to-highembeddingcapacity.Figure2
showsthatthePSNRvaluesofourproposedschemeexceedXuanetal.’sresultat0.2BPP,Lietal.’s
resultatabout0.13BPP,Sachnevetal.’sresultat0.16BPPandLietal.’sresultataround0.21BPP,
respectivelyontestimageLenaFigure1.Atthesametime,Figure3-4illustratethatthePSNRof
ourproposedschemeexceedotherstate-of-the-artschemesat0.08BPP,0.36BPPrespectivelyon
imageBaboonandAirplane.

Thereasonisthatwhenthepayloadembeddedintotheimageissmall,thevalueoftwopixels
wouldbechangedat least foronebitembeddingeven thespreadingsequence length is2 in the
proposedscheme; thus, the imagedistortionis larger thanotherschemesat lowdataembedding
rate.Butwithincreaseofthepayload,thespreadingsequenceswhichrepresentdifferentsecretbits
are repeatedlyembedded into thewatermarked image, andmost elementsofdifferent spreading
sequencesaremutuallycanceled.Thedistortionintroducedbytheproposedschemedropsdownand
thePSNR-BPPcurvedeclinesslowly.Hence,theproposedschemeachieveshigherPSNRvaluethan
othersatthemoderate-to-highdataembeddingcapacity.

Ontheotherhand,consideringthedifferenceexpansion-basedschemeadoptedbySachnev et 
al.andLi et al.,thedistortionintroducedtothecoverimagecanbeexpressedas2por2p+1(pisthe
absolutevalueofpredictionerrorsemployedfordataembedding).Thepixelvaluechanges“0”or“1”
whenthepredictionerror“0”or“-1”areemployedfordataembedding,butthepixelvaluechanges
wouldbe“2”or“3”ifthedifference“1”ischosen,andsoon.Thus,thedistortionofthecoverimage
growsfastwhenthepayloadincreases.AsforthehistogramshiftingschemeadoptedbyXuanetal.
andLietal.itsperformancereliesontheheightofthehighesthistogrambins(generallyisbin“0”
and“-1”),whentheamountoftheto-be-embeddeddatalessthanthehighesthistogrambins,the
distortionintroducedtothecoverimageis0or1,butallofthenon-involvedpixelsarealsochange
1invaluetoensurethereversibility.Moreover,whenthepayloadislargethanthehighesthistogram
bins,Multiplelevelsdataembeddingshouldbeadoptedandallofthenon-involvedpixelsneedto
change2invaluetovacatespacefordataembedding,andsoon.Thentheimagequalitywould
alsodegraderapidlywhenthepayloadincreases.However,inourproposedscheme,thespreading
sequenceisdirectlyaddedtoprediction-errorvectorandnohistogrambinsneedtobeshifted.The
pixelvaluechangesonly“+1”or“-1”foreachdataembeddingstep,andalldifferencesbelongsto
{-1,0,1}areinvolvedfordataembedding.Therefore,oncetheamountofpredictionerrors(histogram
bins)“0”or“-1”areexhaustedfordatahidingintheschemesofdifferenceexpansionorhistogram
shifting,theimagedistortioncausedbydataembeddinginthoseschemeswouldbelargerthanour
proposedschemeapparently.
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Furtherly,Figure2-4alsoshowsthat theperformanceofourproposedschemeexceedsother
schemesatdifferentdataembeddingrate.ThePSNRvaluesofmarkedimageexceedotherschemes
atlowembeddingrateinimagewithmoretextureareas(e.g.,Baboon),however,itoverstepsother
schemesatmoderateembeddingrateinimagewithmoreflattenareas(e.g.,AirplaneandLena).
Sincethepredictionerrorhistogramofimagewithmoreflattenareasdistributesmuchconcentrated
aroundthezero(infact,thevalueofmostpredictionerrorsis0),theimagedistortioncausedbydata
embeddingbyconventionaldatahidingschemesislessthanthosewithmoretextureareasespecially
atlowpayload.Thus,onlyaftermoresecretdataareembedded,theproposedschemecanexceed
theirperformance.

4.2. Comparisons on JPeG2000 Test Image
Tofurtherevaluatetheperformanceofourproposedscheme,oneofJPEG2000testimageWoman
Figure5isemployedinourexperiments.Unlikethosewidelyusedimagesgenerallyhavethetwo
emptyendsoftheirhistogram,thebothendsofhistogramoftheimageWomanhavepeaks.Thus,
thedataembeddinginimageWomanismorechallengethanothers.Furtherly,thesizeoftheimage
hasbeenreducedfrom1920×1536to960×768tofacilitatethecomparison.Theperformance
comparisonintermsofPSNRversusBPPwithXuanetal.’shistogrammodificationmethodisshown
inFigure6.AsXuanetal.’smethodmakesuseoffourthresholdstosearchforoptimalperformance
intheprocessofreversibledatahiding,itachievesbetterperformanceasthepayloadisnomorethan

Figure 1. Test images of Lena, baboon, and airplane

Figure 2. The performance of proposed scheme on image Lena compared with other schemes



International Journal of Digital Crime and Forensics
Volume 11 • Issue 4 • October-December 2019

126

0.55BPP.However,asthepayloadincreases,mostelementsofdifferentspreadingsequencesare
mutuallycanceledintheprocessofmultileveldataembedding,Hence,ourproposedschemeachieves
higherPSNRvaluesthanXuanetal.’smethodwhentheembeddingcapacitylargerthan0.55BPP.

5. CoNCLUSIoN

This paper presents a reversible data hiding scheme based on CDMA algorithm. Unlike the
conventional CDMA based data transmitting system using very long spreading sequence, short
spreadingsequencesareemployedinourscheme.Thesecretbitsrepresentedbydifferentorthogonal
spreading sequences are repeatedly embedded into the image so that the embedding capacity is
enlarged.Duetotheorthogonalityofthespreadingsequences,mostelementsofdifferentspreading
sequencesaremutuallycanceledintheprocessofmultileveldataembedding,whichretainsthecover
imagewithexcellentvisualqualityevenatmoderate-to-highpayload.Moreover,onlythereceiver
whohasthespreadingsequenceandtheembeddinggainfactorthesameasthesendercanextractthe

Figure 3. The performance of proposed scheme on image baboon compared with other schemes

Figure 4. The Performance of proposed scheme on image airplane compared with other schemes
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secretdataandachievetheoriginalimageexactly,whichimprovesthesecurityoftheproposedscheme.
Experimentalresultsshowthattheperformanceoftheproposedschemeissuperiortothosestate-
of-the-art-3533reversibledatahidingschemesespeciallyatmoderate-to-highembeddingcapacity.

Figure 5. Test images of woman
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