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ABSTRACT

Videoforgeryhasbeenincreasingovertheyearsduetothewideaccessibilityofsophisticatedvideo
editingsoftware.Ahighlyaccurateandautomatedvideoforgerydetectionsystemwillthereforebe
vitallyimportantinensuringtheauthenticityofforensicvideoevidences.Thisarticleproposesanovel
TriangularPolarityFeatureClassification(TPFC)videoforgerydetectionframeworkforvideoframe
insertionanddeletionforgeries.TheTPFCframeworkhashighprecisionandrecallrateswithasimple
andthreshold-lessalgorithmdesignedforreal-worldapplications.Systemrobustnessevaluationsbased
oncrossvalidationanddifferentdatabaserecordingconditionswerealsoperformedandvalidated.
EvaluationontheperformanceoftheTPFCframeworkdemonstratedtheefficacyoftheproposed
frameworkbyachievingarecallrateofupto98.26%andprecisionrateofupto95.76%,aswellas
highlocalizationaccuracyondetectedforgedvideos.TheTPFCframeworkisfurtherdemonstrated
tobecapableofoutperformingothermodernvideoforgerydetectiontechniquesavailabletoday.
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INTRoDUCTIoN

Technologyadvancements in computing andvideoprocessing technologies in recentyearshave
enabledtheemergenceofnewerandmoresophisticatedvideoeditingsoftwaretools.Withthefact
thatmostofthesevideoeditingsoftwaretoolscanbeeasilyaccessibleonlineatpracticallynocost,
itisnotsurprisingthatcriminalactsassociatedwithvideoforgerysuchasonsurveillancevideos
areincreasinglybecomingmoreprevalentnowadays.

Criminalmaybeusingvideoforgeryasawaytogetacquittedonthebasisthatthevideoevidences
presentedincourtcouldnotprovethattheyhaveperformedthecrimeataparticulartimeorplace.
Incriminalcourtcasesparticularlyrelatedtosensitiveorhigh-profilecases,itislikelythatavideo
thatismodifiedoreditedevenslightlywillbedeemedasunacceptabletobeusedasevidenceinthe
court.Itisthereforeimperativethatahighlyaccurateforgerydetectionsystemisdevelopedtoensure
theauthenticityofthevideosusedasevidencesincourt.

Detectionofvideoforgerycanbeclassifiedintointra-frameorinter-frameforgerydetection.
Inintra-frameforgerydetection,theaimistolocatetheforgedportionsorregionswithintheimage
associatedwithaparticularvideoframewhereasininter-frameforgerydetection,theaimistolocate
forgedframeswithinthefullvideosequence(Milanietal.,2012;Kingra,Aggarwal,&Singh,2016).

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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Criminalvideoforgeryactsareusuallyassociatedwithinter-frameforgeriesespeciallyonframe
insertionanddeletionforgeries.Thisisdueinparttotherelativeeaseofperforminginter-frame
forgerywithanybasicvideoeditingsoftwareascomparedtointra-frameforgery.

ThisarticleproposesanovelTriangularPolarityFeatureClassification(TPFC)videoforgery
detectionframeworkforvideoframeinsertionanddeletionforgeries.Theproposedalgorithmhas
highprecisionandrecallrates,andisconsiderablylesscomplexinthesystemarchitecturedesign
comparedtoothermorecommonforgerydetectionsystemsbasedonopticalflowconsistencyas
detailedinChao,Jiang,andSun(2013)orsystemsbasedonevaluationofcodingstandardsthat
usuallyinvolvemorecomplexoptimizationalgorithmssuchasthosedetailedinWangandFarid(2007)
andAghamalekiandBehrad(2016).Thelowercomplexityassociatedwiththeproposedalgorithm
willnaturallyleadtotheadvantageoffasterprocessingtimeinauthenticatingvideoevidencesin
real-worldcourtcasescenarioswhereitiscommonthatalargenumberofvideosmayneedtobe
authenticatedunderalimitedtimeconstraint.Otherimportantcriteriasuchasrobustness,localization
capabilityandthreshold-lesssystemdesignwerealsoconsideredintheproposedframework.Thegood
performanceofthesystemtogetherwithpracticalconsiderationsofhavingarobust,threshold-less
andcomputationalefficientalgorithmdesignmakestheproposedapproachawelcomingadditionto
thearsenalofalgorithmsavailabletodayforreal-worldinter-frameforgerydetection.

ReLATeD woRK

Inthefollowingsubsections,areviewoftheexistingtechniquesforinter-framevideoforgerydetection
willbepresented.Thesetechniquesarebroadlyaggregatedintothreemaincategories;(1)camera-
baseddetectiontechniques,(2)coding-baseddetectiontechniquesand(3)contentinconsistencies
detectiontechniques(Milanietal.,2012;Kingraetal.,2016).Limitationsandchallengesassociated
withthesetechniqueswillbediscussedinthelastsubsection.

Camera-based Detection Techniques
Camcorderswillusuallyleaveatraceorfootprintintherecordedvideosthatcouldbeusedforvideo
forgerydetection.Inparticular,Kurosawa,Kuroki,andSaitoh(1999)demonstratedChargeCoupled
Device(CCD)Fingerprintmethodforcameraidentificationbasedontheusageoffixedpatternnoise
generated fromdarkcurrentsonCCDchips.Thevideosequenceshowevermustbe recorded in
darkplacesforthemethodtowork.Hsu,Hung,Lin,andHsu(2008)performedcorrelationanalysis
on temporal noise residue based on Gaussian Mixture Model (GMM) technique. The approach
howeverwasdesignedtodetecttemporalcopy-pasteinpaintingandmaynotbeapplicableforinter-
frameforgerydetection.Kobayashi,Okabe,andSato(2009,2010)evaluatedvideoauthenticityby
detectinginconsistenciesinNoiseLevelFunctions(NLFs).Limitationsarethattheyweredeveloped
todetectforgeryinstaticscene,andanyalterationofbrightnessofforgedregioninthevideomay
affectfittingofNLF.

Coding-based Detection Techniques
Cameracodingstandardcanintroduceself-generatedartifactsthatcanbeusedtoaidinthevideo
forgerydetection (Milani et al., 2012;Kingraet al., 2016).Particularly,WangandFarid (2006)
performedforgerydetectionondoublycompressedMovingPictureExpertsGroup(MPEG)video
sequence.AsMPEGvideosperformcompressionbypartitioningvideoframesintoGroupOfPictures
(GOP) structure, the resulting motion error from inter-frame forgery will be periodic in nature,
occurringinallsubsequentGOPsafterframeinsertionordeletionpoint.Thetechniquehowever
canonlybeusedforfixedGOPencodingandisunabletodetectdeletedframeswithmultipleGOP
length.WangandFarid(2007)performedforgerydetectionininterlacedanddeinterlacedvideoby
utilizingdisturbancedetectiontechniques.Theapproachhoweveriscomputationallycostly,developed
mainlyforintra-frameforgerydetectionandmaynotworkwellforlowqualityvideo.Aghamaleki
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andBehrad(2016)performedinter-frameforgerydetectionbyutilizingquantizationresidualerrors
inMPEGvideosbasedonanevaluationofspatiallyconstrainedresidualerrors(SCREs)ofPframes.
Thealgorithmhoweverrequireshighercomputationaltimeduetothresholdoptimizationalgorithms
andsystemperformancecansufferslightlyforvideoswithlowcompressionrates.

JaiswalandDhavale(2013)utilizedSupportVectorMachine(SVM)(Vapnik,1995)forMPEG
videoforgeryclassification.FeaturevectorgeneratedinDiscreteWaveletTransform(DWT)domain
thatcharacterizesPredictionErrorSequence(PES)isusedforSVMclassification.However,there
werenolocalizationanalysisandrobustnessevaluationonclassifierperformanceandasmalldataset
wasused.Gironi,Fontani,Bianchi,Piva,andBarni(2014)proposedamethodbasedondetectionof
misalignmentinthevideoframestructureafterdoubleencodingoperation.Similartothelimitation
inWangandFarid(2006),thismethodwasinvestigatedonlyforfixedGOPencodingwithconstant
GOPsizeandisunabletodetectinter-frameforgeryassociatedwithadditionorremovalofawhole
GOP.Further,thetechniquecannotpreciselylocalizetheexactforgedframelocation.

Shanableh(2013)proposedseveralmachinelearningapproachestodetectframedeletionforgery,
namelySVM,Knearestneighbour (KNN),and logistic regression.Eightdifferent featureswere
proposedandtheywerecomputedmainlyfrombothPandBframesoftheMPEGcodingstandard
basedonpredictionresidualenergy,percentageofintra-codedmacroblocks,PeakSignaltoNosie
Ratio(PSNR)andquantizationscales.Limitationswiththistechniquehoweveraretheinabilityto
specifyexactlocationsofdeletedframesandunabletodetectdeletedframeswithmultipleGOPlength.

Stamm, Lin, and Liu (2012) performed video forgery detection by detecting increases in P
framesPESassociatedwithframeinsertionordeletion.SimilartoAghamalekiandBehrad(2016),
thismethodiscapableofdetectingbothframeinsertionanddeletionwithconstantorvariablegroup
ofpictureslength.However,acomparativeevaluationperformedinAghamalekiandBehrad(2016)
demonstratedthatthismethodislesseffectiveforvideoswithhighcompressionrates.

Aclearadvantageofusingcoding-baseddetectiontechniquesisthatthesetechniqueswillhave
theabilitytodetecttheutmostperfectlyconstructedforgerythatisvisuallyimperceptible,asthese
techniques rely on coding format rather than the actual content of video. A common limitation
howeverinmostofthesecodingbaseddetectiontechniques,suchasthosedetailedinWangand
Farid(2006),AghamalekiandBehrad(2016),JaiswalandDhavale(2013),Shanableh(2013)and
Stammetal.(2012)isthattheapplicationofthesetechniquestendstoberestrictedonlytovideos
codedbyaspecificMPEGcompressionstandardandthereforemaynotbeapplicabletodifferentor
newervideocodingstandards.

Content Inconsistencies Detection Techniques
Videoforgerywillinevitablyintroducesubtlechangesinthephysicalcontentofthevideosuchas
pixelintensitylevelchangesatframeinsertionordeletionboundaries.Recently,therehavebeenan
increasingnumberofstudiesutilizingsuchvideocontentinconsistenciestodetectvideoforgery.

Conotter,O’Brien,andFarid(2012)performedvideoforgerydetectionviaanalysisofobject
ballisticmotioninthevideo.Anadvantageofthistechniqueisthatforgerydetectionisbasedon
geometry rather than pixel intensity of video content and therefore, it is less sensitive to video
resolutionandcompression.Thevideohoweverwillneedtohaverecordedafullprojectilemotion
fortheproperusageofthistechnique.

Chaoetal.(2013)performedinter-framevideoforgerydetectionusingopticalflowtechnique
(LucasandKanade,1981)onaframebyframebasis.Limitationsassociatedwiththisapproachare
theunrealisticallycreatedforgeddatabases,relianceonhardthresholdsettingsforclassification,no
localizationanalysisonforgeryandslightlyhighercomputationalcostduetotheusageofiterative
searchmethodology in the algorithm.Anotheroptical flow study thatwasperformedbyWang,
Jiang,Wang,Wan,andSun(2013)dependsonananomalydetectionschemetoperforminter-frame
forgerydetection.
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Wang,Li,Zhang,andMa(2014a)employedconsistencyofcorrelationcoefficientsofgrayvalues
(CCCoGV)asSVMfeaturesforinter-frameforgerydetection.AnotherstudybyWang,Li,Zhang,and
Ma(2014b)utilizedtheopticalflowapproachinChaoetal.(2013)toperforminter-frameforgery
classificationbasedonSVMclassifier.Limitationsofbothstudiesarethattheforgeddatabaseswere
unrealisticallycreated,andbothstudiesfocusedpurelyonclassificationwithoutlocalizationanalysis.
Li,Zhang,Guo, andWang (2016)utilized consistencyof quotient ofmean structural similarity
(QoMSSIM)thatisbasedonthestructuralsimilarity(SSIM)imagequalitymetric(Lowe,2004)to
performinter-frameforgerydetection.

Zheng,Sun,andShi(2014)demonstratedacomputationallyefficient,threshold-lessBlock-wise
BrightnessVarianceDescriptor(BBVD)algorithmthatreliesonabrightnessvariancedescriptor
featuredenotedasRBVD todetectinter-frameforgery.Huang,Zhang,andThing(2017)demonstrated
anovelMulti-LevelSubtraction(MLS)frameworkforinter-framevideoforgerydetection.

Limitations and Challenges
Havingdescribedamultitudeofforgerydetectiontechniquesinprevioussubsections,itisclearthat
everytechniquehasitsownadvantagesandlimitations,anditisdifficulttospeculatewhichmay
bethebesttechniqueforforgerydetectionwithoutreferencingtosomeformsofsystemevaluation
criteria.Thissubsectionthereforeaimstoformallydefinesevensystemevaluationcriteriathatcan
beusedtomoreeffectivelyandsystematicallycomparethedifferenttechniques,asbelow.

1. System Performance:Goodperformancecanbemeasuredbyhighrecallandprecisionrates
orhighclassificationaccuraciesofforgedandoriginalvideos.

2. Computational Efficiency:Asystemthatiseasilyimplementable,algorithmicallysimpleand
computationallyefficientwilltypicallyhaveamuchshorterprocessingtime,thusleadingto
substantialtimesavings.

3. Threshold-less Design:Athreshold-lesssystemdesignwillbebeneficialbyeliminatinghuman
cognitivebiasesandambiguitiesontheusageofcorrectthresholds.Acommonlimitationwith
studiessuchasinWangandFarid(2006),Gironietal.(2014),Stammetal.(2012),Conotter
etal.(2012),Chaoetal.(2013),Wangetal.(2013),Lietal.(2016)andHuangetal.(2017)is
thattheydorelyonhardthresholdsettingsintheirdetectionalgorithms.Itisthereforeunclearif
thesealgorithmswiththesamehardthresholdsettingscangeneralizeandperformwellifother
databaseswithdifferentrecordingconditionswereused.

4. Localization Capability:Localizationreferstotheabilitytodeterminethepreciseframeinsertion
ordeletionboundaryinforgedvideosequences.Acommonlimitationwithstudiessuchasin
WangandFarid(2006),JaiswalandDhavale(2013),Shanableh(2013),Stammetal.(2012),
Conotteretal.(2012)andChaoetal.(2013)isthattheytendtofocuspurelyonclassification
andlackadetailedlocalizationanalysisforbothframeinsertionanddeletionforgeries.

5. Robustness Evaluation:Aproperrobustnessevaluationoftheforgerydetectionsystemwill
helpinensuringconsistencyofsystemperformanceundervarioustestscenarios.Forcamera,
codingandcontentinconsistencies-baseddetectiontechniques,robustnessevaluationmayrefer
totestingondifferenttypesofcameramodels,codingstandardsandvideocontentsorrecording
conditions.Formachinelearningbaseddetectiontechnique,robustnessevaluationmayrefer
tousageofdifferentcompositionsof trainingandtestingdatabasestoensureconsistencyof
classifierperformance.

6. Open Source Database Usage:Astandardizedopen-sourcevideodatabaseshouldideallybe
usedtoensuretransparencyondatabaseusageandtofacilitateafairperformancecomparison
amongdifferenttechniques.

7. Realistic Forgery Evaluation:Forcontentinconsistenciesdetectiontechniques,thelocation
ofwhereframesareinsertedordeletedfromtheoriginalvideosequencewillhaveasubstantial
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impact on the system performance. A notable limitation with most content inconsistencies
detectionexperimentsasdetailedinChaoetal.(2013),Wangetal.(2014a,2014b),Lietal.
(2016)andZhengetal.(2014)isthattheforgedframesbeinginsertedtoordeletedfromthe
originalvideowerehaving toodrasticallydifferentproperties (suchasdifferentbackground
environment,objectalignmentandbrightnessconditions,etc.)incomparisonwithneighboring
framesoftheoriginalvideoatinsertionordeletionpoint.Inreal-worldforensiccaseworks,frame
insertionordeletionboundariesarelikelytobeindistinguishablevisuallybyalaypersonifthe
crimeperpetratorhasperformedacarefuleditingofthevideo.

To thebestof theauthors’knowledge,currently there isnota singleexistingvideo forgery
detectionsystemthatisabletofulfillallthesevensystemevaluationcriteria.Whilerecentstudy
detailedinHuangetal.(2017)wasabletoachievegoodperformance,therearecertainunfulfilled
criteriasuchasusageofhardthresholdsandlackofdetailedlocalizationandrobustnessanalysis.
ThisarticleaddressestheseparticularlimitationsbyproposinganovelTriangularPolarityFeature
Classification(TPFC)videoforgerydetectionframeworkthatwillhavefulfilledallsevenevaluation
criteria,byincorporatinganumberofsystemarchitecturalmodificationsontheMLSframework
detailedinHuangetal.(2017).

The authors compare the performance of the proposed framework with two of the better
performingtechniquesavailable,i.e.theMLSsystemdetailedinHuangetal.(2017)asdiscussed
aboveand theBBVDsystemasdetailed inZhenget al. (2014).TheBBVDsystemwasable to
satisfyallbut theseventhaforementionedsystemevaluationcriteria,where theforgeddatabases
wereunrealisticallycreatedbyrandominsertionofforgedframes.Inaddition,theBBVDsystemalso
similarlybelongstothecontentinconsistenciesdetectiontechniquecategoryandwasexperimented
on the same open source online database that will be employed in the proposed system. These
multitudesofsimilaritiesthereforemaketheBBVDsystemareasonablechoicetobeanadditional
baselinesystemforcomparison.Duetospaceconstraint,acompleteoverviewoftheMLSsystem
willnotbeincludedhereandreadersmayrefertoHuangetal.(2017)formoredetaileddescriptions.

SySTeM oVeRVIew

Baseline System – Block-wise Brightness Variance Descriptor (BBVD)
TheoverviewofthebaselineBBVDsystem(Zhengetal.,2014)thatwillbeemployedinthisarticle
isdepictedinFigure1.Thissectionprovidesabriefsummaryoftheimportantstepsrequiredfor
BBVDfeatureextractionandforgeryclassification.Thefeatureextractionstepsareoutlinedbelow.

1. Partitionthevideointosub-sequencegroupsof15framesinlengthwithanoverlappingof5
frames.

2. Perform block partition for each frame within the sub-sequence group into 4 4�×  blocks as
denotedbyB b b b b b

i
= …{ , , , , ,

1 2 3 16
},withb

i
representsthe ith blockoftheframe.

CalculatetheratioofBBVDforeachsub-sequencegroupbasedon(1)asdefinedbelow

R
B

B M N

Bf Bl

BBBVD
sblock

ave i

M

j

N
ij ij

ave

=
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=
×

−

= =
∑∑

1
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whereR
BBVD

denotesratioofBBVDevaluatedforeachcorrespondingblockbetweenfirstandlast
framesineachsub-sequencegroup.M andN denotetotalnumberofrowandcolumnofpixel
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valueswithineachblock.∆B
sblock

,Bf
ij

andBl
ij

denotepixelgrayvaluedifferenceandpixelgray
valueassociatedwith thecorrespondingblock from first and last framesof sub-sequencegroup
respectively. B

ave
isdefinedin(2)anddenotesaveragepixelgrayvalueassociatedwithpixelsin

currentblockfromthefirstframeofeachsub-sequencegroup.
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4. Calculatetheaveragevalue R
BVD

forthe R
BBVD

valuesforallthe 4 4�× blocksaccordingly
using(3).

R R
BVD

i
BBVD

=
=
∑
1

16 1

16

 (3)

Fortheclassificationofvideoforgery,the3σ ruleusedforgrosserrordetectionfromprobability
theorywasemployed.This 3σ ruleismathematicallyexpressedin(4)below

P z− < − <( ) =3 3 0 9974σ µ σ .  (4)

where z N~ ,¼Ã2( ) with ¼and Ãrepresentingthemeanandstandarddeviationof z respectively.
ThestepsrequiredtoperformvideoforgeryclassificationfortheBBVDsystemareoutlined

asbelow.

GeneratetheseriesofR
BVD

values, R R R R
BVD BVD BVD BVDN1 2 3
, , …{ } thatrepresentthewholevideo

sequenceanddeterminemean  µ
BVD

andstandarddeviation  σ
BVD

oftheR
BVD

seriesasin(5)
and(6):
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whereN denotesthetotalnumberofR
BVD

valuesinthevideo.
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2. Ifthereisavaluegreaterthan 3σ
BVD

intheR
BVD

series,thenthevideoisclassifiedasforged
video;otherwisethevideoisclassifiedasnormalvideo.

Proposed System – Triangular Polarity Feature Classification (TPFC)
AsystemoverviewoftheproposedTPFCframeworkisillustratedinFigure2.AstheTPFCframework
isanenhancementbuiltontheMLSframework(Huangetal.,2017),areviewofMLSframework
willfirstbeoutlinedandfollowedbydiscussionsonthethreesystemstagesintheTPFCframework.

Figure3presentsanoverviewoftheMLSframeworkwherelight-coloredframesrepresentthe
originalvideoframes,anddark–coloredframesrepresenttheinsertedforgedframesforframeinsertion
forgeryor theremainingframesafterdeletionforframedeletionforgery.Theframeinsertionor
deletionboundaryislocatedbetweenthelight-coloredframesanddark-coloredframesaccordingly.
Toeffectivelycharacterizeanddetectthisforgedboundarylocation,threelevelsofsubtractionof
pixelgrayvaluesareimplementedasillustratedinFigure3.Inthefirstlevelsubtractionofpixelgray
values,anypairofadjacentlight-coloredframes(i.e.frameswithintheoriginalvideo)oranypair
ofadjacentdark-coloredframes(i.e.frameswithintheforgedinsertionvideoorwithintheremaining
framesofaforgeddeletionvideo)willexhibitahigherdegreeofsimilaritythanthoseexacttwo

Figure 1. Baseline block-wise brightness variance descriptor (BBVD) video forgery detection framework (Zheng et al., 2014)
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frames(i.e.onelight-coloredframefromoriginalvideo,andonedark-coloredframefromforged
video)at theframeinsertionordeletionboundary.Thiseffectively implies that thefirst levelof
subtractionwill returnasmallvalue (i.e.as representedby thesymbol δ  inFigure3) for those
adjacentpairsofpurelylight-coloredordark-coloredframesbutwillreturnamuchlargervalue(i.e.
asrepresentedbythesymbolε andcircledinfirstlevelsubtractionofFigure3)forthoseexacttwo
frames (one light-colored frame and one dark-colored frame) at the frame insertion or deletion
boundary.Notethatthesymbolsε andδ inFigure3referstotheaveragepixeldifferencecalculated
betweentwovideoframes.

Inthesecondlevelsubtractionofpixelgrayvalues,twoprominentsubtractedvalues(i.e.δ ε− 
andε δ− asillustratedinFigure3)willbeobtainedneartheforgedboundarybysimplysubtracting
adjacentvaluesofthefirstlevelsubtraction.

Inthethirdlevelsubtractionofpixelgrayvalues,oneparticularlyprominentsubtractedvalue
of− +2 2ε δ willbeobtainedattheforgedboundarybysimplysubtractingadjacentvaluesobtained
fromsecondlevelsubtraction.Incontrast,subtractionofpixelgrayvaluesassociatedwithframes
beyondtheforgedboundary(i.e.usingalllight-coloredframesoralldark-coloredframes)willresult
inaverysmallvalueηthatisclosetozero.Theabsolutevalueof− +2 2ε δ willbeclosetothe
valueof2ε asε ismuchlargerthanδ .ThisimpliesthatthirdsubtractionlevelofMLSframework
iscapableofcreatingastarkcontrastinpixeldifferencebyamplifyingpixeldifference ε .caused
byforgedboundarybyroughlytwiceinmagnitudewhilediminishingpixeldifference δ atother
locationsawayfromtheforgedboundarytoaverysmallvaluethatisclosetozero.

HavingdescribedtheinnerworkingsofMLSframework, thesubsequent threestagesof the
TPFCframeworkwillbedescribedindetailbelow.

Figure 2. Proposed triangular polarity feature classification (TPFC) video forgery detection framework
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Stage1:TriangularPolarityDetector(TPD)

InthefirststageoftheTPFCframework,anovelforgeryboundarysearchmechanismnamed
TriangularPolarityDetector(TPD)isemployed.Thesearchingmechanismreliesondetectionofa
triangularshapedpolaritysignsofthepixeldifferencegrayvaluesineachofthethreesubtraction
levelsasillustratedinFigure4.Consideringthatthe ε valueattheforgedboundaryishavinga
positivepolaritysign,thevaluesδ ε− andε δ− atthesecondlevelofsubtractionwillhavenegative
andpositivepolarity signs respectively as ε  is a larger number than δ  in termsofmagnitude.
Similarly,thevaluesof− +2 2ε δ and ε δ− inthethirdsubtractionlevelwillhavenegativeand
positivepolaritysignsrespectively.Thepolaritysignsforallthreesubtractionlevelsassociatedwith
theforgedboundaryarecapturedinthetriangleasillustratedinFigure4.

Stage2:ExtractionofDiscriminativeFeatures

ThesecondstageofdetectionprocessinvolvesextractionofdiscriminativefeaturesfromMLS
frameworkatforgedboundarylocationobtainedviaTPDsearchmechanismasdiscussedinthefirst
stageofdetection.ThreediscriminativefeatureswereextractedasdetailedinFigure5.Thesteps
requiredtoextractthefirstfeaturex

1
isdetailedbelow.

1. Locatethetwocircledterms δ ε− and ε δ− fromthesecondsubtractionlevelinFigure5.
2. DenotingtheabsolutevalueofthesetwotermsasA

1
andA

2
whereA

1
= −δ ε andA

2
= −ε δ ,

calculatethemeanofA
1
andA

2
anddenotethisasm asdefinedin(7).

Figure 3. Multi-Level Subtraction (MLS) forgery detection framework (Huang et al., 2017)



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

23

m
A A

=
+

1 2

2
 (7)

3. Thefeature x
1
canbecomputedbytakingratiooftheabsolutedifferenceofA

1
andA

2
tothe

meanm asin(8).

x
A A

m1

1 2=
−

 (8)

Notethatthebysubstituting(7)into(8)thefeaturex
1
canalsobeexpressedin(9)below.

x
A A

A A1

1 2

1 2

2=
−

+
 (9)

The discriminative property of this feature can be observed by evaluating numerator and
denominatortermsin(9)forforgedandnormalvideos.Forframeinsertionordeletionvideosat
forgedboundarylocation,thenumeratorterm A A

1 2
− willhaveasmallvalueasbothA

1
andA

2


willhavesimilarmagnitudeswhiledenominatortermA A
1 2
+ willhavealargevalueas ε ismuch

largerthan δ .Theresultingratioofasmall-valuednumeratortoalarge-valueddenominatorwill
resultinanevensmallervaluecloseto0.Thisimpliesthatfeaturex

1
willbesmallifthevideohas

Figure 4. Triangular Polarity Detector (TPD) for the case of subtracting values of the second and third subtraction levels from 
left to right
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inter-frame forgery. For the case of normal videos, as there is no forged boundary, the location
determinedbyTPDsearchmechanismwillhaveamuchsmaller ε valuerelativetothe ε value
obtainedfromarealinsertionordeletionboundaryinaforgedvideo.Since ε ismuchsmallerin
thiscase, thismeans that the individual terms A

1
and A

2
willalsobesmall.Thiswill result in

numeratorterm A A
1 2
− tobesmallaswell,howeverthedenominatortermA A

1 2
+ willbereduced

toamuchsmallervaluerelativetothedenominatorvalueobtainedforthecaseofforgedvideo.Since
thedenominatorishavingamuchsmallervalue,overallthiswillhavetheeffectofincreasingthe
featurex

1
valuetoalargervaluecomparedwiththecaseofforgedvideo.

Similarly,thestepsrequiredtoextractthesecondfeaturex
2

isdetailedbelow.

1. Locatethetwo ε δ− termsfromthethirdsubtractionlevelinFigure5.
2. DenotetheabsolutevalueofthesetwotermsasA

1
andA

2
whereA

1
= −ε δ andA

2
= −ε δ .

Bysimilarreasoning,featurex
2

canalsobeexpressedasin(10)andwillhavesimilarbehavior
tofeaturex

1
byhavingsmallvalueforforgedvideosandlargevaluefornormalvideos.

x
A A

m

A A

A A2

1 2 1 2

1 2

2=
−

=
−

+
 (10)

Lastly,thestepsrequiredtoextractthethirdfeaturex
3

isdetailedbelow.

1. Locatethetwoterms− +2 2ε δ and η fromthethirdsubtractionlevelinFigure5.
2. Thefeaturex

3
canbecomputedbytakingratioofabsolutevalueof η totheabsolutevalueof

− +2 2ε δ asin(11).

x
3 2 2
=
− +

·

ε δ
 (11)

Attheforgedboundarylocationinaforgedvideo,thenumeratorterm η willhaveasmallvalue
whiledenominatorterm − +2 2ε δ willhavealargevalueasε ismuchlargerthanδ .Theresulting
ratioofasmall-valuednumeratortoalarge-valueddenominatorwillresultinanevensmallervalue
closeto 0 .Thisimpliesthatfeature x

3
willbesmallifthevideohasinter-frameforgery.Forthe

caseofnormalvideos,thelocationdeterminedbyTPDsearchmechanismwillhaveamuchsmaller
ε valueincomparisontotheε valueobtainedfromarealinsertionordeletionboundaryinaforged
videoasdiscussedpreviously.As ε ismuchsmallerinthiscase,thedenominatorterm − +2 2ε δ 
willalsobesmaller.Thiswillthenhavetheeffectofincreasingthefeaturex

3
valuetoalargervalue

comparedwiththecaseofforgedvideo.

Stage3:SupportVectorMachine(SVM)Classification
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Finally,thethirdstagewillutilizetheextractedfeaturestoperformvideoforgeryclassification
onthebasisofSVM(Vapnik,1995).TheconceptofSVMistodeviseaseparationhyperplanethat
optimallyseparatestwoclassesoftrainingsampleswiththelargestmarginofseparationanditcan
expressedasin(12)below:

f t K d
i

L

i i
x x x

i( ) = ( )+
=
∑
1

α ,  (12)

whererepresent theclass labels,andare the learnedconstantwithand . represents the total
numberofsupportvectorswithanddenotingtheinputtestvectorandthesupportvectorrespectively.
Supportvectorsarethosetrainingdatapointsthatlieclosesttothehyperplane.TheSVMperforms
classificationofanyinputtestvectorbydeterminingifthevalueofisaboveorbelowathreshold.
Thekernelfunctioncanbeusedtomapdataintheinputspacetoahigherdimensionalkernelfeature
spacesuchthatthedatabecomeslinearlyseparableinthekernelfeaturespace.Therearenumerous
kernelfunctionsassociatedwithSVM;oneofthemorepopularchoicesistheRadialBasisFunction
(RBF)kernelasexpressedmathematicallyin(13)below:

K x x exp x x
i i

,( ) = − −






γ
2

 (13)

where ³ > 0�istheadjustableRBFparameter(Chang&Lin,2011).Inthisstudy,SVMwith
RBFkernelwasemployedviaapubliclyavailabletoolkitnamedLIBSVM(ChangandLin,2011)
andtheRBFparameterempiricallydefinedatthevalueof0.001.

Figure 5. Feature extraction process where three discriminative features are calculated at forged boundary locationi
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Tosummarize,thestepsrequiredtoperformvideoforgerydetectionbasedontheTPFCframework
areasbelow:

1. GeneratetherequiredthreelevelsofsubtractionbasedontheMLSframeworkforthewhole
videosequence.

2. Sortthevaluesgeneratedatthethirdsubtractionlevelfromthehighesttothelowestintermsof
magnitude.

3. PerformTPDcheckforeachofthesortedthirdsubtractionlevelvaluesstartingfromthehighest
magnitude.

4. OnceTPDcheckhasreturnedaframeboundarylocation,determinethecorrespondinglocation
inthevideoandperformextractionofthethreediscriminativefeatures.

5. Perform SVM training and classification accordingly on the basis of the three extracted
discriminativefeatures.

eXPeRIMeNTAL PRoCeDUReS AND DATABASeS

ThevideodatabaseemployedistheRecognitionofHumanActionsDatabase(Schuldt,2004).This
databaseisopen-sourceandwasusedbynumerouspastvideoforgerydetectionstudiessuchasthose
inChaoetal.(2013),Wangetal.(2014a,2014b),Lietal.(2016),Zhengetal.(2014)andHuanget
al.(2017).Itcontainssixclassesofactions(i.e.boxing,handclapping,handwaving,jogging,running
andwalking)performedby25humansubjectsunderfourdifferentrecordingconditions,S1-S4with
S1:outdoor,S2:scaledversionofS1,S3:outdoorwithdifferentclothingandS4:indoor.Videoswere
recordedoverstatichomogenousbackgroundinAVIformatwith25framespersecond.

Frame Insertion Forgery Dataset
Forframeinsertionexperiment,atotalof100videosassociatedwiththe25humansubjectsfrom
eachofthewalking,joggingandrunningactionclassesinall4conditions(S1,S2,S3,andS4)were
used.Eachvideointhedatabasehas4setsofenter-exitframenumbermarkingsthatindicatewhen
thepersonentersandexitsthecameraviewingrangeforatotalof4times.Tocreateanappropriate
frameinsertiondatabase,thesecondorthirdsetofenter-exitmarkingsfromeachhumansubject
videowasreplacedwiththecorrespondingsecondorthirdsetofenter-exitmarkingsfromanother
humansubjectvideointhesameactionclassandcondition.

Fromthegeneratedinsertiondatabase,atotalof600forgedvideoswererandomlyselectedfor
theexperiments.Thereplacementofframeswasperformedtobeforensicallyrealisticsuchthatthere
isnoabruptappearanceordisappearanceofhumansubjectintheforgedvideo.Inaddition,excluding
onemissingvideointhedatabase,atotalof599normalvideosfromall25humansubjectsinall
actionclassesandconditionswereutilizedtoformadatabaseofnormalvideos.

Frame Deletion Forgery Dataset
Forframedeletionexperiment,videoassociatedwithallsixactionclassesunderallconditionswere
used.Tocreateaframedeletionvideodatabase,thesecondorthirdsetofframesequenceaccording
totheprovidedenter-exitmarkingsforeachvideowasremoved.Fromthegenerateddeletiondatabase,
atotalof600forgedvideoswererandomlyselectedfortheexperiments.Similartotheinsertion
forgeryexperimentalsetup,the599normalvideoswereusedtoformadatabaseofnormalvideos.

experiment Setup
FortheTPFCframework,three-foldcross-validationwasperformed.Thevideosinforgedandnormal
databasesweredividedintothreesets.Onesetofforgedandnormalvideoswereusedfortesting
whiletheremainingsetswereusedfortrainingduringcross-validationtoexaminetherobustnessof
theSVMclassificationperformance.
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LocalizationaccuracyoftheTPFCframeworkcanbecalculatedforeachtestvideobydetermining
if the frame locationwhere the threediscriminative test features x x x x= 


1 2 3

, , wereextracted
matchesexactlytothegroundtruthlabeloftheactualframeinsertionordeletionboundarylocation.
Furthermore, localizationaccuracycansimilarlybecalculatedfor thebaselineBBVDsystemby
evaluatingifsub-sequencegroupnumberthatcontainsthemaximumRBVDvaluealsocontainsthe
groundtruthframeinsertionboundarylocation.

TocomparativelyevaluatetheTPFCsystemperformance,resultsforBBVDframework(Zhenget
al.,2014)andMLSframework(Huangetal.,2017)werebothevaluatedunderthesameexperimental
databasesettingtofacilitateafaircomparisonbetweenthethreedifferentforgerydetectionframeworks.
WhiletheBBVDsystemreliesonanadaptivethreshold-basedalgorithmforforgerydetection,theMLS
frameworkdetailedinHuangetal.,2017isahardthresholdbaseddetectionsystemwiththreshold
percentagesαandβtocharacterizetheforgedframeboundary.Anadditionalevaluationontheeffect
ofvaryingthesethresholdpercentagesαandβonMLSsystemperformancewasalsoperformed.

eVALUATIoN MeTRICS

Recallandprecisionrateswereusedasperformancemetrics,asexpressedin(14)and(15)below:

R
N

N Nr
c

c m

=
+

×100%  (14)

R
N

N Np
c

c f

=
+

×100%  (15)

whereN
c
denotesthenumberofcorrectlydetectednormalandforgedvideos,N

m
denotesthe

numberofmissedvideoforgeriesandN
f

isthenumberoffalselydetectedvideoforgeries.

eXPeRIMeNTAL ReSULTS AND DISCUSSIoNS

Comparison of experimental Results Between the BBVD and TPFC Frameworks
ExperimentalresultsforframeinsertionanddeletionforgeriesevaluatedfortheBBVDandTPFC
frameworksaretabulatedinTable1and2respectively.

FortheBBVDsystemevaluatedintheframeinsertionexperiment,419frameinsertionvideos
werecorrectlydetectedoutofatotalof600frameinsertionvideos.Atotalof482normalvideos
werecorrectlydetectedoutofatotalof599normalvideos.Thenumberofcorrectlydetectedvideo
forgeriesN

c
,numberofmissedvideoforgeriesNmandnumberoffalselydetectedvideoforgeries

N
f

were901,181and117respectively.Forlocalizationaccuracy,359videosoutofatotalof419
detectedframeinsertionvideoswerecorrectlylocalizedatthepreciseframeinsertionboundary.For
theBBVDsystemevaluatedintheframedeletionexperiment,129framedeletionvideoswerecorrectly
detected out of a total of 600 frame deletion videos. N

c
, N

m
 and N

f
 were 611, 471 and 117

respectively.Forlocalizationaccuracy,only22videosoutofatotalof129detectedframedeletion
videoswerecorrectlylocalizedatthepreciseframedeletionboundary.

FortheproposedTPFCsystem,SVMclassificationandlocalizationaccuraciesarepresentedin
Table1forframeinsertionexperimentandTable2forframedeletionexperiment.
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ResultsoutlinedinTable1and2demonstratedtheTPFCframeworkisabletooutperformthe
BBVDframeworkwith improvement inclassificationaccuracyofup to26.84%and43.00%for
frameinsertionanddeletionforgeriesrespectively.Highrecallandprecisionratesat98.26%and
95.76%respectivelyforframeinsertionexperimentand80.60%and89.76%respectivelyforframe
deletionexperimentwerealsoexhibitedbyTPFCframework.Moreover,substantialimprovementin
localizationaccuracyofTPFCframeworkofupto14.32%and74.16%wasalsoobservedforframe
insertionanddeletionforgeriesrespectively.

OneofthecontributingfactorsingoodTPFCsystemperformanceisassociatedwiththehighly
discriminativefeaturesasdemonstratedinfeaturedistributionplotsinFigure6.Imagesillustratedin
firstcolumnofFigure6showsfeaturesdistributionextractedfromnormaldatabase(i.e.containing
599normalvideos),whereasimagesinthesecondandthirdcolumnsplotthecorrespondingfeatures
distributionextractedfromframeinsertiondatabase(i.e.containing600frameinsertionvideos)and
framedeletiondatabase(i.e.containing600framedeletionvideos),respectively.Theseplotsindicate
thatfeaturevalueswererelativelysmallerfortamperedvideosthanthenormalvideos.Thishigh
featureseparationbetweenthetwoclassesthereforetranslatestogoodclassificationperformance.

Comparingthefeaturesdistributionbetweenframeinsertionandframedeletionvideos,itcan
benoticedthatextractedfeaturesfromframeinsertionvideoshaveconsistentsmallervalues.This
canbeattributedtothefactthatframedeletionvideosgenerallyhavehighercorrelation(i.e.lower
pixel difference) between neighboring frames at the frame deletion boundary as compared with
neighboringframesattheframeinsertionboundaryfromframeinsertionvideos.Thus,itisgenerally
morechallenging todetect forgery in framedeletionvideoscompared to frame insertionvideos

Table 1. Results for frame insertion forgery detection

BBVD (%) TPFC (%) Improvement (%)

Class i f ica t ion  accuracy  on  forged  v ideos 69.83 96.67 26.84

Class i f icat ion accuracy on normal  videos 80.47 91.66 11.19

RecallrateR
r 83.27 98.26 14.99

PrecisionrateR
p 88.51 95.76 7.25

Loca l i z a t i on  accu racy  on  fo rged  v ideos 85.68 100.00 14.32

Table 2. Results for frame deletion forgery detection

BBVD (%) TPFC (%) Improvement (%)

Class i f ica t ion  accuracy  on  forged  v ideos 21.50 64.50 43.00

Class i f icat ion accuracy on normal  videos 80.47 83.14 2.67

RecallrateR
r 56.47 80.60 24.13

PrecisionrateR
p 83.93 89.76 5.83

Loca l i z a t i on  accu racy  on  fo rged  v ideos 17.05 91.21 74.16
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throughcomparisonderivedfrompixelsintensityascanbeobservedinTable1and2wherehigher
recallandprecisionrateswereexhibitedinframeinsertiondetectionexperiments.

Another key contribution to good TPFC system performance is the effectiveness of MLS
frameworkindetectingsuddeninconsistencyofpixelintensityatforgedboundary.Figure7and8
showcomparisonsbetween the R

BVD
 plots andMLS third level subtractionplots of two frame

insertionvideos.BothtamperedvideosinFigure7and8utilizedthesameoriginalvideo,butwere
insertedwithdifferentvideosegmentsatthesamestartandendboundaries,i.e.framenumbers152
and225respectively.

Figure7showsthatwhileBBVDsystemfailed todetectanyforgery in thevideo, theMLS
frameworkwasabletoidentifytheforgeryandframeinsertionboundaries.InFigure8,bothBBVD
system and MLS framework were able to classify the video as forged however with distinctive
characteristics.AsillustratedinbothFigure7and8,thethirdsubtractionlevelofMLSframework
hasthebeneficialeffectofboostingthesignalamplitudesatforgedboundarieswhileatthesame
timediminishingsignalamplitudesatallothernormalframelocations.Thisis incontrast tothe
behaviourofR

BVD
featurevaluesillustratedinthecorrespondingplotswherealthoughtheBBVD

frameworkwasabletocorrectlyclassifytheframeinsertedvideoasaforgedvideo,therewereother
undesirableR

BVD
signalpeaksatotherlocationswhereframeinsertionhasnotoccurredaswell.It

shouldbenotedthatBBVDalgorithmrunsonablock-basedapproach,andinsteadof theframe
number,sub-sequencegroupnumberingwhichisamultipleof10framesislabelledonthex-axisin
Figure7and8(leftimages).

TheeffectivenessofMLSframeworkinmodelingoftheforgedboundariessignificantlyhelpsin
ensuringanaccurateTPDforgedboundarysearchinthefirststageandhighlydiscriminativefeature
extractioninthesecondstageoftheTPFCframework.

Figure 6. Distribution plots of extracted TPFC features, x x x
1 2 3
, ,  from normal database (column 1), frame insertion database 

(column 2) and frame deletion database (column 3)
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Comparison of experimental Results Between the MLS and TPFC Frameworks
ExperimentalresultsforframeinsertionanddeletionforgeriesevaluatedfortheMLSandTPFC
frameworksaretabulatedinTable3and4respectively.Varioussettingsforboththresholdpercentages
αandβat1%,5%(i.e.settingusedinHuangetal.,2017)and50%wereevaluated.

With the increaseof thresholdpercentages,classificationaccuracyresults fromTable3and
4exhibitedatendencytoincreaseonforgedvideosandatendencytodecreaseonnormalvideos.

Figure 7. R
BVD

feature values from BBVD system that failed forgery detection using the 3σ rule (left image) and the corresponding 
third level subtraction feature values from MLS framework (right image)

Figure 8. R
BVD

feature values from BBVD system that successfully detect forgery (left image) and the corresponding third level 
subtraction feature values from MLS framework (right image)
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Correspondingly, a similar trend of increasing recall rate with a decreasing precision rate was
alsoobservedwiththeincreaseofthresholdpercentagesinTable3and4.Furthermore,theMLS
resultsfromTable3and4indicatedastrongdependencyonthresholdsettingswiththepossibility
of classification accuracies on forged and normal videos reaching as low as 9.83% and 80.63%
respectively, and for recall andprecision rates reachingas lowas54.84%and88% respectively.
Thesesharpincreasing/decreasingtrendssuggestedahighdependencyofMLSperformancetothe
thresholdsettings.Withoutanautomaticapproach indetermining theoptimal thresholdsettings,
manualselectionofthresholdsettingsbasedpurelyonhumanjudgementwillbepronetoerrordue
tohumanbiasandambiguity.Further,optimalthresholdsettingmaydifferaccordingtodifferent
databasecontentorrecordingconditions,makingthetaskofmanuallydeterminingtheoptimalsetting
aninconvenientandchallengingone.ThisthereforepresentsaclearadvantageofTPFCframework
overtheMLSframeworkinthattheTPFCframeworkisathreshold-lesssystemwithanoverallbetter
systemperformanceincomparisonwithMLSsystemasshowninTable3and4.

CoNCLUSIoN

ThisarticlehasinvestigatedanovelTPFCvideoforgerydetectionframeworkonaspecificsetof
forged video databases constructed to be closely representative to real-world forensic casework
applications.TheTPFCframeworkwasdemonstratedtoachievehighrecallandprecisionratesas

Table 3. Results for frame insertion forgery detection

MLS (%)
TPFC (%)

Threshold percentages α and β 1 5 50

C l a s s i f i c a t i o n  a c c u r a c y  o n  fo r g e d  v i d e o s 71.00 91.17 96.83 96.67

C l a s s i f i c a t i o n  a c c u r a c y  o n  n o r m a l  v i d e o s 99.83 97.66 80.63 91.66

RecallrateRr 85.48 95.53 98.25 98.26

PrecisionrateRp 99.90 98.78 90.17 95.76

L o c a l i z a t i o n  a c c u r a c y  o n  f o r g e d  v i d e o s 100.00 100.00 100.00 100.00

Table 4. Results for frame deletion forgery detection

MLS (%)
TPFC (%)

Threshold percentages α and β 1 5 50

C l a s s i f i c a t i o n  a c c u r a c y  o n  fo r g e d  v i d e o s 9.83 39.17 61.33 64.50

C l a s s i f i c a t i o n  a c c u r a c y  o n  n o r m a l  v i d e o s 99.83 97.66 80.63 83.14

RecallrateRr 54.84 69.20 78.58 80.60

PrecisionrateRp 99.85 98.32 88.00 89.76

L o c a l i z a t i o n  a c c u r a c y  o n  f o r g e d  v i d e o s 98.31 95.32 90.22 91.21



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

32

wellashighlocalizationaccuracy.Practicalaspectssuchasthreshold-lessdesign,systemrobustness
andefficiencywerealsoconsidered.

Asfutureworks,ahighernumberofMLSsubtractionlevelsofpixelgrayvaluesbeyondthethree
levelsofsubtractionthatwereusedcurrentlycouldbeexplored.Thiswillleadtothepossibilityof
creatingmorecomplexanddiscriminativefeaturesandthusimprovingthedetectionofforgedframe
boundary.Another researchavenuecould involve thepartitioningeachvideo frame into smaller
blocksofpixelsasmultipleindividualinputstotheTPFCframework.Aweightedcombinationof
thevariousTPFCsystemoutputscouldthenbeusedasthefinalsystemresult.Moreover,different
modelingapproachesapartfromSVMcouldalsobeevaluatedwithintheTPFCframework.
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