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ABSTRACT

Inthisarticle,theauthorssuccessfullycreatedtwonewpluginsoneforAutopsyForensicTool,and
theotherforVolatilityFramework.BothpluginsareusefulforencodingdigitalevidencesinForensic
Lucidwhichisthegoalofthiswork.ThefirstpluginwasintegratedinAutopsytogenerateareport
forthecaseofaBruteForceAuthenticationattackbylookingforevidenceinserverlogsbasedon
akeysearch.Ontheotherhand,thesecondpluginnamedForensicLucidDeviceTreeaimstofind
whetheradevicestackhasbeeninfectedbyaroot-kitornotexpressionisimpliedbytheprevious
statement.TheresultsofbothpluginsareshowninForensicLucidFormatandweresuccessfully
compiledusingGIPCcompiler.
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1. INTRoDUCTIoN

1.1. Motivation
Themotivationbehind thisproject is to re-evaluate theopen source forensic tools through their
hands-onuse,suchasthatofSleuthkit(Carrier,n.d.),andmoreofitsAutopsy(Carrier,n.d.),and
other tools inasimulated investigation, reasoning,analysis,andreportingforsamplecases.The
useoftoolsisfollowedbyadaptationandencodingofthecase’sknowledgebase(output)extracted
fromforensicartifactanalysisinForensicLucid.Thus,thetoolsshouldbeevaluatedhoweasyisto
extracttheiroutputs,reports,andtranslateintotheformatforForensicLucid.Thesampledatawould
comefromthehoneynet(HoneynetProject,2015)andDFRWS(Palmer,2001)projects/challenges.

1.2. overview
InSection2weprovideadetailedbackgroundofourresearchonAutopsy(Carrier,n.d.),Volatility,
ForensicLucid,andGIPSY,thathasaForensicLucidcompiler–GIPC.InSection3wedetailour
experiments, writing plug-ins for Autopsy and Volatility, and encoding sample data output into
ForensicLucid.WeconcludeinSection5.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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2. BACKGRoUND

2.1. Autopsy
AutopsyisanOpenSourceapplicationundertheGNUGeneralPublicLicenseVersion3.Autopsy
forensics browser version 4.5.0 installs a Graphical digital forensics interface to the command
linedigitalinvestigationtoolSleuthKitandisbuiltintotheSANSinvestigativeForensicToolkit
workstation(SIFTWorkstation)thatisdownloadablefromhttps://www.autopsy.comorhttps://www.
sleuthkit.org/autopsy/.AutopsycanbeinstalledunderMicrosoftWindows7/8.1/10,LinuxUbuntu
andMacOSX.

Autopsytoolallowstoexamineaharddriveormobiledeviceandrecoverevidencefromit.The
datasourceswhichissupportedbythistoolareDiskimagesandVMfile(e.g.Rawimages(img,dd,
001,aa,raw,bin),EncaseImages(E01),VirtualMachineimages(vmdk,vhdformats),Localdisk
(localPC/server/laptopdisk)andlogicalfiles(localfilesanddirectorytobeadded).

TheingestmodulesinAutopsyareresponsibleforthedataanalysisandsubsequentdataextraction
foroperationssuchastaggingandreporting.ThetoolhasthefollowingstandardIngestmodules:
File Type Identification, Recent Activity, and Hash database lookup, Embedded File Extractor,
EXIFParser,EmailParser,VirtualmachineExtractor,andPhotoRecordCarver.Autopsysupports
3rdpartyingestmodulesuchasPythonplugins,Pre-fetchparser,Windowsregistryingestmodules,
Virustotalonlinechecker,andImagefingerprintmodule.

Autopsyuseskeywordsearchtoanalyzethediskimagecontents.Thestandardkeywordlist
inautopsy includes IPaddresses,phonenumbers,emailaddressesandcreditcardnumbers,and
URLs.Thegroupofkeywordscanbedefinedasanexactmatch,asubstringmatch,orasaregular
expression.Thegroupofkeywordswillbecreatedtolookforaspecificcyberoffensesuchasabrute
forceauthentication,spammingorclick-thrufraud,foundwithinanapachewebserverlogfiles.

Taggingofdatacanbedoneonthefilesof thedatasourceoron thesearchresultssuchas
keywordhits,emailaddresses,extractedcontent,interestingitems,andaccounts.Autopsyhastwo
taggingcategories:taggingbyfile(i.e.thefilethatincludestheresult)andtaggingbyresult(e.g.,
keywordhitswithineachfile).Oncetheitemsaretagged,theyareaddedautomaticallyintoauser
interfacesectioncalledTaggedResults.

Autopsy offers the possibility to create a timeline for all events from the files on the disk.
Furthermore,Autopsyhasthecapabilityofcreatingreportsoutofanalyzeddataandanytagged
files.Theinvestigatoralsocancreateacustomresultbyaddingthetaggedfilesshowingthefacts
regardingcertaincyberoffenses.ThereportsinAutopsycanbegeneratedinvariousformatssuch
asHTML,Excel,CSV,Text,andtaggedhashes,amongothers.

Inthisproject,wehaveconsideredAutopsyversion4.5.0,HoweverAutopsyhasreleasedversion
4.6.1onFeb.2018.Inordertogatherdataonsometypesofattacks,weusedahoneypotimagethat
isdumpedfromanApachewebserverdownloadedfromapache_logs.tar.gz.Therearefourtypesof
attackthatcanbeexaminedonthementioneddatasource:

1. BruteforceAuthentication:ThistypeofattackislaunchedthroughtheserverbyHTTPGET
RequestsandHTTPPOSTrequests.Itcouldbedetectedbyexaminingtheauditfiles.

2. IRCconnection:IRC(InternetRelayChat)isaprotocolforreal-timetextmessagingbetween
internet-connectedcomputers.ItismostlyusedforhidingtherealIPaddresstolaunchdenial
ofserviceattack.Thistypeofattackcouldbedetectedbysearchingtheauditlogfilesforall
entriestocommonIRCports.

3. Spamming:Alargenumberofuserswerespammerstryingtosendtheiremailsthroughtheserver
tohidetheirtruelocationandmakethetrackingoftheemail’sorigindifficult..Thisattackcould
beidentifiedbyexaminingtheauditlogfiles.
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4. Click-ThruFraud:Thistypeofattackisnotanormalwebattackandisgeneratedbybanner
advertisementsandpay-per-clickhyperlinks.TheattackcanbedetectedifthesourceIPaddress
ofabannerisrepeatedtoomanytimeswithinaperiodoftime.Itcouldbedeterminedbyscanning
theauditlogfiles.

2.2. Volatility
VolatilityFrameworkisanopensourceframeworkimplementedinPythonundertheGNUGeneral
PublicLicenseversion2,forRandomAccessMemory(RAM)analysisfor32bitand64bitWindows,
Linux,MacandAndroidsystems1.Theperformanceofanalysistechniqueiscompletelyindependent
ofthesystembeinginvestigatedsoVolatilitysupportsnewoperatingsystemsandarchitecturesas
theyarereleased.Themostrecentversion(Volatility2.6)wasreleasedonDecember20162andthe
olderversionsarealsoavailableontheVolatilityfoundationwebsite.

Forinstallation,VolatilityrunsonanyplatformthatsupportsPython,indetailsVolatilityhas
severalinstallationoptionsincluding(i)sourcecodeinzip/tararchiveforWindows,LinuxandOSX,
(ii)PyinstallerexecutableforWindows-onlyand(iii)standaloneexecutablesforWindows,Linux
andMacOS3.

The file formats that Volatility can analyze are raw dumps, crash dumps, hibernation files,
VMwarevmem,VMwaresavedstateandsuspendedfiles(.vmss/.vmsn),VirtualBoxcoredumps,
LiME(LinuxMemoryExtractor),expertwitness(EWF),anddirectphysicalmemoryoverFirewire4.

TherearealargenumberofpluginsinVolatilitythataredevelopedbyVolatilityfoundation
andbythecommunity,theseplugins(e.g.,malfind, cmdscan, apihooks, impscan5)facilitateforensic
analysisaswellasdevelopmentofforensictechniquesandareabletodetectmalwarethatmayhave
severallayersofencodingobfuscations(e.g.,ZEUS)6.AkeyaspectusedinourprojectistheVolatility
scriptableAPIthatallowsadevelopertouseVolatilitytoinvestigatekernelmemory,toaddnew
plugins,toperformvirtualmachineandtorunamalwaresandbox.

TheprosofVolatilityarethefastanalysismemorydumpsfromlargesystemswithoutunnecessary
memoryconsumption.Forexample,Volatilityisabletolistkernelmodulesfroman80GBsystemin
justafewseconds.However,ittakesseveralhourstodothesamethingonamuchsmallermemory
dumpbyothermemoryanalysisframeworks.Volatilityissupportedbymalwareexpertsandforensic
analystsfromSANSinstituteanditisusedasaoneofthepackagesintheSIFTworkstation.

2.3. Forensic Lucid and GIPSy
Lucidfamilyaredataflowprogramminglanguagesdesignedtomodelandverifydifferentphenomena
thatcouldincludeotherdomainssuchastensorfields,circuits,etc.(Edwards,Townsend,&Kim,
2017).

TheresearchstartedbydefiningthebackgroundrequiredforImplementationandverification
ofForensicLucidencodersfordifferentpopularserversoftwareasplug-insormodulestoprovide
functionalitytothesaidserverstologtheirdatadirectlyinForensicLucidand/orwritetranslation
tools(scripts)totranslateexistinglogsintoForensicLucid(Mokhov,2013;Mokhov,Assels,Paquet,
&Debbabi,2014).

TheForensicLucidcompilerisinGeneralIntentionalProgrammingSystem’sGIPCframework.
GIPSYalsohasaGeneralEducationEngine(GEE)runtimeimplementedusingvariousdistributed
middlewaretechnologiesforscalableevaluationandcomparison.Itisextensibleallowingadding
Lucidandnon-Luciddemand-drivenevaluationofrequestsandtheirstoragefortherequeststhat
werealreadyprocessedunderacertaincontext(Vassev&Paquet,2008;Paquet,2009;Paquet&
Kropf,2000;Ding,2004;Tao,2004;Wu,2009;Han,2010;Ji,2011;Vassev,2005;Tong,2008;
Pourteymour,2008).TheopensourceForensicLucidexamplesusedfor inspirationarefoundin
https://github.com/smokhov/atsm/tree/master/examples/flucid.
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3. METHoDoLoGy

3.1. Motivation
Wearemotivatedtoprovidesometoolstoforensicinvestigatorsinordertofacilitatetheirworkand
beabletoproduceacompellingforensicanalysisreport.Wedecidedtocoverawiderareaofdigital
evidence such as servers and service logs, anddesktops’memorydumps/images; all theseones
collectedafterthefactfordeadforensics.Wehavewrittentwoplugins:

• AJavapluginasareportmoduleforAutopsythatuseslogfilesfromanopenproxyserver(e.g.,
proxy-pot,honey-pot).

• APythonplugininVolatilitythatusesmemoryimagesfromWindowsworkstationsinfected
withmalware(e.g.,rootkit).

Inbothcases,weareidentifyingtheevidenceforoffensesbydoingkeywordsearchandusage
ofregularexpressions.

Ourpluginshelptoextractevidentialinformationfromtheaforementioneddatasourcesand
toencodetheminaForensicLucidFormatwithtwogoalsinmind:(i)firstly,tofindapossible
sequenceofeventsthatprovesthecyber-crime;and(ii)secondly,toformalizetheevidenceinan
outputformatthatcanbeusedinaForensicLucidprocessor(e.g.,GIPSY(Mokhov,2013))together
withotherencodedevidence.

3.2. Autopsy
Autopsy’sKeywordSearch ingester isapowerful tool toanalyzefromanentiredisk imagetoa
setoflogfiles.ThestandardkeywordlistsinAutopsyincludeIPaddresses,phonenumbers,email
addresses,creditcardnumbers,andURLs.Thegroupofkeywordentriescanbedefinedasanexact
match,substringmatch,oraregularexpression.

Inoursimulatedcase,akeywordentrywillbecreatedtolookforaspecificcyberoffensesuch
asabruteforceauthenticationattackintoApachewebserver’slogfiles.Following,wewilltake
advantageoftaggingofresultstopinpointsuspiciouspatternsrelatedtocyberattacks.Oncesome
itemshavebeentagged,wewillbenefitfromourdevelopedplugintooutputareportintheForensic
Lucidformatforfurtherprocessing.

Before looking into how a set of steps along with our developed plugin can help to report
interestinginformationintheForensicLucidformat(seeSection3.2.3atthepage10),however,in
thenexttwosection,westartbyreviewingthedevelopmentaspectsofourplugin.

3.2.1. Development Environment
Bythetimeofthiswriting,AutopsyiswritteninJava1.8andusestheNetbeansPlatform8.27to
supportrich-clientapplications.Thisplatformprovidesanextensionmechanismcalledmodules.
Amodulecanbeconsideredasaplugintoexternallyenhancethetargetapplication.Offtheshelf,
Autopsyiscomprisedofthefollowingmodulesandreports:

• Coremodules:
◦ Autopsy-Core.
◦ Autopsy-CoreLibs.

• Ingestermodules:
◦ Emailsparser.
◦ Experimental.
◦ ImageGallery.
◦ KeywordSearch.
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◦ RecentActivity.
• Reports:

◦ Results-HTML.
◦ Results-Excel.
◦ AddTaggedHashes.
◦ Files-Text.
◦ GoogleEarth/KML.
◦ STIX.
◦ TSKBodyFile.

Reportsareaimedatdescribingreferencesoftaggedfileshavingcommentsandnotesprovided
by the investigator and/orbyautomated searchesperformedduring the ingestionprocess.These
referencesinclude,amongothers,recentdocuments,keywordhits,webhistory,cookies,downloads,
installedprograms,attacheddevices,hashsethits,andsearchqueries.

According to thedeveloper’s guide8, to be able to start anydevelopment, two requirements
areneeded:theNetbeansIDE(8.2orabove)andacopyoftheAutopsyplatform.Thelattercanbe
downloadedinbinaryformoritssourcecodecanbebuilt.Inanycase,theactualNetbeansmodule
projectmustrefertothisplatformlocally.

TodevelopaReportmodule,theDevelopingReportModules9sectionmentionsthatthereare
threewaystodoitbyimplementingspecificJavainterfaces:

1. org.sleuthkit.autopsy.report.TableReportModule
2. org.sleuthkit.autopsy.report.FileReportModule
3. org.sleuthkit.autopsy.report.GeneralReportModule

However,theonlyinterfacethatseemstobepublicfortheversion4.5.0isGeneralReportModule.
Thisinterfaceexposesonlytwomethods:

1. org.sleuthkit.autopsy.report.GeneralReportModule.generateReport(String reportPath,
ReportProgressPanelprogressPanel)

2. org.sleuthkit.autopsy.report.GeneralReportModule.getConfigurationPanel()

Thismeansthatthepluginmustquerytheplatformforanyavailabledataandmustcontrolcertain
aspectsoftheUIwhichrequiresmorecodingcomparedtotheTabularReportoption.

FormoreinformationonbuildingNetbeansplatformmodules,consultthewebsite10.

3.2.2. Plugin Development Process
ToassesshoweasyitwouldbetoextendthistoolanddevelopanencoderforForensic Lucid,we
approacheditintwophases:

Firstly,itwasdecidedtobuildasimpleproofofconcepttounderstandtheinternalworkingsof
theNetbeansplatform.Tothatend,areportpluginbasedontheTableReportinterfacewascoded.
Thisinterfacewaspublicuntiltheversion3.0.10ofAutopsy.ThepluginisabletodumptheKeyword
Searchhitswhichisfedwithregularexpressions.

The plugin code, when compiled, a .NBM file is created which is a self-contained plugin
componentreadytobeinstalledthroughtheNetbeanplatform’sstandardmechanism.

Plugin installation.TheprocesstoinstallanyNetbeanspluginisverystraightforward:

1. Storethe.NBMfileataknownlocation.
2. OnAutopsy,selecttheTools>pluginsmenu.
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3. OntheDownloadedtab,clickonAddplugins...button.Lookforthe.NBMfileonthefilesystem
andchooseit.

4. Onthesametab,clickonInstallbutton.

Totestthisplugin,clickontheGenerateReportbuttononthetoolbar.Adialogshowingalist
ofreportswillbedisplayed.TheplugininsertsanentrycalledCustomReport-6610

(inthefinalversion,thisentryiscalledForensicLucidEncoding),chooseitandfollowthesteps
ofashortwizard.Forareference,seeFigures1a,1b,and1c.

Secondly,sincetheTableReportinterfaceisnotavailableforversion4.5.0(atthetimeofthis
writing),aencodermodule/pluginforoutputtingForensic Lucidobservationsthatisbuiltontop
of the Autopsy’s reporting engine, was coded by implementing the org.sleuthkit.autopsy.report.
GeneralReportModuleJavainterface.Thisgavealittlemorecontroloverthegenerationprocess,
butitrequiredmorecoding.FollowingisaUMLsequencediagram(Figure2)thatdepictsthemain
componentsinvolvedinthisfunctionality.Theflowofmessagesisasfollows:

1. TheReportengine (ReportGenerator) instantiatesanobjectofForensicLucidConfigPanel to
allowtheusertospecify(seeFigure10b)aglobalprefix,aglobalsuffix,andasummarysuffix
forthenamesoftheobservationvariables.Therearemainlytwotypesofobservationvariables:
asequencethatreferstotheactualobservationvariablesandmanyothersequences(asmanyas
keywordlistsexist)havingthedetailedkeywordhits(seelisting1).

2. TheReportengine(ReportGenerator)isresponsibleforinstantiatingourForensicLucidEncoder
accordingtotheNetbeansplatformsrules(thispluginisattheserviceslayer).

3. Asourcomponenthasagraphicaluserinterface,itmustcontrolanobjectofReportProgressPanel
toshowprogressofthislengthytask.

4. Atthistype,themethodwriteEncodingencapsulatesallthelogictogeneratethekeyword hits
asForensic Lucid observations.

5. Toprependallvariablesintheoutputfile,aprefixisaskedfromtheGUI(ForensicLucidConfigPanel.
getPrefix).

6. Toappendthesamesuffixtoeachobservationvariableintheoutputfile,astringisobtained
fromForensicLucidConfigPanel.getSuffix.

Figure 1a. Autopsy’s proof of concept development screenshots
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Figure 1b. Autopsy’s proof of concept development screenshots

Figure 1c. Autopsy’s proof of concept development screenshots
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7. To append a suffix to the summary observation variable, a string is obtained from
ForensicLucidConfigPanel.getSummarySuffix.

8. Whenthetaskisover,theGUI’sprogressstatusisupdatedviatheReportProgressPanelobject.

Asalastfeature,thiscomponentisi18ned.Togeneratetranslatedversionsofit,usethe/src/
ca/concordia/c6610/report/Bundle.propertiesfileasatemplateaccordingtothestandardJavai18n
mechanismasimplementedintheNetbeansplatform11.

In the next section we will go over the steps on how to use this plugin to export specific
observations produced by the Keyword search ingester module under a scenario of bruce force
authenticationattack.

3.2.3. Generation of the Forensic Lucid observations
Our simulated case helps to illustrate how an investigator could use the custom Forensic Lucid
Encodingreportplugintoeasetheformalizationofabruteforceauthenticationattackobservations.
Tothatend,wehavereliedonthereasoninganddatasourcefoundinhoneynet.org12.Asdetermined
bythissolution,Apachewebserver’slogscanbeanalyzedforauthenticationattemptsatHTTP GET
requests,HTTP POSTrequests,andHTTPBasicAuthenticationheaders.
Step1: Defining one or more regular expressionsWhenexaminingHTTP GETrequestsonApache
webservers,forinstance,acommonregularexpressiontosearchforislogin=.*passwd=.Feeding
theKeywordSearchingestermodulewiththisexpressionallowsaninvestigatortoidentifytextfiles
whosecontentsmatchesit(anynumberofexpressionscanbeindicatedinakeyword list,though).
Eventually,theseresultscanbetaggedattwolevels(atasingleentryand/oratthewholefile).

Figure 2. Autopsy’s encoder messages
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Firstofall,akeywordlistentrymusthavebeenpreviouslycreated.Forexample,abruteforce
authenticationentrywasaddedtospecifytheaforementionedregularexpression(seeFigure3)using
thePreferences>KeywordSearchtab.

Step 2a: Set up the data sourceIfthedatasourcehasnotspecifiedyet,beforeapplyinganyingester
module,wemustsetupadatasource.Todoso,followtheseinstructions(seeFigure4):

1. Downloadtheapachelogs.tar.gzimage12,ungzipit,anduntarit(alogfolderwillbecreated
eventually).

2. Addadatasource(clickontheAddDataSourcebuttonatthetoolbar)toanexistingcase
(otherwise,createanewcaseusingtheCase>NewCase...menuitems),selectLogical
FilesandpresstheNextbutton,andonthenextdialog,choosetheuncompressedfolder.
PressNextbuttonagain.

3. LeavetheKeywordSearchboxaswellastheBruteforceauthenticationbox(keyword list
sectionontheright)checked.PressNextandFinishbuttonstostarttheingestionprocess.
(a) Waitforthisprocesstoend.

Step 2b: Run the Keyword Search ingest moduleForanexistingdatasource(inanexistingcase)on
whichtheKeywordSearchingestermodulehasnotrunyettoscanallitscontents,itisnecessary
todoso.Toproceed,clickonTools>RunIngestModulesandselectadatasource.IntheRun
IngestModulesdialog(seeFigure4c),makesuretoticktheKeywordSearchboxaswellasthe
Bruteforceauthenticationbox(keywordlistsectionontheright),thenclickontheFinishbutton.

Inanycase,notethattheingestionprocessmaytakealongtimetocomplete.Oncefinished,
ontheleft-sidepanel(seeFigure5),ontheResults>KeywordHits>Bruteforceauthentication
node,thenumberofoccurrencesisshownalongwiththecurrentregularexpressionasasub-node.
Byexpandingthislastsub-node,allthematchedsubstringislisted(seeFigure6).Inthisview,we
canobservethatthereexistsacertainpatternofhowthelogintextisformedwhichmightsuggest
apossibledictionary-basedattack,soweshouldproceedtotagthisresultasaspecificobservation.

Figure 3. Autopsy’s keyword search setting
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Step3:TagresultsofinterestTotaganobservationofinterest,right-clickonthetargetnodeonthe
left-sidepanel,thenselectTagResult>QuickTag>NewTag...contextmenuitemasshown
inFigure7.Next,adialogaskingforanamefor the tag isdisplayed(Figure8a).Specifya
namesuchasHTTPGETREQUESTe1.bjs.yahoo.com.Thistextisarbitrary,butmeaningful
totheinvestigator;itworksasamerereferenceofwhatisbeingobserved(inthiscase,thetype
ofHTTPrequestandthetargetserver).Wecanvalidateifthistagwassuccessfullycreatedby
goingtoPreferences...dialog,thenclickontheTagsicon(seeFigure8b).Repeatthistagging
operationasneeded.Inthiscase,wehavetaggedanotherresultusingthesamerecentlycreated
tagasshowninFigure9).

Figure 4a. Setting up a data source for use in the Autopsy’s Keyword Search ingester
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Step4: Report the taggedobservations.Given thatall theprerequisitesaremet,a report in the
ForensicLucidformatcanbegenerated.IntheFigure10,asequenceofstepsisdepictedtoshow
thereportgenerationprocessfromtheuserinterfacepointofview:

Figure 4b. Setting up a data source for use in the Autopsy’s Keyword Search ingester

Figure 4c. Setting up a data source for use in the Autopsy’s Keyword Search ingester
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1. OnceclickedonGenerateReportbutton,theForensicLucidEncodingoptionmustbechosen
undertheReportModulessection.

2. Inthereport,eachobservation(variable)isnamedaftertheconcatenationofthekeywordsearch
entry.Tocustomizethisnamingschema,ontheleftpaneltherearethreeparametersthatcanbe
set:TheGlobalprefixforallvariablestext,ifspecified,allowstoaddaprefixtoallobservation

Figure 4d. Setting up a data source for use in the Autopsy’s Keyword Search ingester

Figure 5. Keyword hits node

Figure 6. Keyword hits’ search results



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

70

containers(variables).TheSuffixforeachkeywordsetvariabletext,ifset,appendsthistextto
eachobservation(sequence)correspondingtoakeywordsearchentry.TheSuffixforkeyword
summaryvariabletext,ifused,appendsthistexttothenameofthecontainervariableholding
otherobservationsequences.

3. Next,aprogressdialogisshownanddisplaysthenameoftheForensicLucidobservationreport
fileaswellasthestatusforeachkeywordsearchentrybeingprocessed.

4. Onceallkeywordsearchentrieshavebeenprocessed,theindicatorisaccordinglyupdated.At
thismoment,youcanclickontheClosebuttontodismisstheprogressdialog(youcanclickon
theCancelbuttontostopprocessingatanytime,however).

5. Ifthegenerationwassuccessful,anentryisaddedundertheReportsnode(attheleftpanelof
themainwindow).Byclickingonthisnode,youwillfindanentrynamedasKeywordHitsas
ForensicLucidobservations.Thisentrydescribesalsothefile’sphysicalpath.

Figure 7. Tagging a keyword search result in autopsy

Figure 8a. Tag creation in autopsy
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Inthelisting1,asamplereportisshownwhichwasobtainedfromsometaggedobservations
asdepictedinFigure11.
} ;
end

Asaresultofthereportgenerationprocess(page12),ageneralobservationsequencevariable
nameiscreatedbyconcatenating
<global prefix><keyword list entry title><suffix for summary 
variable>

ResultinginobservationsequenceAutopsy_KeywordHits_Types=...

Figure 8b. Tag creation in autopsy

Figure 9. Reusing an existing tag in autopsy
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This container holds an element for each keyword list entry configured in Autopsy. Each
observationsequencevariablenameiscreatedbyconcatenating
<global prefix><keyword list entry title><global suffix>

ResultinginobservationsequenceAutopsy_BruteForceAuthentication_Entries=...
Asmentioned,eachsequenceofobservationsisbasedonakeywordlistentryandcontainsaset

oftuplesrepresentingatagged hitasamapoffourkey/pairvalues(Figure12).
Aninvestigatorwouldhavetolookintothefollowingdimensions:theMatchdimensionthat

containstheexactoccurrencethatcorrespondstothegivenregularexpression;then,he/shewould
seethismatchinthecontextgivenbythePreviewdimension;theSourceFiledimensioncontainsthe
physicalfilewherethisoccurrencewasfound;finally,forcorrelationpurposes,theinvestigatorcan
appealtothecontentsoftheTagsdimensionwhichhasbeenmeaningfullyelaboratedtodescribea
relevanttraitintheobservation.ThesedimensionsarealsoexploitedbytheAutopsy’sbuilt-inreports.
WesuggesttheuseoftheTagsdimensiontopinpointpertinentobservationsthatcanbecorrelated
throughareasoningengine.

Listing 1. Forensic Lucid observations from the Keyword Search hits
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Incaseofnoobservations(theinvestigatordidnottaganything),theAutopsyKeywordHitsTypes
variablewouldsimplyholdthe$value:observationsequenceAutopsy_KeywordHits_Types=$;

Regardingthecredibilityparameter,weestablishedthesubjectiveassumptionthatlogswere
generatedunderacontrolledenvironmentwithnointerruptionsovertime.Thus,underthissupposition,
acredibilityvalueof1.0isgiventoalltheobservationsforthatsource.However,asmentionedin
Section 5.2, the Keyword Search ingester module has strong limitations regarding time-ordered
observations.

Figure 10a. Forensic Lucid encoding generation process for the autopsy’s keyword search ingester
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3.3. Volatility
Inkernelmode,WindowshasalayeredabstractapproachinhandlingtheI/ORequestPackets(IRPs),
calleddevicedriver’sstack(Ligh,Case,Levy,&Walters,2014;Arasteh&Debbabi,2007).Thus,
severaldriverscanhandle IRPsmeant foradeviceeven if thatdevicedoesnotbelong to them.
However,thisfeaturecouldbemisusedbyamaliciousdriverasfollow.Theywouldcreateadeviceof
desiredtypeandattachitatthebottomofanotherdevicedriver’sstack.Therefore,theywouldreceive
acopyofeachIRPbeingsenttothatdevice driverbeforethelegitdrivergetthem,andthusthey
couldmodifytheseIRPsaccordingtotheirneedsactingasafilter,asinthecaseofaKeyLogger13.

Thedevicestack,sometimesreferredtoasdevicetree,couldbeshownfromamemorydump
usingaplugininVolatilityFrameworkcalleddevicetreeplugin.Thatwouldhelptheinvestigator
toinspecteachtree(stack)andlookifamaliciousdriverhasattacheditsdevicetoanotherdevice.
Thereisnoadefinitelinetodifferentiatebetweenacleanattacheddeviceanddangerousone.Itis
uptotheforensicanalysttolookfortheattacheddevicetypeandthedriverthatownsit.Inourcase
aswillbeseenlater,thedriver’snameis“MRxNet”,whichisknownaspartoftheStuxnetRootkit.

Next,weshowhowwemodifiedthedevicetree plugintooutputtheresultsinaForensicLucid
Formattohelptheinvestigatorsinbuildinghisforensicanalysisreport.

Figure 10b. Forensic Lucid encoding generation process for the autopsy’s keyword search ingester
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3.3.1. Development Environment
OurVolatilitydevelopmentenvironmentusestheVolatilitylastrelease2.6underLinuxUbuntu16.04
x64andPythonversion2.7,andSublimeText3editor.WindowscouldbeusedbutsinceVolatility
isacommandlinebasetool,wehavechosentoworkinUbuntuforefficacyandbrevity.

3.3.2. Plugin Development Process and Usage Volatility installation:

1. UseaLinuxUbuntumachineversion16.04orhigher.DownloadVolatilitysourcefiles(Volatility-
2.6.zip)fromhttp://www.volatilityfoundation.org/releasesorgetthesourcefilesfromgithub
using:

$ sudo git clone https://github.com/volatilityfoundation/
volatility

2. Onewaytodotheinstallationisbycreatingafoldernamedaccordingtotheversiontobeinstalled
suchasvolatility2.6intotheuserprofilehomedirectory.Volatilitysourcefileswillbeinstalled
intothechosendirectoryandanupgradelaterwillbeeasieraswellashaving/runningmultiple
versionsofvolatilityinthesametime.Extractthedownloadedzipfileintothepreviousfolder
namedvolatility2.6.

Figure 10c. Forensic Lucid encoding generation process for the autopsy’s keyword search ingester
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Figure 10d. Forensic Lucid encoding generation process for the autopsy’s keyword search ingester

Figure 10e. Forensic Lucid encoding generation process for the autopsy’s keyword search ingester



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

77

3. Installdependencies.ForLinuxinstallationitisrequiredotherprerequisitepackages/libraries
suchas:

$ sudo apt-get install pcregrep libpcre++-dev python-dev --y

4. Foracomprehensivepluginsupportinstallthefollowinglibraries:Distorm3(dependantplugin
isapihooks),Yara(dependantpluginisyarascan),PyCrypto,PIL,OpenPyxl,ujason14.

Plugin installation:Addingthenewplug-indevelopedforVolatilityisdoneasfollows:

1. WeassumethattheforensicuserhasaLinuxUbuntumachineversion16.04orhigherwithan
IPaddressavailableforconnectionsthroughSCP,SSHclients.

2. Identifythepluginpythonfilenamedforensicluciddevicetree.pyandcopythefileintotheUbuntu
filesystemusinganSCPclient.Copythefileanywhereintothelocalprofileofyourdefault
Ubuntuuser(forthistutorialthedefaultuserpathis/home/osboxes)

Figure 11. Tagged results under the Tags node

Figure 12. Observations for the “brute force authentication” set
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3. Copy the file forensicluciddevicetree.py from the default location into the Volatility folder
designated for malware plugins called malware as into the Figure 12. The path is: usr/lib/
python2.7/dist-packages/volatility/plugins/malware/oryourcustomVolatilityinstallationfolder:

#sudo cp /home/osboxes/ forensicluciddevicetree.py 
/usr/lib/python2.7/dist-packages/volatility/plugins/malware/.

4. Tomakesurethepluginissuccessfullyaddedtotheframeworkrunthefollowingcommands
andverifythatthereisnoerrordisplayedandthenameofthepluginisdisplayedasintothe
Figures14and15).Incaseofdisplayederrorstheymayberelatedtopythonsyntaxerrorsorto
dependencymodulesandfunctionsimported/calledfromthepythonfile:

$ sudo su 
# python vol.py -h

Reportgenerationprocess(howtousetheplugin)

1. Copyamemoryimage/memorydumpsuchasstuxnet.vmemorzeus.vmemintoafolderbelonging
todefaultUbuntuuseroranyotherUbuntuuser.

2. GenerateanewreportthatisexportedintoatextfilewiththeextensioniplbycallingtheVolatility
commandlineasillustratedinFigure16.

Figure 13. Visualization of the new plugin, placed in the Volatility destination folder

Figure 14. Visualization of the new plugin with its description using the help command line (I)

Figure 15. Visualization of the new plugin with its description using the help command line (II)
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3. Inspecttheoutputoftheplugintomakesureitisworkingasexpected,asillustratedin(Figure
17)

4. GenerateaVolatilityreportthatisexportedintoatextfilewiththeextensioniplasillustrated
inFigure17.Otheroptions/formatsoftheoutputaredot,html,Json,sqllite,andxlsx.

Plugin development The meta/generic steps of writing a new plugin for Volatility are the
following:

1. InstallVolatilityFramework.
2. Createanewfilewithaname.Note,thisnamewillbetheoneuseduponcallingthenewplugin

inthecommandline.
3. WritethedesiredcodeinPython.
4. CopythefiletoPluginsdirectory.Doingso,therewillbenoneedtospecifythepathinthe

commandline.However,thisstepcouldbeskippedandthereforetheabsolutepathoftheplugin
mustbespecifiedinthecommandlinewheneveritisused.

A customized volatility plugin may output its results in various formats (i.e. renderers) for
example:text,dot,html,Json,sqllite,andxlsx.InvolatilitythereistheconceptofUnifiedOutput
whichmeansthatwewritethecodetogeneratethedataonetime,andthenweoutputthedatain
multipleformatsviarenderers15.Theoutputformatforourpluginisgoingtobecraftedasanoutput
ofatextrendererwhichisanormaltext-basedtableoutput.Anexampleofusingatextrenderer
withinVolatilityisthefollowing:

Figure 16. Generation of Output using the new plugin

Figure 17. Visualization of the new plugin output in forensic lucid format

Figure 18. Exportation of the output into an external text file in forensic lucid format
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$ python vol.py -f stuxnet.vmem plugin --output=text --output-
file=plugin.text

WeareaimingtorepresenttheresultsofthedevicetreeplugininForensicLucidFormat.Todo
so,wedidthefollowing:

1. Wetriedtounderstandwhatthedevicetreeplugindoesbyanalyzingitscodeanduseittosee
itsoutput.Also,inVolatility,onecanshowanyspecificoptionsofanypluginbysimplyaddin
thecodetheargument:-hasfollowing:

$> python vol.py <plugin-name> -h
Thedevicetreepluginisoneofseveralpluginsthataredesignedspecificallytohuntrootkits

andmoregeneralVolatilityhelpsinhuntingmalware.Thosepluginsarelocatedinafoldercalled/
plugins/malware.

Weusedthedevicetreetoshowinformationaboutthedriverchainfromamemorydump.The
chosenmemorydump(stuxnet.vmem)isinfectedwithStuxnetrootkitthatinstallsadrivercalled
MRxNet.sysintothekernelmemory.AsnippetoftheresultisshowninFigure19:

2. Eachpluginisapythonclass.Thenameoftheclassbecomesthenameoftheplugin.So,we
createdafileandnameditforensicluciddevicetree,andthencopiedandpastedtheoriginalcode
ofdevicetreeplugin.Wehaveaddednewmethodsrequiredtomatchthesignatureoftherootkit
intotheoutputusingregularexpressions.Thenewclassisnamedforensicluciddevicetree,and
themethodrender_text()ismodifiedtopresenttheresultsinForensicLucidFormat.Thecreated
fileisthensavedandcopiedtothedirectory:

usr/lib/python2.7/dist-packages/volatility/plugins/malware/ as 
mentioned into the plugin installation  paragraph.

Thetwomainclassmethodsfound_rootkit_signature()andrender_text()arepresentedintothe
UMLclassdiagraminFigure21.

3. Inordertodothereformattingoftheoutput,thereisastandardmethodofeveryplugincalled
render_text() thatneedstobecustomizedforourownoutputobjective.defrender_text(self,
outfd,data)Themethodparametersrepresent:
(a) Self,referstotheinstanceoftheclassbeingused.
(b) Outfd,standsforOutputFileDescriptor,outputstreamtowhichvolatilitywillwrite.Itis

definedbythe–output-fileparameteroftheVolatilitycommandline.

Figure 19. Visualization of the memory image used as data source for the plugin
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(c) Data,containsthedatareturnedbytheclassmethodcalculate().Inourpluginwedonot
defineourowncalculate()methodbut inheriting it fromthesuperclass, inourcase the
filescan.DriverScan.

4. Inordertosearchanddetectthesignatureofthemaliciousrootkitwecreatedamethodcalled
found_rootkit_signature(self,line).Themethodparametersrepresent:
(a) Self,referstotheinstanceoftheclassbeingused.
(b) Line,isastringtypevariableusedtosearchfortheknowrootkitsignature.

5. Wehavereusedandrenamedtheoriginaldevicetreepluginclassesnamed_DRIVER_OBJECT
and_DEVICE_OBJECT.Thefirstclassreturnsa(Python)generatorofDriverObjectsthatis
theDriver’sstack/treechainedbytheoperatingsystem,thesecondclassreturnsageneratorof
DeviceObjectsthat isaDevice’stree/stackchainedbytheoperatingsystem.Seetheirclass
diagramsintotheFigures20and21.

6. Testthenewpluginbycallingitinthecommandlineasshownintothepreviousparagraphcalled
ReportGenerationProcess.

3.3.3 Generation of the Forensic Lucid observations
Asmentionedearlier,oneofthetechniquesusedbystealthmalwareishookingtheIRPsbyinserting
acreateddeviceinthestackofotherdriversatkernel-level.Therefore,theinvestigatorswouldscan
thewholedrivers’hierarchyinordertoidentifyanymaliciousdrivers.Thiscouldbeexhaustingif
thelistisverylong;hence,usuallymosttargeteddriversarescannedfirst,thoseincluding:NTFS,
FAT,KeyboardDriver,andTCP/IPdrivers.Onceamaliciousdriverisfound,thisisconsideredasan
evidenceandwillbeusedinbuildingthecasebytheinvestigationagency.HerecomestheForensic 
Lucidformattobenefitfromitsfeaturessuchasexpressiveness.AsintotheFigure17and19,the
outputofthedevicetreeisshownintwodifferentways:thedefaultoneandtheoneinForensicLucid
format.Hereisoneoftheobservationsindevicetreerawoutputformat;theobservationisrelatedto
theDeviceDriverataddress0x020d2f38:

HerearetwoobservationsdepictedrandomlyfromtheobservationsequencerelatedtoaDevice
Driveratmemoryaddress0x020d2f38;Thefulloutputofthecustomizedpluginisreferencedin
AppendixA.1:

Let’sdefineeachofthedimensionspresentedintheListing3:16:

1. Driver Offset:Isthememoryaddressasahexadecimalnumberwherethedevicedriverisloaded
intotheoperatingsystemanditislinkedwiththeDriver Object.

2. Driver Name:IsthepropertycalledDriver Nameintheoperatingsystemobjectcalled
a. Driver Object.

3. Device Offset:Isthememoryaddressasahexadecimalnumberwherethedeviceisloaded.
4. Device Name:Isthenameofthedevicecomputedbythepluginatruntime.
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5. Attached Offset:Isthememoryaddressasahexadecimalnumberwheretheattacheddeviceis
loaded.

6. Attached Name:Isthenameoftheattacheddevicecomputedbythepluginatruntime.
7. Detected:ThisisapropertywithtwopossiblevaluesTrue,Falsethatindicatesthedetectionof

therootkitsignatureintothecurrentobservation.

Thedimensionsthatareimportantfortheinvestigatorarethefollowing:Drive Name, Device 
Type, and Attached Device Name and Detected.Thevaluesofthefirstthreedimensionsmaycontain
thetraceoftherootkitattackandthefourthdimensionistheflagforthedetectionofanattack.The

Figure 20. Volatility plugin class diagram using UML notations (I)

Listing 2. Standard Devicetree plugin raw output
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forensicinvestigatorwillbenefitfromtheOutputFileinForensicLucidFormatbyfollowingthe
observationsthathavethedimensionDetectedequaltoTrue;thisindicatethepresenceofaSTUXNET
cyber-attack.

Asforensicinvestigator,wewouldlookfirstatthetypeoftheattacheddeviceandthedriverthat
ownsthisattacheddevice.Intheaboveexample,thestackofvmhgfs(VMwareHosttoGuestFile
System)driverisshown.Atthebottomofit,thereisanattacheddevicewithnoname(denotedby“-”,
oftype:“FILE_DEVICE_NETWORK_FILE_SYSTEM”andiscreatedandownedbyadrivercalled
“MRxNet”,whichisknownasamaliciousdriver.AnyIRPsmeantforthedeviceHGFS,wouldbe
seenfirstbyMRxNetandMRxnethastheoptiontoplaywiththeseIRPsinitsbenefits.HowMRxNet

Figure 21. Volatility plugin class diagram using UML notations (II)

Listing 3. Devicetree output in Forensic Lucid format
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doesgovernorfiltertheseIRPsisfoundinthecodethatcanbedumpedoutofthememoryforstatic
analysisusingotherVolatilityplugins(Lighetal.,2014).

Itisimportanttonotethatdevicetreepluginisnotusedaloneinhuntingformalware.Thereare
multiplepossibilitiestodocorrelationsofevidenceobtainedfromotherpluginssuchasldrmodules, 
idt, gdt.

ForthecalculationofthevalueofDetecteddimensionweareusingtheclassmethodcalled
found_rootkit_signature()thatweapplyforeveryobservationfromthesequence.Weareusinga
regularexpressioninPythontomatchthesubstring“MRx”inthefollowinginstancescollectedfrom
thedevicetreeoutput:

1. DeviceName:‘‘MRxClsDvX’’
2. DriverName:‘‘\Driver\MRxCls’’
3. DriverName:‘‘\FileSystem\MRxDAV’’
4. DriverName:‘‘\FileSystem\MRxSmb’’
5. DriverName:‘‘\Driver\MRxNet’’
6. AttachedName:‘‘-\Driver\MRxNet’’

We assigned a reliability of 1.0 for every observation output that contains the dimension
Driver Offset.Thecredibilityneedstobecalculatedusingreliabilitiesofallwitnessaccountsasper
Dempster’sRuleofCombination(Mokhov,2013).Inourcasewehaveonlyonewitnessaccount
whichisdevicetreeentry/outputcorrespondingtoaspecificDriver Offset,thereforetheuncertainty
valueofeveryindividualobservationissetat1.0.

4. EVALUATIoN AND RESULTS

4.1 Achievements
Autopsy The construction of a module under the Netbeans’ RCP platform was possible to take
advantageofthisextensionmechanismsaswellasitsintegrationintothereportenginetointeract
withtheKeyword Search ingestermodule.Inthisway,anydatasourcecanbeusedasinputandeach
tagged keyword hitinitistreatedasarelevantobservationwhenthereportisgenerated.

Additionally,weattainedthesuccessfulcompilationandverificationofthesyntaxoftheAutopsy’s
ForensicLucidpluginoutputusingthefollowinggipc.jarcommandline:
#java -jar gipc.jar --flucid observations.ipl

VolatilityWehaveachievedourgoalonprovidingavariantofthestandardplugin(device-tree)17
ofVolatilitytool,pluginthatcanbeusedindeadforensicanalysistoextractevidentialinformation
andencodeitinForensicLucidFormat.Wehaveintroducedapropertycalled“Detected”tohelp
identifyingapossiblesequenceofeventsthatproveamalwareispresentintotheoperatingsystem.
OurVolatilitypluginhasbeentestedanditisscalabletodatasources(e.g.,memoryimages)collected
fromdifferentoperatingsystems.

ThesuccessfulcompilationfortheverificationofthesyntaxoftheVolatilityForensicLucid
outputwasdoneusingthegipc.jarcommandline:
# java -jar gipc.jar --flucid forensicluciddevicetree.ipl

4.2. Important files
Table1showsthelinkstotheteam’simportantfilesattherepo.
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5. CoNCLUSIoN

Wesuccessfullyimplementedtheproof-of-conceptpluginsforAutopsyandVolatilityforsample
casesandtheirencodingintoForensicLucidformat.Thelatterformatisessentialforforensiccase
knowledgerepresentationandreasoninginuncertaintythatisformallyspecifiedandsound.Weare
workingtoreleaseourcodeanddataopensource.

5.1. Evidence correlation
IdentifyBruteForceAuthenticationattack’procedure

ThefollowingprocedurewillbedonebyaforensicspecialistusingAutopsyforensictool.

1. UseastandardkeywordlistinAutopsycalledIPAddressestogenerateasearchofallIPaddresses
fromtheopenproxylogdatasource.

2. Defineanewkeyword listasaregularexpressionfor the loginattempts(usingHTTPGET
requestsintotheaccess.loglogfile)Usetheexpression“login=.*passwd=”.Triggerasearch
forthenewdefinedkeywordlistandobservetheResultssection.

3. Continuethecorrelationusingonlytheaccess.logfile.DefineanewTAGcalledBruteForce
Authentication.ThiswillbeusedintaggingboththeresultsinIPAddresseskeywordhitsand
BruteForceAuthenticationkeywordhits.

4. LookintotheBruteForceAuthenticationresults,chooseatrandomalogin and passworditem
fromthelistandopentheaccess.logindexedtextwheretheloginattemptishighlightedinyellow
color.PickupupmanuallyintoanotepadeditortheIPaddressthatappearsintotheHTTPGET
Requestfortherespectiveloginandpassword.OpentheIPAddresseskeywordhitsresultsand
goatthemarkeddownIPAddress.Onceintotheaccess.logindexedtext,theIPaddresseswill
behighlightedinyellowcolor,counthowmanyloginsattemptsthesourceIPaddresshasdone.
Ifwehavemanyorasignificantgroupofloginsattemptsondifferentyahoowebsitesaroundthe
world,itmeansthattheAttackerattemptstospreadhisbruteforceattackinordertonothavehis
IPaddressblockedbyanIDS,IPSoraFirewall.TAGintotheBruteForceAuthenticationresults
thepreviouslychosenloginandpassworditemwiththeTAG=BruteForceAuthentication.

5. Oncedetectedthemaliciousbehaviourbyrepeatedlyloginattemptsatpreviousstep,TAGthe
ResultIPAddresswiththeTAG=BruteForceAuthentication.TheIPaddressisthesourceIP
addressoftheoffender/attacker/hackerunlesstheattackerisspoofinghissourceIPaddress.

6. Repeatthesteps4and5forasmanyIPaddressestheforensicspecialistwantsandisableto
extractfromthelogs.

7. PreparetogenerateaForensicLucidreportthathastheIPaddressoftheoffenderandthelogin
andpasswordonthe(yahoo)websitethatisthetargetoftheattacks.Usingthenewreportmodule
Forensic Lucid Encoding,chosefromthetaggedresultstheTAG=BruteForceAuthentication
andstarttheForensic Lucid Encodingreportgeneration.Exporttheoutputreportfileandadd
ittotheInvestigationReport.ThereportwillbeusedtopreparetheSuggestedAccusations.

Table 1. Team’s important files from repo

Type Resource

Volatility’spluginoutput flucid/Volatility-output/ForensicLucidDeviceTree.ipl

Volatility’ssourcecode Volatility/Plugin%20Source%20Code/

Volatility’sOSobjecttypes volatility/plugins/overlays/windows/xpsp2x86vtypes.py

Autopsy’ssourcecode autopsy/lfplugin/

Autopsy’sbinaryplugin autopsy/ca-concordia-c6610.nbm



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

86

5.2. Limitations and Future works
AutopsyWhenusingtheAutopsytool,wesearchedforevidenceofbruteforceauthenticationattacks.
Theobservationsextractedfromthedatasourcefileauditlogarenotallevidenceofbruteforce
authentication,thatistosay,themostofthemarelegittraffic.Eachobservationfromourreport
containsaformofauthenticationthatincludespassingtheusername/passwordcredentialsaspart
oftheURLrequestedwithinanHTTPGETrequest.Asafuturework,semi-automaticcorrelations
ofsourceIPaddressesoftherequestthatoutlineloginattemptsfromHTTPGET/POSTrequests,
couldbemadeinordertoestablishanevidenceforbruteforceauthentication.Seetheappendix5.1
fortheproposedprocedure.

Assomelimitations,wenoticedthat:

1. ThePreviewdimensionintothestandardExcelreportshowsalimitedamountofcharacters,so
wecannotextractimportantdatasuchasthefulltimestamporthefullHTTPrequestthatwas
generatedfromtheattacker’smachine.Tosupportthis,thekeywordingestermodulewouldneed
toimplementregularexpressiongroups.

2. Theobservationsinthedefaultkeywordingestermodulearestoredwithouttimeinformation
whichiscriticaltotheformalizationofevidence(orderandgapsintheobservationsarenot
discernible).

3. OntheKeywordSearchresultstab,whenusedforanalysinglogfilesandsearchingforthree
categoryofattackssuchasIRCConnections,Spamming,andClick-thrufraud,averylimited
amountofkeywordhitswerefoundwhiletheIndexedTextnodeshowedarangeofpageswith
multiplematchesperpage.Inconsequence,thesesearcheswerediscardedsincetheywerenot
consistent.IntheBruteForceAuthenticationsearches,however,wehavenotfoundsuchevident
inconsistencies.Wethinkthatthisbehavioraffectsthetrustworthinessofthetoolwithrespectto
thedatasource.Afurtheranalysismightbeconductedtoestablishinastatisticalmannerhow
accuratethesearchcapabilityis,makinganobservation’scredibilityvaluemorerealistic.

Theselimitationswillaffectthereconstructionoftheeventbasedontheloganalysismethod
usingthestandardkeywordingestermodulesincetheyarebeingtransferredandmirroredintoour
ForensicLucidEncodingreportmodule.

VolatilityOurvolatilitypluginisscalabletomemoryimagescollectedfromvariousoperating
systems.Wehavetestedthepluginagainstmultiplememoryimagesandwegeneratedthereportsin
Forensic Lucid Format.Theadditionalmemoryimagesusedfortestingareinfectedwithmalware
suchasZeus.

ThelimitationfortheVolatilitypluginisthatourregularexpressionusedforthesearchislimited
toonestringassociatedwiththeSTUXNETrootkitandasfutureworkthelistofthestringscanbe
enhancedwithadditionalstrings(i.e.,signaturesrepresentedasregularexpressions).Theadditional
stringswouldbeaddedtotheclassmethodcalledfound_rootkit_signature().



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

87

REFERENCES

Arasteh,A.R.,&Debbabi,M.(2007,September).Forensicmemoryanalysis:Fromstackandcodetoexecution
history.Digital Investigation Journal,4(1),114–125.doi:10.1016/j.diin.2007.06.010

Carrier,B.D.(n.d.).Autopsyforensicbrowser.Sleuth Kit.Retrievedfromhttp://www.sleuthkit.org/autopsy/

Carrier,B.D.(n.d.).TheSleuthKit.Sleuth Kit.Retrievedfrom.http://www.sleuthkit.org/sleuthkit/

Ding,Y.(2004).Automated translation between graphical and textual representations of intentional programs 
in the GIPSY [Master’s thesis]. Department of Computer Science and Software Engineering, Concordia
University,Montreal,Canada.Retrievedfromhttp://newton.cs.concordia.ca/˜paquet/filetransfer/publications/
theses/DingYiminMSc2004.pdf

Edwards,S.A.,Townsend,R.,&Kim,M.A.(2017).Compositionaldataflowcircuits.InProceedings of the 
15th ACM-IEEE international conference on formal methods and models for system design, MEMOCODE 2017,
Vienna,Austria,September29-October02(pp.175–184).AcademicPress.doi:10.1145/3127041.3127055

Han,B.(2010).Towards a multi-tier runtime system for GIPSY [Master’s thesis].DepartmentofComputer
ScienceandSoftwareEngineering,ConcordiaUniversity,Montreal,Canada.

HoneynetProject.(n.d.).Honeynet forensics project scans.Retrievedfromhttp://old.honeynet.org/scans)

Ji,Y.(2011).Scalability evaluation of the GIPSY runtime system (Master’s thesis).Montreal,Canada:Department
ofComputerScienceandSoftwareEngineering,ConcordiaUniversity.Retrievedfromhttp://spectrum.library.
concordia.ca/7152/

Ligh,M.H.,Case,A.,Levy,J.,&Walters,A.(2014).The art of memory forensics: detecting malware and 
threats in Windows, Linux, and Mac memory.JohnWiley&Sons.

Mokhov,S.A.(2013).Intensional cyberforensics [PhD thesis]. Department of Computer Science and Software 
Engineering, Concordia University,Montreal,Canada.Retrievedfromhttp://arxiv.org/abs/1312.0466

Mokhov,S.A.,Assels,M.J.,Paquet,J.,&Debbabi,M.(2014,November3–5).AutomatingMACspoofer
evidencegatheringandencodingforinvestigations.InF.Cuppensetal.(Eds.),Proceedings of the 7th international 
symposium on foundations & practice of security (fps’14)(pp.168–183).Springer.11doi:10.1007/978-3-319-
17040-4_11

Palmer,G.(Ed.).(2001).A road map for digital forensic research, report from first digital forensic research 
workshop.DFRWS.

Paquet,J.(2009,July20–24).Distributededucativeexecutionofhybridintensionalprograms.InProceedings 
of the 33rd annual IEEE international computer software and applications conference (COMPSAC’09)(pp.
218–224).IEEEComputerSociety.doi:10.1109/COMPSAC.2009.137

Paquet,J.,&Kropf,P.G.(2000).TheGIPSYarchitecture.InP.G.Kropf,G.Babin,J.Plaice,&H.Unger
(Eds.),Proceedingsofdistributedcomputingontheweb(Vol.1830,pp.144–153).SpringerBerlinHeidelberg.
17doi:10.1007/3-540-45111-0_17

Pourteymour,A.H.(2008).Comparative study of Demand Migration Framework implementation using JMS 
and Jini [Master’s thesis].DepartmentofComputerScienceandSoftwareEngineering,ConcordiaUniversity,
Montreal,Canada.Retrievedfromhttp://spectrum.library.concordia.ca/975918/

Tao,L.(2004).Intensional value warehouse and garbage collection in the GIPSY [Master’s thesis].Department
ofComputerScienceandSoftwareEngineering,ConcordiaUniversity,Montreal,Canada.Retrievedfromhttp://
spectrum.library.concordia.ca/8129/

Tong,X.(2008).Design and implementation of context calculus in the GIPSY [Master’s thesis].Departmentof
ComputerScienceandSoftwareEngineering,ConcordiaUniversity,Montreal,Canada.Retrievedfromhttp://
spectrum.library.concordia.ca/975704/

Vassev,E.,&Paquet,J.(2008,April).TowardsautonomicGIPSY.InProceedings of the fifth IEEE workshop 
on engineering of autonomic and autonomous systems (EASE 2008) (pp. 25–34). IEEEComputerSociety.
doi:10.1109/EASe.2008.9

http://dx.doi.org/10.1016/j.diin.2007.06.010
http://Error!Hyperlinkreferencenotvalid.http://www.sleuthkit.org/sleuthkit/
http://newton.cs.concordia.ca/
http://dx.doi.org/10.1145/3127041.3127055
http://old.honeynet.org/scans
http://spectrum.library.concordia.ca/7152/
http://spectrum.library.concordia.ca/7152/
http://arxiv.org/abs/1312.0466
http://dx.doi.org/10.1007/978-3-319-17040-4_11
http://dx.doi.org/10.1007/978-3-319-17040-4_11
http://dx.doi.org/10.1109/ COMPSAC.2009.137
http://dx.doi.org/10.1007/3-540-45111-0_17
http://spectrum.library.concordia.ca/975918/
http://spectrum.library.concordia.ca/8129/
http://spectrum.library.concordia.ca/8129/
http://spectrum.library.concordia.ca/975704/
http://spectrum.library.concordia.ca/975704/
http://dx.doi.org/10.1109/EASe.2008.9


International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

88

Vassev,E.I.(2005).General architecture for demand migration in the GIPSY demand-driven execution engine 
[Master’s thesis].DepartmentofComputerScienceandSoftwareEngineering,ConcordiaUniversity,Montreal,
Canada.Retrievedfromhttp://spectrum.library.concordia.ca/8681/

Wu, A. H. (2009). OO-IP hybrid language design and a framework approach to the GIPC [PhD thesis].
DepartmentofComputerScienceandSoftwareEngineering,ConcordiaUniversity,Montreal,Canada.Retrieved
fromhttp://spectrum.library.concordia.ca/976610/

ENDNoTES

1 https://github.com/volatilityfoundation/volatility/wiki
2 http://www.volatilityfoundation.org/releases
3 https://github.com/volatilityfoundation/volatility/wiki/Installation
4 https://github.com/volatilityfoundation/volatility/wiki
5 https://code.google.com/archive/p/Volatility/wikis/CommandReferenceMal22.wiki
6 https://securityintelligence.com/zeus-analysis-memory-forensics-via-Volatility
7 https://netbeans.org/features/platform
8 http://www.sleuthkit.org/autopsy/docs/api-docs/4.5.0/moddevpage.html
9 http://www.sleuthkit.org/autopsy/docs/api-docs/4.5.0/modreportpage.html
10 https://platform.netbeans.org/tutorials/nbm-google.html
11 http://bits.netbeans.org/dev/javadoc/org-openide-modules/org/openide/modules/doc-files/i18n-branding.

html
12 RyanC.Barnett.Scan31.Retrievedfromhttp://old.honeynet.org/scans/scan31/sol
13 https://code.google.com/archive/p/volatility/wikis/CommandReferenceMal22.wiki#apihooks
14 https://github.com/volatilityfoundation/volatility/wiki/Installation
15 https://github.com/volatilityfoundation/volatility/wiki/Unified-Output
16 https://github.com/volatilityfoundation/volatility/blob/5dfdff5570c6d9d6cd92c4f6debbeee002b2edea/

volatility/plugins/overlays/windows
17 https://code.google.com/archive/p/volatility/wikis/CommandReferenceMal22.wiki#apihooks

http://spectrum.library.concordia.ca/8681/
http://spectrum.library.concordia.ca/976610/
http://www.volatilityfoundation.org/releases
https://github.com/volatilityfoundation/volatility/wiki/Installation
https://github.com/volatilityfoundation/volatility/wiki
https://code.google.com/archive/p/Volatility/wikis/CommandReferenceMal22.wiki


International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

89

Carlos Rivas is a software engineer with experience in consulting for telecom and banking companies. His main 
professional interests are about enterprise software architectures and information systems security.

Cristian Stanciu has been working in the field of IT since 2005 as a Senior Information Technology Consultant for 
the private company Hypertec-Group Montreal with focus on network architecture and design, network security, 
virtualization and Linux-based systems. He holds IT certifications with Cisco (CCNP-security, CCNP routing), 
CompTIA (Linux+) and VMware (VCP-DCV). As academic education, Cristian has a Bachelor of Science in 
Computers awarded by Technical University of Cluj-Napoca, Romania, Faculty of Automatics and Computers, 
1991-1996 and a Master of Engineering in Information Systems Security awarded by Concordia University 
Montreal, 2016 -2018.

Zahra Zohoorsaadat has completed a Master of Information Systems Security at Concordia University. Her fields 
of interest are Digital Crime and Forensics, and Network Security.

Serguei Mokhov had obtained his PhD from Concordia University, Montreal, Quebec, Canada, where he completed 
his bachelor’s and master’s degrees in Computer Science and Information Systems Security. Mokhov’s diverse 
research interests include intentional programming, distributed and autonomic computing, digital forensics, 
information systems security, AI, software engineering, computer graphics and HCI, Linux, and computer networks. 
His PhD dissertation had to do with intentional cyberforensics. He also teaches at Concordia and Champlain 
College of Vermont various subjects in those disciplines. Dr. Mokhov works together with Drs. Joey Paquet and 
Mourad Debbabi on Forensic Lucid, General Intentional Programming System, MARF and its applications, web 
services, and cyberforensic analysis.

Dr. Miao Song on the interdisciplinary Illimitable Space System (ISS) for real-time interactive graphics for 
performance arts and interactive documentary having received coverage in Montreal and abroad.


