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ABSTRACT

NetworksecurityandnetworkforensicstechnologiesfortheInternetofThings(IoT)needspecial
considerationduetoresource-constraints.CybercrimesconductedinIoTfocusonnetworkinformation
andenergy sources.Graph theory is adopted to analyze the IoTnetworkandahybrid Intrusion
DetectionSystem(IDS)isproposed.ThehybridIDSconsistsofCentralizedandActiveMalicious
NodeDetection(CAMD)andDistributedandPassiveEEA(EnergyExhaustionAttack)Resistance
(DPER).CAMDisintegratedinthegeneticalgorithm-baseddatagatheringscheme.CAMDdetects
maliciousnodesmanipulatedbycybercriminalsandprovidesdigitalevidenceforforensics.DPERis
implementedinasetofcommunicationprotocolstoalleviatetheimpactofEEAattacks.Simulation
experiments conducted on NS-3 platform showed the hybrid IDS proposed detected and traced
maliciousnodespreciselywithoutcompromisingenergyefficiency.Besides, the impactofEEA
attacksconductedbycybercriminalswaseffectivelyalleviated.
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INTRoDUCTIoN

Networkforensicsisthereconstructionofnetworkeventtoprovidedefinitiveinsightintoactionand
behaviorofusers,applicationsaswellasdevices(Schwartz,2010).Networkforensicstechnologies
focusonrecordingevidenceofanetworkattack(Adeyemi,Razak,&NorAzhan,2013).However,
InternetofThings(IoT)isaspecialnetworkwhichintegratessensorsandotherobjectstoconnect
everythinginourlifetogether.TheinformationinIoTisusuallyprivacy-sensitiveandevenconfidential,
soIoTwillbecometheobjectiveofcybercriminals(Alaba,Othman,Hashem,&Alotaibi,2017).Due
tothedeviceminiaturizationandenergy-efficiencyofIoT,traditionalnetworkforensicstechnologies
arenotsuitableforIoT.Thus,thenetworkforensicstechnologiesspecializedforcybercrimesaiming
atIoTareofgreatimportanceandchallengingintheeraofIoT.Differentfromtraditionalcomputer
networks,IoTnetworksaretypicallyLow-powerandLossyNetworks(LLN)(Teklemariam,Van
DenAbeele,&etal,2016),soenergyefficiencymustbetakenintoconsiderationwhenitcomesto
networksecurityandnetworkforensicstechnologydesignsforIoT.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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IntrusionDetectionSystems(IDSs)canbecategorizedintothreetypesbyplacement(Zarpelao,
Miani,Kawakani,&deAlvarenga,2017),asshowninFigure1.DistributedIDSmeanthedetection
systemisplacedineveryphysicalnode.DistributedIDSsaresuitableforsmartdeviceswithhigher
computationalcapabilityandenergysources.Correspondingly,centralizedIDSonlyrelyonsingleor
severaldedicatedcomponentsinthenetworktocompletethedetectionwork.HybridIDScombines
distributedandcentralizedtechnologiestogetthejobdone.

Aimingatcomputernetworks,threatscanbecategorizedintounauthorizedaccess,maliciouscode
andserviceinterruption(Ahmed,2017)asshowedinFigure1.InIoTnetworks,cybercriminalsmay
manipulatedatanodesinthenetworkillegally,andgenerateplentyoffakeorharmfulinformation.
Besides,unauthorizedcybercriminalsmayaccessdatanodesinIoTnetworkstoperformDenialof
Service(DoS)attacks.OneformofDoSattacksinIoTisEnergyExhaustionAttack(EEA)(Alrajeh,
Khan,Lloret,&Loo,2014).EEAacceleratestheexpirationofthenetworklifetimeandisfatalto
theperformanceofIoT.

SinkmobilityisrecognizedasanefficientmethodtoimprovetheperformanceofIoT.However,
mobility-constrainedmobilesinksexistinmanyIoTapplications,suchasrailway-based(Smeets,
Shih,Zuniga,Hagemeier,&Marrón,2013)orautomobile-based(Huang&Savkin,2016)information
collectionapplications,mountainousorcanalenvironmentmonitoringapplications,andeventhe
informationcollectionapplicationforSmartGrid.

This paper designs an information and energy-related IDS with hybrid mechanism for IoT
applicationswithapath-constrainedmobilesink.ThehybridIDSprovidesatrace-backmechanism
fornetwork forensicsandenhances thenetworksafety.Themaincontributionsof thispaperare
summarizedasfollows:

Figure 1. Network threats and IDS categories
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• GraphtheoryisutilizedtodescribetheIoTnetworkandtogroupthedatanodeswithgrids.
Datanodescontainedinthesamegridcanberegardedasawhole.Networkanalysiscanbe
simplifiedbygrids.

• The firstpartof thehybrid IDS iscalledCentralizedandActiveMaliciousNodeDetection
(CAMD).CAMDisintegratedinthegraph-baseddatagatheringschemeofIoT.Byacustomized
geneticalgorithm,networknodeswhicharemanipulatedbycybercriminalscanbeidentified
accordingtothechangesinthedatagatheringscheme.Thechangesaregotbymatrixcomparison
andthecomparisonresultscanberegardedasdigitalevidencefornetworkforensics.

• ADistributedandPassiveEEAResistance(DPER)mechanismasthesecondpartofthehybrid
IDSisfulfilledbyapairofdatadeliveryprotocols.DPERisdesignedtoalleviatetheimpactof
EEAonthenetworkperformanceoftheIoTapplication.

• Simulation experiments are conducted on the Network Simulator-3 (NS-3) platform. In the
experiments,cybercrimebehaviors includingfake information transmittingandEEAattacks
aresimulated.TheexperimentresultsshowthatthehybridIDSpreciselyidentifiesthecyber
criminalswhoconductmaliciousbehaviorsatdatanodesandprovidesstrongdigitalevidence.
Besides,theimpactofEEAattacksonthenetworklifetimeisalleviated.Theenergyefficiency
oftheIoTnetworkwasimproved.

BACKGRoUND

Withthedevelopmentofanti-cybercrimetechnologies,manyadvancedIDSshavebeenproposedin
recentyears,andtheywerecategorizedintothreetypesbyplacement.

Researches on distributed IDSs focused on the energy consumption caused by the massive
installationoftheIDSsatnetworknodes.LightweightIDSswereeffectiveapproachestoreduce
theextraenergyconsumptionandfulfilledtheintrusiondetectiontasks.OhproposedtheIDSwith
matchingalgorithmofmaliciousbehaviorsandpacketpayloads(Oh,Kim,&Ro,2014).Toachieve
thelightweightIDS,theauthorsreducedtheiterationtimesofthepatternmatchingalgorithm.On
theotherhand,Lee(Lee,Wen,Chang,Chiang,&Hsieh,2014)discoveredanotherwaytoreduce
theoverheadofIDS.TheauthorsestablishedthelightweightIDSunderalowenergy-consuming
communicationprotocol.However,traditionaldistributedIDSsrequiredrelativelyhighcomputational
capabilityforeachnetworknodetodetectabnormalbehaviorswhilenetworking.

Onthecontrary,theintrusionbehaviorsweredetectedbydedicatednodesincentralizedIDSs.
Wallgren utilized heartbeat protocol to fulfill the global monitoring (Wallgren, Raza, & Voigt,
2013) with centralized IDS method. The overheads of heartbeat packets were considerable. For
energy-constrainedIoT,themassiveenergyconsumptionforsuchglobalheartbeatpacketswasnot
accepTableGunasekaran(Gunasekaran&Periakaruppan,2017)installedananti-DoSL(Denialof
Sleep)systemonthebasestation(BS)inIoT.Basedongeneticalgorithm,theauthorsadoptedan
encryptionalgorithmwithspecializedkeypacketstoidentifyDoSLattacksfrommaliciousnodes.
However,thededicatednodesincentralizedIDSstookawhiletodetecttheintrusionbehaviors,thus
thepurposesofcybercriminalsmighthavealreadybeenfulfilledbeforedetectionandprevention.

Therefore, energyefficient and real-time IDSs specialized for IoTapplicationswereneeded
desperately.HybridIDSsalwayspartitionedthenetworkordynamicallyemployednodestodetect
maliciousbehaviorsAmaral(Amaral,Oliveira,Rodrigues,Han,&Shu,2014)proposedacompetition
approachthatselectedrobustnodestomonitoradjacentnodes.However,theapproachrequiredthe
selectednodestoberesourcefulandtheselectionconsumedextraenergy.Le(Le,Loo,Chai,&Aiash,
2016)andJoby(Joby&Sengottuvelan,2015)utilizedclusteringmethodtodetectintrusions.Cluster
heads(CHs)detectedmaliciousbehaviorsconductedbymembernodesinthecluster.However,cluster
headswoulddepleterapidlyduetoextracomputation.Alrajeh(Alrajeh,Khan,Lloret,&Loo,2014)
introducedArtificialNeuralNetwork(ANN)intoattackdetectioninIoT.Theauthorstriedtooffset
theenergyconsumptioncausedbytheANN-basedIDSandenergyharvestmethodwastheirchoice.
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AimingattheIoTapplicationswithapathconstrainedmobilesink,thispaperproposedahybrid
IDStotraceintrusionsourcesandtoprovidedigitalevidenceforforensics.Consideringtheenergy
constraintofIoT,theproposedIDSconsumednoextraenergy.

SySTeM MoDeLING AND PRoBLeM ANALySIS

System Model
NetworkareaA isatwo-dimensionedsquareand n staticdatanodesdenotedby  withinitial
energysourceE

init
aredeployedintoA randomly.Themovementpathofthemobilesinkisexactly

thesymmetriclineofA ,denotedbyP
m

.SoonlytheupperhalfofA isdiscussedintheremaining
contentofthispaper.Includingthemobilesink,alldatanodes’maxwirelesscommunicationradius
isr andthememoryofeachnodeisenoughfordatabufferingandroutinginformationrecording.
Thedatanodescanlocatethemselvesandrecordthelocationinformationintheirmemorywhen
deployed.Theenergyconsumptionoflocationcanbeignored.

Malicious nodes refer to the data nodes manipulated by cyber criminals while networking.
Maliciousnodesarewiththesamephysicalattributesasnormaldatanodes.However,duetothe
simplificationofIoTnodes,fakeinformationreportingandEEAattacksareconsideredasthemain
maliciousbehaviors.ThesystemmodelisillustratedasFigure2.

Withunlimitedenergy,themobilesinktravelsalongP
m

withaconstantspeed v
m

andowns
extracomputingcapability.Whenthemobilesinkgetstotheeitherendpointof P

m
,itwillturn

Figure 2. The system model
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aroundandheadforanotherendpointwiththesamespeed.Thedatanodesalongthemobilesink
paththatarewithintheone-hopcommunicationrangeofthemobilesinkareregardedassubsinks.

Datanodesstarttotransmitdataatafixedtimeintervalt
int

withthedatagenerationratep after
thedestinationsubsinkismatched.Subsinksdon’ttransmitdataatoncebutstorethedataintheir
bufferalongwiththedatagatheredfromremotedatanodes(Table1).

Application of Graph Theory
Graphtheoryisusedinmanynetworkissues(Zhou,Du,Shu,Hancke,Niu,&Ning,2016;Nake&
Chatur,2016;Liu,Zhang,Shen,Fu,&Linge,2016)andsimplifies theanalysisof thenetwork.
NetworkareaA isdividedintosmallequal-sizedsquaregridsdenotedbyg

i
asshowninFigure3.

Theedgelengthofeachgridtois 2

2
r ,sothatthedatanodesinsideacertaingridcancommunicate

withothernodesinthesamegrid.
Afterthedivision,theintrusiondetectionandenergyefficiencyproblemscanbesimplifiedby

regardingthenodesinacertaingridasawhole.Thegridsthatcontainsubsinksaredenotedbyg
i
ss .

Datanodescontainedinthesamegridmatchasubsinkgridg
i
ss andtransmittheirdatatog

i
ss .When

data packets arrive at g
i
ss , the sub sinks inside g

i
ss  receive the packets evenly according to the

Table 1. Important symbols and descriptions for the system model

Symbol Description

R
g

/C
g Thenumberofrows/columnsofthematrixofgridsinthegraph.

n
ssg

Thetotalamountofsubsinkgrids.n C
ssg g
= .

g
i

Thesymbolthatrepresentsthesquaregrid.

g
i
ss Thesymbolrepresentsthegridthatcontainssubsinks,and i n

ssg
∈ 


1, .

n
i
ss Theamountofsubsinknodesinsubsinkgridg

i
ss ,n g

i
ss

i
ss= .

n
i
sng Theamountofdatanodegridsassignedtosubsinkgridg

i
ss .

n
i
sn Theaccumulatedamountofdatanodesinthedatanodegridsassignedtog

i
ss .

n
ss Totalamountofsubsinknodes.n n

ss
i

n

i
ss

ssg

=
=
∑
1

.

n
i

Thenumberofnodesinsidesomegridg
i

, g n
i i
= .

n
g

ThetotalamountofgridsofG ,whereG n
g

= .
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transmissionprotocol.Besides,thenodeswhichcancommunicatewiththenodesinadjacentgrids
areregardedaspipenodes.

Afterthedivision,A canbedescribedwithagraph,denotedbyG .Mathematically,agraph
G canberepresentedbyitsverticesV andcorrespondingedgesE ,likeG V E= ( ), (Zhang,Zhou,
Zhao,etal,2017;Yun,Xia,Behdani,&Smith,2013;Hasan,AI-Rizzo,&Gunay,2017),where
V n

g
= ,istheamountofgridsand E representsthetotalamountofpipenodesinallgrids.
Thegraphoperationnotonlysimplifiesthenetworkdescriptionbutalsopreventsnodesatclose

locationsfromunreasonablychoosingdifferentsubsinks.Furthermore,benefittedbythedivision,
thecomputationalcomplexityofthenetworkdroppedfromO n( ) toO n

g( ) .
Analysis of energy Model
ThepurposeofthehybridIDSistoachieveintrusiondetectionandcrimesourcetrace-backwithout
extraenergyconsumption.Qin(Qin,Hempstead,&Yang,2009)indicatedthat,informationprocessing,
wirelesscommunicationanddataaggregationconsumemostoftheenergyinstalledindatanodes.

Thetransmittingandreceivingpowercanbeassumedasfixedforshortdistancecommunications,
so thepowerconsumption is independentof the transmissiondistance.Besides, the totalenergy
consumedbydataaggregationateachnodecanberegardedasconstantsduringt

int
.Thetotalenergy

consumedbyadatanodeduring t
int

canbeformulizedby:

E e p p
node tx rx
≈ +( )  (1)

Figure 3. An example of the graphing operation
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where e  isafactor indicatingtheenergyconsumptionperbit for the transmittingandreceiving
circuits.p

tx
andp

rx
,respectively,representsthetotalbytestransmittedandreceivedbyanodeduring

t
int

.
Furthermore,thetotalbytes p

tx
i transmittedbynode i canbeaccountedby:

p p pt
tx
i

rx
i

int
= +  (2)

where p
tx
i isthetotalbytesreceivedbynode i .

BasedonEquation(1)andEquation(2),thetotalenergyconsumptionE
total

ofthewholenetwork
is:

E ept h
total

i

n

k

n

ik int

g i

≈ +( )
= =
∑∑
1 1

2 1  (3)

whereh
ik

representstheshortesthopfromthek thnodeingridg
i
toitsmatchedsubsinkgrid.The

shortesthopisobtainedbytheroutingestablishmentalgorithmdiscussedlater.
Asdiscussedabove,anydatanodegrid g

i
choosesbutonlyonereachablesubsinkgridasthe

packetreportingdestinationofthedatanodesinsideit.SothetotalenergyconsumptionE
i
ss ,total

energyforreceptionE
i
rx andtotalenergyfortransmissionE

i
tx inadataintervalt

int
ofsubsinksin

acertainsubsinkgridg
i
ss areget:

E E E ept n n n
i
ss

i
rx

i
tx

k

n

ik i
ss

ss

i
sng

= + = +










=
∑2 1
1

,
gg int





  (4)

wheren
i
ss representstheamountofsubsinknodesin g

i
ss ,andn

ik
representsthenodeamountof

thek thdatanodegridthatismatchedwithg
i
ss .

Tomeasuretheequilibriumofenergyconsumptionamongallsubsinks,thevarianceD E
SS( ) 

isformulized:

D E
n

E

n
E n

SS
ss i

n

i
ss

i
ss SS i

ss
ssg

( ) ≈ −











⋅

=
∑

1

1

2

 (5)

whereE
n

E
SS

ss i

n

i
ss

ssg

=
=
∑

1

1

isthearithmeticmeanvalueoftheenergyconsumptionofallsubsinksin

thenetwork.

Hybrid Intrusion Detection System
Most researches on IDSs designed for traditional computer networks compromised the energy
efficiency.However,IoTnodesarenotcapablefortraditionaldistributedorcentralizedmethodsin
IDSsduetotheirsimplicityandlimitedresources.Thispaperfocusesoncybercrimedetectionand



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

116

forensicsforIoTapplicationswithoutcompromisingenergyefficiency.AhybridIDSisintegratedin
thedatagatheringfunctionoftheIoTnetwork.ThehybridIDSisillustratedinFigure4.

The hybrid IDS is made up of two primary modules. Genetic algorithm-based (GA) data
gatheringschemeisproposedtoimprovetheenergyefficiencyofthenetwork.Maliciousbehaviors
aredetectedduringthedatagatheringprocessthroughamatrixcomparisonmethod.Thesecondpart
ofthehybridIDSworksintheformofasetofcommunicationprotocols.Theprotocolsarenamed
afterAdvancedShortestPathTree(ASPT).ASPTnotonlydynamicallybalancesthenodeenergy
consumptionhierarchicallybutalsoalleviatestheimpactofEEAconductedbythemaliciousnodes.

CeNTRALIZeD AND ACTIVe MALICIoUS NoDe DeTeCTIoN (CAMD)

GA-based Data Gathering Scheme
Basedonthediscussionabove,toachieveenergyefficiencyofthewholenetwork,thevalueoftotal
energyconsumptionE

total
duringeachdatagenerationinterval t

int
needstobeminimized:

min ept h
i

n

k

n

ik int

g i

= =
∑∑ +( )
1 1

2 1  (6)

subjectto:

Figure 4. Illustration of the hybrid Intrusion Detection System proposed
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min D E
SS( )  (7)

ConstraintEquation(7)guaranteestheenergyconsumptionamongsubsinksisevenasfaras
possible.Consideringtheidealisticsituationthat,duringeachdatainterval t

int
alldatapacketsare

transmittedtothedestinationsubsinkgridssuccessfully,whichmeansthetotalbytesreceivedbyall
subsinksduring t

int
canberegardedasaconstant.Therefore,thesumofenergyconsumedbyall

subsinksisaccordinglyaconstant.ThenconstraintEquation(7)canbetransformedinto:

min
1

1

2

n
n n

ssg i

n

i
sn sn

ssg

=
∑ −( )  (8)

wheren
i
sn isthetotalamountofdatanodesinthedatagridsthatarematchedwithsubsinkgridg

i
ss 

andnsn isaccordinglythearithmeticmeanvalueofalln
i
sn .

ConstraintEquation(8)meansthat,toachievetheequilibriumofenergyconsumptionamong
allsubsinksisapproximatelyequivalenttominimizethevarianceofthetotalamountsofdatanodes
matchedwitheachsubsinkgrid.

Accordingtotheaboveanalysis, thegoaloftheenergy-concernedpartofCAMDistolook
foranoptimalassignmentofdatagridstosubsinkgridsthattheamountsofdatanodesmatchedto
eachsubsinkgridarealmostthesame.Besides,thetotalenergyconsumptionmustbeminimized
simultaneously.Theenergy-efficiency issue inCAMDisnamedafterOptimalGridAssignment
(OGA)intheremainingcontent.

MatrixM
R C Cg g g−( ) ×1

isintroducedtoindicatetherelationshipbetweentwokindsofgrids.Matrix

H
R C Cg g g−( ) ×1

recordstheaccumulatedshortesthopsineachdatanodegrid.Inaddition,rowvector

V
R Cg g1 1× −( ) isadoptedtorecordtheamountsofdatanodesineachdatanodegrid.

MatrixM
R C Cg g g−( ) ×1

isconstructedbyelementsm
ij

,wherei R C
g g

∈ −( ) ⋅





1 1, isthesequence

numberofdatanodegridsand i C
g

∈ 

1, representsthesequencenumberofsubsinkgrids.The

valueofm
ij

isbinarywith1and0,andsubjectto:

j

C

ij g g

g

m i R C
=
∑ = ∀ ∈ −( ) ⋅





1

1 1 1, ,  (9)

becauseeachdatanodegridselectsbutonlyonesubsinkgridasitsdestination.
Specially,theelementsh

ij
inmatrixH

R C Cg g g−( ) ×1
istheaccumulatedvalueofshortesthopsfrom

datanodesinthe i thdatanodegridtothe j thsubsinkgrid,soitcanbegottenby:

h h
ij

k

n

k
ij

i

=
=
∑
1

 (10)

whereh
k
ij representstheshortesthopsfromnode i tothesubsinkgrid j .
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VectorV
R Cg g1 1× −( ) has R C

g g
−( ) ⋅1 elements,thevaluesofwhichindicatetheamountsofdata

nodesineachdatanodegridorderly.
Now,theOGAissuecanbedescribedbymatrixesdiscussedabove.Firstly,anotherrowmatrix

W
Cg1× that indicates the sum of data nodes matched to each sub sink grid is gotten by

V M
R C R C Cg g g g g1 1 1× −( )⋅ −( )⋅ ×⋅ .ThentheconstraintfunctionEquation(8)isequivalentto:

min
1

1
1

2

C
w w

g i

C

i

g

=
∑ −( )  (11)

wherew
C

w
g i

C

i

g

=
=
∑

1

1
1

isthearithmeticmeanvalueofallelementsw
i1
inrowmatrixW

Cg1× .

Then,theobjectivefunctionEquation(6)isequivalentto:

min
i

R C

j

C

ij ij

g g g

m h
=

−( )⋅

=
∑ ∑ ⋅
1

1

1

 (12)

whereallconstantsinEquation(6)areignoredbecausetheyexertnoimpactsonthefinalresults.
Finally,theOGAissueisdescribedbyobjectivefunctionEquation(12)aswellasconstraint

functionsEquation(9)andEquation(11).TheproblemisNP-hard(Oncan,2007)withcombinatorial
optimization.Geneticalgorithm(GA)isaneffectivemethodtosolvetheOGAproblem.GAusually
hasfourphases:encoding,selection,crossoverandmutation.

Population Initialization and Selection
Abinarychromosomeisneededtocharacterizeanindividualandthespecificchromosomecanalso
beasamplethatrepresentstheassignmentofalldatanodegridstosubsinkgrids.So,thematrix
M

R C Cg g g−( ) ×1
candirectlyberegardedasthegenecodeofachromosome.

Thefitnessvaluef andunfitnessvalueuf ofsolutionsareformulizedby:

f m h
i

R C

j

C

ij ij

g g g

= ⋅
=

−( )⋅

=
∑ ∑
1

1

1

 (13)

uf
C

w w
g i

C

i

g

= −( )
=
∑

1

1
1

2
 (14)

Thenn
ga

individualsaregeneratedtobuildtheinitialpopulation.Thegenerationoftheinitial
populationisrandomlyperformed,butithastoobeyconstraintEquation(9).Besides,theinitialization
mustobeytherule:eachdatanodegridselectsadestinationsubsinkgridrandomlyamongthesub
sinkgridswhichareavailableforit.Thisrulecanavoidinfeasiblesolutions.
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Duetotheintroductionofgraphing,thecomplexityofOGAmatchingalgorithmisdecreased.
Theindividualswiththe2ndand3rdsmallestfitnessvaluecandirectlybeselectedasparents.This
selectionalgorithmisabletoprotectthebestindividualincurrentpopulation.

Crossover and Mutation
Eachrowofthechromosomematrixisregardedasagenesegmentandallgenesegmentsrepresent
theassignmentofalldatanodegridsorderly.Toavoidinfeasiblegenesegmentofthechildsolution,
parentsjustexchangetheirgenesegmentsofthesamedatanodegrid.p

1
,p

2
andc areusedtodenote

theparentsandtheirchild.
Thecrossoveralgorithmisbasedonthefitnessvalueofparents.Firstly,theratiosofeachfitness

tothesumofthetwoparentsarecalculated.Secondly,n
p
cs

1
genesegmentsofp

1
arerandomlylocated

andsubstitutecorrespondingonesof p
2

toproducec .Besides,n
p
cs

1
andn

p
cs

2
aresubjectto:

n n R C
p
cs

p
cs

g g1 2
1+ = −( ) ⋅  (15)

n

n

f p

f p
p
cs

p
cs

1

2

2

1

≈
( )
( )

 (16)

Figure 5. The process of crossover and mutation
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Equations(15)and(16)ensurethatthechildinheritsmoregeneticinformationfromtheparent
withsmallerfitness.Figure5illustratesthecrossoveralgorithmproposedabove.

Whenthecrossoveroperationisfinished,thereisalittlechanceforeachchildtomutate.The
mutationmechanismiscapableofavoidingprematureconvergence.Ifgenemutationoccursinachild
solution,agenesegmentwillberandomlylocatedandthebitsofwhichwillbechangedaccording
tothesameruleonpopulationinitialization.

Population Updating
Whenthecrossoverandmutationoperationinaniterationisfinished,thepopulationmaybeupdated
withthechildsolution.

Firstofall,thechromosomeofchildsolutionisexamined.Ifallbitsofthechromosomeare
thesamewithanyindividualintheparentpopulation,thechildsolutionisregardedasidenticaland
willbediscarded.

Onceauniquechildsolution is reserved, the fitnessvalueandunfitnessvalueofwhichare
comparedwiththeparentpopulation.Ifitsunfitnessvalueissmallerthantheindividualwiththe
largestunfitnessamongtheparentpopulation,thechildsolutionwillreplacethislargestindividual
andthepopulationisupdated.Otherwise,ifthechildsolution’sunfitnessvalueisequaltothelargest
unfitnessamongtheparentpopulation,thechildsolutionwillreplacethelargestindividualaslong
asthechild’sfitnessvalueissmallerthanthisparentindividual.Theupdatealgorithmpreventsthe
GAfromprematureconvergenceforunfitness.Inotherconditions,thepopulationkeepsunchanged.

Malicious Node Detection and Forensics
Asmentionedabove,alldatanodesincludingsubsinksarehomogeneousandwillgeneratedata
from their environment or objects attached. If some data nodes are unfortunately accessed and
manipulatedbycybercriminals,theywillgeneratefakeinformationandsendittoarandomsub
sinkgrid.Maliciousnodesconsumetheresourcesofthewholenetworkanddamagethevalidityof
theinformationgathered.

WhenthedeploymentandgraphingofIoTarefinished,theinformationofthenetworksystem
canbedescribedbythematrixesproposedinprecedingsections.Basedonthegridassignment,a
CentralizedandActiveMaliciousNodeDetection(CAMD)withinformationcomparisonmechanism
is designed and installed in the mobile sink to detect the malicious node manipulated by cyber
criminalsandtoprovidestrongdigitalevidenceforforensics.Tolocatethemaliciousnodes,CAMD
checkstheassignmentofthegrids.Thematrix-basedinformationcomparisonmechanisminCAMD
isillustratedbyFigure6.

Whenthemobilesinkarrivesateitherendpointofitspath,whichsignifiesthatallbuffereddata
insubsinkshasbeengatheredbythemobilesink,themobilesinkwillgenerateabinarymatrix
denotedbyN

n C
realtime

g×
.Thevalueofacertainelementn

ij
realtime inN

n C
realtime

g×
indicatesthatwhetherthe

datapacketofacertaindatanodei arrivesatsubsinkgridg
j
ss finally.Then,themobilesinkcompares

N
n C
realtime

g×
 to the assignment matrix N

n C
assignment

g×
 which is generated by the genetic algorithm. The

comparisonisconductedbymatrixsubtraction.Iftheresultmatrixofthesubtraction,denotedby
N
n C
subtraction

g×
isnotazeromatrix,maliciousnodesarebelievedtoexistinthenetwork.Whatfollows

nextistocheckeveryrowofN
n C
subtraction

g×
orderlyandtheonewithnon-zerovaluerepresentsamalicious

node.
AccordingtotheresultofthematrixcomparisonmechanismofCAMD,thelocationandidentity

ofmaliciousnodes that aremanipulatedbycyber criminals canbepreciselydetected.Then the
informationgatheredbythemobilesinkwhichisfromthedetectedmaliciousnodescanberegarded
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asfakeorharmfulinformation.ThebinarysubtractionmatrixN
n C
subtraction

g×
recordsthefakeinformation

reportingbehaviorconductedbycybercriminalsandthedigitalresultisstrongandreliableevidence
forforensics.

DISTRIBUTeD AND PASSIVe eeA ReSISTANCe (DPeR)

Ifcybercriminalsmakethemanipulatednodestransmitdatapacketmorefrequently,thenodesalong
thedatapacketdeliverypathwilldepletemorerapidly.Inthissection,twocommunicationprotocols
aredevisedforDPERtoalleviatetheimpactofsuchEEAattack.Theprotocolsareinstalledineach
datanode,andagrid-basedroutingtableisinstalledineachnodeasshowninTable2.

Inthegridroutingtable,thepipenodesaswellasthegridstheybelongtoarerecorded.Inthe
gridroutingtable,thereisapointernamedaftercurrent_pipe.Thedatapacketforwardedbythisdata
nodewillbetransmittedtothepipenodewhichispointedtobycurrent_pipe.Oncethepacketis
transmitted,current_pipewillpointtothenextpipenodecircularly.Withthegridroutingtable,the

Figure 6. CAMD algorithm illustration

Table 2. Grid routing table

ID of Local Node ID of Sub Sink Grid Hops of Shortest 
Path ID of Gateway Grid ID of Accessible 

Pipe Nodes

28

1 5 11

*7

15

45

2 6 11

*7

15

45

5 7 15
*5

18
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communicationprotocolsforDPERarecapableofdynamicallybalancingtheenergyconsumptionof
datanodesduringthedatagatheringperiodandpreventingsomenodefromdepletioncausedbyEEA.

The communication protocols are made up of network discovery and packet delivery. The
protocolsaredesignedbasedonthegraphandShortestPathTree(SPT),thereforethetechniquecan
beregardedasAdvancedShortestPathTree(ASPT).

Graph-based Network Discovery Protocol
Themaintaskofthisprotocolistolayabasisforthedatapacketdeliverprocessbyestablishingthe
connectionamonggrids.Toachievethesegoals,themobilesinkneedstoaccomplishthreeround
trips.Thegridroutingtableandtheassignmentresultofthegeneticalgorithmarealsobroadcasted
toeachnodebythisprotocol.

Forthefirsttrip,themobilesinkbroadcastssubsinkcheckingpacketsatatimeinterval t
int
ck .

Onceacertaindatanodereceivesasubsinkcheckingpacket,itbecomesasubsinklogicallyand
begintheSPTestablishmentonitsown.WhenallSPTsetuppacketsaretransmitted,eachdatanode
recordtheshortestpathsandgatewaysfromitselftoallreachablesubsinks.Thendatanodesends
anordinarydatapackettothenearestsubsinkwiththeinformationofitslocationandSPTrouting
information.Ifthedatapacketsaresuccessfullytransmitted,datanodeswillclearitsmemoryfor
gridroutinginformationwhichisestablishedinfuture.

Duringthesecondroundtrip,themobilesinkwillbroadcastinformationrequestpackets,andthe
subsinkswillreplytothemobilesinkwithadatapacketcontainingtheinformationofdatanodes
collectedduringthefirsttrip.Ifthedatapacketsaretransmittedsuccessfully,subsinkswilldelete
theinformation.Whenthemobilesinkfinishesitssecondroundtrip,itwillperformthegraphing
operationandGA-basedmatchingalgorithm.

ThetaskduringthethirdroundtripistoinformdatanodestheresultoftheGA-basedmatching
algorithm and establish the ASPT. The format of the packet during this period is defined as
OGA Pkt g hop src gtw id pipe adr mapping list_ _ , , _ , _ , _{ } ,whereg hop_ istheaccumulated
hopfromthesubsinkgrid src tothegridthatcontainsthenodereceivethepacket. gtw id_ and
pipe adr_ respectivelyrepresentidentificationofthegridthisnodebelongstoandtheaddressof
pipenodewhichforwardsthispacket.mapping list_ containsinformationincludingthealgorithm
results.ThemobilesinkbroadcastsOGA Pkt mapping list_ , , , , _0 0 0 0{ } duringthetrip.Datanodes

whichreceiveOGA Pkt_ acquiretheidentificationofitsdestinationsubsinkgrid g
i
ss aswellas

theidentificationofgridtowhichitbelongs.Meanwhile,datanodewillupdateitsgridroutingtable
withsmallesthopsfromitselftoreachablesubsinkgrids.BeforeforwardingtheOGApacket,the
nodedeletesitsownitemfrommapping list_ .

Dynamic Adaptive Packet Delivery Protocol
EEAwill boost thedatanodes’ energy consuming speed.During thedetectiondelay causedby
centralizedIDSmechanism,theinfluenceofEEAmustbealleviated.ConventionalSPTprotocol
provideonlyonegatewaynodetoeachdatanode.Oncetheroutingtableforthisnodeisestablished,
allpacketsinthefuturefromthisnodewillbeforwardedbytheonlygatewaynodeprovidedbySPT
protocol.Thegatewaynodewilldepleteduetoheavypackettraffic.IfEEAattacksareconducted
bycybercriminals,thefastenergydissipationsituationwillbedeteriorated.

Benefittedbytheoperationofgraphing,allpipenodeswhicharepotentialgatewaynodesfound
bythenetworkdiscoverprotocol.Withthesepipenodes,dynamicgatewaymethodcanbeeasily
implemented.

Duringthedatadeliveryphase,eachdatanodeconsultsitsgridroutingtabletofindoutthepipe
nodebywhichitsdatapacketisgoingtobeforwarded.Thenthedatanodetransmitsthedatapacket
tocurrent_pipe.TheformatofdatapacketsisdefinedasData Pkt src dst pipe buffer_ , , ,{ } .
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WhenacertainnodereceivesaData Pkt_ ,itfirstlycomparesthedestinationsubsinkgridof
thispacketwiththenode’sowngrid.Ifthereceivingnodehappenstobelongtothedestinationsub
sinkgridofthispacket,whichmeansthedatapacketreachesitsdestination,thereceivingnode(sub
sink)storestheinformationofthisdatapacketinitsmemoryandwaitstosendittothemobilesink.
Otherwise,ifthereceivingnodeisnotasubsink,itwillforwardthedatapackettocurrent_pipe.
Thenthecurrent_pipepointstothenextpipenode.

SIMULATIoN IMPLeMeNTATIoN AND ReSULTS ANALySIS

Theperformanceof thehybrid IDSproposedwasevaluatedon theNetworkSimulator-3 (NS-3,
version3.25)platform(Lacage,Carneiro,&etal.,2008).Inthesimulationexperiments,theareaof
A is 400 600m m× .Thespeedofthemobilesinkwasv m s

m
= 5 / .Thedatagenerationratewas

p bits s= 200 / andthedatatransmissioninterval t
int

.Theinitialenergyofeachdatanodewas
E Jouls
init
= 10  and the energy consumption factor was e J bit= 0 5. /µ . The maximum

communicationradiuswasr m= 50 2 andthelengthofgridsidewas50m .Thedatatransmission
ratebetweenanytwonodeswas44Kb s/ .Thepossibilitythatdatanodesmightbemanipulatedby
cybercriminalsduringeachdataintervalwas2%.

Therewere14networkscaleswhichincreasedfrom110nodesto240nodes.Combinedwith
thesizeoftheregionA andcommunicationradius r ,thenetworkscalesvariedfromlow-density
distributiontohigh-densitydistribution.

Accordingtothepreviousdiscussion,thefollowingmetricswereadoptedtoevaluatethehybrid
IDSanddatagatheringscheme:

• Network Lifetimewasdefinedasthetimedurationfromthebeginningofmobilesinkassignment
tothefirstenergyexhaustionofanysinknodeorthedynamicdatagatheringpercentagedrops
belowthethreshold.Thenetworklifetimerepresentedtheenergy-efficiencyofthehybridIDS
includingDPER.

• Network Energy Consumption Efficiency(NECE)wasdefinedtomeasurethepowerofthewhole
networkandNECEwastheratiooftotalenergyconsumedbyalldatanodestothenetwork
lifetime.

• Malicious Node Detection Ratio(MNDR)representedtheperformanceofmatrixcomparison
mechanisminCAMD.

• Futile Data GenerationrepresentedtheimpactofthehybridIDSondecreasingthefutiledata
generatedbymaliciousnodes.

Impact of the Hybrid IDS on Network Lifetime
Duetothehierarchyofthetopology,itwasquitereasonabletotreatthelifetimeofthefirstexhausted
subsinkasthelifetimeofthewholenetwork.However,thedefinitionmightcauseanewproblem:
alotofordinarydatanodesdepletedbeforesubsinksandthedatagatheringperformancewould
decline.Thus,athresholdondynamicdatagatheringpercentagewasintroducedtoavoidtheextreme
situation.Thethresholdwassettobe90%toensurethatthedatagatheringperformancewasacceptable.

It can be seen from Figure 7 that the network lifetime was terribly influenced by the EEA
conductedby themaliciousnodes.EEAwoulddepletedatanodes’energysourcesmorequickly
thannormalnodes.What’sworseisthatwhenthemanipulatednodesexhausted,thedatadelivery
performancedeterioratedandeventuallythenetworklifetimecametoanendaheadofschedule.With
thehybridIDSproposed, themaliciousnodesmanipulatedbycybercriminalscouldbedetected
preciselybyCAMDandtheinfluenceoftheEEAwerereducedaccordingly.Particularly,DPER



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

124

balanced the energy consumption among pipe nodes. Besides the manipulated nodes conserved
energypassivelybuteffectively.

Moreover, the GA-based data gathering scheme was compared with traditional SPT and
RANDOMschemes.TheresultswereillustratedinFigure8.Thesimulationresultsindicatedthat
theGA-baseddatagatheringschemeproposedshowedsuperiority.

Impact of the Hybrid IDS on Network energy Consumption efficiency (NeCe)
TheNetworkEnergyConsumptionEfficiency(NECE)representedtheaccumulatedpowerofall
thenodesintheIoTnetwork.NECEwasaffectedthenetworklifetimetosomeextent.Beforethe
maliciousnodesweredetectedbyCAMD, cyber criminalswouldperformEEAattacks and the
energyconsumedbyvictimnodesgreatlyincreased.Ifthedetectiontooktoomuchtimeduetothe
centralizedmethod,theinfluenceofEEAwouldgoonandtheNECElevelwouldincrease.

Figure9showedthattheNECElevelgotmuchhigherwhenmaliciousnodesexistedandEEA
wasconducted.However,withthehybridIDSproposed,maliciousnodeswouldbedetectedand
correctedintime.TheimpactofEEAgotreducedaccordingly.Distributedmethodsmightoutperform
CAMDintheformofreal-timeperformance,buttheextraenergyconsumptionofthewholenetwork
wasunacceptabletoresource-constrainedIoTapplications.DPERdilutedtheimpactofEEAandthe
impactofthedetectiondelaywasalleviated.TheassociatedworkofDPERandCAMDimproved
theNetworkLifetimeofIoT.

Figure 7. The impact of the hybrid IDS proposed on network lifetime
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Impact of CAMD on Malicious Node Detection Ratio (MNDR)
Therewasalittlepossibilitythatthemaliciousnodecompletelycopiedthebehaviorsofthenormal
node,whichmeantthedestinationsubsinkgridrandomlyselectedbythemaliciousnodehappened
tobetheoneOGAalgorithmassigned.TheproposedCAMDcouldnotdealwiththissituationso
far,becauseCAMDwasacentralizedmethod.However,theprobabilitywasverylowinlarge-scaled
deploymentsasshowninFigure10.

Impact on Futile Data Generation
ThemobilesinkidentifiedandlocatedmaliciousnodesbyCAMD,thenthemaintainerofthenetwork
wouldgetnotificationandthemaliciousnodesinthenetworkwouldgetfixedorreplacedinashort
time.Thenthenodeswouldnolongeractmaliciousbehaviors.

The fake data generated by cyber criminals could be regarded as futile data. Figure 11
demonstratedthetotalamountoffutiledatacausedbymaliciousnodes.WithoutthehybridIDS,the
amountoffutiledatagatheredwasquitehighandthehybridIDSeffectivelyreducedtheharmfuldata.

CoNCLUSIoN

IoTapplicationswithpath-constrainedmobilesinkcanbeappliedinvariouspracticalscenariosto
achieveinformationcollectionandenvironmentmonitoring.IoTnetworksarealwaysprivacysensitive
andevenconfidential.However,resourceconstraintmakestraditionalnetworksecurityandnetwork
forensicstechnologiesun-appropriateforIoT.

Figure 8. Network Lifetime results compared with SPT and RANDOM schemes
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BasedongraphtheoryahybridIDSisproposed.ACentralizedandActiveMaliciousDetection
(CAMD)methodisintegratedintheGeneticAlgorithm-based(GA)datagatheringscheme.CAMD
detectsmaliciousnodesmanipulatedbycybercriminalsandprovidesstrongdigitalevidencefor
forensics.ThenDistributedandPassiveEEAResistance(DPER)isimplementedthroughasetof
advancedShortestPathTree-based(ASPT)communicationprotocolstoalleviatetheimpactofEnergy
ExhaustionAttacks(EEAs)conductedbycybercriminals.

SimulationresultsperformedonNS-3showedthatthehybridIDSperformedasanticipated.The
cybercrimesintheformoffakeinformationreportingandEEAattacksweredetectedandalleviated.
ReliabledigitalevidencewasprovidedbythehybridIDS.Besides,theenergyefficiencyoftheIoT
networkwasnotdeterioratedbythehybridIDS.
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Figure 10. Impact on malicious node detection ratio (MNDR)
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Figure 11. The impact on futile data generation
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