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ABSTRACT

Recently,areversibledatahiding(RDH)methodwasproposedbasedonlocalhistogramshifting.This
methodselectsthepeakbinofthelocalhistogramasareferenceandexpandsthetwoneighboringbins
ofthepeakbintocarrythemessagebits.Sincethepeakbinkeepsunchangedduringtheembedding
process,theneighboringbinscanbeeasilyidentifiedatthereceiverend,andtheoriginalimagecan
berestoredcompletelywhileextractingtheembeddeddata.Inthisarticle,asanextensionofthe
algorithm,theauthorsproposeanRDHschemebasedonadaptiveblockselectionstrategy.Viaa
newblockselectionstrategy,thoseblocksofthecarrierimagemaycarrymoremessagebitswhereas
introducinglessdistortionwilltakeprecedenceoverdatahiding.Experimentalresultsdemonstrate
thathighervisualqualitycanbeobtainedcomparedwiththeoriginalmethod,especiallywhenthe
embeddingrateislow.
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INTRoDUCTIoN

Reversibledatahiding(RDH)techniqueaimstoembedmessagebitsintoacarrierimagebyslightly
modifyingitspixels,andmoreimportantly,itcancompletelyrestoretheoriginalcarrierimagewhile
extractingtheembeddeddatafromthemarkedimage.Asaspecialcaseofinformationhiding,RDH
canbeappliedtosomeareaswhenthereversibilityisdesirable,suchasmedicalandmilitaryimage
processing.

ManyRDHalgorithmshavebeenproposedsofar.Basically,therearethreefundamentalstrategies:
losslesscompression(Celik,Sharma,Tekalp,&Saber,2005;Fridrich,Goljan,&Du,2002),difference
expansion(Hu,Lee,&Li,2009;Sachnev,Kim,Nam,Suresh,&Shi,2009;Tai,Yeh,&Chang,2009;
Tian,2003),andhistogramshifting(Huang,Qu,Kim,&Huang,2016;Ni,Shi,Ansari,&Su,2006;
Xuan,Shi,Ni,Chai,Cui,&Tong,2007).Thelosslesscompression-basedmethodsapplylossless
compressiontothecarrierimage,andutilizethestatisticalredundancytocreateafreespacefordata
hiding.Thisstrategyhasreceivedlessattentionrecently,sinceitcannotprovidelargeembedding
capacityandmayleadtoseveredegradationinimagevisualquality.Thedifferenceexpansion(DE)
strategywasfirstlyproposedbyTian(Tian,2003),wherethecarrierimageisdividedintopixelpairs
andthedifferencevalueoftwopixelsinapairisexpandedtocarryonemessagebit.Thehistogram
shifting(HS)strategywasproposedbyNietal.(Ni,Shi,Ansari,&Su,2006).Themethodutilizes
thepeakbinoftheoriginalhistogramofthecarrierimagefordatahiding.Afterthat,manyRDH
algorithmsbasedonHSstrategyhavebeenproposed.RecentresearchhasdemonstratedthattheHS
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strategycanalsobeappliedtothedifferencehistogramandtheprediction-errorhistogram(Li,Li,
&Yang,2013;Li,Yang,&Zeng,2011;Li,Zhang,Gui,&Yang,2013;Li,Li,Li,&Yang,2013;
Li,Zhang,Gui,&Yang,2017;Ou,Li,Zhao,Ni,&Shi,2013;Peng,Li,&Yang,2014;Wu,&Sun,
2014;Huang,Huang,&Shi,2016),whichcanachievelargerembeddingcapacityandbetterimage
visualquality.

In2015,Panetal.(Pan,Hu,Ma,&Wang,2015)proposedanovelRDHalgorithmbasedonlocal
histogramshifting.Inthismethod,thepeakbinofthelocalhistogramofthecarrierimageisselected
asthereferencebin,andthetwoneighboringbinsofthepeakbinareexpandedtocarrymessage
bits.AlthoughPanetal.’smethodachieveslargeembeddingcapacity,itmayresultinunsatisfactory
imagevisualquality,becausesomeoftheblocksthatwillintroducemuchdistortionmaybeselected
fordatahiding,eveniftheembeddingrateislow.

Inthispaper,weproposeanewadaptiveRDHschemebasedonPanetal.’smethod.Themain
ideaoftheproposedmethodistodesignanadaptiveblockselectionstrategy,andthustheblocks
withhigherembeddingcapacitiesandlessdistortionwilltakeprecedencefordatahiding.Compared
withPan’smethod,theproposedmethodkeepsthesamemaximumembeddingcapacity,andachieves
better imagevisual quality at the samepayload. Extensive experimental results demonstrate the
effectivenessoftheproposedmethod.

Therestofthispaperisorganizedasfollows.InSection2,Panetal.’sschemeisintroduced.
Section3presentstheproposedmethodindetail.TheexperimentalresultsaregiveninSection4,
andtheconclusionisdrawninSection5.

1. PAN eT AL.’S MeTHoD

In2015,Pan et al. proposed aRDHmethodbasedon local histogram shifting.The embedding
procedureisasbelow.First,dividethepre-processed(thepre-processingprocesswillbeintroduced
attheendofthissection)carrierimage I intonon-overlappingblockswiththesizeofs s× .Then,
foreachblockB ,itslocalhistogramisobtained.SupposethatB

p
isthegrayscalevalueofthepixels

associatedwiththepeakbinofthelocalhistogram.TheembeddingalgorithmofPanetal.’sRDH
schemecanbedescribedasEquation(1),
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where ′b andB
i j,
* representtheextractedmessagebitandtherestoredpixelvalue,respectively.Since

thepeakbinofeachblockremainsunchangedafterdataembedding,theneighboringbinscanbe
easilyidentifiedatthereceiverend,andthustheoriginalimagecanberestoredcompletelywhile
extractingtheembeddeddata.

NotethatinPanetal.’smethod,forthosepixelswhosevaluesareequalto0or255,theoverflow
orunderflowwillbeintroducedwhileembeddingthemessagebits.Toavoidit,thecarrierimage
needstobepre-processedpriortothedataembedding.Thepixelsvalued0willbechangedto1,
andthepixelsvalued255willbechangedto254.Torecordthepre-processedpixels,alocationmap
withthesamesizeasthecarrierimageisgeneratedbyassigning1tothelocationofapre-processed
pixel,and0tothatofanunchangedone.Thelocationmapisthencompressedassideinformation
andembeddedintothecarrierimagealongwiththemessagebits.

2. PRoPoSeD MeTHoD

2.1 Motivation of the Proposed Method
Panetal.’smethodhassomeadvantages,forexample,highembeddingcapacitycanbeeasilyobtained,
andnoextrainformation(thepeakpointandzeropoint)needstobetransmittedtothereceiverend
formessageextractionandimagerestoration.Moreover,inotherRDHalgorithms,suchasNietal.’s
method(Ni,Shi,Ansari,&Su,2006),theglobalhistogramofthemarkedimageisnotcontinuous
anymorebecauseofthegreatchangescausedbythehistogramshiftingduringdataembedding.While
inPanetal.’smethod,thelocalizationcanequallyredistributethosegreatchangesintothelocal
histograms,whichcanhelptheglobalhistogramofthemarkedimagekeepbeingcontinuousasthat
oftheoriginalcarrierimage.However,Panetal.’smethodstillhassomelimitations.Forexample,
itmaygreatlyinfluencethevisualqualityofthecarrierimageeveniftheembeddingrateislow.

OnereasonfortheunsatisfactoryvisualqualityofPanetal.’smethodisthatitrandomlyselects
the image blocks for data hiding. However, we find that selecting the blocks randomly is not a
reasonable strategy, since embedding message bits into different blocks may result in different
distortion.Weexplainthisissuewithexamplesasfollows.InFigure1,weillustratethelocalhistograms
oftwodifferentblocksin“Lena”imagewiththesizeof8×8.Foreaseofexplanation,theoccurrence
ofpixelswiththevalueB

p
intheblockBisrepresentedbyN

Bp
,andtheoccurrenceofpixelswith

thevalueB
p
±1 isrepresentedbyN

Bp±1 .InFigure1(a),thepeakpointB
p

islocatedat135.As
seen,inthisblock,thereare4pixelswithvalueB

p
,1pixelwithvalueB

p
−1 ,andnopixelwith

valueB
p
+1 .AccordingtoPanetal.’sembeddingalgorithm,whenthisblockisselectedfordata

hiding,onlyonemessagebitcanbeembedded,andthereare59invalidshifting.However,forthe
imageblockcorrespondingtoFigure1(b),B

p
islocatedat207,andthevalueofN

Bp
is20,thevalue

ofN
Bp±1 is31.Ifthisblockisselectedfordatahiding,31messagebitscanbeembedded,andthere

areonly13invalidshifting.Baseontheaboveanalysis,iftheblocksselectedfordatahidingare
similartothefirstblock,muchmoredistortionwillbeintroduced,andthusthevisualqualityofthe
markedimagemaybegreatlydegradedeveniftheembeddingrateislow.Thus,inthispaper,wetry
todesignanewblockselectionstrategythatcanadaptivelyselecttheimageblocksfordatahiding.
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Inourblockselectionstrategy,themainideaistofindimageblocksthatcancarrymoremessage
bits with less distortion. Based on this idea, one consideration is to optimize the embedding
performancebyadaptivelyselectingembeddingblocksaccordingtotheembeddingcapacityofeach
block.Namely,thoseblockswithmorepixelsvaluedB

p
±1 willtakeprecedencefordatahiding,

meaningthat theselectedblockscanembedmoremessagebits.However, if thisblockselection
strategyisadopted,thereceiverwillnotbeabletodifferentiatethemarkedblockandtheoriginal
blocksincethevalueofN

Bp±1 isnotpreservedinthemarkedimage.Thus,alocationmapisneeded
torecordtheselectedembeddingblocks,whichwillintroducemoreinvalidshifting,decreasethe
embeddingcapacity,anddegradetheimagevisualquality.Especiallywhentheblocksizeissmall,
thelocationmapislarge.

Asweknow,thepixelvaluesofthenaturalimagearecontinuouslychangedinthespatialdomain.
Thatis,mostofthepixelvaluesinthedividedblockmaybesimilaroreventhesame,especially
whentheblockislocatedintheflatarea.Thusinthelocalhistogramofanimageblock,theoccurrence
ofpixelswiththevalueB

p
(i.e.,N

Bp
)mayhaveacloserelationshipwiththeoccurrenceofpixels

withthevaluesB
p
±1 (i.e.,N

Bp±1 ).Tovalidatethisassumption,weconductthefollowingtest.We
dividetheoriginal“Lena”imageintonon-overlappingblockswiththesizesof8×8,16×16,32×32
and64×64,respectively.ThetestingresultscorrespondingtodifferentblocksizesareshowninFigure
2.InFigure2(a)-(d),thehorizontalaxesrepresentthevaluesofN

Bp
,andtheverticalaxesrepresent

thevaluesofN
Bp±1 ,i.e.,theembeddingcapacityofeachblock.ItisobservedfromFigure2thatthe

embeddingcapacityhasanapproximatelinearrelationshipwithN
Bp

.SincethevalueofN
Bp

ineach
blockkeepsunchangedafterdatahiding,itcanbeutilizedtoadaptivelyselecttheblocksfordata
hiding.Inouralgorithm,theblockswithmorepixelsvaluedB

p
willtakeprecedencefordatahiding.

2.2 The Proposed Adaptive Block Selection Method
As introduced in Section 1, the original carrier image is pre-processed, a location map LM  is
generatedtorecordthelocationsofthosepre-processedpixelsandcompressedtoreduceitslength.
Afterpre-processing,wedividethepre-processedimage I intonon-overlapping s s× blocks,and
trytoembeddataintothoseblockswithlargervalueofN

Bp
.Notethatineachblock,theoccurrence

Figure 1. Histograms of two different blocks in “Lena” image with size of 8×8. (a) One block with low embedding capacity and 
many invalid shifting. (b) One block with high embedding capacity and few invalid shifting.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

161

ofpixelswiththevalueB
p

isrepresentedbyN
Bp

.Theblocksaredividedintotwogroups.Thefirst
groupincludesalltheblockswhoseN

Bp
valuesarenotlessthanathresholdvalueT

Z
,andthesecond

groupincludestherestoftheblocks.ThesumofallN
Bp±1 sinthefirstgroup(notethateachblock

hasoneN
Bp±1 )isrepresentedbyS,andSisthetotalembeddingcapacityofthefirstgroup.The

thresholdvalueT
Z

,whichisusedtoselecttheembeddingblocksinouralgorithm,isdeterminedby

T argmax S L M l l l
Z

T
= ≥ + + + +( ){ }1 2 3

 (4)

where 1 2≤ ≤T s , L is the number of message bits to be embedded, M is the number of
compressedLMbits, l

1
isthenumberofbitsneededtorepresentthethresholdvalueT

Z
, l
2

isthe
numberofbitsneededtorepresentthevalueofL,and l

3
isthenumberofbitsneededtorepresent

thevalueofM.InEquation(4),T
Z

istakenasthelargestpositiveintegerintherange 1 2, s

 such

Figure 2. The approximate linear relationship between the peak occurrence and embedding capacity of each block with different 
block sizes. (a) Lena, 8×8. (b) Lena, 16×16. (c) Lena, 32×32. (d) Lena, 64×64.
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thatthepayloadcanbesuccessfullyembedded.Wecanselectl
1
12= ,l

2
24= andl

3
14= ,which

areacceptableformostapplications.
Notethatinourmethod,onlytheblocksinthefirstgroupareutilizedfordatahiding,andthose

blocksinthesecondgrouparekeptuntouchedintheembeddingprocess.

2.3 The efficiency of our New Block Selection Strategy

InPanetal.’sRDHscheme,theinnerpixelswithvaluesB
p
±1 areexpandedtocarrymessagebits,

whereastheouterpixelswithvaluesB
p
± 2 ,B

p
± 3 ,…,andsoon,areshiftedsothattheinner

andouterregionsofthepixelhistogramarestillkeptseparatefromeachotherafterdatahiding.
Obviously,theouterpixelsdonotcarryanyinformation,buttheyneedtobeshifted;thisinvalid
shiftingwilldegradethevisualqualityofthemarkedimage.

Inordertodemonstratetheefficiencyofournewblockselectionstrategy,somestatisticalresults
correspondingtoeightstandardgrayscaleimageswiththesizeof512×512areshowninTable1.
TheimagesareillustratedinFigure3.EachimageisdividedintoNblocks,andtheblocksaresorted
accordingtothevalueofN

Bp
.ThefirstpartincludesN/2blockswithlargervaluesofN

Bp
,andthe

secondpartincludestherestoftheblocks.Forallofthe8images,theaveragenumberofinnerpixels
N
in

,theaveragenumberofouterpixelsN
out

,andthevalueofN N
in out
/ ineachpartareshownin

Table1.Itisobservedthatinthefirstpart,theratioofN
in

toN
out

rangesfrom12%to25%.However,
inthesecondpart,theratioofN

in
toN

out
rangesfrom4%to6%.Itindicatesthatembeddingthe

messagebitsintoblocksinthefirstpartwillleadtolessinvalidshifting.Thus,ourproposedadaptive
blockselectionstrategyisefficientinpreservingthevisualqualityofthemarkedimage.

Figure 3. The test images. (a) Lena (b) Baboon (c) Lake (d) Boat (e) Goldhill (f) Airplane (g) Tiffany (h) Barbara.
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2.4 embedding, extraction and Restoration Steps

1. Embeddingsteps
Step1. Pre-processthecarrierimage,constructthelocationmapLM,andattachthecompressed
LMtothemessagebits.
Step2. Dividethepre-processedcarrierimageIintonon-overlappingblockswiththesizeofs s× .
AsdescribedinSection3.2,obtainthethresholdvalueT

Z
accordingtoEquation(4).

Step3. Shufflealltheblockswithasecretkey,andscantheresultingblockssequentially.Embed
thethresholdvalueT

Z
(representedwith l

1
bits)intothefirstvisitedblockaccordingtoEquation

(1).Notethatinthisstep,ifthefirstvisitedblockhasvalueN
Bp

whichisnotlessthanT
Z

,itwill
continuetoembedsomeotherinformationbitsaccordingtoStep4.Otherwise,onlythethreshold
valueT

Z
isembeddedintothisblock.

Step4. Accordingtothesequentialorder,successivelyembedthemessagelengthL(represented
with l

2
 bits), thecompressedLM lengthM (representedwith l

3
 bits), themessagebits and the

compressedLMintothepre-processedcarrierimage.Notethatinthisstep,ifthevalueN
Bp

ofthe
currentblock isnot less thanT

Z
, the informationbitsareembeddedaccording toEquation (1).

Otherwise,donothingandcontinuetovisitthenextblockaccordingtothescanningorder.Herethe
currentblockisrefertotheblockwhichisbeingvisited.
2. Extractionandrestorationsteps
Step1. Dividethemarkedimage ′I intonon-overlappingblockswiththesizeofs s× .
Step2. Shuffletheblockswiththesamesecretkeyasthatusedintheembeddingprocessandscan
theresultingblockssequentially.ExtractthethresholdvalueT

Z
(i.e.,thefirst l

1
bits)fromthefirst

visitedblockaccordingtoEquation(2)andrestorethepre-processedimageaccordingtoEquation
(3).NotethatifthefirstvisitedblockhasvalueN

Bp
whichisnotlessthanT

Z
,continuouslyextract

theotherinformationbitsaccordingtoStep3.Otherwise,onlythethresholdvalueT
Z

isextracted
fromtheblock.
Step3. Accordingtothesequentialorder,successivelyextractthemessagelengthL(i.e.,thefirst
l
2

bits),thecompressedLMlengthM(i.e.,thefollowingl
3

bits),Lmessagebitsandthecompressed
LMfromtheembeddedblocksaccordingtoEquation(2)andrestorethepre-processedimageaccording
toEquation(3).Notethatinthisstep,ifthecurrentblockhasvalueN

Bp
whichisnotlessthanT

Z
,

theinformationbitsareextractedaccordingtoEquation(3)andthepre-processedimagearerestored
accordingtoEquation(4).Otherwise,donothingandcontinuetovisitthenextblockaccordingto
thescanningorder.
Step4. According toLM, recover theoriginalpixelsmodified in thepre-processingprocedure.
Consequently,theoriginalcarrierimagecanberecoveredcompletely.

Table 1. The statistics corresponding to inner and outer pixels

Block size
The first part The second part

Nin Nout Nin/Nout Nin Nout Nin/Nout

8×8 22049 87481 0.2520 7164 114344 0.0626

16×16 20044 95796 0.2092 6533 118600 0.0551

32×32 16773 103165 0.1626 5835 121115 0.0482

64×64 13207 109871 0.1202 5158 122713 0.0420
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Notethatintheproposedalgorithm,allthepixelswithvalueB
p

remainunchangedintheembedding
process.ThereceivercaneasilylocatetheblocksutilizedfordatahidingaccordingtoT

Z
,andthen

extracttheembeddeddataandrestorethecarrierimage.Moreover,noextralocationmapisneeded
torecordtheblocksselectedfordatahiding.

3. eXPeRIMeNTAL ReSULTS

Inallourexperiments,thesecretmessagebitsarerandomlygenerated,andaforementionedeight
imagesareusedinourtesting.Toevaluatetheperformanceoftheproposednewblockselection
strategy,Panetal.’smethodisincludedforcomparison.Thepeaksignaltonoiseratio(PSNR)isused
asameasurementtoevaluatethevisualqualityofthemarkedimage,whichiscalculatedbetween
theoriginalimageandthemarkedone.

Thetestimagesaredividedintonon-overlappingblockswiththesizeofs s× (s=8,16,32and
64).TheexperimentalresultsareshowninFigure4-7(weindependentlyrepeattheexperiments10
timeswithdifferentsecretkeysandshowtheaverageresultsinthisfigure),wherethehorizontal
axesrepresentthepureembeddingpayloadsandtheverticalaxesrepresenttheaveragePSNRvalues.
Thenameofthetestimageandtheblocksizearespecifiedinthetitleofeachsub-figure.Itisobserved
fromFigure4-7thattheaveragePSNRvaluesobtainedbytheproposedmethodaregenerallylarger
thanthoseobtainedbyPanetal.’smethod.Forexample,forthe“Airplane”image,iftheblocksize
is8×8andpayloadis10000bits,thePSNRvaluethatobtainedbyPanetal.’smethodisabout56.12
dB,whilethePSNRvaluecanbeincreasedto62.15dBifournewblockselectionstrategyisadopted.
Obviously, the proposed adaptive RDH method has better performance in image visual quality
comparedwithPanetal.’smethod;andthehighembeddingcapacitystillremains.Besides,wemake
acomparisonwithLietal.’smethod(Li,Yang,&Zeng,2011) inFigure4.Wecansee that the
proposedmethodcanachievebetterperformancethanLietal.’sinsomecases.Moreover,theproposed
methodcanalsokeeptheglobalhistogramof themarkedimagebeingcontinuousas thatof the
originalcarrierimage.Asseen,ournewblockselectionstrategyretainsthemainadvantagesofPan
etal.’smethod(e.g.,thehighembeddingcapacity,thecontinuoushistogramoftheembeddedimage)
andmeanwhilethevisualqualityofthemarkedimagecanbegreatlyimproved.

CoNCLUSIoN

Inthispaper,weproposedaRDHschemebasedonadaptiveblockselectionstrategy.Basedonour
analysesandexperiments,wefindthattheoccurrenceofpixelswithvalueB

p
(i.e.,N

Bp
)hasan

approximatelinearrelationshipwiththeembeddingcapacityoftheblock,andthusproposeanew
blockselectionstrategybasedonthevalueofN

Bp
.Viausingournewblockselectionstrategy,those

blocksthatcancarrymoremessagebitswhereasintroducelessdistortionwilltakeprecedencefor
datahiding.Moreover,noextralocationmapoftheselectedembeddingblocksneedstobetransmitted
tothereceiverendfordataextractionandimagerestoration.Theproposedblockselectionstrategy
canretainthemainadvantagesofPanetal.’smethod;meanwhile,thevisualqualityofthemarked
imagecanbesignificantlyimproved.Inthefuture,wewilltrytoadapttheproposedmethodforRDH
incolorimagesandJPEGimages.
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Figure 4. The visual qualities corresponding to different pure embedding payloads for these eight images with different block 
sizes (8×8, 16×16, 32×32, 64×64). (a) Lena (b) Baboon 

Figure 5. The visual qualities corresponding to different pure embedding payloads for these eight images with different block 
sizes (8×8, 16×16, 32×32, 64×64). ((c) Lake (d) Boat 

Figure 6. The visual qualities corresponding to different pure embedding payloads for these eight images with different block 
sizes (8×8, 16×16, 32×32, 64×64). (e) Goldhill (f) Airplane 
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Figure 7. The visual qualities corresponding to different pure embedding payloads for these eight images with different block 
sizes (8×8, 16×16, 32×32, 64×64). (g) Tiffany (h) Barbara.
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