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User Identity Hiding Method of Android
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ABSTRACT

Withan86.1%globalmarketshare,Androidtakesthetopspotsmartphoneoperatingsystem.Dueto
itsopenenvironment,Androidsuffersfromvariouskindsofattacks,whichcauseaseriousprivacy
leakageproblem.Toprotectusers’privacyinformation,thisarticleproposesauseridentityhiding
methodofAndroid.ThemethodconstructsahiddenuseridentityinAndroidbasedonthemulti-
usermechanism.Inparticular,byhidinginformationrelatedtohiddenuser,themethodmakesit
invisible tonormaluser.Themethodcanquickly switch the identityofnormaluserandhidden
userbypasswords.Thus,themethodcandealwithprivacyinformationunderhiddenuseridentity
whileprocessingregularinformationundernormaluseridentity.Comparedwithtraditionalsecurity
methodsofAndroid, thismethodsignificantly improves the securityofandroiddeviceswithout
arousinganysuspicion.Experimentalresultsshowtheeffectivenessofthemethodthatitnotonly
achievesidealhidingeffectonuseridentity,butalsoimplementsquickswitchwithoutsacrificing
theperformanceofsystem.
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INTRoDUCTIoN

Nowadays,smartphoneiswidelyusedinlargevarietyofareas,suchascommunication,shopping
online,mapnavigation,getting latestnews,etc.whichmake itan integralpartofpeople’s lives.
Thus,agreatdealofprivacyinformationinsmartphones,suchaspaymentaccounts,bankstatement,
personalphoto, location information,addressbookandsoon,becomeoneofourmostvaluable
treasure.Accordingly,maliciousattacksontheprivacyinformationofoursmartphonearegrowing
fastyearbyyear.Asthemostwidelyusedintelligentmobileoperatingsystemonmarket,Android
istheprimarytargetofallkindsofmalwareattacks(Xuetal.,2016).Consideringthegreatvalue
ofprivacyinformationstoredinourphones, it isofgreatsignificancetoinvestigateondifferent
measuresofimprovingthesecuritylevelofAndroiddevices.

Toprotectusers’privacy information, researchers adopt amethodofmulti-system isolation
inAndroiddevices.Itprovidesmultiplerunningenvironmentsonasinglephysicaldevice,which
areindependentanddonotinterferewitheachother.Byprovidingisolatedenvironmentforsecret
information,itcanprotectusers’privacyeffectively.Inrecentstudy(Huberetal.,2015),theauthors
proposeasecurityarchitectureforAndroiddevicesbasedonoperatingsystem-levelvirtualization
technology.Nevertheless,thesecurityarchitecturerequiresdeepcustomizationforAndroidsystem,
makingitverycomplicatedtoimplement.The“Platinum”phonesofCoolpadusehardwareisolation
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technique to achieve dual-system through two different ROMs (Techweb, 2017). However, the
technique requireshardwarecustomization,which isnot fit for commonmodels. Ingeneral, the
traditionalmulti-systemmethodsmainlyfocusonprovidinganindependentandsecureoperating
environmentforusers’privacyinformation,butitalsotellsattackersthatusers’privacyinformation
isstoredinthesecuritysystem.Infact,thereareveryfewwaystocoveruptherunningenvironment
ofmulti-system.So,itiseasytoarousesuspicionwhenmulti-systemtechnologyisusedasprivacy
protectionmethod.Besides,theswitchofmulti-systemisusuallycomplicatedwhichmayseriously
impactusers’experience.

Inaddition,smartphonemanufacturesdesignavarietyofconfidentialcabinetsandprivatespaces
tostoreusers’privacyinformation.Forexample,themobilephoneofHuaweiprovidesaconfidential
cabinetsfunction.Userscanuseittostoresecretfileslikepictures,audio,videoandsoon.Only
userswhoknowthepasswordofconfidentialcabinetswillbeabletoseethesecretfiles,butittells
attackerstheexistenceandexactpositionofsecretinformation.Onceattackerscrackthepassword
oftheconfidentialcabinets,hecandirectlyobtainusers’secretinformation.

Inthispaper,weproposeauseridentityhidingmethodbasedonAndroiddevicetoprotectusers’
privacyinformation.Themethodimplementsdual-systemonmobilephonebasedonthemulti-user
mechanismofAndroidsystem.Comparedwiththemulti-systemofmobilephonewithvirtualization
technology, our method is simple to implement and has little impact on system performance.
Comparedwithhardwareisolationtechnologyofthe“Platinum”phones,ourmethodisimplemented
onsoftwarelevel.Soitisindependenttospecifichardwaredevices,whichmakesitmoreflexibleand
applicabletodifferentmakersofsmartphones.Furthermore,ourdual-systemmethodcanmakethe
storageoftheusers’regularinformationandprivacyinformationfurtherisolatedfromeachother.
Themethodconstructsahiddenuseridentity,whichisinvisibletonormaluser.Onecandealwith
privacyinformationunderhiddenuseridentitywhileprocessingregularinformationundernormal
useridentity.Evenmalwaredetectioncannotfindusers’privacyinformationthroughconventional
detectionmethods.Ingeneral,thispaper’scontributionsare:

• Wedevelopanewkindofdual-systemonmobilephonebasedonthemulti-usermechanism
ofAndroidsystemtoprotectusers’privacy.Comparedwiththemulti-systemofmobilephone
withvirtualizationtechnologyandhardwarecustomization,ourdual-systemmethodismore
convenientandeffectivewithoutsacrificingtheperformanceofthesystem;

• Weconstructahidingmethodtoachievetheidentityofhiddenuserisinvisibletothenormal
user.Themethodcanpreventtheconventionaldetectionapproachandcommonlogicaltechnique
fromobtainingusers’privacyinformation.Thus,themethodsignificantlyimprovesthesecurity
ofandroiddeviceswithoutarousinganysuspicion;

• Werealizethequick,secureloginandswitchingfunctionbetweendualusers.Inaddition,
weimprovethesecurityofusers’privacyinformationthroughthebehaviormonitoringand
dataencryption.

Therestofthepaperisorganizedasfollows.InSection2,wewillpresentsomerelatedwork
onprivacyprotectionmeasuresofAndroidsystem.Section3showsthedesignofourmethod.In
Section4,wepresenttheexperimentalresultsandanalysisoftheproposedmethod.Finally,thepaper
isconcludedinSection5.

ReLATeD woRK

Inrecentyears,privacyprotectionofAndroidhasbecomeahotissueandmainconcernofresearchers
andmobilephonemanufacturers,whichisdrawingmoreandmoreattentionfromallovertheworld.
ResearchershaveputforwardavarietyofsolutionsintheprivacyprotectionproblemofAndroid.
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Some researchersusevirtualization techniques to create isolated runningenvironments.For
example,AirBag (Wuet al., 2014)presents a lightweightOS-level virtualization approach.The
approachassumes that there is a trustedOSkerneland theuserwill installuntrustedappsonto
phones.Inordertoisolateandpreventuntrustedappsfrominfectingnormalsystemsorstealthily
leakingprivateinformation,AirBagdynamicallycreatesanisolatedvirtualenvironmenttoensure
their transparent“normal”execution.Theymainly focuson thepreliminaryanalysisofAndroid
applicationsbeforetheirexecutioninthetrustedcontainer.However,thiskindofisolationwillaffect
thefunctionalityofuntrustedappsatsomeextent.

Different fromthepurposeofAirBag,Huberetal. (2015)proposeasecurearchitecture for
OS-levelvirtualizationonmobiledevices.Theyachievedataconfidentialitybyisolatingcontainers
andrestrictingthemtoasetofminimalcontrolledfunctionality.Inaddition,thearchitecturedefines
specificchannelsforcommunicationbetweencomponentsanddevelopsastackedLinuxSecurity
Modules(LSM)conceptusingSELinuxandacustomLSM.However,theirsecurearchitectureis
complexandhasacertainimpactonsystemperformance.

Inaddition,someresearchworkfocusesonimprovingtheexistingsecuritymechanismorrefining
thesecuritystrategyofAndroidsystem(Liang,2015;Ongtang,2012).Someresearchers(Gibler,2012;
Nauman,2010;Shen,2014)proposesolutionstotheproblemofAndroidpermissionmechanism.In
ordertoenhancethesecurityofLinuxkernel,researchersintroduceSELinuxtotheAndroidsystem
(Bugiel,2013;Shabtai,2010;Smalley,2013),providingamorerigorousaccesscontrolstrategy.
TaintDroid(Encketal.,2014)mainlyfocusesonthepersonaldata.Itaimstodetectwhensensitive
dataleavesthesystemviauntrustedapplicationsandtofacilitateanalysisofapplicationsbyphone
usersorexternalsecurityservices.

Insmartphonemarket,the“Platinum”brandofCoolpadlaunchesatypicaldual-systemmobile
phone.Ituseshardwareisolationmethodandhastwoindependentrunningsystems,opensystem
andsecuritysystem(Techweb,2017).Opensystemisnormalmobilephonesystem,whereusers
canperformtasksthatrequirelesssecurity,suchasplayinggamesandwatchingvideo.Theopen
systemalsohasacoolfunctionofhousekeepingtoachievereal-timemonitoringofmobilephone
system.Insecuritysystem,allappshavepassedtheofficialsafetycertification.Userscanperform
operationsthatrequirerelativelyhighconfidentiality.However,thedeviceusestwodifferentROMs
toimplementdual-system,requiringhardwarecustomization.Soitisimproperforcommonmodels
anddifficulttopopularize.

Android system supports multi-user mechanism on a single device since version 4.2. The
mechanismtellsuseraccountsandapplicationdataapart(AOSP,2017).Thefirstusercreatedduring
theinitialprocessisprimaryuser,whichisalwaysrunningonthedevice.Noonecanremovethe
primaryuserexcepttheoperationoffactoryreset.Anyuseraddedtothedevicelaterissecondary
user.Inparticular,primaryusercanremovesecondaryuserswhilesecondaryuserscannotaffectother
usersondevice.Temporarysecondaryuserisnamedasguestuserthatisoptionaltobedeletedwhen
itisuseless.Asingledeviceonlyallowsoneguestuseratatime.Whenmultipleusersexistondevice
simultaneously,eachuserisallocatedwithauniqueworkspacetoplaceitsinstalledapplications.
Accordingtothemulti-usermechanismofAndroidsystem,thereisnoauthorityforsecondaryuser
toaccesstheprivacyinformationorcalltheapplicationsofotherones.Butforprimaryuser,ithas
theauthoritytoremoveapplicationsoreventheentireworkspaceestablishedbysecondaryusers.

DeSIGN

Toprotectusers’privacyinformation,weproposeauseridentityhidingmethodonthebasisofmulti-
usermechanismofAndroidsystem.Inthemethod,weconstructtwodefaultusersnamednormal
userandhiddenuserwhichexistonasingledevicesimultaneously.Undertheidentityofnormal
user,peoplecancarryoutordinaryoperationwithlowsensitivity.Whileundertheidentityofhidden
user,peoplecandealwithinformationthatrankedwithhighersecuritydemands,suchasindividual
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privacyorpaymentaccounts.Thus,ourmethodcanseparatethesensitiveoperationfromordinary
operation,whichsignificantlyreducestheriskofinformationleakage.Inparticular,weachievethe
functionalitythathiddenuserisinvisibletonormaluser,whichensurethesecuritythatdetectors
cannotfindhiddenuserbyconventionaldetectionapproaches.What’smore,wepreventthenormal
userfromperceiving,manipulatingandgettingdataofthehiddenuser.Asaresult,ourmethodcan
realizetheprotectionofprivacyinformationbyidentityofhiddenuser.Inaddition,weimprovethe
securityofprivacyinformationintheidentityofhiddenuserthroughtheBehaviorMonitoring(BM)
andDataEncryption(DE).

Hiding Method
Thebasicdesignofourmethodistoconstructtwousersaccordingtothemulti-usermechanism.In
ourmethod,weinjectthecodeofaddingnewuserduringtheprocessofstartingusermanagement
serviceof thesystem.Whenauser launches thesystem,usermanagementservicewillexamine
whetherahiddenuserexists.Ifthehiddenuserisnon-existent,usermanagementservicewillcallthe
functionofaddingnewuser.Therefore,therearetwodefaultusersinthesystem:theprimaryuser
asthenormaluser,asecondaryuserasthehiddenuser.Inordertoimplementthehidingeffectof
secondaryuser,wemodifythespecificfunctionrelatedtomulti-userinAndroidsystem.AsFigure
1shows,theinformationrelatedtomulti-userintheAndroidsystemincludestwoparts:thebasic
functionsprovidedbytheAndroidsystemanddeepinformation.

MultipleusersinAndroidhaveisolatedworkspaceandappsdata.However,theprimaryuser
cancreate,deleteandswitchtothesecondaryuser.Anyusercanaffecttheinstalledappsforall
users.TheAndroidsystemprovidesthesefunctionstousersthroughsomeoperatinginterface,such
asthelistofusers,thelistofapplicationsinstalledinthephone,thestorageallocationandsoon.
TheinformationmainlyexistsintheAPPofsystemsetting.Inordertopreventnormaluserfrom
controllingandperceivinghiddenuser through these functionsprovidedbyAndroidsystem,we
modify thepermissionsofnormaluserandsecondaryuser.Suchas the function(getUsers())of
gettingusers’informationattheusermanagementserviceclass(UserManagerService.java)andthe
function(getInstalledApplications())ofgettingapplicationsthathavebeeninstalledtothesystemat
thepackagemanagementserviceclass(PackageManagerService.java).Theusermanagementservice

Figure 1. Operation related to multi-user of Android system
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(UserManagerService.java)isresponsibleformanagingmultipleusersofAndroidsystem,suchas
creation,deletion,queryandsoon.Thepackagemanagementserviceisresponsibleformanaging
packagesoftheAndroidsystem,includinginstallation,uninstallation,queryandsoon.Underthe
identityofprimaryuser,thefunction(getInstalledApplications())cangetapplicationsofallusers
installed in system. The storage allocation information is displayed according to the function’s
(getUsers())executionresult.Whenappscall thesefunctions,systemwilldeterminewhetherthe
currentuserishiddenuser.Ifthecurrentuserisnothiddenuser,thesefunctionswillnotobtainthe
informationofhiddenuser.Evenifotherusersandhiddenuserinstallthesameapplication,other
users’modificationtotheapplicationwillnotaffectthehiddenuser.

Thedeep information refers to the relevantcontentof thehiddenuser thatuserscanobtain
indirectly.Thecontentincludessystemprocessesinformation,filedirectoryinformation,configuration
fileinformationetc.ThemethodsofgettingdeepinformationmainlyincludeUSBdebuggingandthe
thirdpartydetectiontools.Theaccesstotheinformationisachievedmainlythroughadbcommandor
serviceinterfaceprovidedbythesystem.ADB(AndroidDebugBridge)isapowerfulcommand-line
toolthatletsuserscommunicatewithAndroiddevice.Itprovidessomecommand(e.g.:ps,ls,am,pm)
thatcangetstheinformationofsystem.Forexample,pscommandcangettheprocessinformation
that system is running. Activity management service (AMS, ActivityManagerService.java) is a
kernelserviceofAndroidsystem.Itisresponsibleforthemanagementanddispatchingofapplication
processandthefourcomponents(Activity,Service,BroadcastandContentProvider)inAndroid
system.Forexample,AMSprovidesaninterface(getRunningAPPProcess()),bywhichwecanalso
gettheprocessinformationthatsystemisrunning.Therefore,wemodifytherelevantadbcommand
andserviceinterface.Userscannotobtaintheinformationofhiddenuserthroughadbcommandor
third-partytools.Atthesametime,wealsodisguisetherelevantconfigurationfilesandensurethat
userswithlocalrootprivilegescannotgettheinformationofhiddenuseraswell.Furthermore,we
closetheUSBdebuggingfunctionbymodifyingtheconfigurationfileofAndroidsystemdirectly.

Behavior Monitoring (BM)
The goal of BM is to achieve real-time monitoring on users’ privacy information. It can detect
abnormalbehaviorsandresponsestothesebehaviorsquickly.Inparticular,BMpreventsotherusers
fromanyoperationsrelatedtohiddenuser.

ThearchitectureofAndroidsystemisconstitutedofthreelayers,Linuxkernel,systemarchitecture
layerandapplicationslayer(Tametal.,2017).Basedonapplicationslayer,userscanmonitorbehavior
ofapplicationsthroughthebroadcastmechanismofAndroidsystem(Encketal.,2009).However,the
systembroadcastlimitsthemonitoringscope,makingitisnotcomprehensiveenough.Atthesystem
architecturelayer,userscanhooktheDalvik/ARTvirtualmachinetomonitorbehaviorsofapplications
(Jingyaetal.,2016).However,thismethodonlyappliestotheserviceswhichimplementedbyJava,
anditdoesnotworkontheC/C++services.

Byinterceptingsystemcallsatthekernellevel(Jeong,2014;Pan,2014),userscanmonitorall
of thesystem’sfileaccessoperations,andgetmorecomprehensivebehavior information.At the
same time, the systemmodificationand influenceonperformanceofmonitoringatkernel layer
arefarlesscostlythanthatataframeworklayer.Therefore,wemonitorandhandletheapplication
behaviorsbyinterceptingsystemcalls.First,weneedtogetthesystemcalltable(sys_call_table),
andthenmodifytheaddressofsystemcallsthatwewanttointercept,makingitpointtoourcustom
function.Therefore,wecanimplementthemonitoringfunctionforspecificsystemcalls.Themain
goalofourmethodistoprotectprivacyinformationofusers,sowemainlymodifythesystemcalls
associatedwiththefileoperation.

Data encryption (De)
ThefunctionofDEistoencryptspecificfilesinhiddenuser.Wesetaspecialfolderinhiddenuser.
Whenusersstoreafilewithinthefolder,thesystemwillprompttheusertoinputapassword.The
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system will encrypt all documents stored in this folder automatically. When applications access
encryptedfiles,thesystempromptsforpassword.Iftheinputiserrorforthreetimesconsecutively,
thesystemlocksthefilesforapredefinedtimeduringwhichanyaccessisprohibited.Ifthepassword
iscorrect,thesystemdecryptsthefileandsavetheplaintextfiletemporarily.Afteracertaintime,
systemwilldeletetheplaintextfile.

We use the symmetric encryption algorithm AES-256 to encrypt files. The security of the
symmetricencryptionalgorithmreliesheavilyonthesafetyofthekey(Mane,2015).Therefore,the
systemdoesnotdirectlykeepthekeyandonlysavesitshashvalue.WeusetheSHA-256algorithm
tocalculatehashvalue.

User Switch
Inordertoachieveloginandswitchfunctionbetweendualusers,wemodifytheexecutionlogicof
Androidsystempasswordauthentication,makingsurethatusercanenterdifferentsystembyinputting
correspondingpasswordonlogininterface.Figure2showstheprocessofourdesign.Whentheuser

inputsapasswordon login interface,systemwillexecute thefunction(checkPassword()),which
providesapasswordauthenticationservice.Ifthepasswordmatchesthecurrentuserunsuccessfully,
thefunctionthatwehavemodifiedwillmatchwiththeotheruser.Ifthepasswordmatchessuccessfully,
the functionwillcall theswitchfunction(switchUser()),whichprovidesswitchservicebetween
differentusers.Meanwhile,inordertoachieveseamlessswitchbetweendualusers,wemodifythe
userswitchfunction.Whenuserswitchestoanotherone,systemwillpopupawindowtoremindthe
user.Weremovethiswindowbymodifyingtheprogramandavoidre-authenticationafterswitching.
Theswitchfunctionbypasswordonlyworksfornormaluserandhiddenuser.

ReSULT eVALUATIoN

WeimplementaprototypeoftheproposedmethodbasedonAndroid6.0.1sourcecodeandtestit
onNexus6Pdevice.Therearetwodefaultusersaftertheinitializationofthedevice.Theusercan
enterthehiddenuseronlyafterhehassetupthenormaluser’slockpassword.Wesetupadefault
passwordforhiddenuserduringtheinitializationofthenormaluser’slockpassword.Thenonlogin

Figure 2. Login process
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interface,whenuserinputthedefaultpasswordofhiddenuser,systemwillswitchtohiddenuser
afteritconfirmsthepassword,andviceversa.Inthisway,theusercanenterdifferentsystemwith
differentpasswords.Userswillnotseetheswitchingtraceduringtheswitchprocessbetweendual
users.Itisimportanttonotethatonlyuserswhoknowthedefaultpasswordcanenterthehidden
user.Accordingtoourprogram,userscanonlyswitchidentitybetweennormaluserandhiddenuser
throughpasswords.Inaddition,otheroriginalfunctionsofthesystemremainunchanged.Wealso
testWeChat,music,videoandotherapps,allofwhichcanrunsuccessfullyasnormal.

Security
Thegoalofourmethodistohidetheidentityandprivacyinformationofhiddenuser.Whenusers
enterthenormaluserorothersecondaryusers,theywillnotfindthehiddenuser.Figure3(a)isusers
listofthenormaluser(theprimaryuser).Aswecansee,thenormalusercreatesasecondaryuser
callednewuserandthehiddenuserisnotintheuserslist.AsFigure3(c)shows,userslistofthe

secondaryuseralsodoesnothavethehiddenuser.Therefore,theusercannotswitchtothehidden
user.Thenormaluseralsocannotcontrolthehiddenuser.Similarly,otherplaceofthedevicealso
willnothavetheinformationofhiddenuser.Figure4(a)showstheappslistofthenormaluserand(b)
isappslistofthehiddenuser.Thehiddenuserinstalledtwonewapps,whichwillnotappearinthe
normaluserandthesecondaryuser.Inaddition,usersalsocannotfindthefilesofthehiddenuserin
thefilesystemofthenormaluserandotherusers.Therefore,userscannotfindandcontrolthehidden
userthroughfunctionsprovidedbyAndroidsystemiftheydonotknowthepasswordofthehidden
user.Tobeclear,wesetacomplexpasswordforthehiddenuserthatconsistsofmultiplesymbols.

Wehidetheidentityandprivacyinformationofthehiddenuserinthenormaluserandother
users.Atthesametime,usersalsocannotfindthehiddenuseridentitythroughadbcommand.In
addition,theBMpreventsotherusersfromanyformofoperationsrelatedtohiddenuser.AsFigure

Figure 3. Users list
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5(a)shows,inthecommonAndroiddevices,userscanseetheprocessinformationofallusersinthe
systemby“ps”commandorothertools.InOursystem,userscannotseethehiddenuser’sinformation,
astheFigure5(b)shows.Usersalsocannotswitchtothehiddenuserby“am”commandandget
informationofthehiddenuserby“pm”command.Evenifthedetectorshaverootprivileges,the“ls”

Figure 4. Apps list

Figure 5. Result of ps command
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commandwillnotdisplaythecataloginformationofthehiddenuserandthe“adbpull”command
willnotobtainthedataofthehiddenuser.

Mostthird-partytoolsonAndroiddevicesrelyonfunctionalityprovidedbyAndroidsystem.For
example,inAndroidforensics,themostcommonlogicaltechniquereliesontheContentProviders
builtintotheAndroidplatform.AFLogicalisanAndroidforensicslogicaltechnique.TheAFLogical
apptakesadvantageoftheContentProviderarchitecturetogainaccesstodatastoredonthedevice.
SimilartoCommercialAndroidlogicaltools,thedevicemustenableUSBdebuggingforAFLogicalto
extractthedata.TheContentProviderscurrentlysupportedbyAFLogicalincludeBrowerBookmarks,
BrowerSearches,Calendars,CalendarEventsandCallLogCallsandsoon(Hoog,2011).When
theuserinstallsAFLogicaltothenormaluser,theappcangettheaboveinformationofthenormal
useronlyafterheenablesUSBdebuggingsuccessfully.However,duetoourmodificationstothe
Androidsystem,theappwillnotfindidentityandprivacyinformationofthehiddenuserwithout
arousinganysuspicion.Becausewelimittherootprivileges,othertoolswithrootprivilegesalso
cannotobtainthedataofthehiddenuser.Ourmethodcanpreventthecommonlogicaltechniques
andavoidtheleakageofdatastoredinthehiddenuser.

Performance
PCMarkforAndroid introducesafreshapproach tobenchmarkingsmartphones. Itmeasures the
performanceandbatterylifeofthedevicesasacompleteunitratherthanasetofisolatedcomponents
(Futuremark,2017).WerunthePCMarkontheNexus6PwithstockAndroidandwithoursystemon
Android6.0.1.AsFigure6shows,thetestresultofperformanceis3831withstockAndroidand3772
withoursystemontheNexus6P.TheperformanceimpactofoursysteminPCMarkisabout1.5%.

Wemeasuretheswitchingtimebetweenthenormaluserandthehiddenuser.Theaverageofthe
testsis82ms.However,itconsumesabout330msswitchfromprivilegedcontainertounprivileged
containerand300msswitchfromunprivilegedcontainertoprivilegedcontainer, inHuberetal.

Figure 6. Result of PCMark workbench test
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(2015)devise thesecurearchitecture.The“Platinum”phonesofCoolpad takesabout500msto
switchbetweendifferentsystems,usingfingerprint,astheFigure7shows.Itwilltakemoretime
usingnormalswitchingmode.

CoNCLUSIoN

Inthispaper,wedevelopauseridentityhidingmethodbasedonAndroiddevicetoprotectusers’
privacy.Basedonthemulti-usermechanismofAndroidsystem,weconstructahiddenuseridentity
inAndroiddevices.At thesame time,bymodifying thesystem logicof lockingscreen,wecan
quicklyswitchtheidentityofnormaluserandhiddenuserbyenteringtwodifferentpasswordson
logininterface.Coveredwithanormaluseridentity,detectorscannotfindtheexistenceofhidden
useridentitybyconventionaldetectionmethods.Then,themethodcanhidetheinformationstoredin
thehiddenuserwhichhelptoprotectusers’privacy.Inordertofulfillthegoal,wehidethespecific
informationrelatedtomulti-usermechanismofAndroidsystem.Wefurtherproposethebehavior
monitoringanddataencryptionmethodstoprotectusers’privacy.Byinterceptingsystemcallsrelated
tofileoperations,weachievesystemmonitoringonfileoperations.Moreover,thesecurityofusers’
privacyinformationisfurtherimprovedbyutilizingdataencryptioninourmethod.Experimental
resultsshowtheeffectivenessandconvenienceofourmethodthatitnotonlyachievesidealhiding
effectonuseridentity,butalsoimplementsquickswitchwithoutsacrificingtheperformanceofsystem.

Figure 7. Switch time
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