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ABSTRACT

Copy-moveforgery(CMF)isanestablishedprocesstocopyanimagesegmentandpastesitwithin
thesameimagetohideorduplicateaportionoftheimage.SeveralCMFdetectiontechniquesare
available;however,betterdetectionaccuracywithlowfeaturevectorisalwayssubstantial.Forthis,
differential excitationcomponent (DEC)ofWeberLawdescriptor in combinationwith thegray
levelco-occurrencematrix(GLCM)approachoftexturefeatureextractionforCMFDisproposed.
GLCMTexturefeaturesarecomputedinfourdirectionsonDECandthisactsasafeaturevectorfor
supportvectormachineclassifier.Thesetexturefeaturesaremoredistinguishableanditisvalidated
throughothertwoproposedmethodsbasedondiscretewavelettransform-GLCM(DWT-GLCM)
andGLCM.Experimentation is carriedoutonCoMoFoDandCASIAdatabases tovalidate the
efficacyofproposedmethods.Proposedmethodsexhibitresilienceagainstmanypost-processing
attacks.Comparativeanalysiswithexistingmethodsshowsthesuperiorityoftheproposedmethod
(DEC-GLCM)withregardtodetectionaccuracy.

KEywoRDS
Copy Move, Differential Excitation Component, GLCM, Image Forgery, Support Vector Machine, Weber 
Law Descriptor

1. INTRoDUCTIoN

Digitalimagesarebeingediteddeliberatelyorinvoluntarilytomakethemmoreinformativeorto
hidesomecontentintheimage.Thevastgrowthofcommercialandopensourcedigitalphotoediting
toolsleadstotheincreaseoftamperedimagesinday-to-daylife.Thetrustworthinessofdigitalimage
playsamajorroleinmanyapplications,viz.,criminalexamination,journalism,forensicanalysisand
surveillancesystems(Mahdian&Saic,2010).Abeginnerindigitalforensicsareacanrefertoits
variousapplicationsin(Li,2013).DigitalImageForgery(DIF)detectionisplausibleintwoapproaches
(Hashmi&Keskar,2015),viz.,ActiveandPassive.Activeapproachinvolvespre-processingofa
genuineimagebyembeddinganidentifierbeforeitisused.Watermarkingandsignatureembedding
technologiesareactiveapproachesusefulfordetectionandlocalizationofimageforgerybutpre-
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processingofdigitaldatalimititsusage.Passivemethod(Al-Qershi&Khoo,2013)explorestatistics
orfeaturesfromanimageforCMFD.

Copy-Movetypeofforgeryisoneinwhichsomesnippetofanauthenticimageiscopiedand
pastedwithintheimagewithanintenttohideaspecificcontentintheimage.Thepastedportion
relatestoauthenticimage,henceitaffectsstatisticalpropertiesoftheimageandthesevariationsare
exploredtodetecttheforgery.ItisclearfromFigure1,thattheforgerydoesnotleaveanyvisual

cluetoidentifythetampering.CMFproblemcanbeaddressedintwoways,i.Localizationandii.
Detection.Thelocalizationprocessrecognizesatwhichlocationstheimageisbeingtamperedwhereas
thedetectionprocessclassifieswhetherthegivenimageisforgedornot.

TheCMFlocalizationprocessisshowninFigure2anditfocussesonextractingthefeaturesfrom
theoverlappingblocksofthesuspiciousimageintheblock-basedmethods.Inthecaseofkey-point

Figure 1. Copy-move forgery: (a) CMF image; (b) Original image

Figure 2. CMF localization process
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basedmethods,itexploresthekey-points,i.e.high-entropyregionsoftheimage.Featurematching
isperformedtoidentifysimilarblocksorkey-pointsinthegivenimage.Thesematchedregionsare
consideredaspotentialblocksofforgery.

TheCMFdetectionprocessisillustratedinFigure3.Thedetectionprocessinvolvesextracting
featuresfromalltheimagesinthedataset.Asuspiciousimageistestedagainstthetrainedsetto
confirmwhetheritisanoriginalorforgedimage.

ThedetectionprocessseemstobeuncomplicatedfromFigure3anditistrueforsimplecopy
moveforgeries.However,CMFimagescanbeaffectedbyvariouspost-processingattacksviz.,JPEG
compression,blurring,noiseaddition,andcolorreduction,etc.Detectingtheimagesunderthese
attacksiscriticalandseveralmethodsareavailableintheliteraturewhichcanidentifysimpleCMF
images.Authorsin(Shenetal.,2017)developedanimagesplicingdetectionmethodusingtextural
featuresfromGrayLevelCo-occurrenceMatrix(GLCM)butithasnotconcentratedonCMFD.

Anotherworkdevelopedby(Suresh&SrinivasaRao,2016)basedonGLCMtexturefeatures
forCMFDisavailable.Itneeds22statisticalfeaturesandthesearecalculatedinonedirection.Even
thoughothermethodsareabletohandlecomplicatedforgeries,buttheyarecomputationallyexpensive.
Moreover,thefeaturesetofanimageplaysacriticalroleintheclassification.

Inordertoaddressthesechallenges,inthispaper,threemethodsareproposedforCMFD.In
proposedmethod-1(GLCM),sixGLCMtexturalfeaturesarecomputedinfourdirectionstoyield
24 features for classification. The proposed method-2 is based on Discrete Wavelet Transform
(DWT)andGLCM.DWTisappliedontheimageandGLCMtexturalfeaturesarecomputedon
lowfrequencysub-bandoftheimage.Inproposedmethod-3,anovelcombinationofDifferential
ExcitationComponentwithGLCM(DEC-GLCM)isexploredtoextracttexturefeaturesforCMFD.
Thesetexturefeaturesaremoredistinguishableandthisisvalidatedthroughtwoproposedmethods
basedoni.DWT-GLCM,ii.GLCMandotherexistingmethods.Also,thefeaturesizeofthethree
proposedmethodsislow.

Restofthepaperisstructuredasfollows.AdetailedreviewofvariousCMFDmethodsisdiscussed
inSection2.ThefeatureextractionusingDEC-GLCMandDWT-GLCMispresentedinSection3.

Figure 3. CMF detection process



International Journal of Digital Crime and Forensics
Volume 12 • Issue 3 • July-September 2020

30

ThethreeproposedmethodsbasedonGLCMsareelucidatedinSection4.Section5focusesonthe
validationofproposedmethodswithresultsandcomparativeanalysisoftheproposedmethodswith
existingmethods.ConcludingremarksarepresentedinSection6.

2. RELATED woRK

CMFDbecameatrendingresearchareaandmanyresearchershavecontributedtechniquestoaddress
CMFdetectionandlocalization.AmethodologicalreviewofCMFDtechniquesisbeingpresented
bySekharandShaji(2014)andDixitandNaskar(2017).TheinitialworkonCMFDwasreportedby
Fridrichetal.(Diane,2003)usingDCTcoefficientsforfeatureextraction.Butthetechniquecannot
withstandadditivenoise.CMFDtechniqueusingPrincipalComponentAnalysis(PCA)wasproposed
byPopescuetal.(Popescu&Farid,2004)whichhasresilienceagainstadditivenoisebutwithlow
detectionaccuracy.SeveralworksonCMFdetectionandlocalizationareavailableintheliterature,
butCMFdetectiontechniquesarereviewedhereastheproposedworkisrelatedtodetectionapproach.

WeberLawDescriptors(WLD)areexploredby(Hussainetal.,2012)onchrominancecomponents
forCMFD.RobusttexturefeaturesarebuiltfromWLDsatdifferentscales.Themethodisexperimented
fordifferenttypesofcopiedregions.ACMFDmethodbasedonCurveletandLocalBinaryPattern
(LBP)approachisusedby(Al-Hammadietal.,2013)fortheclassificationofforgedimages.LBPis
appliedtothesub-bandsobtainedfromCurvelettransformatdifferentscalesandorientations.The
finalhistogramisformedfromthefusionofnormalizedLBPhistogramsandthisactasafeature
vector.ThismethodisevaluatedontheCASIAdatabaseandachievedanaccuracyof93.4%.Steerable
PyramidTransform(SPT)andLBPareusedby(Muhammadetal.,2013)forCMFD.LBPisapplied
tothesub-bandsobtainedfromSPTatdifferentscalesandorientations.AnotherworkwithSPT-LBP
isproposedby(Muhammadetal.,2014)andhere,featureselectionmethodsareexploredtoreduce
thedimensionalityofthefeaturevector.Themethodisevaluatedwiththefeaturesfromdifferent
Chromacomponents.Multi-scaleLBPisexploredwithMulti-scaleWLDby(Hussainetal.,2015)
forCMFD.RobusttexturefeaturesaredevelopedwithWLDandLBPatdifferentscalesandthis
methodhasbeenevaluatedontheCASIAdatabase.

GaborwaveletsandLocalPhaseQuantization(LPQ)areusedbyIsaacandWilscy(2015)for
forgerydetection.LPQisappliedonsub-bandsobtainedfromGaborwaveletsatdifferentscalesand
orientations.AuthorsHashmirandKeskar(2015)exploredDiscreteCosineTransform(DCT),LBP,
Curvelet,andGaborforfeatureextraction.ThesefeaturesaretrainedwithHiddenMarkovModel
(HMM)andSupportVectorMachine(SVM)toclassifytheforgedimagesfromtheoriginalimages.
ACMFDmethod(Agarwal&Chand,2015)isproposedbySaurabhandSatishwithentropyfilter
andLPQondifferentcolorchannelsbutitworkswithalargefeaturesizeof2048.Authors(Mangat
&Kaur,2016)usedSIFTandKernelPrincipalComponentAnalysis(KPCA)forCMFD.Theyhave
investigatedSVMandNeuralnetworksforclassification.LBPtexturefeaturesareusedby(Alhussein,
2016)andthesefeaturesarefedtoExtremeLearningMachine(ELM)forclassification.Agarwaland
Chand(2017)extractedimagefeaturesintheUndecimatedDWTdomainandMarkovmodelisusedfor
classification.Wuetal.(2017)exploredDCTandtwo-scaleLBPforfeatureextraction.Thismethod
isanimage-formatindependentapproachwhichcandetectdifferenttypeoftamperedimages.SVM
andneuralnetworksareusedforclassification.VidyadharanandThampi(2017)developedaCMFD
basedonmulti-texturedescriptionusingLBP,LPQ,BinaryGaborPattern(BGP)andorientation
usingSPT.Inthiswork,ReleifFalgorithmisusedforfeatureselectionandrandomforestclassifier
isexploredforclassification.IthasbeenevaluatedonCASIAdataset.Anintegratedsystemisbeing
developedbyPrakashetal.(2018)forCMFDandsplicingdetection.ThismethodusedDCTfor
featureextractionthroughenhancedthresholdmethod.Deeplearningmethodsarealsoexploredfor
CMFD,in(Rao&Ni,2016),atrainedConvolutionalNeuralNetwork(CNN)isexploredtoextract
densefeaturesandSVMisusedforclassification.Similarly,ZhouandRao(2017),usedCNNwith
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anovelblockingstrategyforCMFD.Thesetwodeeplearningtechniquesarebasicallydata-driven
approachesandprovideanaccuracyof97%approximately.

Thestate-of-artmethodsreviewedherebasicallyworkwithtexturefeaturesincombinationwitha
transform.Choiceofimagetransformsalongwithothertexturefeatureisbeingexploredbyresearchers
toreducethefeaturevectorsize.Theneedofthehourishighdetectionaccuracywithlowfeature
vectororcomputationaleffort.Hence,intheproposedmethod,DECofWLDDescriptorisusedin
combinationwithGLCMfortexturefeatureextractiontobuildamoredistinguishablefeaturevector.

Main contributions of the proposed work are 1. DEC is explored to compute local salient
patternsintheimagewithoutconsideringorientationcomponentwhichdoesnotgivelocalspatial
informationoftheimage.2.DECiscombinedwithGLCMinfourorientationstorepresenttexture
withreferencetodirectionsinordertohandletherotationattack.3.Texturefeatures(DEC-GLCM)
arecomputedfromtheaboverepresentationandareusedforCMFD.4.Significanceofusageof
DECwithGLCMisvalidatedthroughDWT-GLCMandGLCMbasedmethodswithregardtothe
accuracy,sensitivity,andspecificity.

3. MATERIALS AND METHoDS

Inthissection,DEC,DWT,GLCMandnovelcombinationofDECwithGLCMforfeatureextraction
anditssignificanceisdiscussedaswellitssuperioritytoGLCMonDWTapproximationsub-band
isalsopresented.

3.1. Differential Excitation Component
WLDisapowerfullocaltexturedescriptor(Jieetal.,2009)comprisesoftwocomponents:DECand
Orientation.DECistheratioofchangeinintensitybetweenitsneighborstoacurrentpixel.Itgives
localsignificantpatternsintheimage.DECiscomputedasgivenin(1),firstly,changeinintensity
betweenitsneighborsandthecenterpixelarecalculatedwithfilter f00 andsecondly,theratioof
thechangeinintensityofthecurrentpixelbytheoutputsofthetwofilters f00 and f

01
.Figure4
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TheinputimageanditsDECscaledto8-bitgraylevelareillustratedinFigure5.
FourGLCMsareobtainedfromimageDECtocalculatethe24texturefeaturevectorasdescribed

inthenextsub-sections.

3.2. DwT
DWT decomposes image at various levels to localize the signal both in time and frequency
domains.Thispropertyleadstoseveralapplicationslikedatacompression,denoising,andimage

Figure 5. Input image and it’s differential excited component; a. input image; b. differential excitation component
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featureextractionandsoon(Yangetal.,2013).Thedecomposedimageconsistsofapproximation
anddetailcoefficients(suchashorizontal,verticalanddiagonal).InourproposedmethodDWT-
GLCM,approximationbandofthesingleleveldecomposedimageisconsideredwhichreducesthe
computationaleffortby¾.GLCMisappliedonDWTapproximationbandtocomputethe24texture
featuresasdescribedinthenextsub-sections.

3.3. GLCM
GLCMisagoodoldtechniquetoextracttexturefeaturesandrecently,itisusedforapplicationsviz.,
satelliteimages(Zhangetal.,2017)andforgerydetection(Shenetal.,2017).Texturefeaturesare
computedfromGLCMasgivenbyHaralicketal.(1973).GLCMtabulatesco-occurrenceofvarious
combinationsofgrayintensitiesinanimagesegment.Itisusefultoextractsecondordertextural
featuresfromgrayimages.Co-occurrenceofgraylevelsiscalculatedusingtwoparameters,relative
distanceofthepixelpairdandtheirrelativeorientationθ.Fourrelativeorientationsforθareconsidered
� � � �� � �� � �0 45 90 135

o o o o
, , , toyieldGLCMsG4={G(0,1),G(-1,1),G(-1,0)andG(-

1,-1)}respectivelyandareshowninFigure6.

3.4. Feature Extraction
GLCMisconstructedinthreeapproachesforthethreeproposedmethodsandisrespectivelyasfollows,
1.frominputgrayimage,2.fromDWTapproximationsub-bandand3.fromDECoftheinputimage.
TheinputRGBimageistransformedtointensityimageandDECoftheimageisobtained.DEC
providessmoothaswellasthehigh-frequencycontentoftheimagewhereastheDWTapproximation
bandprovideslow-frequencycontentoftheimage.GLCMsprovideahistogramofgrayintensities
ofdifferentcombinations,howeverfurtheranalysisisrequiredtocomputenumericfeaturesfrom
GLCMsfortheeffectiverepresentationoftexture.

Table1showsthelistof6statisticalfeaturesderivedfromanormalizedGLCM.Texturefeatures
fromGLCMinallfourdirectionsarecomputedonDECimageandthismethodoffeatureextraction
isreferredasDEC-GLCMinourproposedworkandsimilarly,featuresextractedfromGLCMson
DWTapproximationbandarecalledasDWT-GLCM.

Thesesetof6texturalfeaturesF F F F F F F6
1 2 3 4 5 6

�� �, , , , , areextractedfromeachGLCM
andisrepeatedforallGLCMsinsetG4toyield24texturefeatures.These24texturalfeaturesare
usedasafeaturevectortoverifytheauthenticityof theimage.Figure7illustratestheDECand
DWT-approximationdetailsofauthenticandforgedimages.

Figure 6. Co-occurrence matrix directions for feature extraction
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4. PRoPoSED METHoDS

CMFDmethods’performthedetectionbyclassificationofforgedfromtheoriginalimages.Toachieve
this,featuresareextractedforalltheoriginalandforgedimagesinthedatabase.AnSVMistrained
withthesefeaturevectorsandamodelisdeveloped.ThisSVMmodelisusedforclassification.A
novelCMFDusingtexturefeaturesobtainedfromGLCMonDECisproposedandsignificanceof
texturefeaturesobtainedfromGLCMandDWT-GLCMisalsopresented.Here,threealgorithms
(algorithm1-3)aredevelopedandalltheproposedmethods1.GLCM,2.DWT-GLCMand3.DEC-
GLCMarepresentedasfollows:

Table 1. GLCM texture feature description

Textural Features Equations Feature Description

Angular
Secondary
Moment

F p i j
i

n

j

n

1

1 1

2� � �
� �
�� , F1measurestexturaluniformity

Entropy F p i j p i j
i

n

j

n

2

1 1

� � � � �� �
� �
�� , log ,

F2definesthenon-uniformityinanimage.
Texturallynon-uniformimagesegmentsresult
insmallentropy.

Contrast F i j p i j
i

n

j

n

3

1 1

2� �� � � �
� �
�� ,

F3givesthecontrastoftheimage.Higher
contrastprovidesaclearerimagewhereas
lowercontrastresultsinafuzzierimage.

Correlation

F
i j p i j

i

n

j

n

4

1 1 1 2

1 2

�
� � � ��� �� �� �� � , , � �

� �
Where,

�
1

1 1

� � �
� �
��
i

n

j

n

i p i j,

�
2

1 1

� � �
� �
� �
j

n

i

n

j p i j,

� �
1

1

1

1

� �� � � �
� �
� �
i

n

j

n

i p i j,

� �
2

1

2

1

� �� � � �
� �
� �
j

n

i

n

j p i j,

F4providesgrayleveldependenciesinthe
image.Highercorrelationindicatesthatthe
GLCMelementsareuniform.

InverseMoment for F5measuresthedegreeofchangesinthelocal
imagetexture.

InverseDifference
Moment

F
i j

p i j
i

n

j

n

6

1 1

2

1

1

�
� �� �

� �
� �
�� , F6measuresimagehomogeneity.Smaller

GLCMelementsresultinlargerF6.
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Algorithm 1.Proposedmethod-1:CMFDusingGLCMfeatures
Input:ImageDataset
Output:DetectionasAuthenticorForged
ForeachImagedo
1.Convertcolorimagetograyimage
2.ObtainGLCMinallfourdirectionsi.e. � � � �� � � � � �� � ��0 45 90 135, , , toyieldfour

GLCMs
3.Computesixstatisticalfeatures F F F F F F

1 2 3 4 5 6
, , , , ,� � oneachGLCMtoyield24-dimension

texturefeaturesvector
4.TrainSVMModelusingpolynomialkernel
5.TestthetrainedSVMmodeltodistinguishtheoriginalimagefromforgedimages
EndFor

Algorithm 2.Proposedmethod-2:CMFDusingDWT-GLCMfeatures
Input:ImageDataset
Output:ClassifiedasAuthenticorForged
ForeachImagedo
1.Convertcolorimagetograyimage
2.ApplyDWTongrayimagetoobtainLL,LH,HLandHHbands
3.ConstructGLCMonLLbandinallfourdirectionsi.e. � � � �� � � � � �� � ��0 45 90 135, , , 

toobtainfourGLCMs
4.Computesixstatisticalfeatures F F F F F F

1 2 3 4 5 6
, , , , ,� � oneachGLCMtoyield24-dimension

texturefeaturevector
5.TrainSVMModelusingpolynomialkernel
6.TestthetrainedSVMmodeltoidentifytheimageasoriginalorforged.
Endfor

Algorithm 3.Proposedmethod-3:CMFDusingDEC-GLCMfeatures
Input:ImageDataset
Output:ClassifiedasAuthenticorForged
ForeachImagedo
1.Convertcolorimagetograyimage
2.ObtainDECofgrayimage
3.ConstructGLCMonDECinallfourdirectionsi.e. � � � �� � � � � �� � ��0 45 90 135, , , to

constructfourGLCMs
4.Computesixstatisticalfeatures F F F F F F

1 2 3 4 5 6
, , , , ,� � oneachGLCMtoyield24-dimension

texturefeaturevector
5.TrainSVMModelusingpolynomialkernel
6.TestthetrainedSVMmodeltoclassifytheimageasauthenticorforged.
Endfor

5. EXPERIMENTAL RESULTS AND ANALySIS

ThissectiondescribestheexperimentationandvalidationofthethreeproposedmethodsGLCM,DWT-
GLCM,andDEC-GLCM.Initially,imagedatasetandSVMclassificationareelucidated,followedby
thediscussiononexperimentation.Threesetsofexperimentsarecarriedouttovalidatetheproposed
methods.Thefirstsetofexperimentsisusedtoshowtheperformanceoftheproposedmethods.The
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secondsetofexperimentationconcentratesontheperformanceagainstpost-processingattacks.This
investigationalsoevaluatestherobustnessofthethreeproposedmethodsagainstrotationandscaling
attacks.Thirdly,acomparativeanalysisoftheproposedmethodswithexistingmethodsisperformed.

5.1. Image Dataset
ExperimentationiscarriedonpublicdomainbenchmarkdatasetsCoMoFoD(Tralicetal.,2013)and
CASIA(“CASIATamperedImageDetectionEvaluationDatabase,”).CoMoFoDdatabaseconsistsof
10,000imagesofsize512x512in.pngformatwhichareoriginal,forgedandpost-processedimages.
CASIATamperedImageDetectionEvaluationDatabaseconsistsof800authenticand921spliced
colorimagesofsize384×256pixelswithJPEGformat.

5.2. Classification
In the proposed method, SVM (Vapnik, 2000) classifier with the polynomial kernel is used for
classificationofauthenticandforgedimages.Quadraticprogrammingisusedtoobtaintheoptimal
parametersintheclassificationprocess.Texturefeaturevectorobtainedfromagenuineimageislabeled
as+1(positive),andCMFimageas-1(negative)label.SVMisasupervisorylearningalgorithm
consistsoftrainandtestphases.Inourexperiments,featurevectorsarerandomlysplitintotwosets
astrainingandtestingsets.SVMismodeledusingthetrainingsettodefineoptimalhyperplaneand
themodelistestedforclassificationusingtestingset.Forbettermodeling,sizeoftrainingsetshould
bemorethanhalf.Intheproposedmethods,7/8of400imagesand1/8of400imagesareconsidered

Figure 7. Illustration of DEC and DWT-Approximation band content
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for trainingandtestingsetsrespectively.Thefollowingparametersarecalculatedtoevaluate the
performanceoftheclassifier:

TruePositive(TP)–ForgedImagespredictedasForged
TrueNegative(TN)–OriginalImagespredictedasOriginal
FalsePositive(FP)–OriginalImagespredictedasForged
FalseNegative(FN)–ForgedImagespredictedasOriginal

Withtheaboveparameters,thebelowperformancemetricsarecomputedasdefinedin(6),
(7)and(8):

Accuracy TP TN
TP TN FP FN

�
�

� � �
�100  (6)

Sensitivity TP
TP FN

�
�

�100  (7)

Specificity TN
TN FP

�
�

�100  (8)

5.3. Performance of the Proposed Methods
Proposedmethodsarevalidatedusingtheperformancemetricsgivenin(6)to(8).Classification
isperformedusingthreeproposedmethodsviz.,1.GLCM,2.DWT-GLCMand3.DEC-GLCM
features.Table2showstheperformanceofthethreeproposedmethods.AccuracyofDEC-GLCM

methodis95%andisalmost5%higherwhencomparedwithDWT-GLCMandaround3%inthe
caseofGLCMonly.

5.4. Classifier Performance with Cross-Validation
Imagesfromthedatasetareconsideredrandomlyfortrainingandtestingphases.Thisrandomness
affectstheclassifieraccuracy.Inordertoreducethiseffect,10-foldCrossValidation(CV)isconsidered
wheretheimagesinthedatasetaresplitinto10independentparts.IneachCVtestcase,9/10of
authenticandforgedimagesareusedfortrainingtheclassifierandtherest1/10imagesareusedfor
SVMclassification.Theaveragevalueofclassifierperformancefor10-foldCVtestsisconsidered
asthefinalresult.Figures8-10illustratestheperformanceparametersofthethreeproposedmethods
using10-FoldCross-validation.

Table 2. Performance of the three proposed methods

Proposed Method Accuracy Sensitivity Specificity

DWT-GLCM 90.75 86.5 95.5

GLCM 92.25 88.5 96

DEC-GLCM 95 91.5 96.5
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Figure 8. Accuracy of the three methods for 10-Fold CV

Figure 9. Sensitivity of the three methods for 10-Fold CV

Figure 10. Specificity of the three methods for 10-Fold CV
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5.5. Robustness Against Post-Processing Attacks
Thesecondsetofexperimentationiscarriedouttoevaluatetheperformanceofthethreeproposed
methodsagainstvariouspost-processingattacks.Followingarethepost-processingattacksthatare
performedontheforgedimages:

1. Brightness Change (BC):Changeinintensitylevelwithlowerandupperbounds[(0.01,0.95),
(0.01,0.9),(0.01,0.8)];

2. Contrast Adjustments (CA):Contrastisvariedwiththreedifferentlowerandupperbounds
[(0.01,0.95),(0.01,0.9),(0.01,0.8)];

3. Color Reduction (CR):Quantizationisperformedpereachcolorchannelas[32,64,128];
4. Noise Adding (NA):AdditiveWhiteGaussianNoisewithmean,μ=0,varianceσ2=[0.009,

0.005,0.0005];
5. Image Blurring (IB):Imageisblurredwithspatialaveragingfilterusing[3x3,5x5,7x7]masks;
6. JPEG compression (JC):Imagesarecompressedatdifferentqualityfactors(Q)[20,30,40,

50,60,70,80,90,100].

Theproposedmethod isevaluatedbyconsidering50 forged imagesundereachpost-
processing attack category so that 1200 forged and processed images are tested. Figures
11-13showtheclassificationaccuracyofthethreeproposedmethodsagainstvariouspost-
processingattacks.

ItisevidentfromFigure11thatDEC-GLCMshowsbetterrobustnessagainstBC,CAandCR
attackswhencomparedwithothermethodsviz.,GLCMandDWT-GLCM.

ItisapparentfromFigure12thatDEC-GLCMisunabletowithstandtheimageblurringattack.
Averageaccuracyof91.88hasbeenachievedforDEC-GLCMwithJPEGqualityfactorranging

from20to100.Ingeneral,qualityfactorsabove40-50areused.FromFigure13,itisevidentthat
DEC-GLCMperformswellinthepresenceofaJPEGcompressionattack.

Figure 11. Accuracy against BC, CA and CR attacks
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5.6. Robustness Against Rotation and Scaling Attacks
Robustnessofthethreeproposedmethodsagainstrotationandscalingattacksontheforgedregionsare
presented.Theforgedregionsarerotatedbysomeangleorscaledbeforeitispastedinthesameimage.
Here,aneffortismadetoassesstherobustnessofthedetectionmethodagainsttheseattacks.Table3
andTable4showsthedetectionaccuracyagainstdifferentrotationandscalingattacksrespectively.

Itisevidentthatallthreeproposedmethodsperformwellagainstrotationandscalingattacks.
DEC-GLCMout-performstheothertwoproposedmethods.

5.7. Comparative Analysis
Comparativeanalysisofthethreeproposedmethodswithotherexistingmethodsintermsofdetection
accuracyandthefeaturesizeispresentedinthissection.Existingmethodsthatareconsideredfor
comparisonareSPT-LBP(Muhammadetal.,2014),Multi-WLD(Hussainetal.,2015),Multi-LBP
(Hussainetal.,2015),LBP-DCT(Alahmadietal.,2017),Multi-Texture(Vidyadharan&Thampi,
2017)andBDCT(Prakashetal.,2018).Allthesemethodsarebasedonhandcraftedfeaturesandwork
withthetexturalcomponentincombinationwithanimagetransformforeffectivefeatureextraction.
TheseexistingmethodsareevaluatedonCASIAv1.0dataset.Hence,thethreeproposedmethods
are evaluatedusing the samedataset onCMF images excluding spliced images for comparative
analysispurpose.

Figure 12. Accuracy against IB, NA attacks

Figure 13. Accuracy against JPEG compression attacks for different quality factors
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Comparativeanalysisofthethreeproposedmethodswithregardtofeaturesizeanddetection
accuracyisshowninTable5.Allthreeproposedmethodsworkwithasmallfeaturevectorof24
dimensions.Proposedmethod-3(DEC-GLCM)issuperior tootherexistingmethods in termsof
detectionaccuracy.

Aswell,theproposedmethod-3DEC-GLCMiscomparedwithworksbasedondeeplearning
techniquesviz.,(Rao&Ni,2016)and(Zhouetal.,2017).Thetwotechniquesuseafeaturevector
of400and576respectively.Theyprovideadetectionaccuracyof97%approximatelyatthecostof
highcomputationaleffortasgivenbelowin(9):

O n s n m
n

d

l l l l
=

−∑( )











1

1
2 2� � �  (9)

Table 3. Robustness against different rotation attacks

Rotated Angle DEC-GLCM DWT-GLCM GLCM

2 93.05 88.88 87.77

3 96.21 94.31 93.18

4 97.17 96.5 95.87

5 96.55 93.53 92.5

7 97.22 94.9 93.2

10 96.12 94.39 92.5

40 99.53 98.61 97.23

50 98.61 97.15 96.23

90 97.68 96.75 95.43

180 94.31 92.42 91.56

Table 4. Robustness against different scaling factors

Scaling Factor DEC-GLCM DWT-GLCM GLCM

0.40 98.61 97.69 96.77

0.50 97.83 94.9 93.22

0.60 96.15 94.25 92

0.70 97.46 95.78 93.33

0.80 97.68 96.22 95.57

0.90 96.59 95.31 92.78

0.95 97.87 95.68 93.61

1.05 97.68 96.1 95.25

1.10 97.29 96.75 95.75

1.15 96.77 95.54 94.35

1.30 94.82 93.67 92.82
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where, l istheindexofaconvolutionallayer,andd isthedepth(numberofconvolutionallayers).
n
l
isthenumberoffilters(alsoknownas“width”)inthel -thlayer.n

l−1
isalsoknownasthenumber

ofinputchannelsofthe l -thlayer.s
l
 isthespatialsize(length)ofthefilter.m

l
 isthespatialsize

oftheoutputfeaturemap.
The detection process of the proposed method DEC-GLCM involves feature extraction and

classification.FeatureextractioninvolvestimecomplexityofO n 3( ) andclassificationrequirestime

oftheorderO n 3( ) .Hence,thetimecomplexityoftheproposedmethod-3DEC-GLCMisO n3� � 
anditachievedanaccuracyof96.5%.

6. CoNCLUSIoN

AnovelapproachforCMFDmethodisproposedusingDECimagetobuildGLCMtexturefeatures.
TexturefeaturesextractedfromDEC-GLCMmethodaremoredistinguishablewhencomparedto
featurevectorsobtainedfromDWT-GLCMandGLCMonly.Classificationefficacyofallthethree
proposed methods is assessed on CoMoFoD and CASIA v 1.0 datasets. The proposed methods
workwitha24-dimensionfeaturevector,exhibitsresilienceagainstpost-processingattacksandis
computationallyeffective.EvaluationofDEC-GLCMonCoMoFoDandCASIAyieldsanaverage
accuracyof95%and96.5%respectively.SuperiorityoftheproposedmethodDEC-GLCMisvalidated
bycomparisonwithexistingmethodsviz.,SPT-LBP(Muhammadetal.,2014),WLD-LBP(Hussain
etal.,2015),LBP-DCT(Alahmadietal.,2017),Multi-Texture(Vidyadharan&Thampi,2017)and
BDCT(Prakashetal.,2018).Theproposedmethodsconcentrateonthedetectionofforgedimages,
localizationcanalsobecarriedout.

Table 5. Comparative analysis of the three proposed methods with other existing methods

Method Feature Size Accuracy

SPT-LBP
(Muhammadetal.,2014) 480 94.89

Multi-WLD
(Hussainetal.,2015) 770 91.25

Multi-LBP
(Hussainetal.,2015) 1203 85.56

LBP-DCT
(Alahmadietal.,2017) - 96

Multi-Texture(Vidyadharan&Thampi,2017) 970 92.13

BDCT
(Prakashetal.,2018) 1944 87.5

ProposedMethod(GLCM) 24 90.45

ProposedMethod
(DWT-GLCM) 24 92.68

ProposedMethod
(DEC-GLCM) 24 96.5
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