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ABSTRACT

Thewidespreadavailabilityofaudioeditingsoftwarehasmadeiteasytocreateacousticallyconvincing
digitalaudioforgeries.Toaddressthisproblem,moreandmoreattentionhasbeenpaidtothefield
ofdigitalaudioforensics.Therehasbeenlittlework,however,inthefieldofanti-forensics,which
seekstodevelopasetoftechniquesdesignedtofoolcurrentforensicmethodologies.Thecompression
historyofanaudiosamplecanbeusedtoprovideevidenceofaudioforgeries.Inthiswork,wepresent
asimplemethodfordistinguishingtheMP3compressionhistoryofanaudiosample.Weshowthe
proposedanti-forensicsmethodtoremovetheartifactsofMP3doublecompressionbydestroying
theaudio framestructure. Inaddition,effectivenessof theproposedmethod isverifiedby three
doublecompressiondetectionmethods.Theexperimentalresultsshowthattheproposedmethod
caneffectivelyresistdetectionfromthreemethods.
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INTRoDUCTIoN

Withthepopularizationofportablerecordingequipmentandtherapiddevelopmentofmultimedia
technology,malicioustamperingcanbeimplementedtodigitalaudioeasierandeasier.Forexample,
itmayobstructthejusticeifthetamperedaudiosaretakenasevidencesincourt.Therefore,digital
multimedia technology makes our lives convenient, and the application field of digital audio
authenticity and integrity bring serious security issues. In addition, the content protection and
integrityauthenticationofdigitalaudiohasbecomeahotresearchtopic.Digitalaudioforensics(Jin,
Wang,Yan,Ma,&Zhou,2016)istodetectandidentifythedigitalaudio’sintegritybyanalyzingthe
statisticalfeaturesofthedetectingaudiosignal.

Variouseffectiveforensicmethodshavebeenproposedinrecentyears.IkramandMalik(2010)
proposedamethodtodeterminetheaudiointegritybasedoncorrelationsimilaritymeasure.InLyet
al.(2013),theMFCCandlogarithmMFCCwereconsideredasthediscriminativefeaturestoidentify
therecordingenvironment.MalikandZhoa(2012)andHuaetal.(2016)examinedtheintegrityof
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audiosbasedontheelectricnetworkfrequency(ENF)signalexistedinthegivenaudios.Asforthe
MP3audioforensicsmethodspresentedinYangetal.(2008)andYangetal.(2012),itwasfound
thatframestructureofMP3audioswillbedestroyedwhentheaudiosweretampered.

Sinceaudiotamperingwouldinevitablyproducedoublecompression.Ithasbeenattentionto
studyforaudiodoublecompression.Yuetal.(2014)putforwardamethodofdetectingfake-quality
audios,whichutilizedthenumberofMDCTcoefficientasthefeatures.Theresultsshowthattheir
schemewaseffectivefordetectingdoublecompressedaudios.Liuetal.(2010)proposedtodetect
thefake-qualityaudiobyusingHuffmantableindex.Theexperimentalresultsdemonstratedthat
themethodwaseffective.Yangetal.2010)foundthattheMDCTcoefficientswhosevaluesfallinto
(-1,1)ofthedoublecompressedaudiowerelessthanthatofthesinglecompressedaudio,aswellas
theframeoffsettodetectwhethertheaudioprocessedwithdoublecompression.Theresultsshow
thatthemethodhashigherdetectionratefortheMP3audiofromlowbitratetohighbitrate,butits
performancebecamepoorerforthecasesofhighbitratetolowbitrateandthesamebitrates.Liuet
al.(2010)integratedthenumberofnon-zeroMDCTcoefficients,theaveragedistancebetweennon-
zeroMDCTcoefficientsandthedistributionofzeroandnon-zerocoefficientsasafeaturevectorto
distinguishthesinglecompressedanddoublecompressedaudios.Comparedwiththehighbitrate
tolowbit-rate,thelowbitratetohighbitrateachieveshigherdetectionaccuracies.

Thecompetitionbetween forensics technologyand its countermeasure anti-forensics (Chen,
Xiang,&Huang,2016;Milani,Piazza,&Bestagini,2014)hasescalatedoverthepastfewyears.In
thefieldofaudioanti-forensics,thework(Chuang,Garg,&Wu,2012;Chuang,Garg,&Wu,2013)
presentthefirstanti-forensicschemeanditscountermeasuresforENF-basedaudioauthentication.
Chuangetal.proposedvariousanti-forensicoperationstoresisttamperingwiththeunderlyingENF
signalwhilepreservethequalityofthehostsignal.ZhaoandMalik(2013)andZhaoetal.(2016)
putforwardamethodtoremoveaudiocarryenvironmentalcharacteristic,whichaimstocoverthe
audiosplicingtamperedbyenvironmentalnoise.

Inordertoconceal/disguisethetraceoftempering,themodifiedaudioprobablyberecompressed
withthesamebitrateafterthetempering.Thiswillinevitablyleavethecuesofdoublecompression.
Theforensicexaminercanpickupthequestionableaudiosbydetectingthedoublecompression.
Thegoalofthisworkistoremovetheartifactsgeneratedbythedoublecompression.Eventually,an
anti-forensicsmethodofMP3audiotemperingisproposed,whicheliminatesthedoublecompression
artifactsoftemperingprocessbyaddingzerosamplestothetemperedaudio.

Therestofthispaperisorganizedasfollows.Insection2,wewillintroducetheartifactsof
MP3audiocompression.AmethodtoremovethedoublecompressionartifactsofMP3audioisput
forwardedinsection3.Section4demonstratesthevalidityofthealgorithmbasedonexperimental
comparison.Theproposedmethodissummarizedinsection5.

MP3 CoMPReSSIoN ARTIFACTS

MPEG-1AudioLayerisoneoftheMPEGcodingstandards.TheMPEGwasestablishedbyIOS
(InternationalOrganizationforStandardization)andIEC(InternationalElectroTechnicalCommission)
ofthejointtechnicalcommittee,whichoccupiesadominantpositionintheinternationalgeneral
multimediacodingstandards.ItscodingstandardincludedMPEG-1,MPEG-2,MPEG-2.5,MPEG-
4,MPEG-7andMPEG-21.MP3isthethirdlayerstructureinMPEG-1standard.Itisanimportant
milestoneinaudiocoding,anditiswidelyusedinthemarketandresearchinstitutions.

MP3encodingmainlyincludesthefollowingparts:sub-bandfilter,MDCT,FFT,acousticmodel
anditerativeloopquantizationandHuffmancoding,etc.PCMsignalisdividedinto32sub-bands
bytheanalysisfilterbank,andthenforeachsub-bandwithMDCTinfrequencylinesegmentinto
18(longwindows)or6(shortwindows)linefrequency.Psychoacousticsmodelisusedtoestimate
maskingthresholdforthemaximumquantizationerrorthatcanbeintroducedintotheaudiosignal
while stillmaintainingperceptuallyunimpaired signalquality.The spectralvaluesarequantized
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accordingto themaskingthresholds.Spectrumvaluesquantifycomparingthequantizationerror
intheiterativecycle.Finally,Huffmancodingwillbeusedtoencodeforquantizedspectralvalues.

InMP3audiocompressionforensicstechnology,researchersoftenusestatisticalcharacteristicsof
MDCTcoefficientstoobtainevidence.AsshowninFigure1,TheMDCTcoefficientofdistribution
ofcompressedMP3audioanduncompressedaudioissignificantlydifferent.HistogramofMDCT
coefficientshassomegapphenomenon,whichmeansthattheMDCTcoefficientsconcentrateon
somevalues.TheMP3encodingprocessofquantitativelink,thequantitativeformulaisasfollows:
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where xr iQ ( ) representstheith quantizedMDCTcoefficient,and xr i( ) istheith MDCTcoefficient.
nint() Denotesthenearestintegerfunction.Integeroperationwillleadtosomesimilarvalueinto
thesamevalue,buttheprocessisirreversible,whichresultsinthephenomenonofMP3compression
artifacts,asshowninFigure1.

ReMoVe AUDIo CoMPReSSeD ARTIFACTS

Theattackerneedstoremovetheartifactsofdoublecompressionsothattheforensicexaminercannot
confirmwhetherthegivenaudioisdoublecompressedornot.ForanoriginalMP3file,theattacker
decodesitintoWAVaudio,tampersitscontent,andremovestheartifactsofcompressionoperation.
ThentheaudioiscompressedintoMP3filewiththesamebitrateoftheoriginalone.Thedetector
tends to think that the tamperedMP3audioonly suffered single compression insteadofdouble
compression.So,thetamperedaudiowasdetectedasthecredibleaudio.Inordertoachievethisgoal,
weputforwardamethodofanti-forensicsbyaddingazerosampletothestartingpositionofWAV

Figure 1a. Histogram of MDCT coefficients from an uncompressed audio
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audio.AsshowinFigure2(a),theMP3audio(bitrateis64kbps)wasdecodedintoWAVaudio,
andazerosamplewasaddedinthestartingpositionofthedecodedaudio.ThentheWAVaudiowas
encodedagainwiththesamebitrate.ItcanbeseenthattheMDCTcoefficientdistributionofsingle

compressedaudioissimilarwithuncompressedaudio,whilecompletelydifferentwithcompressed
audio.Furthermore,themethodcaneffectivelyremovetheartifactsofcompression.Thereasonis
thattheMP3encodingisimplementedbasedontheunitofframe.Theframestructurewillnotbe
changedwhentheaudioiscompressedforthesecondtime,anditcanleavedoublecompression

Figure 1b. Histogram of MDCT coefficients from the same audio by MP3 compressed

Figure 2a. Adding zero samples for anti-forensics
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artifacts.however,Iftheframestructurewasbrokenduringtheaudiodoublecompressed,thedouble
compressionartifactswilldisappear.Andaddingzerosamplesistochangethestructureofallframes.

In addition,wealso try to test itsperformancewith adding the zero sampleswithdifferent
numbers.Thetest results,asshowninFigure2(b)(c)(d),are theMDCTcoefficientdistributions

withadding2,100and576zerosamples,respectively.ItcanbeobservedthattheMDCTcoefficient
distributionsarehighlyconsistentwhenadded1,2,100zerosamples,andsimilartothedistribution
of the uncompressed audio. Whereas, the MDCT coefficient distribution of the audio added by
576zerosamplesissimilartodistributionofthecompressedaudio.Itimpliesthataddingmultiple

Figure 2b. Adding two zero samples for anti-forensics

Figure 2c. Adding 100 zero samples for anti-forensics
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zerosamplesalsocanachievethegoalofremovingthecompressedartifacts.However, theanti-
forensicsmethodwillfailtodetecttheaudioaddedwith576zerosamples.BecauseMP3encodingis
compressedgranulebygranule,andeachgranulecontains576samples.Whenaudiowasadded576
zerosamples,the576sampleswillbeindependentasagranuletoencode,andtheframestructure
willnotbechangedfromtheoriginalframestructure.Theoriginaldataaccordingtotheprevious
structurewillbeencodedagain.Therefore,itkeepstheartifactsofthedoublecompression.Although
addingmultiplezerosamplescanalsoachievetheeffectofanti-forensicsforaudio,theanti-forensics
operationmustkeepconcealmentandintegrityof theoriginaldata.Therefore,ouranti-forensics
methodistoaddazerosampleinsteadofmultiplezerosamples.

eXPeRIMeNTAL ReSULTS

Inthissection,threemethodsofdetectingdoublecompressionareusedtotesttheproposed
anti-forensics method, respectively, Yang’s method (2010), Yu’s method (2013) and Ma’s
method(2014).Yang’smethodpointsoutthatthefirstdigitsstatisticaldistributionofMDCT
coefficientsobeystoBenford’slawwhentheaudiohasnotbeencompressed.However,MDCT
coefficientsofthedoublecompressedaudiodonotfollowthislaw.ThenYangputforward
tousethefirstdigitsofquantizedMDCTcoefficientsasa9-dimensionalfeaturevector,and
usingtheSVMclassifiertoclassify.Theresultsshowthattheirmethodiseffectivetodetect
doublecompression.Yu’smethodshowsthatthenumberofquantizedMDCTcoefficientsin
twoadjacentcompressionsissignificantdifferent.Thentheyputforwardamethodtousethe
differencesas thecharacteristics,anduse theSVMclassifier toclassifywhether theaudio
experienceddoublecompressionornot.Maetal.analysisthestatisticalcharacteristicofscale
factorwhentheaudiowascompressedwiththesamebitrate.Theyfoundthatthenumberof
scalefactorofadjacentcompressionhavecertaindifference,sothestatisticalcharacteristicsof
scalefactorareusedasafeaturesetbyusingSVMclassifiertoclassifydoublecompression.
ExperimentsshowthatthethreemethodscaneffectivelydetectdoublecompressedMP3audios
withthesamebitrate.

Figure 2d. Adding 576 zero samples for anti-forensics
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experimental environment
Adatasetof300audioclipshasbeenconstructedinthispaper.Theformatinformationofallclips
areWAV,5-second-long,44.1KHzsamplingrate,16-bitquantizationandmono.Alltheclipswere
codedbyLAME-3.99.5with6differentcompressionratios:32,64,96,112,128and192kbps.The
1800singlecompressedaudiosdenotethesamplelibrary1(SL1).ThenthesinglecompressedMP3
audiosweredecodedintoWAVaudioswhichwereprocessedtogenerateanothertwolibraries.One
library,definedassampleslibrary2(SL2),consistsof1800doublecompressedMP3audiosencoded
bythoseWAVaudioswiththesamebitrateofthesinglecompressedaudios.Theotheronenamed
library3(SL3)isalsocomposedof1800doublecompressedaudios,buttheseaudioswereadded
withazerosampleinstartingpositionbeforesufferedthesecondcompression.

Results of Removed Artifacts
Weusethesamplesof64kbpscompressionforexperimentanalysis.InYang’smethod,theauthors
point out that the characteristics of the first digits statistical distribution of MDCT coefficients
approximate to Benford’s law distribution for the uncompressed WAV audio, while the MDCT
coefficientsofthecompressedMP3audiowillnotfollowthislaw.TheMDCTcoefficientswere
extractedbasedonsamplelibraries1,2and3,respectively.Thestatisticaldistributionsofthefirstdigits
showninFigure3.Itcanbeobservedthatthefirstdigitsstatisticaldistributionsoftheaudioswithout

compressionandtheanti-forensicsprocessedaudiosarebothapproximatelyidenticaltoBenford’slaw
distribution,butthecompressedaudios’firstdigitsstatisticaldistributionhasobviousdifferences.It
indicatesthattheproposedanti-forensicsmethodisabletoremovethedoublecompressionartifacts.

Yu’smethodpoints out that thenumberof different quantizedMDCTcoefficients between
singleanddoublecompressionsissignificantlymorethanthatofthedoubleandthirdcompressions.
Accordingtotheresultsoftheanalysis,wetestthe3sampleslibrariesforexperiments.Asshown
inFigure4a,Yu’sfeaturecanobviouslydistinguishthesinglecompressedaudiosfromthedouble
compressedaudios.However,whenthedoublecompressedaudiosareprocessedbytheproposed
anti-forensicsmethod,itturnstobedifficulttoseparatethesinglecompressedaudiosfromthese

Figure 3. The first digits statistical distribution of MDCT coefficients from compressed and uncompressed audio and anti-
forensics compressed



International Journal of Digital Crime and Forensics
Volume 12 • Issue 3 • July-September 2020

52

audios.TheexperimentalresultsshowthatYu’smethodwillfailtodetectthedoublecompressed
MP3audioafteranti-forensicsprocessing.Onthecontrary,itrevealsthattheproposedmethodis
effectivetoYu’smethod.

Ma’smethodpointsout that thenumberofdifferentscalefactorcoefficientsbetweensingle
anddoublecompressionsissignificantlymorethanthatofthedoubleandthirdcompressions.We
alsotestitonthe3sampleslibrariesforexperiments.Experimentalresults,asshowninFigure5a,
demonstratethatMa’sfeaturecanobviouslydistinguishthesinglecompressedaudiosfromthedouble
compressedaudios.However,whenthedoublecompressedaudiosareprocessedbytheproposed
anti-forensicsmethod,itturnstobedifficulttoseparatethesinglecompressedaudiosfromthese
audios.Fromtheresult,wecaninferthatMa’smethodunabletoidentifythedoublecompression

Figure 4a. The distribution of QMDCT coefficients from Yu’s method

Figure 4b. The distribution of QMDCT coefficients from Yu’s method with anti-forensics
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whentheaudiowasoperatedbytheproposedmethod,whichindicatesthattheproposedanti-forensics
methodiseffectiveforMa’smethod.

Result of Anti-Forensics Detection
Inordertoevaluatetheeffectivenessoftheproposedmethodintermsofthethreedetectingdouble
compressionschemes.Wetestthesampleslibraryinavarietyofbitratecompressions.SL1and
SL2respectivelywereusedfortestingYang’s,Yu’sandMa’smethods,SL2andSL3forthethree
methodsaswell.Theresultsofdoublecompressiondetectionfortwogroupsofsamplelibrarieswere
obtained.TheclassifierLIBSVMwaschosenaccordingtotheexperimentrequirements.Thehigher
classificationaccuracyshowsthatthemethodtoidentifyaudiodoublecompressionismoreeffective.

ExperimentalresultsareshowninTable1.ItcanbeseenthatthedetectingaccuracyofYang’s
methodfordoublecompressionishigherindifferentbitratecompression.Thedetectionaccuracy

Figure 5a. The distribution of scaling factor coefficients from Ma’s method 

Figure 5b. The distribution of scaling factor coefficients from Ma’s method with anti-forensics
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ofdoublecompressionobviouslydropsto50%forYang’smethodwhenweusedtheproposedanti-
forensicsmethod.Forthelowerbitrateof32kbpsandhigherbitrateof192kbpsthedetection
accuraciesare70%forourproposedmethod,theaccuracyisdecreasedby25%.Theresultsshowthat
proposedmethodofanti-forensicshasgoodabilitytoresistYang’smethod.Itcanbeseenfromthe
testresultsthatYu’smethodhasgooddetectioneffectonlywhenthebitratefrom64to128kbps,and
thismethodisinvalidforthelowerorhigherbitratecases.Thedetectionaccuracyhasobviousdrop
whentheproposedanti-forensicsmethodwasused.Thefinaldetectionaccuracyiscloseto50-60%.
Itisalmostimpossibletodetecttheaudioofdoublecompressed.Andthemethodstillunabletodetect
thedoublecompressedaudiowhenthebitratesare32kbpsand192kbps.Experimentalresultsalso
showthatYu’smethodcannotdetectthedoublecompressedaudiowhentheproposedanti-forensics
methodwasused,whichmeanstheproposedmethodofanti-forensicshasgoodresistanceeffects
forYu’smethod.ThetestresultsofMa’smethodillustratethatdetectionaccuracyhasappeareda
downwardtrendinthebitratetoolowortoohigh,butithascertaindetectioneffectwithdifferentbit
rates.Theaccuracyofdetectionobviouslydroppedwhenusingtheproposedanti-forensicsmethod,
closeto50%,italmostimpossibletodetectthedoublecompression.Experimentalresultsalsoshow
thatMa’smethodalmostimpossibletodetectthedoublecompressionofaudiowhentheanti-forensics
methodwasused.Italsoshowsthattheproposedanti-forensicsmethodcanresistMa’smethodto
detectdoublecompressionofaudio.

Inconclusion,thethreemethodsofdetectingdoublecompressedaudioareeffectivewithout
utilizingtheproposedanti-forensicsmethod.Andthedetectionaccuracydroppedto50-60%,almost
impossible to detect the double compression of audio when we used the anti-forensics method.
Therefore,theproposedanti-forensicsmethodcanresistdetectionofthethreemethods.

CoNCLUSIoN

InspiredbytheprincipleoftheexistingMP3doublecompressiondetectionmethods,wefoundthat
thedistributionofMDCTcoefficientshasgreatdifferencewhen theaudiowascompressedand
uncompressed.Thenamethodforremovingthecompressionartifactswasproposed.Thismethod
canmake theMDCTcoefficientsdistributionof thedoublecompressedaudiobecomingsimilar
tothedistributionofuncompressedaudio’sMDCTcoefficients.So,thedoublecompressedaudio
afterbeingremovedartifactswillbeidentifiedasthesinglecompressedaudio.Meanwhile,wealso
evaluatedouranti-forensicsmethodbasedonthreetypicalMP3doublecompressionmethods,and
theexperimentalresultsshowthatourmethodcaneffectivelyresistthedetectionofthesemethods.

Digitalmultimediaforensicstechnologyandanti-forensicstechnologyisrestrictingeachother
anddevelopingmutually.Thedigitalimageandvideoforensicstechnologyrelatedtoanti-forensics

Table 1. The detection accuracy of three methods and corresponding anti-forensics methods

Bit 
Rate(kbps) Yang (%)

Anti-
Forensics for 

Yang (%)
Yu(%)

Anti-
Forensics for 

Yu (%)
Ma(%)

Anti-
Forensics for 

Ma (%)

32 94.67 76.33 57.00 69.00 70.00 66.67

64 100.00 54.67 94.67 65.67 91.00 52.67

96 100.00 61.33 99.00 66.67 96.00 53.67

112 100.00 59.67 97.00 56.00 98.67 48.33

128 100.00 55.33 89.00 58.00 93.67 47.33

192 99.67 71.33 50.67 45.67 89.33 60.67
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workhaveachievedsomeadvances.Theanti-forensicsworkondigitalaudiostillless,andtherewill
bemoreandmorescholarsfocusonaudioanti-forensicresearchinthefuture.
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