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ABSTRACT

Nowadays, mobile cloud applications have attracted millions of smartphone users due to the
proliferation of cyber technologies and a wide range of applications. Mobile cloud forensic
investigationmethodologiesneed tremendousgrowthdue to the increasingcrime incidents.The
forensicreadinessmodelplaysasignificantroleintheforensicinvestigationframeworkbyensuring
theeaseofinvestigationtotheforensicinvestigator.Theexistingforensicreadinesssupportseither
themobiledeviceorcloudenvironment,whichlackstopreparetheinformationfortheinvestigation.
Thisarticlepresentsamobilecloudforensic readinessprocessmodel to identify the factorsand
preparetheinformationthateffectivelysupportsforensicinvestigations.Theproposedmodelinvolves
requirementsforthemobilecloudforensicsfrommultipleperspectiveswiththeaimofdevelopingthe
forensic-readysystem.Asaresult,theproposedforensicreadinessmodelenablesthemobilecloud
forensictoimprovetheaccuracyofinvestigationaswellasreducestheinvestigationtimesignificantly.
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1. INTRoDUCTIoN

Theincreasedusageofmobilecomputingdevicesplaysasignificantroleinplanningdailyroutines,
schedules, and activities over the Internet and facilitates ease of communication. In particular,
smartphoneshavebeenwidelyutilizedasapowerfulcomputingdevice likeadesktopor laptop
computer(Muhammad&Soomro,2013).However,theapplicationsinSmartphonesrequirehigh
processingpower,whichisfurtheraddressedbycloudcomputingthatoffersthecomputingability
availabletomobileusers.TherapiddevelopmentofInformationandCommunicationTechnology
(ICT) have enabled the organizations to design, build, and run their operations in the Cloud
environment.Mobilecloudcomputing(Shafique,Ahmad,&Rafique,2011)providestheopportunity
formobileusers tomeet their increasing functional demands.However, the cloud-basedmobile
applicationshaveopenedanewhorizonforadversariestolaunchcyber-attacksandsecuritybreaches
inwhichtheadversariesmisusetheadvantageofthecloudservices.Themaliciousactivitieshave
been launched over the Internet-based bullying such as in social networking, email, and instant
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messagingapplications.Thedigitalforensicstechniquesoftenfacenumerouschallengesowingto
thedramaticincreaseofcybercrimelandscapewiththesignificantknowledgeofcybertechnology
(Raymond,2011).

To deal with the cybercrime activities in the cloud-based mobile applications, integrating
mobile forensicsandcloud forensicshasbecomea significant researcharea (Ben,Do,&Choo,
2015).Mobileforensicsandcloudforensicsarepartofdigitalforensicscience,whichistheprocess
ofinvestigatingthemobilecomputingandcloudcomputingplatformswiththehelpofscientific
approaches(Muhammad,Kechadi,&Le-Khac,2015).However,theforensicprocessbeginsonly
aftertheincidenttakesplacewithoutforensicreadinessthatsignificantlyimpactsforensicprocess
andanalysis.Indiscriminatelyinvestigatingthedatawiththeinappropriateprocedureandprocesshas
ledtotheconsumptionoftimeandunacceptableevidencepresentation.Inthemobilecloudforensic
framework,lawenforcementsystemrequiresthecommittedtimeofacrimeoridentifiedandreported
timeofthecrime.Hence,thereisaneedfordevelopingaforensicreadinessmodelintheforensic
investigationframeworktoaverttheinaccurateevidenceacquisitionandextendedinvestigationperiod
(Antonio&Labuschagne,2012).Digitalforensicreadiness(Ausra,2017)isoneoftheabilitiesofan
organizationinminimizingtheinvestigationcostandmaximizingtheapplicabilityoftheevidence.
Several researchers have presented the forensic readiness efforts in various perspectives include
implementingthepoliciesandprocessesoftheorganizations,appropriatelytrainingtheemployees,
andaligningthesystemsbasedontheforensicsobjectives(Kamil&Venter,2013).Recently,the
researchershavefocusedonintroducingtheforensicreadinessstrategysuchasforensic-by-design
(Rahman, Hidayah, Glisson, Yang, & Choo, 2016). Nonetheless, the existing researchers fail to
developtheforensicreadinessmodelforthemobilecloudforensicinvestigationframework.Hence,
itisnecessarytodevelopthemobilecloudforensicreadinessmodelwiththetargetofimprovingthe
investigationaccuracyandreducingtheinvestigationcostonthecloud-basedmobileapplications.

2. ReLATeD woRKS

Mostoftheresearchersprovidevaluablecontributionstothedevelopmentofthemobileforensic
readinessmodel and the cloud forensic readinessmodel separately.This section reviews several
prominenteffortsaboutmobiledeviceforensicreadinessandcloudforensicreadiness.

2.1. Mobile Forensic Readiness Approaches
Mobileforensicreadinessmodeltargetstoeasetheforensicinvestigationinthemobiledevicewiththe
reducedtimecomplexityandcost.Severalresearchworkshavehighlightedthenecessityofnewdigital
forensictoolsandtechniquestoinvestigateacrimeevent,involvingliveinvestigations.Aliterature
work(Soltan,Weber-Jahnke,&Traore,2011)hasreviewedtheexistingprocessesinvolvedinthe
digitalproactiveandreactiveforensicinvestigationprocess.Adigitalforensicsframework(Grobler,
Louwrens,&Solms,2010)enforcestheorganizationstoperformaproactiveforensicinvestigation.In
ordertoachieveforensicreadinessinanorganization,severalsystematicandconceptualframeworks
(Mohamed,Maynard,Ahmad,&Lonie,2014;Mohamed,Ahmad,Maynard,&Lonie,2015)have
been introduced by exploring the factors that support forensic readiness. A harmonized Digital
ForensicInvestigationReadinessProcess(DFIRP)model(Aleksandar&Venter,2013)providesthe
guidelinesfortheinvestigationprocessthroughreadinessprocessessuchasplanning,implementation,
andassessment.Thisdigitalforensicreadinessmodelhastobeadaptedtovariousorganizations,
whichensuresaneffectiveandefficientforensicinvestigationwiththeprovisionofadmissibledigital
evidencetothecourt.

Smartphoneforensicinvestigationprocessmodel(SPFIPM)(Archit,Tyagi,&Agarwal,2012)
incorporates the forensic preparation phase to guide the smartphone investigation effectively. It
exploresthefourteen-stagesofsmartphoneforensicsprocessmodelwiththetargetoffindingthe
potentialevidence.AforensicanalysisofSymbiansmartphonesapproach(Zian,Jiang,Shu,Yin,
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&Liu,2009)addresses thedifficulties involved inapplying the traditional investigationmethod
on Symbian smartphones by integrating the preparation and version identification process as a
prerequisitetaskofthesmartphoneforensics.Themobileforensicreadinessmodel(Serra&Venter,
2011)addressesthecyber-bullyingproblembydeliveringaproactivesolution.Itenablestherisk
determinationbasedon the riskprofilinganalysisofauser,whichassists in identifyinga threat
using theneuralnet systemdynamically.Aproactive investigation scheme (Alexios,Meletiadis,
Tsoumas,Mitrou,&Gritzalis,2012)examinestheconnectionchannelsthatareusedfortransferring
theevidenceduringaforensicinvestigation,whichincludesthepreventionmechanismtoprotect
smartphoneusersfrommisusebymaliciousentities.Withthetargetofminimizingcyber-bullying,a
mobileforensicreadinessmodel(Kebande,Karie,&Omeleze,2016)enhancestheawarenessabout
thecyber-bullyingissuesandcreatestheparentalguidanceinformationregardingcyber-bullying.

2.2. Cloud Forensic Readiness Approaches
Mostoftheresearchworkshaveattemptedtopresentthedigitalforensicreadinessmodelinthecloud
environmenttoimprovethecloudforensicinvestigation.ACloudforensicreadinesssystem(CFRS)
(Kebande&Venter,2014)isbasedonaBotnetasaservice,whichtransformsthebotnetsfromillegal
tolegalmonitoringaswellasinformationcapturingapplicationstoprovidetheadmissibledigital
evidencetothecourt.Inthecloudenvironment,cloudprovidersutilizethedigitalforensicreadiness
modeltomanagethedatathatareessentialforforensicinvestigation.However,thisdigitalforensic
readinessmodelfailstoexaminethereadinessofthedataforfurtherforensicanalysisinacloud
environment(George,Fogwill,Venter,&Ngobeni,2013).Byconsideringaremoteandcentrallogging
facilityinacloudenvironment,thedigitalforensicreadinessmodelinTrenwithandVenter(2013)
acceleratesthedatacollectionintheforensicinvestigation.Aconceptualframework(Percy&Leonard,
2014)determinesthereadinessstateoftheCloudserviceproviders(CSPs),whichincorporatesa
processtoolandalso,enablestheorganizationstoachieveaccuratedecisionmakingandsuitableCSP
selection.Later,aconceptualforensicreadinessframework(Nour,Ithnin,&Miakil,2014)supports
thecloudIaaSconsumerstoacquiretherequiredevidencewithoutdependingontheCSPs.

This conceptual framework comprises nine components, including the forensic readiness of
elementsoftechnical,legal,andorganizationlevel.TheCFRS(Kebande&Venter,2016)employs
thenon-maliciousbotnet(NMB)solutiontopreparetherequirementsforthecloudtobeforensically
readybasedonthetechnical,legal,andoperationalperspectives.Itpresentstherequirementsfor
thedigital forensic readiness in a cloudenvironment involves that theguidelinesof information
technology,incidentinvestigationprinciples,securitytechniques,andincidentinvestigationprocesses.
Inordertopreparetherequirementsforcloudforensicinvestigation,theresearchworkinMoses,
Venter,Eloff,andEloff(2014)analyzestheimplicationsoftheforensicinvestigationsinthecloud
environmentandpresentsthree-tierdigitalforensicreadinessmodelwiththefundamentalrequirements
forthecloudforensicinvestigation,whichsignificantlyminimizesthebusinessdisruptionwiththe
minimalamountoftimeandcostconsumptionduringevidenceacquisition.Anoveldigitalforensic
readinessmodel(Kebande&Venter,2017)employsamodifiedobfuscatedNMBthatoperatesasa
distributedforensicAgent-BasedSolution(ABS)inacloudenvironment.Withtheconsiderationof
SLAs,itperformstheforensicloggingforforensicreadinesswithoutinterferingwiththeoperations
andfunctionalitiesofthecloud.

3. MoBILe CLoUD FoReNSIC ReADINeSS MoDeL

In thedigital forensics field, theprimary objective of the forensic readiness is tomaximize the
potentialofanorganizationtocreatethefeasibilityofperformingforensicinvestigationandtoaccess
thedigitalevidencewithintheminimumcostofaninvestigation.Fundamentally,themainobjective
offorensicreadinessistoensurethepertinenceandcompletenessoftheevidencefortheforensic
investigation. Digital forensic readiness process involves the implementation of an information
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systemthatcanrecordthepotentialevidence,evidenceencryption,andevidencestoragetofacilitate
thecrimesceneinvestigation.Inessence,theforensicreadinessprocessincludesseveralstepssuch
as retaining information,planning the incident response, training the forensic tool tohandle the
investigation, accelerating the investigation, preventing anonymous activities, and protecting the
evidence. As a result, the forensic readiness phase provides various benefits to the investigator,
includingi)costminimizationoftheinvestigation,ii)easiertounderstandthedynamicsofacyber
incident,andiii)post-incidentactivitiesoptimizationintermsofeffort,time,andcost.Inorganizations,
forensicreadinessconsiderssevenfactorssuchastechnicalstakeholders,non-technicalstakeholders,
monitoring,architecture,technology,training,andpolicytoapplytheforensicstrategy(Mohamed,
Maynard,Ahmad,&Lonie,2014).Inmobilecloudforensicframework,boththemobileandcloud
necessitatestheforensicreadinessprocessbeforeinitiatingtheforensicinvestigationtoaccessthe
evidentialartifactsregardingthemobilecloudapplicationexecution.Toacquirecredibleevidencefrom
boththemobileandcloud,forensicreadinessiscrucialthatmaximizestheabilityofanenvironment
andminimizesthecostoftheinvestigation.

Severalexistingforensicreadinessresearchworkshaveintroduceddifferentproactiveandreactive
solutionsforthedigitalforensics(Mohamed,Maynard,Ahmad,&Lonie,2014,2015),mobileforensics
(Mohamed,Maynard,Ahmad,&Lonie,2015;Serra&Venter,2011),andcloudforensics(Trenwith
&Venter,2013;Makutsoane&Leonard,2014).Despitethecertainty,theforensicinvestigationisa
time-consumingandcostlyprocess.Hence,itisworthtoapplyforensicreadinessproceduretoease
thecollectionofforensicevidenceforreducingtheinvestigationcostandtime.Thus,theproposed
approachsystematicallyenhancestheexistingforensicreadinessproceduresthatareessentialfor
themobilecloudforensicinvestigation.Itadaptivelyintegratesdigitalforensicreadiness,mobile
forensicreadiness,andcloudforensicreadinessmodelstoaidtheforensicinvestigationinthemobile
cloudenvironment.

Tomitigatethecomplexitiesduringtheinvestigationandimprovetheinvestigationaccuracy,
incorporatingtheforensicreadinesscomponentisessentialintheforensicframework.Inthecontext
of mobile cloud forensics, the investigator requires forensic readiness as the pre-investigation
processinboththemobileandcloudenvironments.Forensicreadinessphaseincludestheprocess
of identitymanagement,eventmanagement,encryptionmanagement,andinteroperability.In the
forensic readiness phase, the first two processes are necessary procedures for both the mobile
andcloudenvironment,whereas, the latter twoprocessesarevitalonly inacloudenvironment.
Identitymanagementistheabilitytomanagetheidentityofindividualusersandtheirauthorization,
authentication,roles,andpermissionstoaccessthedataonthemobiledeviceaswellasthecloud
environment.Eventmanagementistheprocessofconceptuallyconstructingtheeventbasedonthe
requirementundercrimesceneinvestigationonthedeviceandcloud.Itinvolveseventconstruction,
eventfreezing,eventtraceability,timesequence,andeventreconstruction.Encryptionmanagement
istheprocessofsearching,acquiring,andaccessingtheencryptedforensicdatainthedistributed
cloudenvironmentwhileconcerningthemulti-tenancyandmulti-jurisdictionissues.Interoperability
referstotheabilitytoensureforensicreadinessintheinter-cloudenvironment.

Figure1showstheblockdiagramofthemobilecloudforensicreadinessmodel.Forensicreadiness
is theprocessofproactivedigitalforensics,whichcandeterminetherequiredevidencetypeand
incidenttimeinadvance.Inthecontextofthemobilecloudenvironment,theprimaryobjectiveofthe
forensicreadinessisestablishingthelineagebetweentheapplicationactivitiesinthemobiledevice
andthecloudtoimprovethefeasibilityofevidencecollectionandminimizethecostoftheforensic
investigation.Insteadofdeterminingtheeventlogsinthemobiledeviceandthecloudduringmobile
forensicsandcloudforensicsrespectively,themobilecloudforensicreadinessadditionallyincludesthe
processofidentityandeventassessment.Theproposedmobilecloudforensicframeworkincorporates
theforensicreadinessphaseforthesmartphoneandremoteCloudasapartofthecontributionwith
timesynchronizationalongwiththeidentityandeventassessmenttoenhancethetraditionalmobile
cloudforensicprocess.Withthetargetofensuringboththeinvestigationaccuracyandtimeefficiency
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intheinvestigation,theproposedframeworkenforcesthereactiveinvestigationbyproactiveanalysis
inthemobilecloudenvironment.Theproposedforensicframeworkincorporatesseveralessentialsteps
intheforensicreadinessphaseforthemobilecloudenvironmentthatinvolvesincidentrecognition,
authorization,infrastructurereadiness,procedurereadiness,andtimesynchronization.Accordingto
Figure1,thegoalsofforensicreadinessmainlyincludefourcapabilitiessuchasregulatorycompliance,
businessobjectives,legalevidencemanagement,andforensicresponseinamobilecloudenvironment.
Theframeworkofforensicreadinessisbasedonthe‘objectivesorgoals’terminology.Theforensic
readinessmodeladditionallyfocusesonthebusinessobjectivesandforensicresponseinsteadofonly
consideringthelegalevidencemanagement.Theforensicreadinessframeworkassistsorganizations
inrespondingtoincidentsappropriately:

• Legal Evidence Management:Itistheabilityofanorganizationtoprovidedigitalevidencethat
istobeusedforprecedingthelegalinvestigationactivitiessuchaslegaldefense,commercial
disputes,e-discoveryorders,andprosecution;

Figure 1. Mobile cloud forensic readiness framework
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• Regulatory Compliance: It is theabilityofanorganizationtoreveal theadherenceto laws
andregulationsinthestateofutilizingevidenceintheforensicreadinessperspective.Inorder
to avoidnon-compliance and toproduce legally soundevidence, regulatory compliancehas
beenusedasthemostsignificantobjectiveoforganizationsintheforensicfield.Inessence,the
organizationscanrespondtoincidents,tocreatetheirdatadiscoverability,ensuretheincidents
thatarereported,andtoretainthefinancialrecords;

• Business Objectives:Businessobjectivesoftheorganizationincludemaintainingthereputation,
reducing the forensic investigation cost, improving the security strategy concerning the
investigationresults,mitigatingthedisruptiononbusinessduringtheinvestigation,estimatingthe
impactofincidents,enhancingtheinteractioninterfacewithlawenforcement,andincorporating
datarecovery.Byadoptingtheforensicreadiness,businessobjectivesareindirectlyrelatedto
theforensicinvestigation;

• The Forensic Response:Itistheprocessofinitiatingtheforensicinvestigationbyresponding
toincidentsatreducibleinvestigationcost.Itiscapableofallowingtheorganizationstoperform
adigitalinvestigationandprovidereliableandrelevantdigitalevidencewithintheminimum
costpromptly.

Withtheaforementionedforensicreadinessobjectivesorgoals,theforensicreadinessmodel
adaptsitsprocedurestothemobilecloudplatform.Inthemobilecloudforensicreadinessframework,
mobile forensic readiness necessitates several preliminary steps that are to be performed before
initiatingtheforensicinvestigation.

Mobileforensicreadinessmoduleincorporatestheprocessessuchasuser-identitymanagement,
OperatingSystem(OS)-basedapplicationinterface,applicationactivitytracing,timesynchronization,
andcommunicationlogfileshandling:

• Identity Management:Itisessentialtoensuretransactionvaliditybetweenaparticularuser
andtheserviceproviderinaseamlessmanner,whichminimizesthemanagementoverheadand
protects services, resources,anduserdata. In thecontextof forensics, identitymanagement
ensuresthecost-effectiveaswellasascalableinvestigationfromtheperspectiveofusersand
theserviceproviders;

• The OS-Based Application Interface:Itisacrucialtaskforthesmartphoneforensicsduetothe
diversityofOSsandtheapplicationsexploitedbysmartphones.Inordertoextracttheevidence,
especially,theactivitiesperformedbyaspecificapplicationfromthesuspecteddevice,analyzing
theapplicationinterfaceconcerningthetypeofOSandtheapplicationareaprerequisitetoadapt
theforensicinvestigationmethodology;

• Application Activity:Ittracingpavesthewayfortheinvestigatorstoextractandexaminethe
remnantsoftheeventinaforensicallysoundmanner;

• Time Synchronization on the Device:Itbecomesacrucialprocessinboththesmartphoneand
thecloudtoleveragetheaccurateevidencecollectionwithoutlosingthesignificantevidence
sincethereistheopenspaceformanuallychangingthetimeofthemobiledevicebyanyone;

• Communication Log Files Handling: It is theprocessofmonitoring thecommunication
logsperformedthroughsmartphonesandenablingthestoragefacilityforthecorresponding
applicationactivitiesovertheInternet,whichexaminesthesubstantialamountofevidence
throughouttheinvestigation.

Cloud forensic readiness module divides its forensic readiness process into static
managementfactorsanddynamicmanagementfactors.Staticmanagementprocessesinclude
cloud security, cloud infrastructure, forensic technology, management support, readiness
strategy,andauthoritymanagement:
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• Cloud Security: The security programs are necessary for the digital forensics field, which
helpstodetecttheincidentbymonitoringthesystempromptlywiththeassistanceofvarious
technologiessuchasanti-spywaretechnology,anti-virus,andintrusiondetectionsystem(IDS);

• Cloud Infrastructure: To support the digital forensic investigation in the cloud with the
subsequenceofthemobileforensics,preparingtheunderlyinginfrastructureisnecessary.The
cloudinfrastructurepreparationinvolvesthesystem,networking,andlaboratorypreparation;

• Forensic Technology:Toperformadigitalinvestigation,applyingforensictechnologyisvital
forboththemobileandcloudplatform,especially,thecloudenvironmentessentiallyrequires
theforensictechnologybeforeinitiatingtheinvestigationtohandlethesequenceofthemobile
forensicsactivity.Forensictechnologyincludesspecializedforensictoolsorsoftwaretoaccurately
collecttheevidence,whichaidstoprovidetheadmissibleevidencereliably;

• Management Support:Inthecloudenvironment,managementsupportinvolvesauthorization,
funding,decisionmaking,andsoon.Tofacilitatetheforensicinvestigation,preparingthesupport
structureofanorganizationatthetopmanagementleveliscrucial;

• Readiness Strategy:Developingreadinessstrategybasedonthelegislationoftheinternational
standardshasbecomeasignificantcomponentinthecloudforensicsfields.Thereadinessstrategy
pertainstotheworkingprocedureoftheforensicreadinessinthecloud,involvestheidentification
ofthepossiblesourceofevidenceandhypotheticalscenarios,andbudgetplanning;

• Authority Management:Authoritymanagementfacilitatestheinvestigatorandthecloudservice
providertodealwiththeincidentmanagementinalarge-scaleenvironment.Itmanagesuser
identificationbasedontheuserprofileinformation.Theauthorizationcapabilityprovidesthe
accesscontrolpolicytothecloudresources.

Moreover,inthecloudforensicreadinessmodel,thedynamicmanagementprocessesinvolve
SLAsanalysis,forensicdatabasemanagement,forensicprocedure,timesynchronization,end-user
management,andidentityandeventassessment.Identityandeventassessmentisprocessedsimilarly
totheprocessinvolvedinthemobileforensicsreadinessmodel:

• Service-Level Agreements:Servicelevelagreement(SLA)referstothecontractbetweenthe
end-userandthecloudserviceprovider,involvingtheservicesofferedbytheprovidersuchas
forensicinvestigation.ItspecifiestheresponsibilitiesoftheuserandCSP,whichperformsthe
clouddatainvestigationinaforensicallysoundmanner;

• Forensic Database Management:Inthecloudenvironment,managingtheforensicdatabases
isessentialtoascertaintheadmissibilityoftheevidenceandalso,torevealtheanti-forensics
methodbasedonevidencemissingduringtheinvestigation.Hence,enablingtheforensicdatabase
isnon-trivialinthereadinessprocesstoautomaticallystoretherecordsofnamesoffilesand
folderswithtimewhichareinvolvedintheforensicinvestigation;

• Forensic Procedure:Toguide thedynamic cloud forensic investigation, the cloud forensic
readinessphasefocusesonmodelingtheforensicprocedures,instructions,andguidelineswith
respecttothecrimeevent.Inthemobilecloudenvironment,theforensicprocedureinvolves
bothproactiveandreactiveproceduresbasedonthesubsequenceofmobileforensicsevidence;

• End-User Management:Withtheimpactofmobileforensics,themobilecloudforensicreadiness
modelneedstomanagetheprocess,andstoreddatabelongstothesuspectedend-userinthe
cloud.Thecloudforensicreadinessmodelassociatedwiththeend-usermanagementprocessplays
akeyroleinreducingtheinvestigationcostandcomplexityinalarge-scalecloudenvironment;

• Time Synchronization on the Cloud:Inthecloudforensics,timesynchronizationisacrucial
factorduetothemobilityanddistributedresourcesinthecloudenvironment.Inthedistributed
cloudenvironment,theVMmigrationnecessitatesthetimesynchronizationamongthesuspected
userdatastoreddatacenters.ItisbecausetheclockofOSvariesfromthedatacentertodatacenter.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 3 • July-September 2020

65

Toreducethecomplexityoftheinvestigation,timesynchronizationisassociatedwiththecloud
forensicsreadinessmodel;

• Identity and Event Assessment:Itistheinterrelationprocessbetweenthemobiledeviceand
thecloud,whichisnecessaryforthemobilecloudforensicreadinessbeforeinvestigatingthe
remotecloudforaparticularcrimeevent.Theforensicreadinessmodelneedstocross-validate
theuseridentityandalso,thecrimeeventinthesuspectedmobiledevicewiththeclouddata.

3.1. Incident Recognition and Authorization
Theproposedforensicreadinessphaseinitiallyrecognizesthenatureofthecrimesceneandthen,
obtainstheauthorizationforaccessingthedata.Inordertogeneratetheresponsetotheincident,the
forensicreadinessphaseneedstocollecttheloghistoryormonitoringresultsintermsofintegrity,
reliability,completeness,andsecurelegaladmissibilityofevidencesabouttheincidents.Inthedynamic
mobilecloudenvironment,itisnecessarytoperformthereactiveforensicinvestigationbyestablishing
forensicreadinessinsteadofperformingtherestore-centereddataprotection-basedincidentresponses
andestablishinganincident-counterstrategyproactively.Forthecloud-basedsmartenvironment,to
conductfastandefficientdigitalevidencecollectionandanalysis,theforensicframeworkrequires
apreemptiveanalysisthroughdigitalforensicreadiness.Thus,itavertsthedifficultyincollecting
digitalevidenceafterrealizingthattheincidenthasoccurred.

Whileprovidingtheincidentresponse,therolesoftheforensicreadinessphaseincludeseveral
keyprerequisites.Theseprerequisitesinvolvei)determiningthelegislationandregulationswhich
obligatetheorganizationtoretaintheevidence,ii)identifyingthesourcesofevidencewithinthe
concernedorganization,andiii)findingtherequiredproceduresandtechnologytoensuretheforensic
readinessprocess.Toconductthecloudforensicinvestigation,performingproactiveforensicsisof
crucialimportancetoassisttheexaminationandanalysisofdigitalevidencethroughforensicreadiness
process.Bypreparingthemobiledeviceandthecloudfortheforensicinvestigation,performingthe
eventreconstructionprocessbecomesasimpletaskthatassiststhepre-analysisofthecharacteristics
ofthepotentialincidents.

Theproposedforensicreadinessphaseinitiallyrecognizesthenatureofthecrimesceneand
then,obtainstheauthorizationforaccessingthedata(Figure2).Later,itmakestheinfrastructureto
beinvestigatedforthecorrespondingcrimesceneanddevelopstheinvestigationprocedureaccording
to the crime scene. Whereas, infrastructure readiness refers to preparing the device and cloud
infrastructureforaspecificapplication.Forinstance,WeChatapplicationwhichistheprimarysource
ofpotentialevidenceforthecrimescene.Timesynchronizationisavitalfactorinboththedevice
andcloudtoavoidinaccurateevidencecollectionandlossofpotentialevidenceintheperspective
ofcomputationalaccuracyandtime.

Figure2illustratesthestepsinvolvedintheincidentresponseandauthorizationphaseinthemobile
cloudforensicreadinessmethodology.Theessentialprocessesthatincludeincidentmonitoringand
incidentmanagementintheSmartphoneandevidenceanalysisandforensicreadinessmanagement
inthecloud.Theproposedmethodologyproactivelymonitorstheincidentinthemobiledeviceby
analyzingtheapplicationstoragedatabasewiththehelpofanincidentmonitoringmodule.Theforensic
investigatorneedstopreservetheevidenceinthesmartphonefromthedevicehackingthroughout
theinvestigation.Hence,thereadinesscomponentfocusesonevidencehashingandencryption.In
subsequence,theincidentistobevalidatedinthecloudserverandthen,tobestoredintheforensic
databasetoeasetheinvestigation.Finally,toprovidetheincidentresponseandauthorization,the
proposedforensicreadinessmethodologydynamicallymanagestheincident,evidencedatabase,and
forensicreadinessmanagementdatabase.Intheproposedmobilecloudforensicreadinessmodels,the
incidentrecognitionandauthorizationforboththemobileandcloudenvironmentutilizetheenrichment
ofthepreviousincidentresponseprinciplesintheforensicinvestigation(Ahmed,Zulkipli,Atlam,
Walters,&Wills,2017).Inthemobilecloudforensics,obtainingauthorizationprocessensuresthe
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investigationprocessperformedbytheinvestigatorundertheproperauthorizationfromauthoritiesand
legalprovisions.Legalapprovaloftheforensicinvestigationreliesontheauthorizationprocess.Inthe
contextofmobilecloudforensics,authorizationisbasedondifferentfactorssuchasaccountability,
linesofauthority,maliciousentities,trustbutverify.Thesequentialstepsoftheincidentresponse
inthemobilecloudforensicreadinessphaseareillustratedinFigure3.

Inordertopreservetheevidencerelevanttotheincidentduringtheinvestigation,theforensic
readinessmanagerneedstoisolatetheevidenceafter thevalidationoftheincidentwiththepast
incidentsinthecloudserverforensuringsecureinvestigation.Itisbecauseevidenceisolationheavily
reliesonthecharacteristicsandseverityoftheincidenttoavoiditsnegativeconsequencesonthe
informationofothersinthecloudserver.

3.2. Infrastructure Readiness
Infrastructure readiness is an on-going process which ensures that there is the availability of
investigation-relevantdatawhileoccurringanincident.Inthemobiledevice,infrastructurereadiness
involves the process of finding the source of evidence and the suspected device handling the
investigation-relevantdata.Inthecloudenvironment,theCSPisresponsiblefortheinfrastructure
readinesswhichisbasedontheSLAbetweentheCSPandtheclouduser.Itisbecausethereisa
differentleveloflogginganddataretentionrequestedbytheclouduserswhenvaryingtheoperations
betweentheCSPsandtheuser.Duringtheforensicinvestigation,Lawenforcementmeetsdifficulty
duetotheconsiderationofthetypeandamountofavailabledata;hence,infrastructurereadiness
isessentialfortheinvestigationprocess.Inordertosupporttheevidencecollection,infrastructure
preparationoftheorganizationplaysasignificantroleintheassistanceofprocedures,technologies,
andpolicies.Theforensicreadinessmodelneedstopreparetheinfrastructurethatisinvestigated

Figure 2. Incident response in mobile cloud forensic readiness
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concerningthecrimesceneandtodevelopthecrimescene-basedinvestigationprocedure.Inthe
contextofcloudforensics,infrastructurepreparationinvolvesthepreparationofthesysteminclude
physicalandvirtualresourcesandnetworkingresources.Theinfrastructurereadinessphasetargetsto
ensuredataintegrityandstabilitythroughouttheinvestigationprocess,forexample,securelystoring
evidence,hashingfiles,anddynamicallymaintainingthemanagementdatabase.

Toperformtheforensicinvestigation,theCSPneedstoprovidetheservicesuchasforensicsasa
servicesimilartotheSoftware-as-a-Service(SaaS),Platform-as-a-Service(PaaS),andInfrastructure-
as-a-Service(IaaS).Incontrasttotherestrictedaccessineachofthreecloudservices,theforensic
investigatorrequiresopenaccessforall thecomponents involvedin thecloudservice layers.By
associatingtheinfrastructurereadinesscomponent,theforensicinvestigatorautomaticallyinitiates
theinvestigationthroughasinglepointofcontactbytheCSP.Whilepreparingtheinfrastructure
for the forensic investigation, theCSPensures that there is the ability toobtain all the required
informationbytheinvestigatorwithoutviolatingtheSLAandprivacyregulations.Byprovidingthe
completeaccesscontrolthatisbeingreadybeforetheforensicinvestigation,theinvestigationprocess
becomesfasterandmorecomfortable.Intheinfrastructurereadiness,thecompleteaccesscontrolof
thecloudenvironmentduringinvestigationinvolvestheapplication,data,OS,servers,andnetwork

Figure 3. Sequence diagram for incident response in mobile cloud forensics
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accesscontrol.AccordingtoFigure4,infrastructurereadinessinthemobilecloudforensicsincludes
boththemobileforensicsreadinessandcloudforensicsreadiness.Themobileforensicsreadiness
phaseneeds tohave theability toobtain theusercredentials, toaccess the internalandexternal
memory,topreparetherequiredapplicationinterface,toaccessthecommunicationlogging,andto

enablethevolatiledatarecoverymechanism.Thecloudforensicreadinessphaseneedstohavethe
abilitytoperformtheapplicationlogging,obtainthedataprovenance,enableadequateinfrastructure
transparency,providelong-termtrustrelationship,andapplythedatafusionmechanism.

Byconsideringthefactorsinvolvedintheexistinginfrastructurereadinesssystem(Aleksandar
& Venter, 2013), the proposed approach develops the mobile cloud infrastructure readiness for
theforensicinvestigation.Inthemobileforensicreadiness,usercredentialsinvolveusernameand
passwordforthecommunicationservice,extractedfromtheuser’sGoogleaccountpasswordsync
service.Inthesmartphone,boththeinternalandexternalmemorycontainstheevidentialdataabout
theactivitiesperformedbytheapplications.Forexample,WeChatapp,Lineapp,andViberapp
storetheirfilesanddataintheinternalmemoryofthedevice.Androidapplicationsgeneratetheir
databasesintheinternalmemoryofthesmartphone,whichisinaccessiblebytheusers.Incontrast,the
WeChat,Line,andViberapplicationsstoretheuserprofilepictures,sentandreceivedimagesinthe
externalmemorythatisSecureDigital(SD)cardofthesmartphoneinwhichthestoredinformation
isaccessiblebytheusers.Applicationcomponentsarecontentprovidersthatmanagetheaccessed
andshareddataoftheapplication.Applicationinterfacewiththecontentprovidersisessentialto
accesstheapplicationdata.Communicationloggingistheprocessofaccessingallthecommunication
activitiesperformedthroughthecloud-basedmobileapplication.Inthemobileforensicreadiness,

Figure 4. Infrastructure readiness in mobile cloud forensics
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enablingthevolatiledatarecoverymechanismistheessentialprocessduetotheincreaseofdeleted
informationthatcontainsthepotentialevidenceregardingthecriminalactivity.

Inthecloudforensicreadiness,applicationloggingistobeperformedonthedistributedservers
since the cloud-based applications store its logs on the multiple files and servers. In the cloud
environment,infrastructurelogsprovideameaningfulcontextforapplicationlogs.Dataprovenance
playsacrucialroleinthepost-incidentinvestigation,suchasforensicanalysis,whichistobemonitored
intheforensicreadinessphasetoprovidethehistoryofinformationincludespeople,activities,and
entitiesinvolvedinarelateddataprocessing.Inordertoinitiatetheinvestigationinthecloud,the
CSPneedstoprovidetherequiredinfrastructuretransparencytotheforensicinvestigatorofthecrime
scene.Inthecloudforensicreadinessphase,thereisanessentialneedformaintainingalong-term
trustrelationshipbetweentheCSPandtheforensicinvestigatorthroughouttheinvestigation.Dueto
thedistributeddatastorageinthecloudenvironment,theevidentialdataresultsfromthemultiple
sources,hence,applyingthedatafusionmechanismiscrucialtoreconstructthecrimeeventtoproceed
theforensicinvestigationfurthereffectively.Figure5showsthesequencediagramforinfrastructure
readinessinthemobilecloudforensicsframework.

3.3. Procedure Readiness and Time Synchronization
Inthemobilecloudforensics,theforensicreadinessphaseespecially,procedurereadinesscanprepare
tools,techniques,andvariousprocedurestofacilitatetheforensicinvestigationinboththemobile
deviceandthecloudenvironment.Figure6showsthecomponents involvedin themobilecloud
forensicprocedurereadiness.

Byanalyzingthereadinessfactorsintheexistingsystems(Aleksandar&Venter,2013)and
adoptingthedigitalforensicprocedurereadinessmodeltothemobileandcloudforensicprocedures
withadditionalsupportivefactors, theproposedforensicreadinessmethodologyensures thata
novelprocedurereadinessmodeleffectivelyenforcesthemobilecloudforensics.Inthemobile
forensicreadiness,theprocedurereadinessinvolvesthatfindingthemobileandapplicationforensic
tools,preparingthepreservationprocedure,developinguserauthorizationmonitoringmechanism,
modelingdeleteddatarecoveryprocedurefortheOSandapplicationtypeandformulatingthe
incident response procedure in the mobile device. In the cloud forensic readiness model, the
procedurereadinessprocessincludesmanyprocessessuchasfindingtheappropriatecloudforensic
toolsandselectingpreservationprocedurewiththeconsiderationofdataintegritytopreventthe
cloud evidence from either internal or external intruder or attacker. It is also modeling cloud
authorizationandmonitoringmechanism,designingthedeleteddatarecoveryandthecrimeevent
reconstructionprocedureconcerningtheartifactstypeandlocation,andthedevelopingincident
responseprocedureinthecloudenvironment.Finally,themobilecloudforensicstrategyneedsto
bepreparedbeforeinitiatingtheinvestigationprocess.

In modern Information Technology (IT) systems, virtualized environments often require
timekeeping.Itisessentialtomaintaintimekeepingintwoperspectivessuchasfromtheperspective
oftheCSPandtheClientoruser.ThelogsoftheCSPandtheotherlogfilesoftheuserlogrecords
aretobesynchronizedtoprecedetheforensicinvestigationeffectively.Timestampinformationhelps
toidentifythetimeofoccurrenceofaspecificevent.Duetothewrongtimesettingsintheservers,
clocksaredriftedbetweenafewsecondstohours,maintainingthetimeaccuracyisessentialinIT
systems.Themultipleaspectsofmanaging,planning,securing,anddebuggingprocessrequirethatthe
timeoftheeventhappened.Hence,timesynchronizationplaysavitalroleinthedigitalenvironment.

Inthecontextofmobilecloudforensicreadiness,timesynchronizationisavitalfactorinboth
thedeviceandcloudtoavoidtheinaccurateevidencecollectionandlossofpotentialevidencein
theperspectiveofcomputationalaccuracyandtime.Tofacilitatetheforensicinvestigation,theCSP
needstosynchronizetheserversinthecloudenvironmenttomaintainthecorrecttimeofeventlogs.
InadditiontotheCSP,thevirtualmachinesalsoneedtomaintainthetimekeeping.Thetimekeeping
proceduresoftenmeetthedifficultiesinadistributedcloudenvironmentespecially,duetothedistance
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betweenthephysicalmachines.Inthecloudenvironment,theguestOSdealswiththechallenges
relatedtothetimekeepingwhenexecutingthetaskeitherinavirtualorphysicalmachine.Inthis
scenario,theguestOSneedstoinitializetheclockattherighttimeandthen,toupdatethetime
consistently.ThesequentialstepsoftheprocedurereadinessaredepictedinFigure7.

Forensicinvestigationisalsoassociatedwithsubstantialandprocedurallegalrequirements.In
essence,theextractedevidenceistoberelevant,reliable,authentic,andadmissiblebasedonthe
integrityoftheinvestigationprocessaswellastheintegrityoftheevidenceitself.Thejudicialjudgment
isbasedontheevidencethatbelongstoaparticularpersoncommittedanunlawfulactataspecific
time.Toprovideanadmissiblesourceofevidenceforlegaldisputes,thelawenforcementsystem
performstheeventreconstructionbasedonthesequenceofinvestigationactivities.Hence,applying

Figure 5. Sequence diagram for infrastructure readiness in mobile cloud forensics
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time synchronizationbecomesanon-trivial task in the forensic readiness to initiate the forensic
investigationinboththemobileandcloudenvironments.Asaresult,timesynchronizationassistsin
improvingtheinvestigation,accuracybymappingthemobileandcloudsequencesofactivitiesand
also,toconsistentlyvalidatetheinvestigationbythelawenforcementsystem.

4. TeST SCeNARIo

This section demonstrates the proposed mobile cloud forensic readiness model for the cloud-
basedmobileapplication.Theforensicreadinesscomponentsupportsanorganizationtoprovide
thepotentialevidencetoboththecivilandcriminalcourtsconcerningthelegaldefensecases.It
providesfurtherbenefitswhileconductinganinvestigationonamobilecloudenvironmentwith
legalproceedings,includingcostminimization,improvedinteractionwithlawenforcement,incident
impactevaluation.Forinstance,ifanorganizationhasinvolvedinthecivillitigation,thecourtsneed
therelevantdatatothecaseforthelegalproceedings.Hence,toproducedigitalevidence,many
organizationsdevelopthecapabilityofforensicreadinesstopreservetheevidenceconsistently
whileperformingtheforensicinvestigation.

According to the standardsofDigitalForensicResearchWorkshop (DFRWS) andNational
Security Agency (NSA), the proposed forensic readiness model supports the identification,
preservation, collection, examination, analysis, presentation, and decision on the mobile cloud
forensicinvestigation.InDFRWS,thefoursignificantconcernsneedtobeconsideredduringthe
investigation,includingaframeworkfordigitalforensicscience,trustworthinessdiscussionofthe

Figure 6. Procedure readiness in mobile cloud forensics
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evidence,hiddendatadetection,andrecovery,anddigitalforensicsciencediscussioninanetworked
environment.Theseconsiderationsaretakenintotheaccountwhilemodelingtheproposedforensic
readinessmodelfor themobilecloudforensics.With thesupportofNSA, theproposedforensic
readinessmodelassuressecuresolutionstotheidentifiedvulnerabilitiesandfollowsthestandards
ofNSAfortheNationalSecuritySystem(NSS).Consequently,itpreservestheprivacyandsecurity
oftheevidentialinformationwithinNSSduringtheinvestigation.

Thefollowingstepsdescribetheproposedforensicreadinessmodelforthecloud-basedmobile
applicationforensics.Forexample,atestscenariodiscussestheproposedforensicreadinessprocedure
fortheexistingforensiccasestudyonthecloud-basedmobileapplication(Farid,Dehghantanha,&

Figure 7. Sequence diagram for procedure readiness in mobile cloud forensics
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Choo,2017).Accordingtothecasestudy,thetestscenariodemonstratestheforensicreadinessmodel
fortheMEGAapponandroiddeviceandcloud.

4.1. Step 1: Incident Recognition and Authorization
Intheandroidsmartphone,theproposedforensicreadinessmodelperformsincidentmonitoringand
incidentmanagement.Consider,Incidentmonitoringmoduleidentifiesthatthereistheoccurrence
ofanintrusionintheMEGAappbymonitoringtheMEGAappstoragedatabase.Intheincident
management,theforensicreadinessmodelpreparestheencryptionandhashingmechanismforthe
evidenceacquiredfromtheandroiddeviceregardingtheMEGAapp.Also,itdecidesthedecryption
modelfordecryptingthefilesontheclientdevicesduetotheAdvancedEncryptionStandard(AES)
algorithmbasedfilesencryptionintheMEGAapp.Inthecloud,theforensicreadinessmodelcreates
thepathtoacquirethecloudlogfilesandanalyzetheevidencewiththesupportofvalidationtostore
theevidenceintheforensicdatabase.Moreover,itcreatesthestoragespaceforthecorresponding
incidentintheevidencedatabaseandforensicreadinessmanagementdatabasetomanagetheincident
intheMEGAapp.

4.2. Step 2: Infrastructure Readiness
Intheandroiddevice,theproposedforensicreadinessmodelalsocollectstheinformationsuchas
credentials,decryptionmechanisms,andsupportedfiletypestofacilitatetheforensicactivitiesof
installationartifacts,loginanalysis,downloadanalysis,andshareanalysis.Moreover,itpreparesthe
internalstorage,memory,andexternalstorageofaSamsungGalaxyTabIIrunningAndroidJelly
Beanversion4.2forevidenceacquisition,andalso,theAPIfortheMEGAapp.Toperformtheshare,
download,upload,anddeleteanalysis,theforensicreadinessmodelfocusesonthecommunication
loggingwithvolatiledatarecoverypermission.Inthecloud,itrequestspermissionforconducting
theforensicinvestigationfromthecloudserviceproviderforthecorrespondingMEGAapprelated
informationaccess.Also,itdecidesthatthemechanismfordatafusionintegratetheevidenceofthe
MEGAappactivitiesacquiredfromthevariousremotelocations.Inthemobilecloudenvironment,
infrastructurereadinessensures that thepotentialevidencerelated toMEGAappactivities tobe
readilyavailableforfurtherforensicinvestigation.

4.3. Step 3: Procedure Readiness and Time Synchronization
Intheandroiddevice,theproposedforensicreadinessmodelfinalizestherequiredmobileandMEGA
appforensictoolsfortheforensicidentificationphase.Moreover,itdecidestheincidentresponse
procedure, preservation procedure, authorization mechanism, and recovery procedure with the
considerationoftheincident,applicationcategory,filetypes,andsoon.Intheremotecloud,assimilar
totheandroidforensicprocedurereadinessmodel,theproposedforensicreadinessmodeldecidesthe
proceduresforthecloudforensicsalongwiththeselectionofcloudforensictoolsforacquiringthe
evidentialartifactsoftheMEGAappactivitiesfromthecloudserver.Finally,theproposedmobile
cloudforensicreadinessmodelisresponsiblefordecidingthemobilecloudforensicstrategywith
thetimesynchronizationprocessforthecorrespondingincident.

Incontrasttoinitiatingtheforensicinvestigation,suchaslogin,upload,download,share,and
deleteanalysisafterbeginningoftheinvestigationrequest,theproposedforensicreadinessmodel
preparedtheforensicenvironmentwithalltherequiredfactorsbeforetheinvestigationinitiationand
then,performstheinvestigationofthemobilecloudenvironmentatthereducedtime.Moreover,
preliminary process of selecting the relevant information such as appropriate tools, procedures,
mechanisms,andaccesspermissionsenforcestheforensicinvestigationtotheimprovedaccuracy
ratherthanextractingalltheinformationfromthemobileandcloudtodecidethepotentialevidence
atthetimeoftheinvestigation.Insubsequence,severalpotentialreadinesscomponentsinvolvedinthe
proposedforensicreadinessmodelimprovestheaccuracyoftheinvestigationfromtheinappropriate
acquisitionandanalysiscomparedtotheexistingforensicreadinessmethods.
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5. CoNCLUSIoN

Withtheincreasingpopularityofmobilecloudcomputing,thenumbersofthreatstoSmartphones,
cloud,andcloud-basedapplicationshavealsoincreased.Owingtotheinherentcharacteristicsofthe
mobilecloud,performingforensicinvestigationposesvariouschallengesaboutevidenceacquisition.
Aneffectiveevidenceacquisitionorforensicpreparationleadstotheimplementationoftheconsecutive
forensicphaseswithminimumeffort.Thisworkdevelopedaneffectiveandefficientmobilecloud
forensic readinessprocessmodel thatproactivelyprepares the forensicenvironment toacquirea
comprehensivesetofpotentialevidenceandinvestigatethecrimeeventpromptly.Italsoanalyzesthe
mobilecloudenvironmentandidentifiesthefactorsthatinfluencetheforensicreadinesstofacilitatethe
forensicinvestigation.Thedevelopedmobilecloudforensicreadinessmodelobservesthenecessities
oftheforensicinvestigationandthecharacteristicsofthepotentialevidenceconcerningacrimeevent
toassisttheforensicinvestigator.Thus,itsignificantlysupportstheforensicinvestigatortoaccomplish
theimprovedinvestigationaccuracyandtheoptimalinvestigationtimewhileinvestigatingthecrime
eventaboutthecloud-basedmobileapplications.
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