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ABSTRACT

Thisarticlepresentsanoveltechniqueforthedetectionofchangeinmassiveevolvingcommunication
networks.Thisapproachutilizesanovelhybridsamplingmethodologytoselectcentralnodesand
keysubgraphsfromnetworksovertime.Theobjectiveistoselectandutilizeamuchsmallertargeted
sampleofthenetwork,representedasagraph,withoutlossofanyknowledgederivedfromgraph
propertiesascomparedtotheentiremassivegraph.Thisarticleusesthetargetedsamplestodetect
micro-andmacro-levelchangesinthenetwork.Thisapproachcanbepotentiallyusefulinthedomain
of cybersecurity where this article highlights the importance of graph sampling and multi-level
changedetectioninidentifyingnetworkchangesthatmaybedifficulttodetectonalargerscale.
Thisarticlethereforepresentsameanstoauditlargenetworkstoestablishcontinuousawarenessof
networkbehavior.
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INTRoDUCTIoN

Anetworkisdescribedasasetofinterconnectednodes,suchasacomputernetwork,socialnetwork,
communicationnetwork(Sun,Faloutsos,Papadimitriou&Yu,2007),tomentionafew.Thisstudy
focusesonmodelling the relationshipbetween thenetworkpoints represented as agraphof the
communicationonacomputernetworkoveraperiodoftimeintermsofconnectivity,unlikenetwork
trafficmeasurementintheformofpacketsortheirsize(bytes).Giventhatdataincomputernetworks
consistsofbillionsofnodes,whicharecommunicatingwitheachotherasindicatedbytheedges,
makesitmassive.Whenweconsidersuchdataoveraperiodoftime,thisdatabecomesevenmore
massive.Asaresult,themassivesizeofsuchnetworkstructuresmakesthemvulnerabletovarious
cyberattackssuchasAdvancedPersistentThreats(APTs)thatcanbeentrenchedintothenetworkand
stayundetectedforlongperiodsoftime.Ourstudythereforeleveragesfromthecontextofattacks
thatpreventthenormaluseofacomputerandmaycauseitandanyaffiliatedresourcesfrombeing
reliable, available or accessible. Furthermore, in real-world networks, large volumes of network
trafficposeachallengeinefficientlymonitoringthemforattackdetectionandthuscreatesaneed
tocharacterizenetworkbehaviortocreateawarenessinordertodeterminepotentialvulnerabilities.

Theprocessofchangedetectioninsuchlargeevolvingnetworkscanbeusedtoestablishawareness
onanetworkbymonitoringthenetworktodetectshifts(McCulloh,2009).Whilechangesdooccur
asgraphsevolveovertime,certainchangesaremoresignificantthanothers,creatingthetaskto
makesenseofchangesthattakeplace.Inthecaseofmassivecomputernetworksthatarevulnerable
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tovariouscyberattacks,changedetectioncanbeusedasatriggerforfurtherinvestigationintothe
networktodetermineifchangesinthenetworkareassociatedtoaprevious,presentorpotentialcyber
threat.Therefore,ourobjectiveistoconductaselectiveanalysisofmassivenetworkstructuresinorder
tominethismassivedataefficientlyandtoaccuratelymakesenseoutoftheknowledgediscovered.

Our approach is multifaceted whereby we apply graph sampling to identify and select
representativesubsetsofthenetwork.Weconsiderthisasastrategicsamplingapproachinwhichwe
utilizeahybridmethodologythatcombinessampling,clusteringandstratifiedbinningtoselectkey
nodes,namelycentralnodesandkeysubgraphsassociatedtothecentralnodesfromanetworkover
timeaspresentedinourpreliminaryworkin(Namayanja&Janeja,2013,2014,2015).Weconsider
acentralnodetorepresentakey(critical)nodeonthenetworksuchasaserver.Suchcentralnodes
areconsideredimportantpointsonanetworkbasedontheirroleinthenetworkthatcanbedefined
intermsoftheircentralitysuchasdegreecentralityandbetweennesscentrality(Freeman,1979),
eigenvectorcentrality(Bonacich,1987),PageRank(Page,Brin,Motwani,Winograd,1999)among
others.Determiningtheroleofanodeinanetworkcanbeusefulinthreatdetection(Scripps,Tan&
Esfahanian,2007)andaccordingto(Shen,Nguyen,Xuan&Thai,2012),anassessmentofnetwork
vulnerabilitiesindicatesthatanattackerislikelytoexploittheweakpointssuchascriticalnodes
whosecorruptiongreatlyaffectsnetworkperformance.

Basedonthis,weutilizeourtargetedsamplestodetectmulti-levelchangesinthenetworkover
time.First,wedetectmicro-levelchangeswhichareshiftsinthepresenceandcentralityofcentral
nodesover time todetermineConsistent and Inconsistent (CoIn) central nodes aswell as times
whenchangesinnodebehavioraresignificantreferredtoasCoInTimePeriodsofChange(CoIn-
TPC).Whilemicro-levelchangescanbeusedtocharacterizethebehaviorofsuchcriticalnodeson
anetwork,theydonotrelayinformationaboutthebiggerpictureintheoverallnetwork.Therefore,
wealsodetectmacro-levelchanges,wherewedetectshiftsingraphlevelpropertiesinkeysubgraphs
todetermineNetworkLevelCoIn(NL-CoIn)ChangePoints.Thesemacro-levelchangesaretimes
whenthefundamentalstructuralornetworklevelpropertiessignificantlychangeasaresultofchanges
inthebehaviorofcentralnodes.Ourmulti-levelchangedetectionapproachalsoaimstodetermine
similarities and correlations between micro- and macro-level changes in the network over time.
Specifically,thispapermakesthefollowingcontributions:

• Wepresentanovelmethodthatutilizeshybridsamplingtoselect topcentralnodesandkey
subgraphsfromgraphsrepresentinglargeevolvingnetworks.Thismethodaimstoillustratethe
importanceofutilizingstrategicsamplinginlargeevolvingnetworks;

• Weillustrateempiricallythatthekeysubgraphsselectedfollowthepropertieshighlightedin
theliteratureforfullgraphs;

• Wepresentextensiveexperimentalandcomparativeresultsintemporallyevolvingnetworksusing
real-worldinternettracesfromCenterforAppliedInternetDataAnalysis(CAIDA)(Anonymized
InternetTraces2008,2009,2010;NetworkTelescope“ThreeDaysOfConficker”).Thismethod
aimstoidentifycorrelationsbetweenmicro-andmacro-levelchangesinlargeevolvingnetworks.

Wethusextendourapproachpresentedinourpreliminaryworktomultiplereal-worldnetwork
trafficdatasets,evaluationofourstrategicsamplingmethod,analyzingbothdirectedandundirected
networks,testingmultiplecentralitymeasuresaswellascomparingourapproachtoexistingchange
detectionapproaches.Whilethisstudyhasbeenconductedextensively,welimitthediscussionof
ourfindingsinthispaperduetospaceconstraintsandtoavoidredundancy.Therestofthispaperis
organizedasfollows:Insection2,wediscussrelatedwork.Insection3,wepresentourmethodology.
Insection4,wepresentexperimentalresultsanddiscussionoffindings.Lastly, insection5,we
presentourconclusionsandfuturework.
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RELATED WoRK

Change Detection in Network Structures:Theprocessofchangedetectioninnetworkanalysishave
beenwidelyexploredinrelationtotheuseofStatisticalProcessControl(SPC)chartsspecifically,
Sequential Probability Ratio Test (SPRT), Cumulative Sum (CUSUM), Exponentially Weighted
MovingAverage(EWMA),andtheShiryaev–Roberts(SR)procedure(McCulloh,2009;Tartakovsky,
Polunchenko&Sokolov,2013).However,SPCtechniquesassumethatthedataissequentialortime-
ordered(Slavin,2006)andarethereforenotsuitableforanalysisofnetworkbehaviorfromother
dimensionssuchasdetectingshiftsinnodebehaviorwhoseevaluationincomparisontoothernodes
maybebasedonanon-sequentialprocess.Additionally,changedetectionapproachesinnetworks
havebeen limited todetectchangesat thestructural levelbyobservingnetwork levelproperties
like density, diameter or average node centrality (Namayanja & Janeja, 2015; McCulloh, 2009;
Gaston,Kraetzl&Wallis,2006;Akoglu&Faloutsos,2013;Opsahl,Agneessens,Skvoretz,2010).
Ontheotherhand,(Namayanja&Janeja,2013,2014)studychangesinthenetworkbyevaluating
thebehaviorofkeynodesinthenetworkintermsofchangesnodecentrality.Inordertoevaluate
theoverallstructureofthenetwork,thesenodelevelcentralitymeasurescanalsobetranslatedinto
networklevelmetricsbyaveragingthemout(McCulloh,2009).Thisstudyontheotherhandextends
(Namayanja&Janeja,2013,2014,2015)byevaluatingthelevelofchangeinnodebehaviorover
timeandcorrelatingchangesatthenodeandnetworklevel.

Application of Sampling Techniques in Large Graphs:(Krishnamurthyetal.,2005)and(Leskovec
&Faloutsos,2006)proposesamplingalgorithmsassociatedtorandomnodeselection,randomedge
selection,andrandomdeletions.(Vitter,1985)alsoproposesareservoirapproachtoselectrandom
sampleswhereitisnotpossibletodeterminetheactualsizeofthedata.However,theutilizationof
certainrandomsamplingtechniquessuchasrandomdeletionsmayresultintotheeliminationofkey
networkcomponentsormaynotcapturesubcomponentsthatarerepresentativeofthefullgraph.
Interestingly,(Namayanja&Janeja,2013,2014,2015)proposeastrategicsamplingmethodthat
focusesonkeynodesandsubgraphsinthenetworktodetectchangesinthenetworkovertime.However,
thesestudiesdonotjustifythereliabilityofthesamplesselectedwithrespecttotheoverallgraphas
discussedin(Leskovec&Faloutsos,2006;Leskovec,Kleinberg&Faloutsos,2007).(Namayanja&
Janeja,2013,2014,2015)arealsolimitedtoanalyzingsamplesofanetworkandthusdonotjustify
theimportanceofthetargetedsamples.Thisstudyextends(Namayanja&Janeja,2013,2014,2015)
andaimstoclearlydemonstratethereliabilityofsamplesselectedbyevaluatingfundamentalgraph
propertiesrelatedtogrowthofthenetworkovertime.Additionally,thisstudyalsojustifiestheneed
forsamplinglargegraphsintheprocessofchangedetectionbycomparingfindingstoanon-sampled
approach.Next,wediscussourapproach.

METHoDoLoGy

Ourapproachutilizesgraphsamplingtoselecttargetedsamplesfromanetworkrepresentedasa
graph.Wethenusetheselectedsamplestodetectchangesinthenetworkasdescribedinourdetailed
approachthatfollows.

Graph Sampling
Given a graph G = (N, E), N = {n1…nv} is a set of nodes and E = {e1…ew} is a set of edges, such that 
(ni, nj) is an edge between nodes ni and nj.Agraphcanbedirectedorundirectedwheretheformer
identifiesthedirectionbetweenedgesandthelatterasotherwise.

First,wetakerandomtemporalnetworksnapshotsofselectedtimesta…ts.Eachtemporalsnapshot
representsasamplesizeof25%pertimeslice.Interestinglytakingaslowas15%ofalargegraph
initscurrentstatecanbeusedtocapturethesmallerstructureofthesamegraphduringitsprevious
state(Leskovec&Faloutsos,2006).However,inthisstudy,weincreasethesamplesizetocapture
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alargerportionofthenetwork.Becauseofthedynamicnatureofgraphs,the25%samplesizemay
varyfordifferenttemporalsnapshots.Inthefuture,weplantotestourapproachonvaryingsample
sizestodeterminetheoptimalminimumsamplesizeforsuchlargenetworksandtosupportefficient
processingatthisphase.Wealsowanttodetermineifthereareanysimilaritiesand/orvariationsin
thechangesdetectedacrossvaryingsamplesizes.

Wethenutilizek-meansclusteringtogroupnodesfromeachsnapshotintoclusters.Weapply
k-meansclusteringonthecentralityvaluesassociatedtoeachnodeusingIdealkwherekisthenumber
ofclusters(Namayanja&Janeja,2011).Basedonourmultiplesetofexperiments,itisdetermined
thatIdealkrangesfrom2–3clustersduetohighdisparityinthecentralityvaluesofnodeswhich
resultsintoskewnessofclustering.Hence,weuseclusteringtoidentifysuchasmallgroupingofhigh
centralityvaluesandthenmatchthenodesthatcorrespondtothosevalues.Suchaclusterconsisting
oftheidentifiednodesisreferredtoasatargetcluster.Nextweselecttheclustersofnodeswiththe
highestcentralitylevel.Wethencombinethenodesfromeachtargetedclusterwhichwerefertoas
asetofcentralnodesC={c1…co}whereoisthetotalnumberofcentralnodes.Thus,acentral
nodeisakeynodewithahighcentralityonthenetwork.Forthisstudyweconsiderthefollowing
centralitymeasures,degreecentrality,betweennesscentrality,eigenvectorcentralityandPageRank
respectively,althoughothercentralitymeasuresmaybeused.Weapplydifferentcentralitymeasures
tobroadenourselectionpoolforselectingcentralnodes.Interestingly,thetopnodesdiscoveredacross
centralitymeasuresoverlap,whichcanbeattributedtothecorrelationbetweendifferentcentrality
measuresasdiscussedin(Friedkin,1991;Lee,2006).Overlapsalsooccuracrosstemporalsnapshots
withrespecttothedatasetsutilizedinthisstudy.

Thenusingequalfrequencybinning,weselectasetoftemporalbinsB={b1…bx},whereeach
temporalbinbiconsistsofzcontinuoustimeperiods.Inthisstudy,weusenetworktrafficprovidedby
CAIDAwhereweconsideratemporalbinasamonthandforeachmonthweselect10minutesmainly
becauseofthemassivevolumeofthenetworktraffic.Inthefuture,weplantotestourapproachon
varyingnumberofminutestodetectvariationsinchangesbasedonasliding-scalewindowapproach.
Foreachtemporalbinbi,weselectocentralnodesandtheiradjacentedgestoformasetofsubgraphs
whichwerefertoaskeysubgraphsorhybridsamples.Thisisaguidedapproachtostratifiedsampling
whereweselectthekeysubgraphsassociatedtocentralnodesonly.Theresultisasetof(x*z)key
subgraphs.Itshouldbenotedthatineachtemporalbin,weselectthesamecentralnodes.However,
theedgestothesecentralnodesmayvaryforeachtemporalbinsincethenetworkorganicallygrows
orshrinksovertimewhichthusaccountsforthedynamicstructureofthenetworkovertime.Such
variationsarekeytodeterminingthechangesinthenetworkovertime.

Asdescribedinourgraphsamplingapproach,samplingofagraphmeanstakingsubsetsofit.
Whilesamplingoflargegraphsisessentialaccordingto(Krishnamurthyetal.,2005;Leskovecetal.,
2007),thegoalistomaintainthestructuralpropertiesofthegraph,suchasthedensificationpower
lawtobeconsideredrepresentativeofthefullgraph.Forinstance,(Leskovecetal.,2007)clearly
demonstratethatgraphsobeythedensificationpowerlawwhereedgesgrowfasterthannodes.First,
thegraphovertimemaintainsapowerlawdegreedistributionwithaconstantexponentγ.Ifγ<2and
isconstantovertime,thenthegraphissaidtodensify.Therefore,usingtheseproperties,wewould
alsoliketoillustratehowoursubgraphsarerepresentativeofthefullgraphbyshowingthebehavior
Bofsamples;1)ifthesamplesexhibitthepowerlawdegreedistributionexponentγand2)ifthe
densificationexponentαisreflectedasafunctionofγ.Effectivelyif1and2aresatisfied,thenthe
behaviorHofcentralnodesemulatesbehaviorHofthegraph,thatisH[C]≈H[N]whereH[C]isthe
behaviorofcentralnodesandH[N]isbehaviorofthegraph.Basedonthedegreeanddensification
exponentsγandαrespectively,ourgoalistodetermineifthekeysubgraphsarerepresentativeofthe
entiregraphandcanbeusefulintheprocessofchangedetection.Inthispaper,wedemonstratethe
importanceandvalidityofstrategicsamplinginlargeevolvingnetworksusingthegraphproperties
defined.Anevaluationofoursamplingapproachisprovidedinourresultssection.
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Multi-Level Change Detection
Usingtheselectedcentralnodesandkeysubgraphs,wefollowuptheirbehaviortodetect;i)changes
withrespecttostructuralcharacteristicsinthebehaviorofcentralnodes(micro-level)inthegraph
overtimeandii)changeswithrespecttostructuralcharacteristicsinthebehavioroffundamental
graphproperties(macro-level)inthenetworkovertime.Werefertothisframeworkasmulti-level
changedetection.

Micro-Level Change Detection
Formicro-levelchangesinthegraphweobservethepresenceandcentralityofeachcentralnode
respectivelyand incomparison toothercentralnodesacross temporalbins to identify steadyor
changingnodes.WerefertotheseasConsistentorInconsistent(CoIn)centralnodesrespectively
whereaConsistentcentralnodeisonewhosepresenceorcentralitymeetsauserdefinedthreshold
andisthusstableovertime,whileanInconsistentcentralnodeisonewhosepresenceorcentrality
doesnotmeetauserdefinedthresholdandthusfluctuatesorchangesovertime.Additionally,we
identifythosetemporalbinsortimessignificantlyassociatedtoinconsistencyorchangeinpresence
orcentralityrespectivelyofcentralnodes.WerefertotheseasCoInTimePeriodsofChange(CoIn-
TPC).WeevaluateCoIn-TPCusinggroundtruthbasedonexamplesoftimeswhenreal-worldcyber
eventsoccurredasdescribedintable2and3intheresultssection.Ourobjectiveistodetermineif
anassociationexistsbetweenchangesinkeynetworkcomponentsandbigcyberevents.Itshouldbe
notedthatourfindingsareonlyusedtoindicateanassociationofchangesinthenetworktocyber
eventsanddoesnotjustifychangesdiscoveredasacauseofthecyberevents.WealsocompareCoIn-
TPCagainstCUSUMandEWMA(basedon0.2and0.3weightingfactorsforEWMArespectively).
Bothtechniqueshavebuilt-inchangedetectioncapabilitiesthatsupporttime-dependentdata.

Next,wediscusshowwedetectchangesatthenetworklevelbasedonchangesinCoIncentral
nodes.

Macro-Level Change Detection
Now,givenCoIncentralnodes,wefollow-uponthebehavioratthenetworklevelbyevaluatingnetwork
levelpropertiesparticularlydensity,averagedegreeofallnodesanddiametertodetectchangepoints
atthenetworklevelwhichwerefertoasNetworkLevelCoIn(NL-CoIn)changepointsandthus
macro-levelchangedetection.Essentially,eachkeysubgraphbecomesaCoInSubgraph.Therefore,
foreachCoInsubgraphwedeterminethefollowing;densityasNL-CoIn-DEN,averagedegreeofall
nodesasNL-CoIn-DEGanddiameterasNL-CoIn-DIAMrespectively.Hence,likeCoIn-TPC,we
identifytimepointswheregraphpropertiesdeviatefromothertimepointsandweevaluateNL-CoIn
changepoints.WealsoevaluateusinggroundtruthandcompareourapproachagainstCUSUMand
EWMA.Nextwepresentourexperimentalresults.

EXPERIMENTAL RESULTS

Dataset Description
Forourexperiments,weusereal-worldinternettrafficdatasetsfromtheCenterforAppliedInternet
DataAnalysis(CAIDA)(AnonymizedInternetTraces2008,2009,2010,NetworkTelescope“Three
DaysOfConficker”).Hereweselectinternettrafficassociatedtodifferenttimeperiodsandscenarios.
Accordingtothisstudy,thedatasetsusedareasfollows:

• CAIDA 2008:AnonymizedInternetTraces2008(AnonymizedInternetTraces2008);
• CAIDA 2008-2010:AcombinationofAnonymizedInternetTraces2008,AnonymizedInternet

Traces2009andAnonymizedInternetTraces2010(AnonymizedInternetTraces2008,2009,
2010);
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• CAIDA Conficker - Telescope:ThreeDaysofConficker(NetworkTelescope“ThreeDaysOf
Conficker”).

Wealsoselectedthesespecificdatasetsasanexampleforthisstudybecausetheyrepresentlarge
amountsofnetworktrafficdatacapturedoveranextensiveperiodof time,butmost importantly
theyarealsoalignedwithnetworktrafficcapturedduringanon-goingcyberattack,specificallythe
ConfickerWormthatstartedin2008until2009[12].Hence,wefeelthatthisdatawasidealforour
experimentsinchangedetectionwithrespecttoanexamplerelatedtobigcyberevents.However,
forfuturestudies,weplantocompareourapproachusingmorerecentdatasetsthatcapturelarge
networktrafficandcybereventsthatoccuroveranextendedperiodoftimesuchastheConficker
Worm.Table1providesasummaryofeachdatasetasusedinthisstudy.

ItshouldbenotedthatthetopCoIncentralnodesoverlapacrossthedirectedandundirected
networkstructures.

Experimental Setup
Theexperimentswereconductedonamachinewith3.4GHzIntelCorei7-3770,4cores,16GBRAM,
3401MHz,andrunningMicrosoftWindowsProfessionalversion6.1.7601ServicePack1Build7601.
Giventhatourstudydealswithlargedatasets,ourexperimentswerealsoconductedusingahigh-
performancecluster,specificallytheMayaclusterwhichismanagedbytheUMBCHighPerformance
ComputingFacility(HPCF)(HighPerformanceComputingFacility-UMBC).TheMayaclusteris
aheterogeneousclusterwithequipmentacquiredbetween2009and2013.Duringthetimeofthis
study,theclustercontainedatotalof324nodes,38GPUsand38IntelPhico-processors,andover8
TBofmainmemory.AllnodesrunRedHatEnterpriseLinux6.4.ItshouldbenotedthattheMaya
clusterhassincebeenupdated.Intheselectedparallelprocessingenvironment,weutilizeMapReduce
(Elser&Montresor,2013) to supportourmethods ingraphsamplingandchangedetection that
requireintensiveprocessing.AlgorithmsforgraphanalysiswereimplementedusingJavaversion6.
Additionally,forclustering,weusedWeka3.6.10(Halletal.,2009).

Forouranalysis,wepresentanddiscussresultsonthefollowing:

1. Micro-LevelChangeDetection;
2. Macro-LevelChangeDetection;

Table 1. Summary of datasets
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3. SimilarityAnalysisforMicro-LevelandMacro-Levelchanges;
4. CorrelationAnalysisforMicro-LevelandMacro-Levelchanges;
5. EvaluationofHybridSampling.

Micro-Level Change Detection
Forourmicro-levelanalysis,wepresentfindingsonConsistentandInconsistent(CoIn)centralnodes
andTimePeriodsofChangeduetoCoInCentralNodes(CoIn-TPC).

Evaluation of Consistent and Inconsistent (CoIn) Central 
Nodes Using CoIn Threshold Approaches
We focuson inconsistencybecause it represents change inbehavior of central nodesover time.
Althoughitshouldbenotedthattheinconsistencyofcentralnodesistheinverseofconsistencylevels.

Forcentrally-basedCoIn,Figure1(a)showhigherinconsistencylevelsforaveragecomparedto
standarddeviation.Similarfindingswerealsoobservedinothercentralityproperties,althoughwe
neglecttodiscussthoseheretoavoidredundancy.Withtheaveragebehavior,thereisanexpected
levelofhowcentralnodesshouldbehaveovertimesuchthatanythingbelowthatexpectedlevel
signifiesachangeinbehavior.Forexample,topfirmssuchasbanksortelecomcompanieswhose
operationsrunoncriticalsystemsareexpectedtohavetheirsystemsefficientlyavailableexceptin
plannedorroutinecases.

Alternatively,in1(b)changesinpresence-basedCoInvaryforthedifferentthresholdsacross
datasets.Thus,centralityofcentralnodesisabetterindicatorofchangeinthebehaviorofcentral
nodesovertime.Ourfindingsconfirmthatdetectingchangeinthebehaviorofcentralnodesover
timebenefitsfromanalyzingmultipleperspectives,suchasnodeavailabilityandnodeconnectivity
metricsinordertocapturechanges.

Figure 1. (a) Inconsistency levels for centrality based CoIn; (b) Inconsistency levels for presence based CoIn



International Journal of Data Warehousing and Mining
Volume 15 • Issue 2 • April-June 2019

69

Assessment of CoIn Levels Based on Varying Thresholds
Weassessthelevelofconsistencyandinconsistencyrangingfrom25%to100%respectivelyfor
centralnodesovertime.Onlyafractionofourresultsispresentedtoavoidredundancy.

Figure2(a)and(b),indicatethatasthethresholdlevelreduces,thelevelofinconsistencyof
centralnodeseitherstabilizesordecreasesat75%ofthetime.Inotherwords,atleast75%ofthe
timethebehaviorofcentralnodesinthenetworkremainsstableormeetsitsexpectedlevelinthis
case.Thiscanbeusedheuristicallytostateatwhatpointintime,changesinthebehaviorofcentral
nodesshouldbealarming.

Itshouldbetakenintoaccountthatwedonothaveanygroundtruthtoevaluatetheactualnode
levelchangeswithrespecttothesedatasets.Therefore,weevaluatethetimeperiodsassociatedto
changesinnodebehaviorinassociationtoexamplesofcyberattacksthathavealreadytakenplace.

Ground Truth Evaluation of CoIn Time Periods of Change (CoIn-TPC)
InTables2and3,weprovideasummaryofreal-worldeventsrelevanttodatasetsCAIDA2008-2010
andCAIDAConfickerrespectivelyalthoughasummaryofeventsforCAIDA2008arealsoavailable
butnotpresentedhere.EachsummaryofeventsisderivedfrominternetsecurityreportsbyAkamai
Technologies(StateoftheInternetConnectivityReports–2008,2009,2010)whichinterestinglyare
alsoassociatedtotheCAIDAinternettrafficanalysis.Evaluationisbasedonaccuracy,precisionand
recall.Anyblankvalueinthegraphsindicateszeroaccuracy,precisionandrecallrespectively.The
datasetsusedherearenotlabelled,however,labelsarecreatedbasedonreal-worldevents,whichis
helpfulinreal-worldnetworkswhosestateisneverdefinite.

Figure3indicatethatCoIn-TPCgenerallyperformsbetterthanCUSUMandEWMA.Particularly,
weareabletodetecttimeperiodsofchangeassociatedtotheonsetofbigattackssuchasConficker
WormthatstartedinNovember2008.Wearealsoabletodetectwhentheattackintensifiesduring
February2009,especiallywhenitisnotmaskedbyanothernon-attackeventsuchastheInauguration
ofPresidentBarackObamathatoccurredinJanuary2009.Similarfindingsarealsoreflectedin
directednetworks.

Macro-Level Change Detection
Hereweidentifyandevaluatechangepointsassociatedtodensificationanddiameterofthenetwork
(NL-CoIn)asaresultofchangesinthebehaviorofCoInCentralNodes.

Ground Truth Evaluation of Network Level CoIn (NL-CoIn) Change Points
Inordertoavoidredundancy,weonlypresentfindingsbasedontheanalysisofundirectednetworks
perdataset.

Figure 2. (a) Inconsistency levels for Centrality based CoIn in undirected networks using threshold adjustment; (b) Inconsistency 
levels for presence based CoIn in undirected networks using threshold adjustment
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Table 2. Summary of real-world cyber events for CAIDA 2008-2010

(Key Time Periods of Changes detected: December 2008, February 2009)

Table 3. Summary of real-world cyber events for CAIDA Conficker

(Key Time Periods of Changes detected: November 2008)
(Note: For the period of July 2009 to January 2010, no significant cyber threats were reported by (State of the Internet Connectivity Reports – 2008, 

2009, 2010)).
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LikeCoIn-TPC,figure4(a),4(b)and4(c)indicatethatNL-CoIngenerallyperformsbetterthan
CUSUMandEWMAforNL-CoIn-DIAMandNL-CoIn-DEG.Thissignifiesthatourmethodcan
bepotentiallyusefulindetectingcriticalcyberthreatsthatmaynotbecapturedbyexistingchange
detectionapproaches.

Similarity Analysis for Micro-Level and Macro-Level Changes
WecompareourfindingsforCoIn-TPCtoNL-CoInusingjaccardcoefficient.JaccardCoefficientis
idealbecauseitidentifieschangepointsthatoverlapacrossthemicro-levelandmacro-levelstructure
ofthenetwork.

Figures5(a)and5(b) indicatesimilaritiesbetweenchangepointsdetected inCoIn-TPCand
NL-CoIn,particularlyinrelationtodiameter(NL-CoIn-DIAM)andaveragedegree(NL-CoIn-DEG)
whosefindingsarepresentedhere.Inthiscase,changesincentralityandpresenceofcentralnodes
impactthenetwork’soverallconnectivity.

Wecanalsoconfidentlystatethatifcriticalpointsonanetworkarecompromisedthentheentire
networkisinjeopardy.Moreso,networkdiametercanbeusedtodeterminehowtheabsenceofkey
pointsthatactasmediatorpointsinthenetworkimpactsoverallcommunicationwithinthenetwork.
Itcanalsobeusedasagoodpredictorforanalyzingnetworklevelbehaviorovertime.Ontheother
hand,becauseourfindingsfordensity(NL-CoIn-DEN)donotindicateanysignificantsimilarities
toCoIn-TPC,weneglecttoportraythem.Heremicro-levelchangesinthenetworkarenotreflected
inthedensityofthenetwork.

Significant levelsofsimilarityareobservedbetweenCoIn-TPCandNL-CoInforcentrality-
basedCoIninCAIDAConfickerwhichcapturesalong-termcyberattack.Ourfindingsconfirmthat
analyzingchangeinnetworkbehaviorfrommultipleperspectives,isbeneficialinordertocapture
changesthatotherwisecannotbedetected.

Figure 3. Accuracy, precision and recall for CoIn-TPC, CUSUM and EWMA in undirected networks
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Figure 4. (a) Accuracy, precision and recall for NL-CoIn-DEN, CUSUM and EWMA in undirected networks; (b) Accuracy, precision 
and recall for NL-CoIn-DIAM, CUSUM and EWMA in undirected networks; (c) Accuracy, precision and recall for NL-CoIn-DEG, 
CUSUM and EWMA in undirected networks

Figure 5. (a) Jaccard similarity between NL-CoIn-DIAM and CoIn-TPC in undirected networks; (b) Jaccard similarity between 
NL-CoIn-DEG and CoIn-TPC in undirected networks
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Correlation Analysis for Micro-Level and Macro-Level Changes
UsingPearson’scorrelationweobserve the relationshipbetween thenode inconsistencyand the
networklevelproperties.Similarfindingsarenotedindirectednetworkstructures.

Figure6showsthatthereisahighpositivecorrelationbetweenmacrolevelandmicrolevel
changesparticularlyfordiameter(NL-CoIn-DIAM)wherebyanincreaseininconsistencyofcentral
nodesresultsintoanincreaseinthediameter,whileadecreaseininconsistencyofcentralnodes
resultsintoadecreaseinthediameter.Similarly,apositivecorrelationisobservedbetweenaverage
degreeofnodes(NL-CoIn-DEG)andtheinconsistencyofcentralnodes.

On the other hand, we observe both minimal to zero correlation between the inconsistency
ofcentralnodesandchangesinnetworkdensity(NL-CoIn-DEN)whichconfirmsourfindingsof
minimaltozerolevelsofsimilaritybetweenCoIn-TPCandNL-CoIn-DEN.

Evaluation of Hybrid Sampling
Given that thefocusof thisstudy liesonstrategicsamplingof largeevolvingnetworks,wealso
evaluateourhybridsamplingapproach.

Comparison of Network Level CoIn (NL-CoIn) Change Point 
Detection for CoIn Subgraphs and Full Graphs
HereweextendouranalysisfromCoInsubgraphstothefullgraphsbynotapplyinganysamplingon
thegraph.Ourfindingsinfigure7portraythatthedetectionofchangesinCoInsubgraphsindicates
higheraccuracy,precisionandrecallcomparedtofullgraphsandisthuspresentsapotentiallyuseful
waytodrilldownintothenetworktogatheramorefocusedperspectiveofthenetworktodetect
changesthatmayotherwisenotbecapturedonalargescale.

Figure 6. Pearson’s correlation between NL-CoIn and centrality based CoIn central nodes in undirected networks
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Empirical Validation of Densification, Degree Distribution 
and Diameter Over Time for Hybrid Samples
Herewevalidateoursamplingapproachtodetermineifthehybridsamplesselectedandutilizedin
micro-andmacro-levelchangedetectionfollowfundamentalnetworkproperties.

Analysis of Densification and Degree Distribution Over Time
Figure 8 indicates that the degree distribution in CoIn subgraphs (hybrid samples) has a long-
tailed distribution and thus follows a power law distribution. Additionally, we also see that the
degreeexponentislessthan1andconstantovertime.Hence,ourCoInsubgraphsshowsignificant
densificationovertimemainlybecausetheycapturethecorepartofthenetwork.Thus,ourhybrid
samplesarerepresentativeofthefullgraph.

These findings are reflected in both directed and undirected networks across datasets as
summarizedinTable4.

InTable4,our findings indicateDPLexponentα>2 in all caseswhich is an indicatorof
significantdensificationofCoInsubgraphsovertime.Thus,thebehaviorHofthehybridsamples
comprisedofcentralnodes,issuchthatH[C]=>a)γ<1andb)α>=2.Hence,theCoInsubgraphs
selectedduringhybridsamplingobeythedensificationpowerlawandcanberepresentativetodetect
changesinthenetworkovertime.Additionally,preservingthesepropertiesinourhybridsamplesalso
signifiesthatchangesmanifestedatthenetworklevelcanbetracedbacktothenodelevelandvice
versamainlybecausetheselectedsamplesarekeyinthenetworkstructure,whichisalsoobserved
inoursimilarityandcorrelationanalysis.

Figure 7. (a) Accuracy, precision and recall for network level change point detection in CoIn subgraphs and full graphs in CAIDA 2008; 
(b) Accuracy, precision and recall for network level change point detection in CoIn subgraphs and full graphs in CAIDA Conficker
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Analysis of Diameter Over Time
InFigure9,ourfindingsindicatethatthediameterremainsconstantmostofthetime.Insomecases,
thediameterincreasesatcertaintimepointsinboththedirectedandundirectednetworkstructures
wheresuchtimepointshavebeenidentifiedaschangepointsinthenetworkasdiscussedinNL-CoIn.
Thisisalsoobservedinotherdatasetsandinbothdirectedandundirectednetworks.

Discussion of Findings
Wehighlightsomekeyfindingshere:

• Ourfindingsindicatethatchangesareapparentwhendetectedbasedonanexpectedorfixed
levelinnetworkbehavior.Inturn,thisrequiresfundamentalknowledgeaboutthenetworkandits
keyelementstodeterminewhenchangesareoccurringespeciallyifsuchchangesareassociated
tovulnerabilitiesinthenetwork;

• Ourfindingsindicatethatbyobservingvariousreferencepointsfornetworkbehavior,thiscan
beusedheuristicallytostateatwhatpointintimechangesinthenetworksuchasthebehavior
ofkeynetworkpointslikecentralnodesshouldbeconsideredalarming;

• Ourfindingsindicatethatanassessmentofmultiplefactorsinanetworksuchasthelevelof
connectivity(centralityofnodes)inthenetworkcanbeusedtodetectchangesthatmayotherwise
beundetected;

Figure 8. Degree distribution and degree exponent over time

Table 4. Evaluation of densification power law and degree distribution over time
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• Additionally,strategicallysamplingthenetworkcanbeusefultodetectnetworkactivitythat
maybeundetectedonalargerscale;

• Ourfindingsindicatethattheobservationofnetworkactivityonamicro-levelandmacro-level
scalecanbeusedtoevaluatethevulnerabilityofanetworkbyassessingthespreadorimpact
ofacyberthreatonthenetwork.

Practical Implications
Ourapproachalsohasseveralpracticalimplications;(1)Theanalysisofkeyelementsinthenetwork
suchascentralnodesandkeysubgraphscanbeutilizedinforensicanalysistomonitorandanalyze
computernetworks tosupport intrusiondetection. (2)Monitoringsuchkeynetworkcomponents
canalsobeutilizedinidentifyingtheoccurrenceofpersistentbigcyberattacksoreventssuchas
AdvancedPersistentThreats(APTs)thatoccuroverlongperiodsoftime.(3)Changesinthestructure
ofcentralnodesandkeysubgraphscanbeusedtodeterminetrainingsetsthatcanplayarolein
predicting thebehavior of other key network components aswell as predict theoccurrence and
evolutionofAdvancedPersistentThreats.(4)Theanalysisofkeysubgraphscanalsobeutilizedin
offensivecyber-operationstoidentifynodestoattackorsegmentsofthenetworkthatarevulnerable.
(5)Identifyingcentralnodescanbeusedasastrategicapproachtomitigatenetworkdowntimeby
establishingredundancyonthenetwork.

Clarifications/ Assumptions
Inthisstudy,wehavefocusedonchangesincomputernetworkswherewehaveanalyzedinternet
trafficoverperiodsoftime.Here,wetakeintoconsiderationdevicessuchaspersonalcomputersand
serversinthenetworkwheredataisexchangedintheformofpackets.Additionally,ourfindingsare
applicabletobothdirectedandundirectedgraphs.Wealsoassumethatthenetworksaretimeevolving
such thatadditionanddeletionofnodesandedges takesplaceover time.Moreso,our findings
clearlyindicatethatthedegreedistributionofnodesfollowsadensificationpowerlawdistribution
whichfurtherportraythatthegraphsdensifyovertime.Next,wepresentourconclusionsandfuture
researchdirections.

CoNCLUSIoN AND FUTURE WoRK

Thispaperpresentsacombinationofmethodsthatcanbeappliedinthediscoveryofchangesthatmay
occurinmassivetemporallyevolvingnetworkstructures.Particularlyourmethodsaresummarized
into:i)graphsamplingbynodeselectionandii)multi-levelchangedetectioninevolvingnetworks.
Wealsopresentextensiveexperimentalresultsforourmethodsusingreal-worldinternettrafficdata
fromtheCenterforAppliedInternetDataAnalysis(CAIDA).Ourresultsshowthattheprocessof

Figure 9. Diameter over time
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changedetectioninevolvingcomputernetworksshouldbeexploredfromdiverseperspectivesto
identifypersistentorre-occurringchanges.Additionally,ourresultsindicatethatchangesdetectedat
themicro-levelofthenetworkdescribedbyinconsistencyinpresenceorcentralityofcentralnodes
overtime,doesaffectthestructuralcharacteristicsdefinedatmacro-level.Themajorcontribution
ofthispaperisthatweareabletoidentifykeyfeaturevectorsforoverallnetworkanalysisaswellas
changedetectioninotherdomains.Overall,ourapproachcanalsobeadaptedtotheprocessofthreat
detectionbasedonthesuspiciousbehaviorofnodesinthenetwork.Inthefuture,weplantoextend
ourapproachtodetermineoptimalsamplingratesforlargenetworks.Moreso,weplantoextend
ourresearchtoutilizepredictivemodellingforbothmicro-andmacro-levelcharacteristicsinthe
network.Wewouldalsoliketoutilizenetworkswithmorecontextualinformationinregardstothe
roleofnodesinthenetworktofurthersupportouroverallapproachandanalysis.Lastly,ourcurrent
frameworkcanbeadaptedtothespaceparadigmparticularlybyidentifyingspatialregionsonthe
networkthatareassociatedwithchangesorshiftsintheoverallnetworkbehavior.
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