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ABSTRACT

Electronic health information is an efficient technique for providing health care services to
society.Patienthealthinformationisstoredinthecloud,toallowaccessofeHealthinformation
fromanywhere,andatany time,but the technicalproblemsaresecurity,privacy,etc.Sharing
themedicaldatainatrustlessenvironmentisovercomebytheproposedframeworkSeFra.The
proposedworkprovidesasecureframeworktomanagetheeHealthrecordbyusingblockchain
(SeFra).Forauthenticationpurposes,atemporalshadowisusedandtheintegrityofhealthrecords
isensuredbyblockchaintechnology.
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INTRodUCTIoN

Nowadays,mostoftheindustriesaremovingthroughadigitaltransformationjourneyandtechnologies
like IoT,cloud,andmobility.Digital transformation isapplicable forHealthcaresystemtoo,but
theonlyproblemistrustandsecurity.Sharingthehealthcaredataincross-instituteisoneofthe
biggestchallengingtasks(Cheong,Shin,&Joeng,2009).Evenhealthcaredataaresharedsecurely,
integrityproblemisstillunchecked,thisiswillbeovercomebytheproposedframework.Thepatient
detailsareverysensitiveinformation,soit’sourresponsibilitytoprotectfromanunauthorizeduser.
TheexistingeHealthsystemfacingalotofprivacyandsecurityissues.Intheproposedsystemthe
sensitiveencryptedhealthisprotectedoverthecloud.Inthispaper,theauthorsfocusonprivacy,
integrity,andanonymity.Thedataprivacymeansonlyauthorizedusercanaccessthehealthcare
data(Kolodner,Cohn,&Friedman,2008).Theinstitutionalhealthdataishighlyconfidentialandit
isanassettotheinstitution.Theanonymityisanotherwaytosecurethehealthrecord,removethe
identicalinformationandshareonlypartialdata(Charanya,Aramudhan,Mohan,&Nithya,2013).
Addingprivacyinthehealthcaresystemismoreimportantforpatientandserviceprovider(Charanya
&Aramudhan,2016).ThisisachievedbyusingBlockchain.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary25,2021inthegoldOpenAccessjournal,InternationalJournalofE-HealthandMedicalCommunications(converted
togoldOpenAccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://cre-

ativecommons.org/licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthorofthe
originalworkandoriginalpublicationsourceareproperlycredited.
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BlockchaintechnologywasfirstintroducedbySatoshiNakamotoin2008.It’sanewtechnology
usedinonlinecryptocurrencylikebitcoin.Blockchainenablestrustandtransparencyduetothepeer-
to-peerdistributedledger.TheBlockchainisadistributedledger,anendlesslistofrecordscalled
blocks.TheCryptography techniquesareused to secure the records.Byusing thehashpointer,
eachblockislinkedwiththepreviousblock.Thetwotypesofblockchainconfigurationarepublic
andprivate.Publicmeansitspermissionless,anyonecanparticipleinthenetwork,whereasprivate
meansitspermission,it’savailabletotheknownperson.Forexample,anorganizationperforms15
transactionspersecond,eachtransactionreceivesitsownsignature,thedigitalsignatureiscombined
byusingatreestructureandformsinglefingerprint.Thefingerprintissenttothenextlayersuchas
aserviceprovider.Oncevalidateditsstoredintheblockchain,thenalluserscansee,thenthecopyis
senttotheorganizationtostorelocally.Themaindisadvantageofthetraditionalblockchain,speed,
scalability,andstoragecapacity.

TheBlockchainisadistributedpublicledger,withasetofrulesthetransactionsgetappended,
achievedbydistributedconsensusofparticipantsinthesystem.Participantscankeeptrackofthe
transactioninadistributedway,whereeachparticipanthavethecopyoftransactions(ledger).The
IntegrityofdataisvalidatedbyusingBlockchain.

Blockchaintechnologyisusedinhealthcaretosolvehealthcaresecurityproblems.Theencrypted
health information ishashedandhashedvalue isstored inadistributedway,sharedbymultiple
partiesthatsecurealltherecords.Theinformationisstoredintheblockchain.Hereeachrecordis
addedtothepreviousrecord,neverremoved.Eachrecordhasowntimestamp.Allthetransactions
areencryptedandverifiedbythenetwork.KeylessSignatureInfrastructureblockchaindeployedby
Estoniagovernment,datascalesto1012itemsofdataeverysecond.

Theexistingworkdrawbackisovercomebyourproposedsystem.AccordingtoProvchain,theuser
hastopayfeestogetprovenanceserviceandalsopayforblockchainnetworkalsoit’snotsupporting
federatedcloud.TheBSPPprotocolsecurestheeHealthsystemalsoitallowstheauthorizeddoctorto
accessthepatienthealthrecordandit’snotsupportingtheconjunctivekeywordsearch,alsoplanning
toproposespecificminerandverificationelectionalgorithm.Theentiredrawbackisovercomeby
theproposedSeFraframework.

Theobjectiveoftheproposedworkistogiverightstotheauthenticatedusertoaccessthehealth
record,alsoitmaintainstheintegrityofthehealthrecordbyusingblockchain.Themostlyresearcher
aretheminersandtherewardsaretogettheanonymizedrecord,alsothisframeworkisworkwith
bothblockchain,andcloudserviceproviderisused.Itsupportstheserviceslikeadoctorcanaccess
thehealthrecordandalsothedoctorcanviewthepatienthistorydetails.Thetimetakentostorethe
encryptedhealthrecordandretrievetherecordisonlyafewseconds.Theaccessprivilegeservice
isprovidedbymeansofasmartcontract.Thepatientbillingdetailsareautomaticallysenttothe
insurancecompany.Theresearchersgettheanonymizeddetailsasminerreward.

RoAd MAP

Thispaperisorganizedasfollows:SectionIIsIntroduction.SectionIIdiscussedexistingtechniques
anditsdrawbacks.SectionIIIdiscussedOverviewoftheframeworkanditsfunctionalities.Section
IVImplementation,andresultandconcludeinSectionV.

RELATEd woRK

Inattribute-basedencryption,privatekeyissuedbythetrustedauthorityandverifiedtheattributes
issuedforeachuser.Theusersharesdataaccordingtoapolicywrittenoverattributesandissued
acrossdifferentuserdomains.Limitationinthisapproachisthetrustedauthorityhastoperforma
dualrolelikeverifyattributesacrossthedifferentorganizationandissueprivatekeystoeveryuser.
Thisisovercomebyusingblockchain.Inblockchain,permissionsaregivenbasedontheownership
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ofaccesstokens.Eachuserisissuedwiththetoken.Theaccessrightsareassociatedwiththetoken
(Ekblaw,Azaria,Halamka,&Lippman,2016).Tokenwilltrackwhohascertainattributes.Here
multipleauthoritiesinadecentralizednetworkandaccomplishwithsameends.Thenewapproach
withnewtechnologiessuchassteemit,IPFS,Storj,SAFEnetwork,thearticleendswithtwoopen
questions:Howfeasible thedecentralized theIDPusingblockchainand tominimize the latency
whattopologyisusedtostoreprivatedata.Thehomomorphictechniqueissecureandgood,alsoit
hidestheusertoanSP.

ThecontentdistributionisusedintheICNnetwork(Fotiou,&Polyzos,2016).TheHIBEprovide
contentstorage,contentintegrity,andcontentprovenanceverification.Herenocentralauthorityor
trustedauthoritytogeneratekeys.Theuseridentityisusedasapublickeyandprivatekeygenerator
generateaprivatekeyforeachidentity.Thepatientwantstosharetheuniquecontentname(patient
recordorfile)withotherusers,thenprovideintegrityprotectionandcontentprovenanceverification
basedoncontentnames.Thecontentintegrityprotectionensuresthatcontentcannotbemodified
duringthetransaction.Eachpieceofinformationisstoredinthecontentstoragenode.Theowner
hastheauthoritytoauthorizethestoragenodetostorecontentonbehalfbyusingtrustdelegation
algorithm.TheHIBEDelegationAlgorithmgeneratesecretkeysSKsthatcorrespondtothenameof
contentitems,authorizednodestoreanddistributethosekeystothisnode.Duringcontentretrieval,
theotherusersendsaquerytoblockchaintoretrievetheinformation.Thequeryincludesthecontent
nameofthedesiredcontent.Nextstep,theotheruserrequestissuesastandardICNcontentretrieval
request.ThedrawbackoftheHIBE,itallowsidentifierhierarchieswithconstant–sizeSP,butwhen
comes to thecostofhavingSPis larger than thesizesupportedbynamecoinwhich isused.To
overcomethisproblem,eitheralternativeofblockchainorHIBEcouldbeexploredinfuture.

A framework is proposed (Yue,Wang, Jin,Li,& Jiang, 2016) to securehealthcare system.
Patient health information is sensitive information,Sharing thehealth information is oneof the
importantparametersinthehealthcaresystem.Thepatienthealthinformationisthepersonalassets
of thepatientandhasfullcontrolof theirhealthdata.Thepatienthasnocontrol tomanage the
data,itscatteredondifferentsystems,whichpreventdatasharing.Inthispaper,thepatienthasfull
controltosharethedataeasilywithoutanyprivacyissues,thisisachievedbyusingtheproposed
Application(HealthcareDataGateway(HDG))architecturebasedontheblockchain.Bothpatient
andpractitionersareequippedwithHDGs.TheHDGmanagealltypeofdatabymeansofaschema.
Inthisapproachpatientnoneedtotrustthecentralauthoritytogeneratethekeysortoauthorizethe
data.Hereallthedataarestoredintheblockchain,theaccesscontrolmodelisusedtoaccessthe
data,andindicator-centricschemaasstoragemodel.Byusingthisapproach,Patientcansharethe
healthinformationtothedoctorinasimplerandsecureway.

MobilecomputingandwirelesssensingpromptnewconceptsbasedonPervasivesocialnetwork-
basedhealthcare.ThePervasivesocialnetworkusercansharethehealthinformationsecurelywhich
iscollectedbymedicalsensors.InPSNbasedhealthcare,theimportantresearchquestionishow
thehealthdataaresharedamongPSNnodes.ThePSNbasedHealthcaresystemmainlyconsistsof
twoprotocolsandthenetworkissplitintotwo(Zhang,Xue,&Huang,2016).Wirelessbodyarea
network(WBAN)andPSNArea.TheWBANprovidesasecurelinkbetweenmobileandsensor
nodesthroughprotocolIIEEE802.15.6authenticationassociationprotocolandPSNAreaprovides
sharingthehealthdatasecurelybyusingblockchainthroughprotocolII.Theadvantageoftheprotocol
isperformanceisgoodeveninunbalancedcomputationalload.TheHumanbodyChannel(HBC)
isestablishedwithNSBchannels,sodifficulttospooforblockthemessagesalsopreventsattacks.
Thelimitationissystemperformanceistestedwithfewexperiments.

TheBlockchainarchitecture,decentralizeddataprovenanceitprovidesprivacyandavailability
ofthehealthdata(Liang,Shetty,Tosh,Kamhoua,Kwiat,&Njilla,2017).Inthispaper,theauthors
introduced the ProvChain architecture to collect and verify the data provenance into blockchain
technology.ThethreemainphasesinProvChainaredatacollection,datastorage,anddatavalidation.
Provenancedatacontainsensitivehealthinformation.Henceneedtosecurethehealthinformationalso
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ensuretheintegrityofthehealthdata.Thisisachievedbyblockchain.Thelistofahashofprovenance
dataformsaMerkletreeandMerklerootnodestoredintheblockchain.Thedataprovenanceprovides
logitmaintainsthehistoryofthechangesinthedata,alsoitmaintainswhoaccessedthedataor
modifiedthedata.Eachrecordcontainsatimestampandgeneratesblockchainreceiptforvalidation.
Theusershouldpaya fee togetdataprovenanceservicegivenby thecloudproviderandcloud
providerwillpaytotheblockchain.Futureworkplantodevelopprovchianforthefederatedcloud
provider,sothatbetterprovenanceserviceanddatasecurity.Tovalidatetheblockchainreceiptthe
opensourcearchitectureimprovesbettersecurityandflexibility.

Ekblawetal.(2016)presentaprototypeisadecentralizedpatienthealthrecordmanagementusing
blockchaintechnology.Thesecuresystemprovideseasyaccesstomedicalrecordbetweenproviders,
alsoprovidestreatmentsitestothepatient.Thesecuresystemsgiveconfidentiality,authentication,
andintegrity.TheSensitiveinformationisstoredinthelocaldatabase,sothedoctorcaneasilyaccess
theinformationandgivetreatment.Theothermedicalstakeholderslikepublichealthauthorities,
researcherscanaccesstheanonymizedhealthinformationintheblockchain,securingthedatavia
proof of work. The MedRec system solves challenging issues like system interoperability, slow
accesstomedicaldata,improveddataqualityandquantity.Also,itallowstheresearchertoaccess
theanonymizeddataintheblockchain.TheSmartcontractinblockchainprovidesalog,itcontains
viewingpermissionanddataaccessretrievalinformation.Ifdoctororadminaddanewrecordforthe
patient,andpatientonlyhaverightstosharingofrecordsbetweenproviders.Eachpatientrecordis
uniquelyrepresentedintheformofIDslikeSSNnumberoraadhar.Eachpatientrecordismapped
withUniqueIDviapublickeycryptography.Futureworkismoresecuritytestingneedtobedone.

Ekblawetal.(2017)dealwithTransparencyandconfidentialityaretwoofthemostimportant
aspectsofsecurityinthecloud.Thisframeworkprovidesasolutiontotheseissues.Itmakesthe
useoftheblockchainasareferenceormetadataoftheactualhealthdatainsteadofbeingtheactual
databasetothehugeamountofhospitalrecordsanddata.Thissystemalsodealswiththehypothetically
possible51%attack.Itensurestheperformanceandspeedoftheblockchainthatformsthebackbone
ofthebiomedicalapplications.However,itdoesnotdealwiththemostimportantattributeofsecurity,
whichisdataintegrity.

Theissuesine-healthcaresystemslikereliability,security,theefficiencyofthemechanisms
beinginvolvedinthestorageofe-healthrecords(Liu,Zhu,Mundie,&Krieger,2017).Itaddresses
thedemandfortheprivacyofthepatient’sdata.Theblockchainhere,insteadofjustactingasthe
referencetotheactualdata(off-chain),storestheactualdataitselfsuchasbillinginformation,claims,
etc.Eachofthepeersinthesystemhasaccesstothestoreddataandeachoneofthemisgivena
uniqueidentifierforthepurposeofverificationoftheirfiles.Thepatientsthemselvescansetthe
accesscontroltotheirdata.Theycanspecifytheactualviewingrightsbyeachoftheindividuals
involvedinthemaintenanceofhise-healthdata.Additionalprocedurelogicembeddedinhealth
blockchainalterspersonalizedmedicationservices.Thechallengebehindthisispeersinthesystem
havetobeverifiedbyathird-party.

ThefailingswithintheMessageAuthenticationCoderuleforintegrityverificationfurthermore
asthatoftheprimitiveencodingstrategies(Zikratov,Kuzmin,Akimenko,Niculichev,&Yalansky,
2017).Theimpotenceofhashtreeswhereashandlinganoversizedrangeofknowledgeinvalidating
theirintegrityhasconjointlybeenreferred.Thesystemfollowstheessentialblockchainruleforblock
creation.Ittakeswithinthetransactionsandminesthemintocompletelydifferentblockssupported
atimewindow.Itstoresthetotalfileontotheblockchain.Fortheaimofintegrityverification,the
filewhoseintegrityhastobeverifiedisfetchedfromthechain.Apreviouscopyofthehashofthe
fileunderneathscrutinyalreadyexists.Hashofthefilefetchedfromtheblockchainisfoundand
cross-verifiedwiththealreadyexistinghash.However,storageandperformanceconcernsmayarise.

Theframeworkstrivestoensureavailability,privacy,securityandaccesscontroloverthehealth-
relateddataandtheirsharing(Dubovitskaya,Xu,Ryu,Schumacher,&Wang,2017).Onemajor
challengethatitdealswithisofkeepingthemedicalhistoryofapatientup-to-date.Itadvocatesthe
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promotionofhealthinformationexchangeecosystemsforthesecure,efficientandaccuratesharing
ofpatientdata acrossvariousdomains.Pseudonymityprovidedby theblockchain technology is
apotential threat to theprivacyofan individualparticipating in it.Thepotentialapplicationsof
blockchaininhealthcareaccordingtothispaperalsoincludesprimarypatientcare,medicalresearch,
andassociatedhealth.Thesystemensuresprivacybyprovidingaccesscontrolmechanismstothe
patientoverhisdata.Confidentialityisensuredbytheencryptionofdatabyasecretkey.Availability
is guaranteed by migrating the whole architecture onto a cloud. However, it deals less with the
integrityconcernsinofdata.

TheHashedhealthrecordisprocessedthroughMerkletreeusingkeylesssignatureinfrastructure
signatureandpublishresults.KeylessSignatureInfrastructureverifiestheintegrityofthedataand
comparestheresultwhichisstoredintheblockchain(Buldas,Kroonmaa,&Laanoja,2013).Themain
limitationinthistechniqueisaperiodicpublicationofroothashesiswitnessedmedia.Thewitnessed
mediaarenewspapers,publicforumsandmicro-bloggingplatform(Liangetal.,2017).Toeliminate
thefrequentpublication,afrequencyofpublishedroothasheshasbeenproposedoncepermonth.

Theprivacy-preservingmachinelearningwhichisadaptedintheblockchain.Hereanonymized
healthdataisstoredinblockchain(Kuo,&Ohno-Machado,2018).Mainlyfocusonprivacy-preserving
andinteroperabilitybetweeninstitutions.Thechallengeisscalabilityandefficiency.

Theanonymizedandencryptedpatientrecordisstoredinthecentraldatabaseandtheoriginal
recordisstoredintheinstitutionaldatabase(Wong,Yee,&Nohr,2018).Thedataarestoredinthe
centraldatabasesothatwecanaccessthedatafromanywhereandanyinstitution.

The drawback of the existing work is mention in Table 1. Most of the existing work is
maintained integrity but the novelty of the proposed work is to achieve the authentication,
confidentiality,andintegrity.

PRoPoSEd FRAMEwoRK SEFRA To SECURE THE 
EHEALTH RECoRd USING BLoCKCHAIN

ThedoctorcandirectlyenterthepatientrecordinSeFrahealthcarerecordbygivingthedoctorunique
ID.Tomaintaintheinteroperability,HL7formatisincorporatedintoourframework.Thedoctorhas

Table 1. Pros and cons of existing work

Model Who, When Discussion Open Issues

Attribute (Yang&Yang,2017) Patientabletomanageall
owndata.

Accessrightsbasedon
attributeonly

HierarchicalBased (Fotiou&Polyzos,2016) Provideintegrity Expensive

HealthcareDataGateway (Yueetal.,2016) Simpleandeasytouse Protectionprovideto
patientdatabase

PervasiveSocialNetwork (Zhangetal.,2016) Sharedatainsimplerand
secureway

Performancetestedwitha
fewexperiments.

DataProvenence
Architecture (Liangetal.,2017)

Providedataprivacy,data
availability,dataintegrity,
anddataconsistency

NotdevelopedinFederated
cloud

MedRec (Ekblawetal.,2016) provideseasyaccessto
medicalrecord

MoreSecuritytestingneed
tobedone.

Modelchain (Kuoetal.,2017) Speedandperformance Securitynotuptothelevel

Advancedblockchain
architecture (Liuatal.,2017) Patientsettheaccessrights. Peersinthesystemhaveto

beverifiedbyathirdparty.
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toenterthepatientdetailsinHL7format.Initially,theelectronichealthrecordsstoredinthelocal
databaseandthenhealthrecordisencryptedandstoredinthecloud.

Figure1explainshowthedataaresecurelystoredintheblockchainbyusingtheproposed
workSeFra.Theencryptedhealthinformationishashedandstoredintheserver.Finally,the
rootvalueisstoredintheblockchain.Thepatienthasrightstosettheaccessprivilegeinthe
smartcontract.Toviewthehealthrecord,eachpatientsettheaccessprivilegelikeread,write,
etc.,inthesmartcontract.

TheHospital caneasilyuse theSeFrahealthcare systemandadd thehealthcare record,but
difficulttoadopttheexistinghealthrecord.Ittakestimetointegratetheexistingrecordinthesystem.
Eachhospitalneedstoenterthepatienthistoryinthesystem,soittakestimetointegratethehealth
informationinthesystem.

Theregistryservertakesonlyahashofdataistakenasinput.Thelinkedserverlinksallrequests
intoahashtreeandtophashvaluesareretainedforeachsecond.Thetophashvaluesinahashtree
arelinkedtogetherformarootvalueanditsstoredintherootserver.Combiningalltheartifactsfor
aparticulartimecanbesummarizedandpublished.Thepathusedtomovefromrootvaluetoinitial
valueisdefinedassignaturetoken.

Hashing
Hash tree aggregation is proposed by Merkle and used for digital timestamping by haber at
el.Theuser information is converted tohashvalues.The computerprogrammewhich takes
inputfromtheuserandconvertsit intoanalphanumericstringcalled“hashing.”Thesizeof
thealphanumericstringisofthesamesizeregardlessofthesizeoftheinput.BruceSchneier
mentionedanychangeintheinputlikechangingthesinglecharacter,addingthepunctuation,
etc.,willhaveadifferentoutputhashbutwiththesamesize.HeretheSHA256algorithmis
usedtohashthemedicalrecord.

Figure 1. Proposed SeFra framework to secure the eHealth system
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Hash Tree
It’s a one-way hash function, concept comprises with a digital signature for authentication
purposes.TheMerkletreeisusedtomaintaintheproofoftheintegrityofthehealthdatawithout
thehelpoftrustedauthority.Also,itreducestheInput/outputsizeandproofsarecomputationally
easy.TheleafnodeoftheMerkletreeishashedandthenon-leafnodeisalsohashedandlabeled
of itschildnode.Rehash thehashedchildnodes(patient records)andformtheparentnode.
Thesameprocessneedstoberepeateduntiltheroothashnodeisreached.Itprovidessecure
verificationforthepatientrecord.

It converts a list of the document into fixed hash length digest associated with temporal
shadow.Insteadoftimestamping,temporalshadowisusedformoresecurity.Thetemporalshadow
considersthreetimingsliketimein,timeoutandinbetweentime.Theregistryservertakesan
onlyhashofdataistakenasinput.Thelinkerservercombinesallrequestsintoahashtreeand
tophashvaluesareretainedforeachsecond.Thesignaturecheckintegrityofthehealthcaredata
eventheuserdoesnotmonitor.

Verification
Theauthenticityisdonebyusingahashoffileundertest.Toverifytheauthenticityofthedigitalfile
bycomparingtheoriginalsignaturewiththerootnode.Iftheprocessgeneratesthesamevalue,itis
identicaltotheoriginalhashfile,thenitisanauthenticateduser,elsethenitisaforgeryoraltered
version.Thestoragescaleisapproximately2gigabytsperyear,scalewithtimenotwithanumber
ofitemssigned.Thehashisaone-wayfunction,nomathematicalprocessallowsrecreatingthefile
fromahash.

Blockchain
Blockchain technology provides data security and integrity. The following area discussed
howblockchaincanbeappliedtotheelectronicpatientrecord.1)discussedthestructureand
overviewof theblockchain.2)Discussedhowblockchain technologyuseful forhealth care.
3)Mentionedhowtherecordsaremanaged.TheBlockchainislikeadatabaseandstoreseach
patienttransactionsasblocks,byusingcryptographicsignaturewhereeachblockislinkedwith
thenextblock(SatoshiNakamoto,2008).Thelinkedblockformsachain.Blocksarenumbered
inascendingorder.Theblocksareidentifiedbytheirids.BlockIDisthehashofdata.Patient
recordsarereplicatedinotherblocksinthenetwork.Thisblockchainisusedasaledger,which
canbesharedbyanyonewithproperprivileges.Thepermissionisgiventothepreselecteduser
(registereduser)toaccessthedata.TheBlockchainisbasedonadistributedpeertopeer,public
andprivatekeyinfrastructure.Mainlyitsupportsallmedicaltransactionslikephysicianorders,
patientqueries,prescriptions,clinicaltestresults,etc.Eachblockcontainrecordsormetadata
aboutactualrecords,suchaspatientID,ProviderID,visitID,etc.EHRstoredinblockchain,
thenuniquepatientidentifieriscreatedbyadigitalsignaturetoensuretheidentifierarelinked.
Thefollowingcomponentsarepresentintheblockchain.

Block Structure
InFigure2,Blockstructureissimple,itcontainsanindex,temporalshadow,hash,data,andprevious
hash.AllTransactioncombinedandstoredintheblock.Everytenminutes,combinedtransactions
areverifiedthroughmining.Theblockishashedtomaintaintheintegrityofthepatientrecord.Here
SHA256algorithmisusedforHashingtechniques.Tocreateablock,theminershouldawareofa
hashofthepreviousblockandremaininginformation,likedata,temporalshadow,andhash.The
firstblockintheblockchainiscalledasgenesisblock.TheBlockisvalidated,iftheblockisvalid
basedonthisminersuggestion,thenablockisaddedtotheblockchain.
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Block Header
Eachblockcontainstheblockheaderandsetofatransactionasitspayload.Alltransactionsare
representedasleavesinMerkletree(Nielsen,&Gollmann,2013).Eachheadercontainsthesignature
andthehashoftheheaderofthepreviousblock.Theblockheaderisrepeatedlyhasheduntilthe
conditionsatisfied.Theconditionisalsospecifiedintheheader,i.e.thevalueofhashdigestmust
bebelowthetargetvalue.Theuseoftemporalshadowiswhentheblockwasinitiated,andwhenits
addedtotheblockchain.Noncevalueindicatestheproofoftheworkthatisusedwhilecreatingthe
creatingtheblock(validblock-blockalwayshaveacertainnumberofzeros).

Temporal Shadow
Itcreatesauniquedigitalfingerprintforeachfilecalledasahash.Eachpatientrecordkeepstracks
bytheprocessofcreationtime,submissiontimeandwaitingtimesimplycallitastimein,timeout
andinbetweentime.Thetemporalshadowconsideredthethreetimingforgeneratingsignature,also
tochecktheintegrity.Themainaimistoremovethetrustedauthority.Itisreferredtoas“Proof-of-
existence.”Thesystemgeneratesthetemporalshadowforeachhashedrecordanditsincludedinthe
hashedfile.Thisisusefulforvalidatingtheuserandalsotochecktheintegrityofthehealthrecord.
Themainadvantageof thetemporalshadowis trust,convenience,andcost.Thesignaturetoken
containspaththroughhashtree-startingfromaroothashvaluetothesignedhashvalue.

Signature Token
Theusersendssignedhashofdatatouser.Theregistryserverreceivesthehashofhealthrecordas
inputandreturnsasignaturetokentotheuser.ItcontainsreconstructingthepaththroughtheMerkle
hashtree.It’suserresponsibilitytokeepsafethesignaturetoken.Thesignaturetokencontainspath
throughthehashtreefromthetoproothashtothehashvalueoftheleafnode.Byusingasignature
token,therecordcaneasilyfetchbytheauthenticateuser.

Nonce
Thenonceisa32-bitrandomnumberanditsusedonce.Minerguessesthenoncevalue.Thevalue
addstotheblockoftextandthenrehashed.Thehashofblockconsistsofthepreviousblock+random

Figure 2. Blockchain structure
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number+transactions.Thehashresultisastringthathasacertainzerosfront.Themainaimisto
findthetargetvaluegreaterthanthehashvalue.

Merkle Tree Root Value
Itsmainlyusedtoverifytheintegrityofthedata.Eachpatientrecordishashedandthefinalhash
valueislinkedandtogetherwithahash-treeandfromarootvalue.Theroothashvalueisstoredin
theblockchain.

To Add the Block in the Blockchain
In Blockchain each record is added to the database, never removed from the database, it
cryptographically linked toprevious records (Nielsen,&Gollmann,2013).Thenew transaction
or records isadded to thenetwork, itwillbeevaluatedbymostof thenodes, if the information
matcheswithexistinghistory,thennewtransactionapprovedandnewblockaddedtothechain.The
hashdigestoftheblockheaderhastorecalculateifthedataaremodifiedinexistingblocks.Allthe
linkedblocksneededtoberecalculatedtosatisfythecondition.Everyblockneedstoberecalculated
sinceeachblockdependsonthepreviousblock.Thetokensareissuedtothecreatorofablock.The
hashedhealthrecordswereregisteredintheblockchain.Itsserver-basedsignature,differentfrom
theordinarysignature.

Genesis Block
Thisblockisthefirstblockintheblockchain,thisblockisspecialbecauseofeveryblockpointto
thepreviousblock.TheGenesisblockinvokedwhennewblockchainiscreated.

Mining
Inblockchain,theminercalculatesthependingtransactions(block)andappliesintomathematical
puzzles.TheMinerfindthesolutionandsharedwithothernodesinthenetwork.Ifthesolutionto
thepuzzleiscorrectthenitisaddedtotheblockchain.Minertheblockfoundineachdayremain
steady,eachblockshouldcontainproofofwork,sothatblockconsideredasvalid.Eachtimeproof
ofworkischeckedbyothernodes.ForBlockminingSHA256algorithmisusedtohashtheprevious
blockheader.

Thehashiscalculatedwithmanyzerosislow.Togeneratethenewhash,eachroundnonce
isincremented.Toaccepttheblockintheblockchain,Blockheaderhashvaluemustbeloweror
equaltothetargetvalue.Theconditionisvalueshouldstartwithcertainzeros.Noncerangeis0to
4,294,967,296.Iftheminerfoundthecorrectsolutionthen25bitcoinsasareward,buttherewardis
givenafter99blocksaddedtotheledger.Foraminer,thisistheincentivetovalidatethetransaction.

Steps to be Followed to Store the Health Record in the Cloud by Using SeFra Framework

• ThePatient’sinformationisstoredlocallyinhospitaldatabase;
• Forthesecuritypurpose,doctorencryptsthepatienthealthinformationwiththepatientpublic

keybyusingtheRSAalgorithm;
• Theencryptedpatienthealthrecordsarestored in thecloud, toaccess the informationfrom

anywhere,anytime;
• Electronic health record systems convert the list of encrypted patient record into a hash of

documentsusingaSHA256algorithmi.e.convertedintofixedlengthassociatedwithtime;
• Registryserverreceivesthehashofrecordsandforwardsittothelinker;
• Linkerserverreceivestherequestfromtheregistryserver.Hashofrecordsisconvertedintoa

hashtreeandthetophashvalueisforwardedtothehigherserver;
• Thesignaturetokenisgeneratedfromtheroothashvaluetotheleafnode.Eachtransactionis

hashedandformedintoaMerkletreeandstoredintheblockchain;
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• EHRSystemsendsanotificationtothepatientforacknowledgment;
• The Smart contract is maintained in the blockchain, which allows the patient to set the

accesspermissiontoaccesstherecordbywhomandwhat.Fore.g.Patientramallowthe
familymemberslikeparents,brother,sisterstoviewRam’soverallhealthinformationbut
nowritepermissionisallowed.Nursesareallowedtoseetheprescriptionanddoctorhas
towritepermission;

• TheGeneratedSignaturetokenisforwardedtotheuser,registryserver,andcloud.

Steps to Retrieve the Electronic Health Record in the Cloud
• DoctorrequeststoaccessthepatientrecordbygivingthevalidpatientIDandpatientsignaturetoken;
• Electronichealth record system forwards the request toBlockchain.The accessprivilege is

checked in the smart contract and it allows the authorized user to access the data with the
signaturetoken;

• Atthenextlevelofauthentication,cloudvalidatestheauthenticityoftheuserbysendingsession
keytoregisteredusermobileorEmail;

• Theauthenticuserentersthesessionkeytothecloud,whichisvalidatedandallowedtoaccess
theencryptedhealthdata;

• Theencryptedhealthrecordisdecryptedbyusingtheuser-patientprivatekeywhichisshared
bythepatienttothedoctor.

Steps to Store the Block in the Blockchain
• Transactionsarecollectedandstoredintotheblock;
• Eachtransactionintheblockisverifiedbyminers;
• Mathematicalproblemsolvedbytheminercalledasproofofwork;
• TheResearcherwillgettheanonymizedrecordasareward,theresearcherwillbetheminers

whosolvethepuzzle;
• Theminerwhosolvesthepuzzlefirstwillgetrewarded;
• Finally,minerverifiedtransactionsarestoredintheblockchain.

Proof of Work
Eachblockreferstoapreviousblockheader.Ifthehashvalueislowerthanthetargetvaluethenits
consideredasavalidblock.Byusingproofofwork,theblockisaddedtothepreviousblockand
formsachain,calledablockchain.ForegThehashofSHA256(SHA-256(hashedPreviousheader
andnonce)<TargetValue=0000….00XXX..X.thenthetransactionisaddedtotheblockchainis
explainedinTable2.Inblockchain,minernodeisselectedfromNnumberofnodesinthenetwork,
Bnisthecurrentnode.Theencodedhealthrecordisaddedtotheblock.Withinthetimelimit,some
nodesactasaminerandsolvethepuzzle.Theminerwhosolvesthepuzzlesfirstwillgetcreditto
accesstheanonymizedhealthrecordandnowblockisaddedtotheblockchainanddistributethe
hashedinformationtoallpeers.

Cloud Service
Cloudiscentralizedstoragemedia,itprovidessharingofresourcesovertheinternet.Cloudreduce
theinfrastructurecost.Inourproposedframeworkthecloudmaintainshealthcaredatabase.Access
controllistmaintainstheaccesscontrolinformationi.e.whoshouldaccesswhatinformation.The
Healthcaredatabasecontainsencryptedhealthinformationandits linkedwithaccesscontrol list
databasetoauthenticatetheuser.
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The Benefit of SeFra
TheAdvantageofhavingSeFracomparedwithotherblockchainisSecurity,time,privacy,scalability,
reliability,etc.

Confidentiality
Thepatienthealthrecordsareencryptedbeforeuploadinginthefileintheblockchain.Eachpatient
recordisencryptedwiththepublickeyandeachhasadigitalsignature.Eachrecordisappendedwith
temporalshadowandcryptography.Onlyauthenticateuseraccessthehealthrecordbyprovidingthe
properdigitalsignature.

Authentication
AuthenticationisanimportanttechniquewhichisimplementedinSeFra.Itsecuresthehealthrecord
withatemporalshadow.Anonlyauthorizedusercanaccessthehealthrecordbygivingthesignature
token.Thesignaturetokenisapathfromthelowerleveltohigherleveldata,i.e.howthedatais
movingfromthelowerleveltoahigherlevel.

Integrity
InDistributedledger,thepatienthealthrecordishashedandstoredintheblockchain.Eachrecordis
appendedwithatemporalshadow.So,itseasilytrackthewhodone,onwhichtimeduration.Each
hashedrecordislinkedwiththepreviousrecordataparticulartime.Itisimpossibletochangethe
hashedrecord.Ifthedatachangedandallthedatalinkedwiththerecordalsochange.So,itiseasily
identifiedwhochangedthedata.

IMPLEMENTATIoN

TheproposedworkSeFraisimplementedintheethereumblockchain,heresmartcontractisusedto
settheaccessprivilegeandallowtheauthorizedusertoaccesstheeHealthrecord.Thesmartcontract
policyscriptisgeneratedusingsolidity.Thesmartcontractistheimportantparameterforsecurity,it
executesthescriptsintheblockchain.Thesmartcontractcontainsinformationabouthashedrecord,
ownership,permissionofthedata.Herethepatientrecordishashedanditsstoredintheblockchain.
Theencodedpatientrecordsarestoredintheblockchainwithaprivatekey,whichallowsaccesstoa

Table 2. Pseudocode creating a block and adding it to the blockchain

Parameter:
ri:Patientrecord
Bi-1:Previousblock
Bi:Currentblock
tsi:temporalshadowEid:Ethereumblockchain
BC-Blockchain
Input:SigningnodesN,numberoftransactions(t1….tn)assignedtonodeB,Blockchain,Sequenceofblockbi,
Output:Blockaddedintheblockchain

Process
G←Genesisblock//firstblock
Fori=0tondo
Bi←block(zi,temporalshadowtsi,nonceni,hashofpreviousblockheaderzn-1,Pid,Eid)
If(minersolve(Bi<targetvalue)then
BC←addblock(bi)//Biisaddedintheblockchain
else
Nonce++;//untilitgetsatisfied
End
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specificindividual.Thehashedrecordsarelinkedandformaroothashvalue.Theminerchecksthe
transactionandtriestosolvethemathematicalproblem,onceanyoneminersolvedthepuzzle,and
itscheckedwithothers.Ifthemajoritygotthesameanswer,thenthefirstminerwillgetareward.In
oursystem,mostlytheresearcherwillactasaminerandtheanonymizedrecordisgivenasrewards.
Thenblockisstoredintheblockchain.Theaccesspermissionismaintainedinthesmartcontract.
Thesmartcontractisdevelopedusingsolidity.Thecontractsmaintainedinourproposedworklike
apatient,insurancecontract,andallthecontractarelinkedwithtagcontract.Allthepatientdetails
enteredinthepatientcontractandthedoctorentersthepatientdetailsandaccessprivilegeisset
byeachpatient.Theonlyauthorizedusercanaccesstherecords.Billinginformationissenttothe
insurancecontract.Proofofdeliveryisapplicabletosendthesurgeryreceipttotheinsuranceprovider
thatstoredintheblockchain.Finally,allthecontractsaretaggedwiththetagcontract.

RESULT

AcomparativeanalysisoftheproposedframeworkSeFrawiththe(Ora,&Pal,2015)framework
RSAbasedintegrity.ThisSeFraframeworkisimplementedusingJavainethereum,accesscontrol
informationismaintainedbyasmartcontract.Solidityisusedtowritepolicyinthesmartcontract.
Herethreeattributeshavebeenconsidered:

• Time
• Reliability
• Difficulty

Time
Forcomparingthetimethatthetwoalgorithmsinconsiderationwouldbetakingforverifyingthe
integrityoffiles,fourtestscenariosweretaken.Theauthorsconsideredhealthcare-associatedfiles
offourdifferentsizes.Theauthorsranthetwoalgorithmsonthedifferentfilesonebyoneandfound
outthetrendasshowninthegivenchartforthefourgivenfilesinFigure3.

Thenatureofthegraphobtainedisasfollows.

Figure 3. Graph depicting the comparison of two algorithms
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Thex-axisrepresentsfilesizeandtimeisrepresentedmillisecondinthey-axis:

• SeFra:Theencryptedpatientrecordishashedandappendedwithatimestamp.Eachpatient
recordislinkedwiththepreviousrecord.It’sdifficulttochangethepatienthealthrecordandit
isdifficulttotrace.Thetimetakentoverifytheintegrityoffileofanysizeisindependentofit.
Thisisbecause,onlythehashvalueofeachfileisstoredinthecloudandultimatelyblockchain,
whichhasbeenusedtodothecrossverificationofhashesforintegrity;

• RSA based Integrity:Thismethodwasobservedtoworkfinewithfilesofsmallersizes,but
theincreaseinthesizeofthefileresultsinanincreasednumberofpartsintowhichitisdivided.
Eachpartgivingafixedlengthhomomorphicencryptedoutput.Thus,toverifytheintegrity
ofthewholefile,itsdifferentencryptedpartshavetobeaccumulatedwhichresultinaneven
largerchunkofdata.

Mining difficulty
Hereweconsidertheminingtimewiththenumberofblocks.Theminingtimeisrepresentedin
x-axisandnumberofblocksiny-axisinFigure4.Thegraphshowshowmuchtimetheminertakesto
appendtheblockintheblockchain.Again,theSeFraframeworkiscomparedwithanotherframework
medichainintermsofminingtimeandanumberofblocks.BasedonthegraphSeFraframework
ethereumminertakelesstimewhencomparedtothemedichainisshowninFigure4.

Security Analysis
Table3showsthecomparingtheexistingworkwiththeSeFra.Comparingeachpatientrecordis
appendedwithatemporalshadowandhashedvaluesformaMerkletree.Thesameprocedurewillbe
doneuntilwegettherootvalueoftheMerkletree.Thefinalrootvalueisstoredintheblockchain.Here
eachblockislinkedwiththepreviousblock,ifthereisanychangeinoneblockthenautomatically
allthefutureblockhashvalueswillgetchange.So,changesreflectthelackofintegrity.Byusing
thistechnique,itprovidesmoresecurity.

Challenges and opportunities
Animportantchallenge,thepatientlostthesignaturetokenthenit’sdifficulttoaccessthepatient
record.It’sdifficulttorecoverthesignaturetoken.BasedontheproposedframeworkSeFra,security
mechanism of distributing blocks in a peer-to-peer network is good with encryption and digital

Figure 4. Graph depicting the comparison of two framework
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signature.Thepatienthealthrecordsareconnectedwitheachother.It’sdifficultthatattackertriesto
spoof,trytoaccessortrytodecrypt.TheSeFraframeworkpreservestheintegrityofthepatientdetails.

CoNCLUSIoN ANd FUTURE woRK

AuthenticationandIntegrityisanimportantfactorforeHealthcloud.Inthispaper,weconstructed
aSeFra framework tosecure theeHealthsystemusingBlockchain.Byusingblockchain, secure
theelectronichealthrecordwithoutthrustedthirdparty.TheFirstsecuritytechniqueisencryption,
encrypttheelectronichealthrecordwithasetofattributesusinguserpublickey.Thesecondsecurity
techniqueishashing,hashingtheencryptedelectronichealthrecordandformsanenhancedMerkle
tree.Finally,thetopvalueisstoredintheblockchain.Notrustedauthoritytoverifytheauthenticated
useroftheblockchainalsouserdonotneedtomonitortheblockchain.

Thefutureworkoftheproposedsystemismentionedasfollows.First,eachpatienthastomaintain
theprivatekeytoaccessthehealthrecord.It’stheresponsibilityoftheusertomaintainthekey,if
keylosesitsdifficulttoaccessthepatientrecord,alsothesystemneverallowtorecoverprivatekey,
thisneedtobeovercomeinfuturework.Second,eHealthsystemshoulduseitreal-timeenvironment
likeahospital.Third,moreexperimentsneedtobeperformedtotesttheperformanceofthesystem.

Table 3. Comparison of existing work with SeFra

Patientory Medibloc Medichain Medrec SeFra

Blockchain ETH(Permissioned) QTUM(Public) ETH Permissioned Permissioned

Launchdate Apr-17 Oct-17 Mar-18 Aug-2016 April18

Location Atlanta,USA Seoul,SouthKorea London,UK Unitedstates India

Strength Information
Exchange

Improvingthe
dataquality
andquantityfor
medicalresearch,
information
exchange

Improvingthedata
qualityandquantity
formedicalresearch

Improvethedata
qualityandquantity.

Information
exchange,Data
qualityandquantity
formedicalresearch

Privateblockchain Yes No Yes Yes Yes

Standard HIPAA HIPAA HIPAA HIPAA HL7

Consensusprotocol Proof-of-work Proof-ofstake Proof-of-work Proofofwork ProofofWork

blocktime 17sec Minutes 20sec 19sec 16sec

SmartContract Solidity Solidity Solidity Solidity Solidity

Patientcontrol Noinformation Patientcontrol Patientanddoctor
haverighttoshare Fullcontrol Patientcontrol

Focus Telemedicine Patientcare,doctor,
researcher

Telemedicine,
Researcher

Patientcare,
Research

Patientcare,
Researcher,
Insurance

OpenSource Yes Yes Yes No No

Security Authentication,
Confidentiality

Authentication,
Confidentialityand
datasharing

Authentication,
Privacy

authentication,
confidentiality,
accountabilityand
datasharing

Authentication,
integrityand
confidentiality

Rewards No No No anonymizeddata Anonymizeddata
forresearch

Futurework Integratewith
Publicblockchain

Digitalimage
exchange,open
sourcesoftware

Performance
Testing,Security
Attacks

Opensource
software,HL7

Opensource
software,reducethe
computationpower
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