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ABSTRACT

InternetofThings(IoT)isaconstantlygrowingparadigmthatpromisestorevolutionizehealthcare
applicationsandcouldbeassociatedwithseveralothertechniques.Datapredictionisanotherwidely
usedparadigm,wheredatacapturedovertimeisanalyzedinordertoidentifyandpredictproblematic
situationsthatmayhappeninthefuture.Afterresearch,nosurveysthataddressIoTcombinedwith
datapredictioninhealthcareareaexistintheliterature.Inthiscontext,thisworkpresentsasystematic
literaturereviewonInternetofThingsappliedtohealthcareareawithafocusondataprediction,
presentingtwenty-threepapersaboutthisthemeasresults,aswellasacomparativeanalysisbetween
them.ThemaincontributionforliteratureisataxonomyforIoTsystemswithdatapredictionapplied
tohealthcare.Finally,thisarticlepresentsthepossibilitiesandchallengesofexplorationinthestudy
area,showingtheexistinggapsforfutureapproaches.
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INTRoDUCTIoN

InternetofThings(IoT)isacomputationalconceptwherephysicalobjectsand̀ `things’’areconnected
throughanetworkstructureandarepartoftheinternetactivitiesinordertoexchangeinformation
about themselvesandaboutobjectsand thingsaround themselves (Singh&Kapoor,2017).The
developmentofthisparadigmisinconstantgrowthbecauseofthecontinuouseffortsoftheresearch
communitysinceIoTallowsunlimitedapplicationstosolveunlimitedneedsinallspheresoflife.
Thus,inanot-so-distantfuture,everythinginourhomes,workplaces,andstudywillhaveaunique
internet address and, through thenetwork, itwill bepossible tomonitor andcontrol anyofour
“things”(Singh&Kapoor,2017).AccordingtoSarhan(2018),IoTisusedinvariousdomains,such
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asairports,military,andhealthcare.IoTenablesthedevicestointeractnotonlywitheachotherbut
withservicesandpeopleonaglobalscale(Akeju,Butakov,&Aghili,2018).Theworldisundergoing
anunprecedentedtechnologicaltransformationthatevolvesisolatedsystemstoubiquitousinternet-
enabled“things”capableofgeneratingandexchanginglargeamountsofvaluabledata.TheIoTisa
newrealitythatiscompletelychangingeverydaylife.Inaddition,italsopromisestorevolutionize
healthcareapplications,enablingamorepersonalized,preventiveandcollaborativewayofcaring
forpatients(Pinto,Cabral,&Gomes,2017).

AccordingtoSenthilkumar,Manikandan,DeviandLokesh(2018),IoTremotehealthmonitoring
systemshaveadvantagesovertraditionalhealthmonitoringsystems.Patientscanusehealthsensors
24hoursadayformonitoring.Anurseordoctorcanobserveapatientforalimitedtimebyday,
butcriticalhealthissuescanoccuratanymoment.Basedonthis,24/7monitoringofhealthfacts
iscrucial,anditisnecessary.Inthiscontext,IoTassistedpatientscanbeaccessedformedicalstaff
overtheinternetandbyothersystems,thehealthstateofapatientcanbesuperviseduninterruptedly,
beingpossibletodetecthealthrisksituationsattherighttime,inordertobepossibletoapplythe
appropriatecountermeasures.Also, IoTcansupport tocollecthealthrecords thatcanbeused to
generatestatisticinformationcorrelatedtoahealthcondition.Usingthesestatistics,surveillanceand
riskdrawingofdiseasescanbecompletedusingremotehealthdata.AccordingtoSingh(2018),using
IoT,systemsareabletoanalyzeandpredicthealthdisordersinearlystagethroughDataPrediction
techniquesappliedtogenerateddata.

Therearepeoplewho,whentheyhaveahealthproblem,canmakeanappointmentinaclinic
withadoctortheytrust.Otherpeopledecidetogotothemostappropriatehospitalfortheirneeds.In
othercases,thehealthsituationissocriticalthattheonlyalternativeistogoasquicklyaspossible
tohospitalcare.Thus,hospitalsandhealthcareenvironmentsareextremelyimportantservicepoints
forthegeneralpopulationtoperformoneofthemostimportanttasks:toensuremedicaltreatment.
Therearemanyenvironments,resourcesandprocesseswithinahospitaltoaccomplishthistask.
Thus,itbecomesinterestingtohaveeffectivecontroloverhowtheseresourcesandprocessesare
beingusedandexecutedinordertoidentifyoptimizationpoints.Thisbecomesevenmorenecessary
whenitcomesacrosstheBrazilianreality,wherehospitalsareincreasinglycrowdedwithpeopleto
attend.Whenahospitaloremergencycareunitisopened,usuallyittakesalongtimeuntilitexceeds
itsservicecapacity.Ifitwerepossibletoidentifywhenthepointsofcareandresourceswouldhavea
demandhigherthantheirabilitytoattend,itwouldbepossibletoestablishactionplanstominimize
orperhapseveneliminatethesebottlenecksinthehealthcareenvironmentssystems.However,how
canoneanalyzeanddefinewhenthismomentisabouttoarrive?Relyingonlyonthejudgmentof
peoplewhoworkwiththeseresources,withnoefficientwayofrecordingtheiruses,andnostatistically
reliablepredictionsystemcanbecomeaproblem,withahighprobabilityoferrorsintheirevaluation.

In thiscontext, inorder to identify thestateof theart for IoTsystemswithDataPrediction
appliedtohealthcareandtodiscussthemainopenissues,thisworksurveysthemaincontributions
of thescientificcommunityoverthelastyears.Themainobjectiveof thisworkis toreviewthe
useofInternetofThingscombinedwithDataPredictioninhealthcareliteratureanddescribethe
existingmodels.Asawayofmappingthisstudyscenario,weusedthesystematicliteraturereview
methodology to choose the studies (Roehrs, Costa, Righi, & Oliveira, 2017). As a result, were
reviewedscientificstudiespublishedinthelastyears,selectedthemostsignificantapproaches,and
thoroughlysurveyedtheuseofIoTcombinedwithDataPredictioninthehealthcarefield.Also,was
developedanupdatedandwidetaxonomyforIoTsystemswithDataPredictionappliedtohealthcare
andindicatedchallengesandpossibilitiesforfuturestudy.Contributionswerealsoproposedinthe
fieldfromthestudyofrelatedworks,whichareanupdatedtaxonomyandanupdatedvisionabout
mainchallengesandpossibilitiesabouttheuseofIoTwithDataPredictionappliedtohealthcare.

Thisarticleisorganizedasfollows:Section2presentsthebackground,bringingothersurveys
inthisscenario,andgapsintheirapproaches.Section3presentsthearticleselectionprocessthrough
asystematicliteraturereviewforHealthIoTsystems,bringingacomparisonbetweentheselected
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studies.Section4presentsthestateoftheartfortheInternetofThingscombinedwithDataPrediction
inhealthcareliterature.ThissectionalsodescribesataxonomyproposedinthisworkforIoTsystems
withDataPredictionappliedtohealthcare.Section5presentsthepossibilitiesandchallengesfor
exploring theInternetofThingsparadigmandDataPrediction techniques to improvehealthcare
processesand,finally,Section6presentstheconclusionsandproposedfutureworks.

BACKGRoUND

TheuseofDataPredictioncombinedwithIoTappliedtohealthcarehasseveralusesandalotof
potentialsandcanhelptoidentifydiseasesandrisksituationsbeforetheyhappen.Afteraliterature
review,onlysurveysthataddresstheInternetofThingsandhealthcareinacommoncontextwerefound.
WhenthesearchwasextendedforDataPrediction,fewsurveyswerefoundthatbringsomequestion
relatedtoforecasttechniques.ThisisthecaseofthereviewconductedbyDarshanandAnandakumar
(2015)ontheusageofIoTinthehealthcaresystemanddidnotaddresstheuseofDataPrediction
inanyofthereviewedarticles.Therelationoftheresearchwithpredictionisintheresultssinceas
theauthorsdidnotfindanapproachforpredictionofchronicdisordersinwearabledevicescontext,
theyproposedamethodologyforthis.AnotherstudyisasurveyconductedbyMeharouech,Elias,
andMehaoua(2015)onubiquitoushealthcare.Thefocusoftheresearchwasontheuseofubiquitous
devicesforthehealtharea,andsomeofthestudiesaddressed,providedapproachesforthemobility
predictionofpatients.Basedonthis,itcanbenotedthatalthoughtherearesurveysthataddressthe
useofIoTinthehealtharea,therearestillnosurveyswhichcombineDataPredictioninthisareaof
study,thatmeansthereisnoglobalviewofitintheliterature.Althoughtherearetaxonomiessuch
astheoneproposedbyMeharouechetal.(2015),theyfocusonlyonIoTinthehealthcareareaand
donotaddressDataPrediction.

ARTICLE SELECTIoN

Thissectionpresentsasystematicreviewoftheliteraturetoidentifyandprovidethestateoftheart
ofacademicresearchinthehealthcarearea,relatedtotheconceptofInternetofThings,focusing
onDataPredictiontopredictandpreventproblems.Thistypeofliteraturereviewwasselectedto
summarizethetechnologyinrelationtothistopic,inawaythatdoesnotrequirein-depthanalysis
andsynthesis.Forthissystematicliteraturereview,thefollowingactivitieswereused,asreviewed
byRoehrsetal.(2017):

1. Research Questions:Presentstheresearchquestionselaboratedforthissystematicreview;
2. Search Strategy:Describestheexploredlibrariesandthestrategytocollectthedata;
3. Article Selection:Definethestepstakentofilterandselectthestudies;
4. Quality Assessment:Describethequalityassessmentoftheselectedstudies;
5. Data Extraction:Comparetheselectedpapersandresearchquestions.

Research Questions
AccordingtoRoehrsetal.(2017),thedefinitionofresearchquestionsisoneofthemostimportant
partsofanysystematic literaturereview.Thisstudyaimsto identifyandclassify the technology
relatedtoIoTuseinhealthcarecombinedwithDataPrediction;theresources,problems,challenges,
andsolutionsthatarecurrentlybeingconsidered;andtheresearchopportunitiesthatexistorare
emerging.Forthiswork,twotypesofquestionsweredefined:GeneralQuestion(QG)andSpecific
Questions(SQ).Table1showstheresearchquestionsraisedforthissearchofworksrelatedtothe
researchthemeofthisdocument.
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TheproposedGeneralQuestionbringsabroadclassificationrelatedtotheIoTsystemswith
Data Prediction for the healthcare area. GQ1 refers to classifying and defining a taxonomy for
existingIoTsystemswithDataPredictionappliedtohealthcare.Toimprovethefilteringprocess
ofthestudies,inordertoguideandfacilitatetheprocessofidentifyingtheanswerforGQ1,some
SpecificQuestionsweredefined.SQ1seekstoidentifythetypesofdataanIoTsystemwithData
Predictionappliedtohealthcarecancontain.SQ2investigatesthetypesofstandardsthatareused
forIoTsystemswithDataPredictionappliedtohealthcare.SQ3seekstoshowhowinformationis
insertedintotheproposedsystems.SQ4investigateswhatarethegoalsthatIoTsystemswithData
Predictionappliedtohealthcarehave.SQ5focusesonarchitecturemodelsforIoTsystemswithData
Predictionappliedtohealthcare.

Search Strategy
Thenextstepwastoidentifyasetofstudiesrelatedtoresearchquestions.Inthisprocess,thesearch
keywordsandthedefinitionofthesearchscopeweredefined.Thesewordsweredefinedtoobtain
researchresultsfocusedonthethemeofthissystematicreview.Therefore,theSearchStringlocated
inTextbox1wasdefinedforthesearchandselectionofarticlesinelectronicacademicdatabases.

Textbox1.Searchstring
((prediction OR analytics OR forecast OR time serie) AND (Internet 
of Things OR IoT OR sensors) AND (health OR healthcare OR 
hospitalar OR clinical))

Tocoveralargenumberofrelatedstudies,severalelectronicscientificlibrarieswereselectedas
thebasisforresearchonthearticles,listedinTable2.AccordingtoRoehrsetal.(2017),theseportals
aresomeofthatcoverthemostrelevantjournalsandconferencesofthecomputersciencearea.The
periodutilizedforsearchintheelectronicdatabaseswasbetween2010and2018.

Article Selection
AfterallarticleswerefoundintheelectronicdatabasesusingtheSearchString,werecarriedouta
processofremovingarticlesthatwouldnotberelevanttothisresearch,inordertokeeponlythosethat
wouldbemorerepresentativetothetheme.Thus,allworksthatdidnotaddresstheuseofInternetof

Table 1. Research questions

Group and Identifier Question

General Question

GQ1 HowwouldthetaxonomyforIoTsystemswithDataPredictionappliedtohealthcareappear?

Specific Question

SQ1 WhatarethedatathatareincludedinanIoTsystemwithDataPredictionappliedto
healthcare?

SQ2 WhatarethetechnologiesandstandardsthatapplytoIoTsystemswithDataPrediction
appliedtohealthcare?

SQ3 WhicharethetechniquesormethodsusedtoinputinformationintoIoTsystemswithData
Predictionappliedtohealthcare?

SQ4 WhatarethegoalsofIoTsystemswithDataPredictionappliedtohealthcare?

SQ5 WhatarethearchitecturemodelsofIoTsystemswithDataPredictionappliedtohealthcare?
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ThingscombinedwithDataPredictiontopreventproblemsinhealthcarewereremoved.Therefore,
thefollowingexclusioncriterionwasdefinedforarticleselection:

Exclusion Criterion 1:ArticledoesnotaddresstheuseofInternetofThingsinhealthcare.
Exclusion Criterion 2:ArticledoesnotaddressDataPredictiontechniquestopreventproblems.

AccordingtoRoehrsetal.(2017),animportantstepinthesystematicreviewisthedefinition
ofthefilteringprocessofthearticles.Asaresult,thefollowingstepsweredefinedforthefiltering
andselectionprocess:(I)FilterbyTitle,(II)FilterbyAbstract,and(III)FilterbyFullText.First,
thetitlesofthearticleswereanalyzed,sothatthosewhodidnotaddresstheInternetofThingsand
Healthwereexcluded,accordingtoExclusionCriterion1.After,theabstractoftheremainingarticles
wasanalyzedsothatthearticlesthatdonotaddresstheuseofIoTinhealthcarecouldbeexcluded,
accordingtoExclusionCriterion1.Atthesamestage,arealsoexcludedthearticlesinwhichnothing
wasfoundintheirabstractsregardingDataPrediction,accordingtoExclusionCriterion2.Finally,the
textsofthearticlesfilteredinthepreviousstageswerereadandtheexclusioncriterionwasapplied
again,removingthosethatdidnotaddresstheproposalofthatsystematicreview.

Quality Assessment
AccordingtoRoehrsetal.(2017),itisessentialtoevaluatethequalityoftheselectedpapers,inorder
toverifyifitisreallyrelevanttothestudy.Thus,theselectedarticleswereevaluatedinrelationto
theparametersusedbyRoehrsetal.(2017):thepurposeoftheresearch,contextualization,literature
review,relatedworks,methodology,resultsobtainedandtheconclusion, related to theproposed
objectives,andanindicationoffutureworks.Basedonthis,Table3waselaborated,presentingthe
qualitycriteriaintheformofquestionstowhichtheselectedarticlesweresubmittedforvalidation
oftheirquality.

Data Extraction
Inordertogathertheinformationaboutthepaperpreviouslyraised,acomparisonwasmadebetween
thechosenarticlesandtheresearchquestions.Table4showshowtheywerecompared,bringing
eachitemoftherelatedpaperstotheresearch,inordertohaveabetterwaytoextractdetailsofthe
articlesandunderstandhowstudieshaveaddressedissuesrelatedtotheresearchquestionsproposed
inthesystematicliteraturereviewperformedinthispaper.

Selected Studies
InTable5allselectedarticlesarepresented,bringing:(I)Anidentifierforeachofthem,(II)Author
namesinbibliographicreferenceformat,(III)ThearticlePublisher,and(IV)Typeofpublication,

Table 2. Electronic databases for article search

Acronym Electronic Database Name

ACM ACMDigitalLibrary

GoogleScholar GoogleScholar

IEEE IEEEXploreDigitalLibrary

IET IETDigitalLibrary

PubMed NationalCenterforBiotechnologyInformation,U.S.NationalLibraryofMedicine

ScienceDirect ElsevierB.V.ScienceDirect

Wiley WileyOnlineLibrary
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whichmaybeJournalArticleorConferenceArticle.Thepapersweresortedinascendingorderby
yearofpublicationand,after,orderbyalphabeticalorderofauthors’names.

Performing the Quality Assessment
InFigure1thesatisfiedQualityCriteriaarepresentedforeachoftheselectedworks,basedonthe
QualityAssessmentCriteriaproposedinTable3.Thecriteriasatisfiedbyeacharticleareshown
ontheverticalaxis,andthearticlesthemselvesonthehorizontalaxis,accordingtotheIdentifiers
previouslydefined.After thisqualityassessment, itmaybenotedthatmostofthearticlescould
reach6or7qualitycriteria.

STATE oF THE ART

Basedontheselectedarticles,itwaspossibletoidentifythattherearecurrentlyseveralfrontsand
approacheswhentheobjectiveistopredictissuesrelatedtothehealthofapatientusingtheInternet
ofThingsandDataPredictionconcepts.Throughthearticlessurveyeditwaspossibletoseethatit
isnotonlypossibletousethetechnologyforthis,asitisalreadybeingusedinseveralapproaches
in thescientificcommunity.Mostof the IoTsystemswithDataPredictionapplied tohealthcare

Table 3. Quality assessment criteria

Identifier Criteria

C1 Doesthearticleclearlyshowthepurposeoftheresearch?

C2 Doesthearticleadequatelydescribetheresearchcontextthroughaliteraturereview?

C3 Doesthearticlepresenttherelatedworktothemaincontribution?

C4 Doesthearticlehaveadescriptionofaproposedarchitectureorresearchmethodology?

C5 Doesthearticlepresentresultsfortheresearch?

C6 Doesthearticlepresentastudyconclusionrelatedtotheresearchobjectives?

C7 Doesthearticlepresentsomefuturework,improvementsorsomefuturestudy?

Table 4. Review of articles with research questions

Section Description Research Questions

Metadata

Title Titleofarticle GQ1,SQ1,SQ2,SQ5

Abstract Summaryofpaperwithmethodandresults GQ1,SQ1,SQ2,SQ5

Keywords Wordsrepresentingthearticlecontent GQ1,SQ1,SQ2,SQ5

Article

Introduction Sectionintroducingtheaddressedproblem Allquestions

Background Sectionpresentingconceptsaboutthearticlethem Allquestions

Method Presentstheproposedscientificmethodology Allquestions

Results Coversresultsacquiredafterevaluation Allquestions

Discussion Comparearticleresultswiththeliterature SQ2-SQ5

Conclusion Relateobjectivesandhypotheses SQ2-SQ5
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Table 5. Selected studies

Identifier Authors (Year) Publisher Type

A01 Kwon,Shin,Shin,andKim(2010) IEEE Conference

A02 Kan,Chen,Leonelli,andYang(2015) IEEE Conference

A03 Kang,Adibi,Larkin,andLuan(2015) IEEE Conference

A04 Orimaye,Leong,Lee,andNg(2015) IEEE Conference

A05 Jouini,Lemlouma,Maalaoui,andSaidane(2016) IEEE Conference

A06 Azimietal.(2017) ACM Journal

A07 Chen,Chen,Wu,Hu,andPan(2017) Elsevier Journal

A08 Robben,Englebienne,andKröse(2017) IEEE Journal

A09 Zamanifar,Nazemi,andVahidi-Asl(2017) Elsevier Journal

A10 Alietal.(2018) Elsevier Journal

A11 Basanta,Huang,andLee(2018) IEEE Conference

A12 BhatiaandSood(2018a) Elsevier Journal

A13 BhatiaandSood(2018b) Springer Journal

A14 Farahanietal.(2018) Elsevier Journal

A15 Gondaliaetal.(2018) Elsevier Journal

A16 Huang,Zhao,Zhou,andJiang(2018) IEEE Journal

A17 Kumar,Lokesh,Varatharajan,Babu,andParthasarathy(2018) Elsevier Journal

A18 Manogaranetal.(2018) Elsevier Journal

A19 Paudel,Dunn,Eberle,andChaung(2018) AAAI Conference

A20 SoodandMahajan(2018) IEEE Journal

A21 TanandHalim(2018) Taylor&Francis Journal

A22 Thakuretal.(2018) MDPI Journal

A23 Verma,SoodandKalra(2018) Springer Journal

Figure 1. Satisfied quality criteria for each selected article
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researchedfocusonthemonitoringofthepatient’shealthconditions,inordertogeneratealertsif
anyrisksituationsareidentified.Thesesystemsareabletopredictwhenthepatient’svitalsignswill
beatrisk,identifyhealthproblemsanddiseases,andenvironmentalrisksituationsforpatients.Table
6presentsacomparisonbetweenthecollectedpapers,relatingsomeoftheirmaincharacteristics.

BasedontheResearchQuestionsdefinedinResearchQuestionsSection,wasperformedthe
dataextractionprocessoftheselectedarticlesinordertodeterminetheStateoftheArtofInternet
ofThingsandDataPredictioninhealthcaresystems.Next,arepresentedtheGeneralQuestionand
theSpecificQuestionsusedtohelpanswertheGeneralQuestion,alongwiththeanswersfoundfor
eachofthem.

GQ1: How Would the Taxonomy for IoT Systems With 
Data Prediction Applied to Healthcare Appear?
Were investigated several studies that work with the concept of Internet of Things and Data
Predictionappliedtosituationsinthehealthcarearea.Whenanalyzingtheselectedarticles,itwas
possibletoproposeataxonomybasedonimportantcharacteristicsofthemodels,inordertohelp
in theclassification,comparison,andevaluationofdifferent IoTsystemsforhealth. Inaddition,
thisclassificationcanprovideanoverviewofpossiblealternativesintermsofobjectives,content,
andarchitectures.TheproposedtaxonomyissummarizedinTable7,dividedintothreegroups:(I)
Structures,(II)Functionsand(III)Architecture.Nexttoeachitemhaveabriefdescription.

Figure2presentstheproposedtaxonomy,bringingtheentireclassificationforIoTsystemswith
DataPredictionappliedtohealthcare.Thenextsectionsofthisarticlepresentthesubclassifications
proposedinTable7,showinghowthistaxonomywasproposed,alsopresentingwhichstudieshave
usedeachofthestructures,functions,andarchitecturesproposedinthiswork.

SQ1: What are the Data That are Included in an IoT System 
With Data Prediction Applied to Healthcare?
Toanswerthisquestionwereanalyzedallpreviouslyselectedarticles.Thetypesofdatathatare
includedinIoTsystemswithDataPredictionappliedtohealthcarearedescribedinTable8.Thedata
typesfoundareasfollows:(I)Activitiesthataparticularpatientmaybeperforming,(II)Statusofthe
environmentwherethepatientislocated,(III)Datasources,internalorexternal,withinformationon
diseases,treatments,diagnosesandothers,(IV)DatacapturedthroughSocialNetworks,(V)Location
ofthepatientinanenvironmentinanyinstantoftime,(VI)Patient’svitalsignscapturedbythesystem
inrealtimeand(VII)Patient’svitalsignscapturedbyexaminationsandmeasurements,subsequently
inputtedintothesystem.Table8listsalldatatypesfoundandabriefdescriptionofeachofthem.

SQ2: What are the Technologies and Standards That Apply to 
IoT Systems With Data Prediction Applied to Healthcare?
Manystudiesuseownformatstoorganizethedatatheyusesothatthereisnotalwaysastandard
amongthem.Thus,therearemanytechnologiesthatcanbeusedforIoTsystemswithDataPrediction
appliedtohealthcare.However,inordertoanswerthisquestion,wereanalyzedtheopenindustry
standardsandothertechnologiesthatareusedinthesearticles.Astherearenumeroustechnologies
inthisaspect,itwasdecidedtolistonlythoseusedbymorethanonearticlestudied.Table9presents
them,someofthembeing:Bluetooth,CloudandFogComputing,GlobalPositioningSystem(GPS),
RadioFrequencyIdentification(RFID),WirelessBodyAreaNetwork(WBAN),Wearables,Wireless
SensorNetwork(WSN),andZigBee.

SQ3: Which are the Techniques or Methods Used to Input Information 
Into IoT Systems With Data Prediction Applied to Healthcare?
Anotherresultofthissystematicliteraturereviewwastheidentificationofthetechniquesusedby
the IoT systemswithDataPredictionapplied tohealthcare toperform the insertionofdata and
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Table 6. Comparative between characteristics of the articles

Characteristics

Reference Articles

A
01

A
02

A
03

A
04

A
05

A
06

A
07

A
08

A
09

A
10

A
11

A
12

A
13

A
14

A
15

A
16

A
17

A
18

A
19

A
20

A
21

A
22

A
23

Presents mechanisms for security such as

AuthenticationandAuthorization
ofusers • • • • • • • •

Dataencryption • • • • • • •

Patientprivacy • •

Uses the following techniques

CloudComputing • • • • • • • • • • • • • •

FogComputing • • • • •

DataPrediction • • • • • • • • • • • • • • • • • • • • • • •

Uses the following techniques to perform prediction

ArtificialIntelligence • • • • • • • • • • • • •

BigData • •

Probabilityandstatistics • • • • • • • • • • •

Use the following prediction algorithms and models

AdaptativeBoosting(AdaBoost) • •

ArtificialNeuralNetworks
(ANN) • • • •

DecisionTree •

FuzzyLogic • •

K-Meansclustering •

K-NearestNeighbors • • •

LinearDiscriminantAnalysis •

RandomForest • •

SupportVectorMachines(SVM) • • • •

TemporalNaiveBayes(TNB) •

DiseaseCombinationAppearance
Probability(DCAP) •

Bayesianinference • •

Gaussianfunction •

GreyModel •

HiddenMarkov •

LinearRegression •

LogisticRegression • • •

MultiCriteriaDecisionMaking
AnalyticalHierarchyProcess
(MCDM–AHP)

•

RegressionForest., •

Performs prediction for the following cases

Futurestatusofvitalsignsand
conditionsofthepatient’shealth • • • • • • • • • • • •

Anticipaterisksituationsforpatients • •

Identifythepatient’sfuture
location • •

Identifytheincidenceofdiseases
infuture • • • • • • • •
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Table 7. IoT systems with data prediction applied to healthcare taxonomy summarized

Group Description

Structures DataandtechnologiesusedinIoTsystemswithDataPrediction

Data Datafoundinthesystems(SeeTable8)

Technologies Technologiesthatcanbeappliedinthesystems(SeeTable9)

Functions Describesthemainobjectivesandcharacteristicspresentinthesystems

DataSource Techniquesforinputinformationinthesystems(SeeTable10)

Objectives Representstheaimofthesystems(SeeTable11)

Architecture Architecturetypes(SeeTable12)

Models Describesthearchitecturemodels

Prediction Presentswhichpredictionmodelswereused

Figure 2. IoT systems with data prediction applied to healthcare taxonomy
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informationintotheapplications.Table10presentsthetechniquesforinsertionofthedatainthe
systemsproposedinthesearticles,bringingadescriptionofeachofthesetechniques.Thetechniques
aredividedintofourmaingroups:DataCollection(T1),wherethedataisinsertedthroughpreviously
createdcollectionsofdata;AutoInsertion(T2),whereinformationiscapturedautomaticallythrough
sometechniquesandenteredintotheapplication;ManualInsertion(T3),whereinformationmust

Table 8. Data found in IoT systems with data prediction applied to healthcare

Data Description

Reference Articles

A
01

A
02

A
03

A
04

A
05

A
06

A
07

A
08

A
09

A
10

A
11

A
12

A
13

A
14

A
15

A
16

A
17

A
18

A
19

A
20

A
21

A
22

A
23

Activities
Activitiesthat
thepatientis
performing

• • • • • • • •

Captured
signs

Vitalsignsnot
capturedbythe
system

• • • • • • •

Datasources

Datasourceswith
informationon
diseases,treatments
andrelated

• • • • • • • • • •

Environment
Statusof
thepatient’s
environment

• • • • • • • • • •

Location Wherethepatientis
inanenvironment • • • • • • • • •

Problem Identifiedhealth
problem • • • • • • • • • • • • •

SocialData Socialmediadata •

Vitalsigns Bodyfunction
Status • • • • • • • • • • • • • • • •

Table 9. IoT systems with data prediction applied to healthcare related technologies

Technology Description

Reference Articles

A
01

A
02

A
03

A
04

A
05

A
06

A
07

A
08

A
09

A
10

A
11

A
12

A
13

A
14

A
15

A
16

A
17

A
18

A
19

A
20

A
21

A
22

A
23

Bluetooth Wirelesstechnology
standard • • • •

Cloud
Computing

Technologyfor
deliveryofon-
demandcomputing
resourcesoverthe
internet

• • • • • • • • • • •

Fog
Computing

Cloud
geographically
closetotheuserfor
latency-sensitive
applications

• • • • •

GPS satellite-basedradio
navigationsystem • •

RFID Standardfor
identification • • • • • •

WBAN Sensornetwork • • • •

Wearable Wearable • • • • • • • •

WSN Sensornetwork • •

ZigBee
Suiteofhighlevel
communica-tion
protocols

• • • •
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beenteredmanuallyintotheapplication;HybridInsertion(T4),wherethesametechniquecanenter
informationinthesystemeithermanuallyorautomatically.

SQ4: What are the Goals of IoT Systems With Data 
Prediction Applied to Healthcare?
ThisresearchquestionpresentsthemaingoalsorobjectivesofIoTsystemswithDataPrediction
appliedtohealthcare.Table11presentstheobjectivesfoundforthearticlesanalyzedinthis
systematic literature review. It was concluded that the objectives can be divided into two
categories:Interaction(O1),thatarerelatedtothewayofthesystemwillinteractwiththe
patients andotherusers, andPrediction (O2),whichare related to thepredictions that the
system intends to perform in order to prevent in advance life-threatening situations which
patientsmaybeexposed.

SQ5: What are the Models of Architecture of IoT Systems 
With Data Prediction Applied to Healthcare?
ThislastspecificquestionaimstoidentifythemainmodelsofarchitecturesusedbyIoTsystemswith
DataPredictionappliedtohealthcareintheirimplementations.Afteranalyzingthearticles,were
definedtwomainarchitecturegroups(asshowninTable12):Processing(A1),whichpresentsthe
dataprocessingarchitectures,whichareclassifiedinLocal,ExternalorHybrid,andPrediction(A2),
whichpresentsthetechniquesusedfortheDataPredictionarchitecture,suchArtificialIntelligence,
BigData,andProbabilityandstatistics.

Table 10. 

Technique Description

Reference Articles

A
01

A
02

A
03

A
04

A
05

A
06

A
07

A
08

A
09

A
10

A
11

A
12

A
13

A
14

A
15

A
16

A
17

A
18

A
19

A
20

A
21

A
22

A
23

Data Collection (T1)

CollectedData

Previously
developed
worksfed
databasesthat
wereusedby
somearticlesin
theirprocesses

• • • • • • • • • • •

Auto Insertion (T2)

Social
Networks

Dataare
captured
directlyfrom
patients’social
media

•

Sensors

Information
capturedby
sensorsisadded
inapplications

• • • • • • • • • • • • • • • • • • • • • • •

Manual Insertion (T3)

Users

Userscan
manuallyenter
information
intosystems

• • •

Hybrid Insertion (T4)

Smartphones
Apps

Smartphone
applications
canbesources
ofinformation
inputs

• •
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Table 11. Objectives related to the form of interaction with the system and to the predictions that the system intends to perform

Objectives

Reference Articles

A
01

A
02

A
03

A
04

A
05

A
06

A
07

A
08

A
09

A
10

A
11

A
12

A
13

A
14

A
15

A
16

A
17

A
18

A
19

A
20

A
21

A
22

A
23

Interaction (O1)

Objectivepatientdata
visualizationinaquery
tool

• • • • • • • •

Objectivethemaintenance
ofpatientdatafor
themselvesor/andfor
otherusersofthesystem,
manually

Objectivemonitoringof
thehealthconditionsof
thepatient,inorderto
generatealertswhena
problemidentified

• • • • • • • • • • • • • • • • •

Prediction (O2)

Predictrisksituationsthat
patientsmaybeexposed • • •

Predictheartdisease • • • • • • • • •

Predictfutureconditions
orvitalsignsofpatients’
health

• • • • • • • • • • • • •

Predictwherethepatient
willbenext,inorder
topreparethesensors
installedinthehealthcare
environmenttocollectthe
patientinformationina
non-invasiveway

• •

Table 12. Models of data processing and prediction

Model Description

Reference Articles

A
01

A
02

A
03

A
04

A
05

A
06

A
07

A
08

A
09

A
10

A
11

A
12

A
13

A
14

A
15

A
16

A
17

A
18

A
19

A
20

A
21

A
22

A
23

Processing (A1)

Local Dataisprocessed
locally • • • • •

External
Processing
occurson
externalserver

• • • • • • •

Hybrid

Dataisprocessed
inpartslocally
andinpartsonan
externalserver

• • • • • • • • • • •

Prediction (A2)

Artificial
Intelligence

Performed
throughArtificial
Intelligence
techniques

• • • • • • • • • •

BigData
Performed
throughBigData
techniques

• • •

Probability
andStatistics

Performedusing
probability
andstatistics
techniques

• • • • • • • • • • • • • •
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CHALLENGES AND PoSSIBILITIES

Itwaspossibletoobservethattherearecurrentlyseveralfrontsandapproacheswhenthe
goalistotakecareofthehealthofpatientsusingtheInternetofThingsconcept,andnot
onlythisbuttoanticipateproblemsituationsthroughDataPredictiontechniques.Several
systemsusedifferenttechniquestoachievethesamegoals.Whenlookingatthesesystems,
it is possible tonote that concepts such asCloudComputing,FogComputing,Artificial
Intelligence,BigData,Probability,andStatisticsareatthetopoftheworld’shealthresearch.
However, few of these approaches have effective mechanisms to deal with the issue of
securityinthedigitalage.Andthosewhohavethemdonotalwaysrelyonextremelysecure
protocolsandsystems.Someapplicationsdonotmakeuseofadaptivecomputingresources
likeCloudComputing,usingownresourcesandownserversthatendupbecomingsingle
pointsoffailureand,becauseofthatdependability, ifasingleservicestopsworking,the
entireapplicationwillfail.

Furthermore,therearemanytechniquesforanalyzingthefuturestatusofthepatient’shealth
conditions,butpracticallynonetopredicttheevolutionofthediseasesthatthepatientalreadyhas.
Theapproachesareveryfocusedonanalyzingpatienthealthconditionsandfocusverylittleonrisk
situationsintheenvironmentwherethepatient is inserted.Eveninthisregard,neitherapproach
attemptstoanalyzetheuseofhospitalresourcesand,consequently,topredictwhentheseresources
willbecomeinsufficientforpatientscare.Thus,itispossibletosaythatthetechnologyneededto
betterexploretheInternetofThingsconceptandDataPredictioninhealthcareenvironmentsexists
andisalreadyusedtoday,buttherearefewapproachesthatcanmergeconceptsintoonetosolve
severaloftheproblemsraised.

Distributed Environments and Dependability
Ascanbeseen,onlyhalfoftheapproachesstudiedmakeuseofCloudComputingandtheother
halfoperateonown,apparentlycentralized,servers.Oneofthemainproblemsofworkingwitha
centralizedenvironmentisdependability,thatis,withthesystemrunningonasingleserver,ifitfails,
theentireapplicationwillfail.Often,thereareseveralservicesandserverstoperformallthetasks,
whichmakestheproblemevenworse,becauseifanyoneofthemfails,thewholeapplicationstops
working,andwillhaveseveralservicesandserversrunning,butnothingtoprocess.

Inthiscontext,apossibilityofexplorationwouldbetocreatetechniquesandsystemscapable
ofoperatingoverdistributedenvironments,withdatareplicationandredundancyofservices
andservers.OnewaytodothiswouldbebyusingtheCloudComputingconcept,maintaining
theHealthIoTapplicationwithDataPredictioninacloudinstance.However,oneofthemajor
problemsof IoT is a large amount of data generatedby themost diverse sensors.Thisway,
transmittingallthedatatothecloudcantakeconsiderabletime,anduntilthedataisprocessed
bytheapplication,theproblemthatiswaitingtobepredictedwillalreadyhavehappened.Thus,
anotherpossibilityofexplorationwouldbetoproposesystemsthatuseFogComputing,that
is,cloudsclosertotheuser,makingthetransmissionoccurfasterand,inthiscontext,tocreate
techniquestopre-process thedata inanappropriateway,eliminatingnoiseandsendingonly
whatisneededforthemaincloudtoperformdataprocessing.

Also,inthiscontextofdistributedapplications,anotherpossibilityofexplorationwouldbeto
define techniquesforvirtualizationofservices, that is, todefine techniques to instantiatevirtual
machinestomeettheprocessingdemand,andtoperformloadbalancingbetweenthem.Thus,the
systemwouldbecomeabletoincreaseanddecreasethecapacityasrequired.Inthispossibility,ways
couldbeproposedtoidentifywhenasystemisclosetoreachingitsprocessinglimit,totriggera
newvirtualmachineand,atthesametime,toidentifytheunderutilizationofthesystemtodisable
virtualmachines.Also,inthiscontext,techniquescouldbeproposedtodividethetasksbetweenthe
machinesappropriately.
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Internet of Things Standards and Technologies
OneofthemajorproblemsandchallengesfortheInternetofThingsistheabsenceofstandardsfor
data.Theproposedsystemshavedifferentwaysofstoringdata,performingprocessing,andmakingit
availabletousers.Datacapturedbyoneapplicationcanhardlybeusedbyanother.Thefewdatathat
canbeused,needanintermediateprocessing,onlytocarryoutthetranslationofthesamebetween
theapplications.SomeapproachesusedtheCoAPfordatatransfer.Othershaveusedontologiesto
storetheknowledgeacquiredbytheapplicationandothershavemadeweb-services.Regardingthe
network,hastheuseofLoWPAN,WSN,andWBAN.OneofthemostusedstandardswastheWBAN,
presentedinfiveofthearticles.Thefewstandardspresentedinthearticlesarenotbeingusedeven
forhalfofthestudiesstudied.OneofthepremisesoftheInternetofThingsispreciselythefactthat
allthingsandsensorscapturefull-timedatatobeusedbythemostdiverseapplications,butifthere
isnoportabilitybetweenthem,wouldhaveonlysensorsystemsandnotatrueInternetofThings.

Inthiscontext,agreatpossibilityofexplorationandstudieswouldbetoproposestandardsfor
theInternetofThingsinhealth’sarea.Thus,standardarchitecturesforsystemscouldbeproposed,
forallresearchtofollowthesamepaththatworks.Anotherideawouldbetoproposestandardsfor
thedatacapturedbythesensors,soanydatacapturedbyanysensorofanyapplicationcouldbe
usedbyanyotherapplication.Eveninthiscontext,anotherpossibilitycouldbetheproposalfordata
standardshandledbytheseapplications.Inthisway,theoutputdataofanapproachcouldbeused
asinputtoanyotherapproach.Thus,thesystemsproposedbyseveralfuturestudieswouldhavethe
capacitytoexchangeinformationbetweentheminanaturalandintuitiveway,toeffectivelyrealize
acollaborativeInternetofThings,utilizingthefullpotentialoftechnology.

SECURITy AND PRIVACy

Anotherpointtobehighlightedafteranalyzingthearticlesistheissueofsecurityandprivacy.Few
approacheshavebeenconcernedwiththesafetyofpatientdata.Andevenfewerhavebeenableto
implementadequatesystemstoaddressthisproblem.Thesecurityandprivacyproblemisextremely
criticaltotheInternetofThings.Withdatabeinggeneratedaboutusers,andtheobjectsthatbelongto
them,theamountofinformationthatcanbegeneratedisincalculable.Inaddition,inmostcases,this
informationcanbeclassifiedasconfidential,sinceuserswouldnotliketomakeitavailabletothird
parties.Thus,theneedtoprovideresourcestodealwiththesecurityandprivacyofdatacapturedis
extremelyvaluabletothescientificandindustrialapproaches.

Inthiscontext,apossibilityofexplorationwouldbesystemscapableofimplementinganefficient
andtransparentlayerofsecuritytotheusers,thatcanprotectthedataofthesameofasimple,but
safe,way.Currently,oneofthetechnologiesthathavebeengainingalotofprominenceswhenit
comestodatasecurityisBlockchain.Blockchainprovidesaninterestingapproachtomaintaining
reliabledatabasesonuntrustednetworks.Initially, itwasusedinBitcoinproposedbyNakamoto
(2008)asadatastructure,becomingatechnologicalsolutionthatprovidessecurityindistributed
systems(Jin,Zang,Liu,&Lei,2017).AccordingtoKuzunoandKaram(2017),Blockchainisan
electronicrecordsbookthatkeepsapublicrecordofalltransactionsprocessedinfulltransparency
withoutrevealingtheidentityofthetransmitterandreceiver.Inthisway,systemsthatuseBlockchain
areextremelysecureandcanbecomewhatisneededtoprovideadequatesecurityfortheIoTandto
protectuserdatainthatenvironment.

Prediction on Healthcare Environments
Mostofthestudiedapproachesfocusonpredictingfuturepatienthealthconditions.Basedonthis
predictive strategy, applications are able to inform patients, doctors, and family members when
badsituationswillhappensothatpreventivemeasuresaretaken.Inthisway,risksituationscanbe
minimizedandevenavoideddependingonthepredictiontime.However,notonlythevitalsignsare
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importantwhentalkingaboutthehealthofapatient.Peopleareexposedtovarioussituationsthat
mayendangertheirhealth.Andbesides,oneofthemostcommonproblems,whensomeoneseeks
hospitalcare,istheprecarioussituationofemergenciesinBrazil.

Inthiscontext,oneofthepossibilitiesofexplorationwouldbetoproposesystemscapableof
predictingexternalfactorsthatinfluencethehealthofpatientsinhospitals.Thegoalistocapture
informationfromtheenvironmentwherethepatientisinserted,inordertoanticipateproblemsthat
mayaffecthim.Onepossibilitywouldbetoanalyzetheresourcesthatagivenhospitalhasanduses
toattendtothepublic,toidentifyunderutilizationoroveruseofthemand,basedonpastuse,to
predictwhenagivenresourcewillbeinsufficienttomeetthedemand.Inthisway,hospitalsystems
areawareofwhichfeaturesareinsufficient,whatresourcesareleftover,andwhatresourcesaregoing
tobecomeinsufficient,cantheyoptimizeprocesses,perhapsbyeliminatingunnecessaryresources,
andfocusingonacquiringthosethatreallyareorwillbeneeded.

CoNCLUSIoN

Theobjectiveof this studywas todiscuss themain issues regarding theuseofDataPrediction
combined with IoT applied to healthcare and identify the concepts of technology in this area.
Differentlyofothersworks,thissurveydoesnotaddressonlytheuseofIoTinthehealthcarefield,
butalsotheuseofIoTcombinedwithDataPredictioninordertoanticipateandmitigateproblemsin
thisareaofstudy.Inthiscontext,itwasabletoidentifyandproposeabroadtaxonomyforthescope
ofwork,andanupdatedviewofchallengesandpossibilitiesforfuturestudiesinthisarea.Thus,the
mainobjectivewascompletelyfulfilled.However,thissurveyislimitedtotheuseofIoTandData
Predictiontechniquesappliedtothehealthcarearea.Furthermore,thisworkjustcontemplatesarticles
publishedinelectronicscientificlibraries,notanalyzingothertypesofwork,suchastechnicalor
industrialapproaches.

Itisexpectedthatthetaxonomyproposedinthisworkcanhelpintheclassificationofdifferent
systemsusingtheInternetofThingsconceptcombinedwithDataPredictionforsolvingproblemsin
healthcare,servingasabaselineofstudiesforthescientificcommunityingeneral.Itishopedthat,
withthistaxonomy,futureapproacheswillbeabletoidentifygapsinhealthcaresystems,andshow
waysforfuturenewapproachesinthearea,improvingthefutureresearchpotentiality.Itisalsohoped
thatthisresearchcanhelphospitalITteamsandresearcherstoproposesystemsandapproachesthat
canhelptreatpatientsinamoreautomatedwaywithtechniquesthatcanpredicthealthproblems
andpreventthem.

Asfutureworkwasenvisionedthedevelopmentofamodelforcontrollingprocessesinahealthcare
environment,usingtheInternetofThingsparadigm,torecordtheuseofresourcesbyhealthcare
environmentprocesses,beingabletoevaluateandpredictwhenthedemandforsomeresourcewill
exceedthecapacityofuseofthesameresource.Therefore,itwouldbenecessarytodefinewhich
sensorstouseandwhichplacestheyshouldbeallocated,inordertoperformdatacaptureforsome
time.Withagoodamountofdata,DataPredictiontechniquescouldbeappliedtoidentifypatterns
andpredict,withagooddegreeofconfidence,theoveruseofsomeresource.Finally,wasexpected
to implement thesystemina realhealthcareenvironment, inorder tohaverealdata forabetter
validationoftheproposedmodel.
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