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ABSTRACT

Healthcarefunctionalityisenrichedbycloudserviceswhichoffersaperspectiveforbroadintegration
andinteroperability.Cloud-basedfacilitiessupporthealthcaresystemstoremainconnectedtoremote
accessdevicestovarioustasksandinformation.Thehealthcareactorsshouldhaveanunderstanding
oftherisksandbenefitsassociatedwiththeusageofCloudComputingresourcesutilization.Also,
theymustlaunchanappropriatecontract-basedrelationshipbetweentheCloudServiceProviders
andtheactorsofhealthcaresystemsbymeansofServiceLevelAgreements(SLAs).Thevariationin
bothdemandandsupplywithinthehealthcareinformationaffectstheuseofinformationtechnology.
Hence,monitoringresourcescanplayanimportantroleinaccommodatingthehealthcaredata.To
dealwiththeaforementionedproblems;reinforcementlearningmechanismsalongwiththemetrics
hasbeenusedandexperimentedwiththevariousdynamicsofworkloadtodeliverserviceswith
qualityassurance.
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INTRodUCTIoN

Thehealthcaresectorisperceivingahugegrowthfueledbyagrowingpopulationandresultsinthe
focusedwellnesstotheconsumers.Thisisduetotheinformationtechnologies-enabledpatientcare
systems.Toservethesame,theorganizationsaremigratingtothecloud-basedhealthcareservices
tostrengthentheirexpectationtomeetwiththedemand.Thevolumeofdatathehealthcarebusiness
gathersismind-boggling.A2014reportfromconsultingcorporationEMCandresearchfirmIDC
placethevolumeofglobalhealthcarefiguresat153exabytesin2013(anexabyteequalsonebillion
gigabytes;fiveexabytesisequaltotheallthewordsevervocalizedbyhumans).Iftheinformation
storedallthatdataontabletcomputers,theauthorsnoted,thestackwouldreachnearly5,500miles.
Thereportexpecteda48percentannualprogressrate,meaningthatthefigurewouldreach2,314
exabytesby2020andthesamehasbeendepictedinFigure1.Figure2showshealthcarecloudsystems.

Cloudcomputing(CC)isanadvanceterminology;intermsofpaidresources(Abdel-Basset
etal.,2018).CCpermitsITcompaniestoconsumethecomputationalresources,justlikestorage,
memory,CPUusage,etc.,similartoanyoftheutilityservicessuchaselectricityandwater.Based
ontheusagesofassociatedresourcesandcloudservicestheclienthastopaytheamountasper
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thebillings(Caoetal.,2017).TherearenumerouscharacteristicsofCCandoneoftheimportant
characteristicsofintelligencecloudresourcemanagement(Caoetal.,2017);isautomaticprovisioning
andde-provisioningoftheresources.Inotherwords,theend-userscanautomaticallyaskformore
resourcesandCSP(Cloudserviceprovider)willreleasetheresourceswhentheydonotrequirethe
saidresourcesthentheresourceswillbeunprovisioned(released)(Auto-scalingfeaturewithscalein
andscaleout).Theauto-scalingtechnique(Alhamazanietal.,2015)canberesolvedoutbyapplying
themonitoring approach.Monitoringof the cloud infrastructure results inprovidingapplication
guaranteessuchassecurity,availability,andperformance.Thisisalsocrucialfromtheperspectiveof
CSPtomaintainthedemandoftheclientswithoutanyinterruptions.Therearevarioustools(cloud
monitoringproductsandvendors)formonitoringthecloudenvironment.Figure3showthevarious
monitoringtoolsandtheirratingsasperthesurveydonebytheGartner2018(Gartner,2018).

Figure2indicatestheCCusagesforthehealthcaresystems,suchasvirtualcareandtelehealth
throughinternetaccesstothesystems.Medicalreminderandrefillordering(automatic),monitoring
ofreal-timesupplychainandevent-basedalertsandloggingdata(counterfeitanddrugtheft),artificial
Intelligencebaseddecision-makingprocessmechanism,researchbasedonsocialnetwork,maintaining
theindividualdataprivacy,suchasforHIPPA(HealthInsurancePortabilityandAccountabilityAct
of1996)acquiescentandoffsiteserverswithcutting-edgeencryptionandundeviatingmedicaldata
intermsofstandardEHR(ElectronicHealthRecord)andportabilityacrossthehealthcareproviders.

Figure 1. The size of worldwide healthcare data collected

Figure 2. Healthcare cloud systems
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Intheproposedapproach,wehaveadoptedthemechanismofreinforcementlearning(RL)to
traintheagentforthecloudenvironment.RLisafieldofmachinelearningasshowninFigure4and
itsworkinghasbeenrepresentedinFigure5.

Figure 3. Survey of ratings: cloud monitoring tools

Figure 4. Reinforcement learning: a part of machine learning

Figure 5. Working of reinforcement learning
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Themachinelearningcanbeclassifiedas:

• Supervised Learning: Majorly used for prediction. The established training data including
outputandinputwillbeprovided.Basedonthesedatathemodelwillbetrainedtopredictthe
outputfromanunobservedinput.

• Unsupervised Learning:Majorlyusedforpatternwithdrawal.Theestablisheddatawillbe
deliveredwhichhasnooutput,thealgorithmwillattempttoabstractthenontrivialconstruction
withinthedata.

• Reinforcement Learning:Majorlyusedforoptimization.Representinghowhumanlearnfrom
aninfant,thetrial,anderror.Theapproachwillbeusedtofindtheactionsthatresultinagood
consequence,andgivefavoritismtothepreferencesoftheseidentifiedgoodconsequences.
◦ Agent and Environment Dealings

RLisabout;howthebetterdecisionwillbeacquiredthroughtrialanderrormethod, it isa
communicationbetweentheagentandtherespectiveenvironment.Thecommunicationscanbein
termsofthebelow-mentionedstepsuntiltheterminationconditionwillbeachieved.

• TheagentwitnessestheenvironmenthavingthestateS.
• Outofthepotentialactivities,theagenthastoidentifywhichactiontoadopt.(Thishappens

becauseofthetermcalledaspolicy,thisisafunctionthatproducesanoutputS’thatisanaction
withrespecttothepresentstate).

• Theagentfixestheactionandenvironmentacceptstheaction.
• Withthehelpoftransitionmatrixprototypical,theenvironmentwilldeterminethenextstate

andcontinueforthesame.
• Throughtherewardmodel,theenvironmentregulatestherewardfortheagentforthespecified

actions(a)andstates(s).
• Themainaimoftheagentistodetermineanoptimalpolicywhichmapsthecorrespondingstates

toitsassociatedactions.Sothatthemaximizeddiscountforalong-termrewardcanbeachieved.

Therestofthispaperisorganizedas;thenextsectiondescribesthebackgroundandrelatedwork,
thenmotivationandcontributionhavebeendescribed,followedbyModelusedforcommunication,
resultsanddiscussions,researchchallenges,andendedwithconclusionandfuturework.

BACKGRoUNd ANd RELATEd woRK

RLhasbeencastoffasadiversityoflearningvarioustasks,suchasforrobotics(Cullyetal.,2015),
manufacturing industries (Mahadevan & Theocharous, 1998) and computer-based game playing
technologies(Sutton&Barto,2018).InthepaperbyRoliketal.(Roliketal.,2018)proposedadynamic
assignmentofvirtualmachinesbaseduponthelearningmechanismoftheRLandalsoconsidered
thenumberofSLAviolation.Inanotherapproach(Arabnejadetal.,2017)authorshaveproposed

afuzzyrule-basedscheme,wheretheyhavecomeupwithtwomethodsthatisFuzzyQLearning
and Fuzzy SARSA Learning; used for scaling down/ scaling up the Cloud resources as per the
requirementofQoSandalsousedtoreducethecloudcostbyrefiningthecloudresourceconsumption.
(Yanetal.,2016)presentsanapproachwhereRLbasedapproachhasbeenusedfordynamicdecision
makingforresourceutilizationbasedself-managementtechnique.FarahnakianFetal.(Farahnakian
etal.,2016)presentedanapproachwherehierarchicalmulti-agent-basedarchitecturemodelhasbeen
used.TheschemecustomsnoveladaptiveutilizationthresholdandusesRLmethodtodynamically
regulatethememoryandCPUthresholdsforindividualPhysicalMachine(PM).Thisperiodicallyruns
avirtualmachineplacementoptimizationproceduretoknowthewholeresourceusagesofthephysical
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machinewiththeassignedthresholdstoimprovetheSLAcompliance.Inanotherwork(Ho&Lee,
2015),introducestheconceptofmodel-basedRL,wherethesystempreservesamodelofinteraction
alongwiththeconsequentenvironmentanditsassociatedactions,toimprovetheperformanceof
thesystem.(Jamshidietal.,2016)presentsacontrol-theoreticelasticitymanagementmethodwhich
usagesfuzzycontrol.Thisallowsqualitativespecificationsofelasticityguidelinesandsimilarlydeals
withtheuncertaintywhicharisesfrommonitoringthecloudenvironment.In(Hussinetal.,2015)
authorshavepresentedanapproachofeffectiveresourcemanagementusingRLwhichemphaseson
refiningeffectiveexecutionoftheresourceswithlowcomputationalintricacy.Thesaidapproach
usesRLandNeuralnetworktohelptheschedulertoobserveandadaptstothedynamicenvironment
ofthecloud.Mijumbietal.(Mijumbietal.,2014)proposedamultiagentlearningalgorithmwhich
managessubstratenetworkresourcemanagementinadecentralizedway.Theagentmakesuseof
feedbacktolearntheoptimalpolicyandreservetheresourcesbasedupontheevaluativefeedback
learning. (Farahnakianetal.,2014)proposedamethodcalledRL-DC(ReinforcementLearning-
basedDynamicConsolidation)todecreasethenumberofactivehostsasperthepresentresources
usage.TheRL-DCuseagentstolearntheoptimalpolicy.Theagentslearnfromthepastexperience
todecidewhichhoststosleeporactivateastheworkloadchanges.

MoTIVATIoN

Infrastructureassservice(IaaS)isoneoftheimperativeCCservicemodelsthatisusedtoprovide
thevirtualizedhardwareinfrastructure(suchasmemory,CPU,storage,etc.)totheendusers.The
billingwillbegeneratedbasedontheusagesoftheseaforementionedresources.Theproviderswill
allocateanddeallocatetheresourcesforcomputationaccordingtotherequirementoftheendusers.

TherearenumerouschallengesindealingwithIaaSservices.Themostdifficultconcernisthe
managementofthewholeinfrastructure.Thecloudmanagementshouldbehandledproperly,ifnot;
thenthiscanresultinahighercostthanthecostofdeployingtheserversinthedatacenter.Which
ultimatelyaffectthereturnoninvestment(RoI)oftheCSP.

Fewofthechallengesarementionedbelow:

• AsCCiscommercializedwithrespecttotheservicesprovidedandintermsofutilizationof
resourcesandlikeanyother,subscriptioncenteredfacilities;CSPandtheenduserhavetofollow
theagreementknownasServiceLevelAgreement(SLA).TheSLA(Alhamazanietal.,2015)
wouldcovertheresponsibilitiesandrolesofboththepartiesinvolvedsuchasquality,thescopeof
thesaidservicesandperformancerequirementwithrespecttoQualityofServices(QoS).Hence
QoSactsasanimperativepartofcreatingthecloudservicessuitableforcustomers.Maintaining
theSLAandQoSisachallengingtaskinadynamiccloudenvironment.

• Tomakethecloudenvironmentlesssusceptibletofailureconditions(Sutariaetal.,2017);there
shouldbeaproposalwherethecomputationalagentsshouldmonitorandreacttotheconditions
asunder-utilizationandoverloadofresourcesaspertheworkloadbeingassignedtothecloud
andcanactintelligentlytoavoidthefailureoccurrencesinanautonomousway(withoutany
humaninterventions).

• Provisioningoftheresourcesatthereal-timeisanimportantfactorwhichdeterminesthetrust
level(Gonzalesetal.,2017)oftheCCenvironment.

CoNTRIBUTIoN

Toalleviatetheaforementionedissues,thesubsequentcontributionsarepresentedinthepaperand
arementionedbelow.
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1. AnRLbasedmonitoringmechanismhasbeenpresentedwithzeroknowledgeofhistoricaldata,
themodelwilllearnfromthedynamismofthecloudresourcesdemand,allocationstrategyand
actaccordinglywithrespecttothementionedpolicy.

2. Themodelisdesignedtotunewiththedifferentworkloadscenariosandisbasedonvarious
performanceparametersoftheCC.

3. TheCSPhastoselectthepoliciesbasedonthecloudmetricsandthemodelwillgivetheoptimal
solutiontoattaintherewardsofhealthcareprofessionalsandorganizationsonthebasisofoutcome
andcost-effectivenessautomaticdecision-makingapproach.

4. Thecomputationalagent’skeyfeaturewillbe;tobecomeself-adaptwiththedynamicworkload
managementofmedicalhealthcaredatainacloudenvironment.

ModEL USEd FoR CoMMUNICATIoN

EnthusedbyacurrentimprovementindeepRL(Pengetal.,2016)forArtificialintelligencefeatures,
weconsiderbuildingthesystemswhichwilllearntomanagetheIaaSresourcesofCCdirectlyfrom
theexperiences(operationshappeningattheIaaSlevelofcloud).Now,let’sdiscusstheequations
thatwillhelpustoidentifytherespectivestatesandactionstobeperformedtogettheoptimalpolicy.
Q-Learningisthetechniquewhichcanbeusedtoidentifytheoptimalactionselectionpolicyusinga
functionandcanbeexplainedbyusingtheBellmanequation(Maetal.,2017)asmentionedbelow.

Q S A R Q S Aa, max ,
'� � � � � �� �� 

WhereQfunctionwillcontainthestateandactionpair,Risthereward(i.etherewardtheagent
receivesaftertakingthecorrespondingactionattherespectivestateS)andγisthediscountfactor
(Todealwiththeconditionofneverendedcommunicationinbetweenagentandenvironment,we
usethetermdiscountfactorfortheimpendingreward.Thisdiscountterminologywillresultfrom
thesumofaninfiniteseriestothefiniteseries)andmax ,

'

a Q S A� �� � isthenextoptimalQstate
value.

Thevariationoftheaboveequationcanberewrittenasmentioned(below)equation(Maetal.,
2017).

Q(S,A)←Q(S,A)+α[R+γQ(S0,A0)−Q(S,A)]

Whereαisthelearningrateandγisthediscountrate.

IdENTIFyING oPTIMAL PoLICy FoR THE ModEL

Forthemodeltolearnthroughagent-environmentinteraction;therewarddistributionandprobability
transitionmodelhastobeidentified(Xiaoetal.,2017).Topracticealllikelycombinationsofdifferent
state/actionpairs;weuserandomactionstolearnaboutthemodel.Oncethemodelhaspassedthe
learningsegment,wecandeterminetheoptimalpolicybyobservingthepastpolicyiterations.While
lookingforthebestaction;therightbalancestrategyhastobeadopted.Forthis,theepsilon-greedy
approach has been used. In case of the epsilon-greedy approach, exploitation decision making
fundamentalhastobeoptedasshowninFigure6.Exploitationmeansthebetterdecisiongiventhe
presentevidencewhereasexplorationindicatesgatheringmoreinformation.Forexploitationinevery
decisionstep,weassignaminor(e)probabilitywherewetakehaphazardactionand(1-e)probability
whereweyieldthebest-knownactionwehavetraveledbeforehand.
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ThepoliciesofCCenvironmentcanbe;therewardfunctionfortheagentmaybeperformedin
termsofschedulingsolutionforallocationofthetaskstotheresourcesbycomparingthepresent
executiontimewiththepredefinedbaselineexecutiontime(Orheanetal.,2018).Therewardfunction
canalsobegroundedupontheperformancegoalsdefinedwithrespecttotheServiceLevelObjectives
(SLO)requirementsintermoftheresponsetime,resourceutilization,etc.(Roliketal.,2018).The
followingmetrics(Al-Ahmadetal.,2018)canbeusedtoevaluatetheaforementionedpolicies.

• Metrics for performance:queries/sec,responsetime,etc.
• Metrics for utilization:CPU,memory,disk,etc.
• Metrics for throughput:network,caches
• Metrics for users:clickrates,pageviews,etc.
• Data for compliance:LAbasedmetrics,permissions,etc.
• Indicators of performance:revenueperhour,pricespertransactioninvolved,usersnumber.

Table1showsdifferentmonitoring tools/products (Syedetal.,2017)alongwith theirbasic
requirements(fulfillment)suchas;Scalable,Cloud-aware,Faulttolerance,Timesensitive,Autonomic,
andComprehensiveness.CCowesnumerouspropertiestoitspreviousmodelsofcomputingsuch
as a grid, cluster, service-oriented architecture, distributed computing, etc. The aforementioned
requirements(Ward&Baker,2014)arethemajorchallengesintermsofmonitoringandhavebeen
describedbelow

1. Scalable:CCresourcesarescalable,inthesense,theresourcesshouldscaleup/downasperthe
user’sdemandandshouldsupportrobustnessinarchitecture,whichallowsthesystemtoadapt
toelasticity/dynamism.

2. Cloud-aware:Themonitoringsystemofthecloudshouldbeawareofthepositionsofthevirtual
machinesandgathersdatainawaybywhichcandelayandcostcanbeminimized.

3. Fault tolerance: Failure is an obvious matter in any of the distributed systems. The cloud
monitoringsystemshouldsensetheactualfailureandtakenecessaryactionstomitigate the
sameinanautonomousway.

4. Time-sensitive:Themonitoringdatashouldsensetheunusualphenomenaassoonasthisoccurs
andtakenecessarystepstoavoidanymishaps,ariseduetoanynumberofcauses.Similarto
monitoring latency, which means the time between the said phenomena occurring and that
phenomenabeingdetected(closetothereal-time)shouldbereduced.

Figure 6. Greedy approach for learning the cloud model
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5. Autonomic:Thecloudmonitoringsystemshouldbeself-manageable/self-optimize/self-healing;
i.e. tooptimizeandconfigure itselfwithoutanyneedofanyhumanintervention.Thecloud
systemshouldnotrequireanyruntimemanipulationsorconfigurations.

6. Comprehensiveness:Thecloudmonitoringtoolshouldsupportdatacollectionfromdifferent
software, platforms and supplementary data sources which compromise of heterogeneous
structures.

Table2showssomeofthecomparisonsoftheloopholesofafewofthewell-knownmonitoring
toolsandtheobjectivescoveredintheproposedmodel.Figure7showstheflowoftheproposed
modelwhereRLhasbeenimplemented.Thedetailedoverviewofthemodelisdiscussedbelow.

Table 1. Gaps identified for various cloud monitoring tools/products

Different Basic Requirements of Cloud Monitoring Schemes

Monitoring 
Schemes

Scalable Cloud 
Aware

Fault 
Tolerance

Time 
Sensitive

Autonomic Comprehensiveness

Astrolabe Yes Yes

Catci Yes

collectd Yes Yes

Ganglia Yes Yes

GEMS Yes Yes

Icinga Yes

MonaLISA Yes Yes

Nagios Yes

OpenNMS Yes

Reconnoiter Yes

Riemann Yes

StatsD Yes

sFlow Yes

visPerf Yes Yes

Zabix Yes

Zenoss Yes

Cloudinit.d Yes Yes

Cloudsense Yes Yes

DARGOS Yes Yes Yes

GMonE Yes Yes Yes

Logstash Yes Yes

OpenNebula Yes

PCMONS Yes Yes

Sensu Yes Yes

SQRT-C Yes Yes Yes

Varanus Yes Yes Yes
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Theagentwillinteractwiththepresentstatusofthecloudenvironmentandgetthefollowing
details

CPUcores:ThenumberofVirtualizedCPUcoreareallowedfortheprovision
CPUusagesinrelationsofMHZ
CPUusagesinpercentage
MemoryusagesintermsofKB
Diskread/writethroughputintherelationofKB/s,etc.

TheAgentnowdecidesthenewactionbeadoptedbaseduponthepolicyselectedandtransition
metricsmodel.Thegoalistoidentifytheoptimalpolicyinthecasewhereourmodelisunknown
initiallythroughthesupportofrewarddistributionprototypical,theenvironmentregulatesthereward
totheagent;aspertheagent’spresentactionandstate.Theagentslearntheenvironmentandacquire
apositiverewardtoreachitsoptimalstate.

Baseduponthemodellearned,thecloudenvironmentcanbeclassifiedasintermsofresource
utilization;suchasaverageresourceutilization,aboveaverageandbelowaverageresourceutilization.
The significanceof this environment creationhelps theCSP for capacityplanningandused for
allocationofresourcesandidentifiesthecircumstancesofscalingup/scalingdowntheresources
basedupontheendusersresourcesdemand.

Nowthemodelworkswithanoptimalpolicy;ifweknowthemodelbeforehand,figuringout
itspolicywillbeaneasytask.Wejustrequirethedynamicprogrammingtocomputeitsoptimal
policyandthereisnorequirementofthelearninganymore.TheProposedflowchartforthescheme
hasbeendiscussedinFig9.Table2indicateshowourapproachisbetterascomparedtothelisted
approachinthetable.

PERFoRMANCE EVALUATIoN

Inthissubsection,theimplementationenvironmentanditsrelatedcomponentshavebeenpresented.
We have made use of a python framework for implementing the same, Figure 7 shows the

environment where the agent will learn the model. States, action, and policy have already been
discussedintheaforementionedsections.

Table 2. Proposed monitoring scheme classification w.r.t available tools/products

Monitoring Scheme Gaps Identified

Ganglia Thisisnotdesignedforthehighlydynamicenvironment

Astrolabe LimitedCapacityforperformanceanalysis

Nagios Extensiveamountofmanualconfigurationarerequired

Riemann Requiresarbitrarymetricsgeneratedbytheclients

Icinga ConsideredtheSLAreportingschemeonly

Cloudinit.d Monitoringisdoneaccordingtothescriptswhichareincludedintheplan.

CloudSense Collectsextensivemonitoringdata

Proposed Approach Advantages

UsesReinforcementlearning
Canworkwithdynamic
Cloudenvironment;Nomanualconfigurationrequired
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Replay Memory:Thisstorestheexperiencesorknowledgeofthestatetransitionorderinthe
replaymemory(Foersteretal.,2017),thesamewillbeusedtotraintheQ-network;thispermitsthe
networktolearnfromallthepreviousunderstandings.Inourproposedmodel,theagentbeginsthe
learningwhenthereplaymemoryishalffull.Thevaluesassociatedwithdiscountfactorandlearning
rate:Thevaluefordiscountfactor(Okdinawatietal.,2017)choseninourcaseis0.8,thevaluenear
to1,asifthevaluewillbenearto0,wouldnotachievetheoptimalstate.Theworkingofthereplay
memoryhasbeendepictedinFigure8.Figure9showsaflowchartofthemonitoringtechnique.

Figure 8. Reinforcement learning with replay memory

Figure 9. Flow chart of the monitoring technique

Figure 7. The Architecture of the proposed model
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Simulation Results
ForSimulationresults,theparameterwhichhasbeenundertakenarementionedinTable3.

TheproposedmodelhasbeentestedinthefollowingCloudenvironmentwherewehaveconsidered
theCPUutilizationonlyasoneoftheparameters.:

CPU Utilization (in Percentage) is Low

a) TheutilizationoftheCPUhasbeenidentifiedbytheagentas2,3,12,23,etc.CPUutilization(in
percentage)islessthanthethreshold(i.e50%and70%)

1. TheutilizationoftheCPUhasbeenidentifiedbytheagentas43,45,42,44,Inaseriesofforties.
CPUutilization(inpercentage)isbelowthreshold(50and70)

Table 3. Parameters used for the simulation and results

Parameters Values

Discount(γ) 0.8

Tau 0.01

Batchsize 32

layers (50,50)

Learningrate 0.001

Epsilondecayfraction 0.4

Memoryfaction 0.80

MemoryType Deque

Process_observation Standardized

Process_target Normalizer

Figure 10. With threshold 50 percent; x-axis: episodes, y-axis: rewards
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2. Theutilizationof theCPUhasbeen identifiedby theagentas72,73,72,76, inaseriesof
seventiesandmorethan70%..CPUutilization(inpercentage)isjustabovethe70%threshold

3. TheutilizationoftheCPUhasbeenidentifiedbytheagentas91,92,93,95,orinaseriesof
ninetiesandmorethan90%.Henceitwillbeconcludedas;theutilizationoftheCPUisvery
high.Thesedifferentconditionsorthresholdshelptogeneratevariousworkloadsandwillbe
usedforthemanagementofCloudresources..

Figure10(a) to10(d)shows the resultsof the learningbehaviorof theagentwith respect to the
differentcloudenvironment that iswitha50% threshold.The resultsdisplayedhereshowshow
theRLworksindifferentcloudworkloadenvironment.TheCPUutilizationisconsideredhereas
ametric.IncertaincasestheutilizationoftheCPUisjustabovethesaidthresholdandinsome
cases,thisisveryhighandobviouslymorethanthe50%.Theseutilizationfactorscanbeusedfor
generatingworkloadswithslightlyvaryingcharacteristicsandusedtoperformsensitivityanalysis
of theapplicationperformance to theworkloadattributes,asa result, to themanagementof the
infrastructureoftheCC.ThetotalrevenuegeneratedbytheCCdependsonitsresourcemanagement.
Iftheresourceismanagedoptimally,morerevenueswillbegeneratedand,ifnotmanagedproperly,
willresultinthegenerationoflowrevenueandwastageoftheresources..Theepisodesarethefinite
sequenceofstates,actions,andrewards.

Episodes:anarrangementof(s1,a1,r1,s2,a2,r2,s3,a3,r3......sn,an,rn....sN,aN,rN)where
s=statea=action,r=reward,similarlyFigure11(a)and11(b)showstherelatedtrendwithlittle
variationsforthecloudenvironmentwiththethresholdas70%.

Themonitoringofthecloudresourcesformedicalhealthcaredatawillbeusedtomanagethe
dataofthehealthcaresystemsaswellasitcanbeusedforreal-timeintelligencedecisionmaking.
Theclouddealswiththeabilitytoadjusttodemandandscalability.Itoffersseamlesscollaboration
andcommunicationbenefitswhichresultsinoptimizedoperationalefficiency.Theresourcesare
efficiently allocated to healthcare systems. These allocations must be dynamic based on output
receivedfromgridmembers

TheresultsshowthatmonitoringoftheresourcesforhealthcaresystemswillallowtheCSPto
carefullymanagethedataaspertheavailableresourcesofthecloudandcreatingatrendforadopting
advancedhealthinformationtechnologywithmanager’ssupportandthroughlowercost.Eventhis

Figure 11. With threshold 70 percent; x-axis: episodes, y-axis: rewards
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willalsoboosttheproficiencyoftherapidubiquitousaccesstohealthcareresourcesandelasticity.
Thebenefitsandopenresearchchallengeshavebeendescribedbelow.

Thebenefitsofusingcloudcomputingformedicalhealthcaresystems

• Records in terms of electronic:TheimportantbenefitofCCforhealthcareisthecloudmakes
thiseasiertoarchivepatientsdataandmedicalimages.

• Streamlined collaboration:Mostof theDoctors/physiciansfindtheCCasabetter toolfor
collaborationandoffercareasateam.

• Data Storage saving:Theoccurrenceofbigdataisanirresistiblechallengeformanyhealth
organizations,andCCallowstheCSPtolessenthein-housestorageneed.

• Cloud computing is meant for data analytics:BydatacomputationandtrackinginCC,that
tooinrealtimetheproviderscanharvestitforresearchinthemedicalfield,generationofthe
referrals,spottingthetrendandotherpersonalizedcare.

• Enhancing the efforts with respect to the data sharing:Thecloudisusedforgatheringthe
informationandthisdoesn’tlimittothein-house.Theorganizationofthehealthcarecancombine
thesetechnologiesandsharewithindustryinformationtocreatemorepoolsofthecomprehensive
biddataforoneandalltolearningreater,andfurthercomplexsystems.

• Thecloudpermitsalotofhigh-powerdatakeyanswers,whichresultsinthefabulouspowerof
theresearchprocess,suchasDNAsequencing,etc.

• Toboostupthetechnologies,suchasthetechnologyofmobile,higher–techdevicesandCC,
whichprovidestheinformationofhealthdatafromdistanceinreality,suchastelesurgeries,
consultations,andpatient’shealthmonitoringwithouthavingtocomein.

RESEARCH CHALLENGES FoR MoNIToRING 
HEALTHCARE dATA IN CLoUd CoMPUTING.

• Improvementintermsof
◦ Access
◦ On-demandincreasestoragecapability
◦ SecurityBoostarerequired

• Patientsreceivetheproficiencytheyneedwhentheyrequireit.Ruralmaintenanceanddisaster
responsehavetobefurtherrealistic.

• Astheinformationbecomesreachablefromdifferentlocations,andevenifsomethinghappens
onsite,theinformationneedstobepreserved.

• Providing resources foravailablemedicaldataprotectionandwhen to replicate themedical
datatoincreasethedatasecurityaswellasofferingdynamicallyscaledself-protectiveresource
consolidationresiliencearerequired.

• CSP’sassurancestoprotecttheclient’smedicaldatasecurely.
• Expansionoftechnologiesandguidelinestopermittheenhancementoftrustedplatformsby

not-for-profithealthcareorganizations.
• Therootcauseanalysisforthelackoftrust,lackofregulationsormandatetoupkeepthefull

cloudadaptationhavetobeidentified.

Case Study
Thecasestudy(Howard,n.d.)discussedherewilldemonstratetheusagesofthemonitoringneedsfor
thecloudresourcesforhealthcaresystems.ThearchitectureforthesamehasbeendepictedinFigure
12.Herethepulseoftheentirenetworksandcloudcanbemeasuredateverylinkageandbasedon
thethresholdvaluesthealarmwillbegeneratedtoscaleinorscaleouttheresources.
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Thedatawillbekeptonflowingintoentirearchitecturei.e.frompatientstodatacenterthrough
theinternetandfromhospitalsandclinictothedatacentersthroughtheWAN.Ateverylocation,the
intelligentagentislocatedtotrackeverymoment/statusofthepresentzone.SuchasCloudagent,
enterpriseagent,andendpointagent.Theagentswillmonitorthepresentutilizationoftheresources
andbasedupon thecalculatedmetrics (ServiceLevelAgreements)and the thresholdvalueauto
scalingdecisionswillbetakenautomaticallywithoutthehumanintervention.Thisnotonlysolves
theresourceutilizationproblembutalsouseful tomanagethehealthcaredata inacost-effective
manner.Thepropermonitoringwithtimelinesswillresult inrapididentificationofperformance
issues,servicequalityconcerns,andavailability.Thecasestudydiscussedhereoutlinestheusages
andbenefitsofthecloud’sagentformanagingthehealthcareinformation.

CoNCLUSIoN ANd FUTURE woRK

CCisexpertisewhichsupportsmanyservicesandissuccessfulbecauseofthetermcalledelasticity;
whichmeansrapidlythiscanscaleupandscaledownaspertheresourcesdemandmadebytheend-
user.TheresultsdiscussedandpresentedhereareofRLmechanism,whichisusedtodealwithcloud
dynamism.Theproposedmechanismcansolvetheproblemofinstantresourcesgrowths(demand)
insizeandcomplexitytoo.Asafuturework;tomanagethecloudinfrastructureandfacilitatethe
propertyofelasticityoftheresources,theworkloadgeneratorandmodel-basedpredictiontechniques
areessential.Theresultsoftheexperimentsdoneherecanbeusedforadvancereservationofthe
resources(supervisedLearning).Besidesthementionedareas,thehierarchicalRLcanalsobeused
wherewehavemultiplepoliciesdefinedtoreachthesameoptimalgoal,thistoodemandsfurther
research to flourish inCCfield.Tostrengthen the forecast,LSTM(LongShortTermMemory)
techniquescanbeused.

Figure 12. The monitoring of resources in the cloud for medical health care systems
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