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ABSTRACT

Blockchain,animmutableledgerordatabasesharedbypeersinanetwork,iscomprisedofrecords
ofeventsor transactions thatareappendedchronologically. IntroducedviaBitcoin to theworld,
blockchainisincreasinglybeingacceptedandadoptedindifferentindustriesandfordiverseusecases.
Amongkeyindustries,healthcareoffersseveralsignificantopportunitiesforapplyingblockchain
conceptualization.Chiefareas forhealthcareblockchainapplications includeelectronicmedical
recordsmanagement,pharmaceuticalsupplychainmanagement,biomedicalresearchandeducation,
remotepatientmonitoring,healthinsuranceclaimprocessing,andhealthdataanalytics.Evenso,
applyingblockchainconcepts inhealthcare isnotwithoutchallenges, including interoperability,
security-privacy, scalability-speed, and stakeholders’ engagement issues. While these challenges
may militate against blockchain applications in health care, there are possible countermeasures
andimplementationtechniques,whichifadheredto,canreasonablycontainmanyaspectsofsuch
challenges.
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1. INTROdUCTION

Inadvocatingpersonalizedandproactivecare,healthcareservicestodaymustleveragetheknowledge
hiddeninmassivedatathataregeneratedfromvariousmedicalmonitoringdevicesandpatientmedical
records(PMRs).Thetransformationofdataintoknowledgeisthehallmarkofmodernmedicine.Such
knowledgeofferssignificantpotentialstobeutilizedforpromotingpersonalizedtreatments(Shae&
Tsai,2018)andforearlydiseasedetectioninpredictiveanalytics(Agbo,Mahmoud&Eklund,2018a;
2018b).Yet,effortstoderiveknowledgeoutofdatamaybefutileifthesedataaresiloedindifferent
databaseswithlittleornointeroperablecapabilities;moreover,suchdatamaybestoredinformats
thatmakedatasharingdifficult.Also,thecollecteddatamaybeincomplete,unreliableorpotentially
compromised(Mettler,2016).Meanwhile,accesstothemedicaldatabythehealthcarestakeholders
muststillbecontrolled,asthesecurityandprivacyofpatientdatamustbeprotected.Hence,modern
healthcareservicesmustbedesignedtobecollaborative,openandtransparent,withoutcompromising
theintegrityofthedataortheprivacyofpatients,theultimateownersandprovidersofthesedata.

Currenthealthdatamanagementsolutionsdonotsufficientlyaddressmanyofthesecriticaldata
requirements.Forexample,PMRsareusuallyheldbyhealthcareproviderssuchashospitalswithout
thepatientshavingfullaccesstothedata(Engelhardt,2017).Accordingly,patientscannotexamine
theirmedicaldataorevensharethesewithnewproviderstocreateacompletemedicalhistory.This
madeitdifficultfornewhealthcareproviderstoconstructapatient’smedicalhistory.Theysometimes

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonMarch13,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary14,2021inthegoldOpenAccessjournal,InternationalJournalofHealthcareInformationSystemsandInformatics(con-
vertedtogoldOpenAccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://
creativecommons.org/licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthorof

theoriginalworkandoriginalpublicationsourceareproperlycredited.



International Journal of Healthcare Information Systems and Informatics
Volume 15 • Issue 3 • July-September 2020

83

relyonapatient’srecollectionoftheirmedicalhistorybyqueryingthepatient.Yet,thisapproach
isrudimentaryandmaynotresultinacompletemedicalhistoryasthepatientmayhaveforgotten
detailsofhispastmedicationsand/ormaynotbeabletorecountthemcomprehensivelyduetolack
ofknowingpropermedicalterminologies.Incompletemedicalhistory,asstatedearlier,willmake
itimpossibletorealizethefullpotentialsoftheemergingdatabasetechnologiesforhealthcare.It
mayalsoaffecttheprovider’sabilitytoconductaccuratediagnosisandtoproffertherightmedical
intervention.Tofacilitatethecreationandsharingofthecompletemedicalhistoryofpatients,care
providersshouldbeabletocollaborateandexchangepatients’informationamongeachother.

Withcloudcomputing(CC),healthcareproviders,includinghospitals,nowmakeuseofpatient
portals(PP)toconnectandexchangedataamongthemselvesandwithpatients.Evenso,thecloud-
assistedhealthdataexchangeenvironmenthasdrawbackswithrespecttodatasecurityandprivacy.
First,hostingpatients’dataonthecloudexposesthemtosecurityvulnerabilities,whichcouldresult
indatalossormanipulation.Althoughthereexistcountermeasuressuchascryptographictechniques,
whichcanbeemployedtoprotectthedataonthecloud,thefactthatthecloudstorageiscentralized
stillretainssomevulnerabilities,forexample,theransomwareattack(McCarthy,2016).Second,to
safeguardpatientprivacy,thepatientsthemselvesmustbeinvolvedandactivelyparticipateinthe
creation,managementandsharingoftheirpersonalmedicaldata(Kitson,Marshall,Bassett&Zeitz,
2013).Patient-centricmedicaldatamanagementensuresthatpatientshaveaccesstotheircomplete
medicalhistoryandcandecidewhen,howandwithwhomto(ornotto)sharethedata.

Theblockchaintechnology,alongwiththeapplicationlayerservicesitsupports,promisesto
offeradistinctsolutiontoaddressthemultiplechallengesfacedbythecurrenthealthcaresystems.
Blockchaincan,inacollaborativeandopenatmosphere,enablethepatient-centeredmedicaldata
management.Withoutviolatingtheprivacyofthepatients,otherstakeholdersareabletocontribute,
andtohavesomelevelofaccess,tothemedicaldata.IntroducedviaBitcointotheworld(Nakamoto,
2008),blockchainisadistributedledgertechnologythathasthepeculiaradvantageofbeingable
toconnectdistributedstakeholdersdirectlywithouttheneedforatrustedthirdparty(TTP).This
blockchaincharacterizationwillpromotelow-cost,rapid,andmoreefficientmeansofdatasharing
andcollaborationamongdistributedstakeholders.WithitssuccessfulapplicationinBitcoinandother
cryptocurrencies,theutilityofblockchaincannowbeexportedtonon-financialusecases(Burniske,
Vaughn,Cahana&Shelton,2016).

Health care, in fact, represents a significant area where several opportunities exist for the
application of blockchain concepts. In biomedical research and education, blockchain has been
successfullyappliedinseveralusecases.Inclinicaltrials,forinstance,blockchaincanbeapplied
topreventthemanipulationofclinicalresearchoutcomes(Radanović&Likić,2018).Indeed,as
blockchainallowsforhealthdataanonymization,patientscanbeencouragedtomaketheirhealth
dataavailableforclinicalstudies(Boulos,Wilson&Clauson,2018)andtheintegrityofthesedata
canbecertifiedon thebasisof the immutabilityofblockchain.Moreover,given the transparent
andopennatureofblockchain,researchgeneratedfromblockchain-baseddatawouldbeeasierto
replicate.Thereisalsothepotentialforblockchaintorevolutionizepeer-reviewprocessforclinical
research publications based on its properties of transparency, immutability and decentralization
(Roman-Belmonte, De la Corte-Rodriguez, Rodriguez-Merchan, la Corte-Rodriguez, & Carlos
Rodriguez-Merchan,2018).Similarly,Funk,Riddell,Ankel&Cabrera(2018)makeacaseforthe
potentialuseofblockchaininhealthprofessionseducation(HPE).

Giventhenoveltyofblockchain,uncertaintiesremaininfuturehealthcareapplications.Hence,
it is paramount for bothhealthcare researchers andpractitioners tounderstand theopportunities
thatblockchainpresents,thechallengesthatmilitateagainstthedevelopmentofblockchain-based
healthcareapplicationsandhowthesechallengesmaybemitigated.Inlightofthis,andbasedonrecent
studiesinrelatedsubjectareas,thispaperpresentstheopportunities,challengesandpossiblesolutions,
forpromotingtheuseofblockchaininhealthcare.Theremainderofthispaperisorganizedasfollows.
Section2providesabriefbackgroundoftheblockchaintechnology.Insection3,opportunitiesfor
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theapplicationofblockchaininhealthcarearepresented.Section4discussesthechallengesand
possiblesolutions.Finally,section5concludesthepaper.

2. BACKGROUNd

Asnoted,thefactthatblockchainremovestheneedforacentralizedTTPindistributedapplicationsis
whyandwhatmadeblockchainunique.Byusingdistributedconsensusprotocolssuchastheproofof
work(PoW)protocol(Nakamoto,2008),blockchainmakesitveryeasyforparticipatingstakeholders
toverifyitscumulativecontentswhileensuringgreatdifficultiesforanyonetryingtoalteranypartof
thepreviouslyaddedcontents.Alongwithdecentralization,blockchainalsofeaturesotherinteresting
propertiesthatareusefulindevelopinghealthcareservicesandapplications.Thissectionoverviews
thepeculiarblockchainpropertiesandexplainshowtheycanbenefithealthcareapplications.

Decentralization,asapropertyofblockchain,ensuresthateverypartyinadistributednetworkhas
anidenticalcopy(orledger)ofcompleterecordsofeventsortransactions,withoutanysingleentity
havingasingularauthorityoverthetruestateoftherecords.Traditionally,distributedapplications
havereliedonaTTP,forexample,abankinfinancialtransactionsortheRegionalHealthInformation
Organization(RHIO)(Adler-Milstein,Bates&Jha,2009)inthecaseofhealthcare,toexchange
informationandtomaintainthetruestateofthedistributedledgers.Thedistinctionbetweenthe
centralizedsystemthatreliesonTTPandtheblockchain-baseddecentralizedsystemthatrelieson
distributedconsensusprotocol is illustrated inFigure1.Decentralizationremoves theneedfora
TTP,therebyeliminatingthesinglepointoffailure.Thisimprovestransactionsspeed,andreduces
transactioncostsbytheremovaloftheTTP-chargedtransactionfees.

Immutability,whichensuresthatdatasavedonblockchaincannotbemodifiedwithoutbeing
detected,isanotherinterestingpropertyofblockchain.Addingrecordstotheblockchaininvolvesthe
useofacryptographichashfunction.Ahashfunctiontakesamessageofarbitrarylengthtoproduce
auniqueoutputofafixedlength,thus,notwodifferentmessagescanproducethesameoutput.To
addrecordstotheblockchain,thesetofrecordsortransactionsthatarecreatedwithinaperiodare
puttogetherintoablockandappendedtotheblockchain.Afterthefirstblockhasbeencreated,every
subsequentblockmustcontain,inadditiontothetransactions,thehashoutputofthepreviousblock,

Figure 1. Centralized vs decentralized ledger. In (a), there are multiple ledgers but all records are held in the TTP (bank), whereas 
in (b), there is only one ledger, but every node has some level of access to that ledger.
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asshowninFigure2.Byembeddingthehashvalueofablockinthesubsequentblock,itascertains
thatanymodificationtothecontentoftheblockcanbedetectedusingthehashvaluesavedonthe
subsequentblock.

Further,eachparticipantinablockchainnetworkhasapairofpublicandprivatekeys(Housley,
2004).Withthesekeys,itispossibletoencryptthedataontheblockchaininsuchawaythatonly
theuserswith the rightaccesspermissionscandecrypt thedata.Hence,even thoughusers ina
blockchain network can verify algorithmically that they have the true copies of the distributed
ledger,forprivacyreasons,theymaynothaveaccesstoalltherecordsintheledger.Importantly,
blockchainhasthepropertyoftransparencyandopennessbutatthesametimeprovidesdataprivacy
andsecurity.Additionally,whenrecordsarecreated inablockchain, theyare time-stamped,and
appendedsequentiallytotheblockchain,therebycreatinganaudittrailofwhodidwhatandwhen.

Altogether, how do these blockchain properties align with the requirements for healthcare
applications?Thebenefitsofdecentralizationtohealthcareareobvious–healthcare,byitsverynature,
involvesdistributedstakeholdersthatoperateindependently,includingthepatients,providers,insurers,
otherpayers(e.g.,assignedgovernmentagencies)andmore.Blockchain-baseddecentralizationwould
simplyensureallofthesestakeholdersaredirectlyinterconnectedwitheveryonehavingaccesstothe
samehealthrecordsofpatients,withoutanythird-partyintermediary.Thiswouldfacilitatemedical
data sharing among healthcare stakeholders at reduced costs. There would also be cost savings
from,forexample,duplicatetestingthatwouldbecarriedoutwhenpatients’testresultsarestored
separatelyindifferentproviderdatabaseswithoutanyinteroperability.Decentralizationallowsevery
stakeholdertohaveacopyofthecompletemedicalrecordsofthepatients.Itoffersverificationvia
dataredundancycreatedwhilehelpingtoprotectthemedicaldatafromaccidentallosses,corruption
andmaliciousattacksonthedatasuchastheransomwareattack(McCarthy,2016).

Theimmutabilitypropertyofblockchainguaranteestheintegrityofthemedicalrecordssince
data,oncesavedontheblockchain,cannotbemodifiedordeleted.Theneedtoprotecttheintegrity
ofmedicalrecordscannotbeover-emphasized.Combinedwithdecentralization,transparencyand
auditability,immutabilitycreatestrustamongcollaboratingstakeholders.Trustintheintegrityofdata
isessentialformanyhealthcareusecasessuchasdiagnosticsandotherclinicalresearchconductedon
availableandaccessibledatabases.Thestrongcryptographicprotocolsemployedinblockchainalso
increasetheconfidenceofthestakeholdersinthesecurityandprivacyofthehealthdatastoredon
theblockchain.Thecryptographicprotocolsareusedtoanonymizethedatastoredontheblockchain,
whichfurtherhelpstosafeguardtheneedsfordatasecurityandprivacy.

Finally,blockchainsupportsthedefinitionofrules,knownassmartcontracts(Swan,2015),that
canbeusedtosettherulesabouthowthehealthdatacanbeusedbythedifferentstakeholders.Smart
contractsarenotintegralattributesoftheblockchain,buttheycomehandyindevelopingcomplex
blockchainapplications,suchasforhealthcare.Smartcontractsarebasedonthepropertiesofthe
blockchain,sotheyareimmutable,oncesetandcanbetrustedbythestakeholderstoperformreliably
throughoutitslifetime.

Basedon thesepeculiarpropertiesandfeaturesofblockchainand theirpotentialbenefits to
healthcare,itistimetoexaminesomespecificopportunitiesfortheapplicationsofblockchainin
thedifferentdomainsofthehealthcareindustry.Thisisfollowedbyadiscussionofthechallenges
andthepossiblesolutionsassummarizedinFigure3.

3. BLOCKCHAIN OPPORTUNITIeS IN HeALTHCARe

Basedonthespecialpropertiesofblockchain,itcanbeseenthatblockchainisapplicableinusecases
thathaveanyofthefollowingcharacteristics:(a)twoormorecollaboratingstakeholdersexist;(b)
thereareintermediariesthatcouldberemovedtoimprovethesecurityand/ortheefficiencyofthe
system:(c)trustamongthecollaboratingentitiesisneeded;(d)dataintegritymustbemaintained,
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and(e)thereisaneedforopennessandtransparencyand/orthereisaneedtopromotetrustamong
thecollaboratingentities.

In the following sub-sections, several healthcare use cases representing opportunities for
blockchainapplicationsarediscussed. Ineachcase, thehealthcareproblemiscapturedandhow
theblockchainconceptscanaddresstheproblemisillustrated.Whileitisnotpossibletocoveran
exhaustivelistofallthepotentialareasofblockchainapplicationsinhealthcare,thereviewshould
coverthosemostoftenconsideredtobecriticallyrelevant.

3.1 Patient-Centric eMR Management
Electronicmedicalrecords(EMRs)managementisconcernedwiththeelectroniccreation,storageand
managementofpatients’personal,medicalandotherhealth-relateddata.Capturingclinicalinteractions
betweenpatientsandtheircareproviders(aswellashealthdatacollectedthroughmedicalsensors),
providearichsourceofinformation,whichcanbeharnessedtoimprovehealthcaredecisions.Yet,
asFigure4(a)depicts,thecurrentpracticeinwhichEMRsarestoredacrossthedifferentproviders’
databaseswithlittleornointeroperabilitymakesitverydifficulttotakefulladvantageofthesedata
inimprovingcaredelivery.Moreover,thereisgrowingconsensusthathealthdataandinformation
related toapatients’healthshouldbereadilyavailable to thepatientsso that theycanbeactive
participantsintheirowncare(Kitsonetal.,2013).Otherhealthcarestakeholdersalsorequiredifferent
levelsofaccesstothemedicaldataandinformation;nonetheless,thereisanincreasingagreement
thatpatientsshouldbeincontrolofwhatinformationtheywanttosharewithotherstakeholdersand
underwhatconditions.Putsimply,thedesiredsolutionshouldbeonethatispatient-centric,providing
therightdatatotherightstakeholders(patientsandauthorizedcareproviders)attherighttimewhile
guaranteeingtheneededsecurityandprivacyofthehealthcaredatabeingaccessed.

Figure 2. A simplified example of how blocks are chained to form a blockchain. Notice that each block contains a header and several 
transactions. The transactions in a block are hashed to generate a fixed-length hash output which is added to the block header. 
After the creation of the first block, every subsequent valid block must contain the hash output of the previous block header.
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Blockchainpotentiallyoffersthebestopportunitytorealizesuchasolution–asolutionthatcan
putpatientsatthecentreofmanagingtheirownhealthdata,improveprivacyandregulateaccess
tothemedicalrecordswhileguaranteeingavailability,andultimatelyensuredatacompletenessby
facilitatingthelinkingandsharingofEMRsamongdifferenthealthcarestakeholders,asshownin
Figure4(b).Blockchain,withitsuniquepropertiesofdecentralization,immutability,auditability,
reliability,andredundancy,offersmanyofthekeyfeaturesthatmakethistechnologyverysuitable
forrealizingtheaboveobjectives(Radanović&Likić,2018).

Atthispoint,keyexamplesofhowblockchainisbeingemployedbytheemergingblockchain
startupstoaddressthemanagementofEMRswillbehighlighted.OnesuchexampleisGuardtime,a
blockchain-basedplatformtosecureover1millionpatientsrecordsinEstonia(Angraal,Krumholz
&Schulz,2017).AnotherexampleisMedRec(Azaria,Ekblaw,Vieira&Lippman,2016),which
aimsatgivingpatientstheabilitytocontrolwhocanaccesstheirmedicalrecordthroughsomefine-
grainedaccesspermissionsbuiltontotheblockchain.TheGemHealthNetwork(GHN)(Mettler,
2016)isyetanotherexample,whichisdevelopedbytheUScompany,Gem,usingtheEthereum
blockchain platform. GHN allows different healthcare practitioners to have shared access to the
samedata.Healthbank,aSwissdigitalhealthcompany,issimilarlyworkingonempoweringpatients
tobeinfullcontroloftheirdatausingtheblockchainplatform(Mettler,2016).Thereisalsothe
MedicalChainproject(Engelhardt,2017),whoseblockchain-basedplatformwillfacilitatethesharing
ofpatientsmedicalrecordsacrossinternationalhealthcareinstitutions,andtheHealthcoininitiative
(Engelhardt,2017),whichaimsat constructingaglobalEMRsystem.Other recentlydeveloped
blockchain-basedEMRapplications include theAncile (Dagher,Mohler,Milojkovic,Marella&
Marella,2018),MedBlock(Fan,Wang,Ren,Li&Yang,2018),BlockHIE(Jiang,Cao,Wu,Yang,
Ma&He,2018),andFHIRChain(Zhangetal.,2018).

Figure 3. Summary of the opportunities, challenges, and possible solutions
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3.2 Pharmaceutical Supply Chain Management (SCM)
Pharmaceuticalsupplychainmanagement(SCM),particularlyindrugproductionanddistribution,is
adomainripeforapplyingblockchainconceptualization.Thedeliveryofcounterfeitorsubstandard
medicationscanhavedireconsequencesforpatients.Yet,thisisacommonproblemfacedinthe
pharmaceuticalindustry.AccordingtotheWorldHealthOrganization(WHO)data,uptotenpercent
(10%)ofdrugsincirculationworldwidearecounterfeit,andthisnumberissaidtobeevenmuch
higher(upto30%)indevelopingcountries(Barbereau,2010).

Theuniquepropertiesoftransparency,openness,immutability,dataprovenance,time-stamping
andauditabilityinherentinblockchaincomehandyinensuringthatthecounterfeitingprobleminthe
drugmanufacturinganddistributionindustrycanbecontained.Onceadrugisproduced,itismarked
andrecordedontheblockchainwithatimestamp,whichinturncreatesanirrefutableandimmutable
proofofwhoproducedthedrug,whenandwherethedrugwasproduced.Thedistributionandthe
transferofownershipofthedrugsfromthepointofproductionthroughthedistributionchainsto
thefinalconsumers(thepatients)canthenbetrackedontheblockchaininawaythatistransparent
toallstakeholders.Withthisapproach,itisimpossibletoproduceanddistributecounterfeitdrugs.
Poorqualitydrugscanalwaysbetracedbacktotheproducerandevenstolendrugscanbetracked
providedthedrugsareregisteredontheblockchainuponproduction.Figure5illustrateshowthe
blockchaintechnologycanovercomethedrug-counterfeitingchallenge.

TheCounterfeitMedicinesProject(Mettler,2016)focusesonusingblockchaintofightcounterfeit
medications.Modum.ioAGisacompany thathasdevelopedablockchain-basedapplication for
pharmaceuticalSCM.Theapplicationusesblockchaintoachievedataimmutabilitywhilecreating
publicaccessibilityofthetemperaturerecordsofpharmaceuticalproductsduringtheirtransportationso
thattheircompliancetoqualitycontroltemperaturerequirementsmaybeverified(Bocek,Rodrigues,
Strasser&Stiller,2017).Discussionofemergingprototypesandresearchinitiativesrelatedtothe
applicationofblockchainintheareaofpharmaceuticalSCMmaybefoundinMackey&Nayyar
(2017).

Figure 4. Comparison of existing EMR system with blockchain-based patient-centric EMR system. 4 (a) shows a case where a 
patient is seeing three different providers. Provider #1 and #3 can share data through a trusted third-party (TTP), e.g., Regional 
Health Information Organization (RHIO) with the limitations of TTP as discussed in section 2. Alternatively, two providers can 
exchange data if they are on the same network, i.e., have some business relationships, as in #1 and #2. Providers #2 and #3 may 
not be able to exchange data because they are not connected through a TTP and they are not on the same network. 4 (b) shows 
how this problem is resolved with blockchain which allows the patient to retrieve his data from all the three providers whenever he 
wants and to authorize the sharing of the data with anyone he chooses through the blockchain-enabled smart contracts. Therefore, 
data can be exchanged between #2 and #3 even though they do not have a business relationship, and without going through a TTP.
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3.3 Remote Patient Monitoring
Remotepatientmonitoring (RPM) involves thecollectionofbiomedicaldata throughbodyarea
sensorsviatheInternet-of-Things(IoT)andmobiledevices.RPMcanremotelymonitorthestatusof
apatientoutsidetraditionalhealthcareenvironmentssuchashospitals.AsRPMhastodowithremote
collectionandtransmissionofsensitivehealthdata,amajorchallengeforRPMapplicationsishow
tocollectandtransmitthedatasecurelywhilepreservingtheprivacyofpatientsconcerned.Here,
blockchainhasbeenproposedasameanstoachievethesecuretransmission,storage,sharingand
retrievingoftheremotely-collectedbiomedicaldata(Dey,Jaiswal,Sunderkrishnan&Katre,2017).

Todate, some authors havedemonstrated how smart contracts on theEthereum blockchain
platformcansupportreal-timepatientmonitoringapplicationwiththecapabilitytoprovideautomated
interventionsinasecureenvironment(Griggsetal.,2018).Similarly,blockchainisemployedto
developSMEAD,amobile-enabledassistingdeviceformonitoringdiabetespatients(Saravanan,
Shubha,Marks& Iyer,2017).Uddin,Stranieri,Gondal&Balasubramanian (2018)developeda
blockchain-basedpatient-centricagent (PCA) toachieveend-to-enddatasecurityandprivacy in
acontinuousRPMapplication.Additionally,Ji,Zhang,Ma,Yang&Yao(2018)haveproposeda
schemeknownasBMPLS(Blockchain-basedMulti-levelPrivacy-preservingLocationSharing)for
realizingprivacy-preservinglocationsharingforRPMapplication.

3.4 Health Insurance Claim Processing
Insurance claims processing in health care can benefit from blockchain’s unique features of
transparency,decentralization,immutabilityandauditabilityofrecordsstorage(Boulosetal.,2018).
Manyauthorsidentifyinsuranceclaimprocessingasaverypromisingareafortheapplicationof
blockchaintechnology(Angraal,Krumholz&Schulz,2017;Gordon&Catalini,2018;Bouloset
al.,2018;Roman-Belmonte,Corte-Rodriguez,Rodriguez-Merchan,Corte-Rodriguez&Rodriguez-
Merchan, 2018). However, specific instances of prototype implementations of such systems are
stillverylimited.OnegoodexampleistheMIStore(ablockchain-basedmedicalinsurancestorage
system)whichisdeployedontheEthereumblockchainplatform(Zhou,Wang&Sun,2018).Also,
Engelhardt(2017)highlightsaninitiativebyacompanynamedPokitdokthataimstopartnerwith
Inteltobuildablockchain-basedsystemthatwillfacilitateinsuranceclaimresolutioninhealthcare.

Figure 5. An illustration of how blockchain can solve the drug counterfeiting problem. In (a), as the drug flows from the manufacturer 
to the patient through the distributor and the pharmacist, there is the possibility of counterfeiting the original drug at any stage 
of the process by changing the labels, the expiry date, etc. Without a feedback system, there is no way any modification can be 
detected. Similarly, there is no mechanism for the pharmacist to know that the prescription given to the patient by the doctor has 
not been altered. In (b), the blockchain is used to overcome these potential loopholes. Every drug is registered to the blockchain 
and all the stakeholders are connected to the blockchain and can confirm the validity of any product or information they receive.
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3.5 Health data Analytics
Blockchainprovidesauniqueopportunitytoharnessthepowerofotheremergingtechnologiessuch
asdeeplearningandtransferlearningtechniquestorealizepredictiveanalyticsofhealthcaredata
andadvancetheresearchintheareaofprecisionmedicine(Shae&Tsai,2018).

Boulosetal.(2018)andRoman-Belmonteetal.(2018)alsonotedsuchausecaseforblockchain
applicationinhealthcarewhereasMamoshinaetal.(2017)providesacomprehensiveroadmapon
howtheuseofblockchaininhealthdataanalyticscanberealizedinanintelligentfashion.Junejaand
Marefatconductedexperimentalresearchinwhichblockchainisusedinadeep-learningarchitecture
forarrhythmiaclassification(Marefat&Juneja,2018).

4. CHALLeNGeS ANd POSSIBLe SOLUTIONS

Despitetheattractivenessofblockchain-associatedpropertiesandpotentialbenefitsinblockchain-
basedhealthcareapplications,itisimportanttonotethatthetechnologyisnotwithoutlimitations.
Challengesexist thatmilitateagainst thesuccessfuluseofblockchain technologyinhealthcare.
Someofthesechallengesarediscussedhere,withsuggestedpotentialsolutionstoovercomethem.

4.1 Interoperability
The interoperability challenge stems from the fact that there is not yet a universal standard for
developingblockchain-basedhealthcareapplications;forexample,applicationsdevelopedbydifferent
vendorsorondifferentplatformsmaynotbeinteroperable.Consequently,thereisaneedtodevelop
protocolsthatwouldensureinteroperabilitybetweenblockchainnetworksandthatwouldfacilitate
consistent storage of medical records and the seamless transfer of such records across different
platforms.Current efforts are focusedondevelopingprototypes andproofs-of-conceptwith less
attentionpaidtotheneedforinteroperability.Theresultingsystemsaredisparateblockchain-based
healthcareplatformswithvaryinglevelsofsmartcontractfunctionality,transactionschemes,and
consensusmodels.

Compare and contrast, for example, HealthChain (Ahram, Sargolzaei, Sargolzaei, Daniels
&Amaba,2017)which isanEMRapplicationdevelopedasapermissioned,privateblockchain
networkviatheIBMBlockchain’sHyperledgerFabric(AndroulakiArtemBargerVitaBortnikovet
al.,2018)v.theAncileblockchainframework(Dagheretal.,2018),whichsimilarlyutilizessmart
contractstocontrolEMRmanagement,butisbuiltontheEthereum(Ethereum,2015)blockchain
platform.ThesetwosystemsmanageEMRsonverydifferentplatforms;assuch,withoutawell-
definedstandard,itisdifficulttotransferapatient’srecordfromoneplatformtotheother.Asdata
sharingisattheheartofthedesignofmodernEMRmanagementsystems,thewholeadvantageof
blockchainislostifdisparateblockchainnetworkscannotinteroperateamongeachotherinorderto
exchangecriticallystoreddata.

Onepossiblesolutiontotheinteroperabilityproblemistodevelopstandardprotocolsthatcan
guaranteeinteroperabilitybetweendifferentblockchainproducts.Forblockchaintechnologytobefully
adoptedanddeployedinoperationalhealthcareenvironments,openstandardsforinteroperabilityneed
tobedefined.Importantly,researchersshouldstartcollaboratingonovercomingtheinteroperability
issuesandthestandardizationprocesses.Astandardsgroup(ISO/TC307)currentlyexisttowhich
researcherscansendintheircontributions(ISO,2018).Someearlyresearchintotheinteroperability
ofblockchainhasproducedtwobroadcategoriesofinteroperabilitysolutions,namelyopenprotocols
and multi-chain frameworks (Curran, 2018). On the one hand, the open protocols are standards
thatdefinehowblockchainscaninteroperateandexchangedataamongthemselves,forexample,
Interledger(https://interledger.org/).Multi-chainframeworks,ontheotherhand,areopenenvironments
thatdifferentblockchainnetworkscanplugintoandbeabletoexchangeinformation,forexample,
Polkadot(https://polkadot.network/)andCosmos(https://cosmos.network/).
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4.2 Security and Privacy
Whenitcomestosecurity,itisevidentthatnoonesystemisperfectlysecure.So,eventhoughstate-
of-the-artencryptiontechniquesareemployedin theblockchain, therearestillpotentialsecurity
breachesthatmaybeexploitedtocompromisethedatastoredontheblockchain.Onefamoussecurity
threatinblockchainisthe51%attack,whichhappenswhenthemaliciousnodesinablockchain
networkoutnumberthehonestnodes(Kalis,Leong,Mitchell,Pupo&Truscott,2016).Undersucha
circumstance,themaliciousnodesmaybeabletomodifythedataontheblockchainbyundermining
thedistributedconsensusmechanism,therebynullifyingtheimmutabilitypropertyofblockchain.

Anothersecuritychallengeisthefactthatinformationaccessintheblockchainisviatheprivate
keys,whicharepronetopotentialsecuritybreaches.Ontheonehand,iftheseprivatekeysarestolen,
itcouldresultinunauthorizedaccesstothestoredhealthdata;ontheotherhand,ifthekeysarelost,
thestoreddatacannotbeaccessed.Thereisalsotheconcernontheemergenceoffuturetechnologies
suchasquantumcomputingthatwillbeabletobreakthecurrentencryptiontechnologiesuponwhich
theblockchainisbased(Engelhardt,2017).

Onprivacy,theblockchainpromotestransparencyattheexpenseofconfidentiality.Here,thereis
aconcernthatdespitetheanonymityintroducedbyusinghashedvaluesaspublicaddresses,itisstill
possibletounveiltheidentityofapatientinapublicblockchainbylinkingtogethersufficientdata
thatareassociatedtothatpatient(Radanović&Likić,2018).Moreover,thereisalsothepotentialrisk
ofsecuritybreachesthatcouldarisefromintentionalmaliciousattackstothehealthcareblockchain
bycriminalorganizationsorevengovernmentagenciesthatcouldcompromisetheprivacyofthe
patients.Indeed,severalcasesofreportedattacksontheblockchain-basedcryptocurrencieshave
beenreportedtodate(Yli-Huumo,Ko,Choi,Park&Smolander,2016).Giventhesensitivenatureof
healthcaredata,anyviablesolutionformanagingEMRsmustensureboththeintegrityofthestored
dataandtheprotectionofthepatient’sprivacy.

Potential solutions to the aforementioned security and privacy-related challenges consist in
followingacarefuldesignandimplementationtechniquesforblockchain-basedhealthcareapplications
tomitigatetheidentifiedchallenges.Forexample,throughtheadoptionofapermissionedblockchain
networksuchastheprivateorconsortiumblockchainlikeModelChain(Kuo&Ohno-Machado,2018)
insteadofthepublicblockchainlikeBitcoin,theproblemof51%attackisreasonablyovercomeand
containedbecausearbitrarymaliciousnodescannothijackthenetworkasonlytheauthorized(honest)
nodescanparticipateintheModelChainnetwork.

Similarly,anothertechniquetomitigatetheprivacyissueistostoreonlytheencryptedpointers
to the realdataon theblockchain,whilestoringactualdataoff-blockchain,andusing thesmart
contracts(Swan,2015)toautomatethedatamanagementprotocolsasexemplifiedinHealthChain
(Ahramet al., 2017) andAncile (Dagher et al., 2018).Moreover, followinga rigorous software
developmentprocessandapplyingallknownsecuritymeasuresduringcodedevelopmentgoalong
wayincontainingmostofthesecuritythreats.

In theend,blockchaincannot fullystopall thepotentialattacks inhealthcarecybersecurity,
basicallybecausethehealthcaredatawouldstillhavetobeaccessibleandreadablebythehealthcare
stakeholders. Accordingly, known security challenges of authentication, authorization, sniffing
of credentials and data theft will continue to persist. Nonetheless, blockchain will prove to be
very effective in addressing most, if not all, integrity-based attacks because of its immutability
characteristics.

4.3 Scalability and Speed
Scalabilityofblockchain-basedhealthcaresolutionsisawell-knownchallengeespeciallyoccasioned
bythevolumeofdatainvolved.Itisnotoptimal,orevenpossibleinsomecases,tostorethehigh-
volumebiomedicaldataonblockchainasthisisboundtocauseseriousperformancedegradation.
Thescalabilityproblemisdirectlyrelatedtotheprocessingspeed.Dependingontheprotocolin
use,theblockchain-basedprocessingcanintroducesomesignificantlatency,whichinturnlimits
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thescalabilityof thesystem.Forexample, thevalidationmechanisminthecurrentset-upof the
Ethereumblockchainplatformnecessitatesallthenodesinanetworktoparticipateinthevalidation
process(Yli-Huumo,Ko,Choi,Park&Smolander,2016).Thisincursconsiderableprocessingdelay,
especiallyifthedataloadissignificant.

Similarly,theBitcoin-basedPoWprotocolexecutesonaverage288,000transactionsperday,
whichisverysmallwhencomparedtoVisacreditcardthatcanexecuteupto150milliontransactions
perday(Kuo,Kim&Ohno-Machado,2017).Hence,forreal-timeandscalablehealthcareapplications,
suchascontinuousRPM,blockchainmayproofinefficient.Possiblesolutionstothescalabilityand
speedproblemincludetheuseofblockchainmerelyasanindexforhealthcaredata,containingonly
somecondensedinformationaboutthedataandhowtheycanbeaccessed,whiletheactualhealthcare
dataisstoredoff-blockchain(Esposito,DeSantis,Tortora,Chang&Choo,2018;Kauretal.,2018).
However,thiscountermeasureremovesthebenefitsofredundancyandcontinuousavailabilitythatthe
blockchainshouldordinarilyprovideforthehealthcaredata.Further,thespeedproblemassociated
withconsensusalgorithmssuchasPoWusedinsomepublicblockchainscanbemitigatedbyusing
thepermissionedblockchaininwhichonlysomenodesarepermittedtoparticipateintheconsensus
andvalidationprocesses(Ahrametal.,2017).

4.4 Stakeholders engagements and Lack of Incentives
Engelhardt(2017)notedthat“Blockchaintechnologyisonlyasgoodasitsusers”.Thetechnical
complexityofblockchainisoneofitslimitationsassomestakeholdersmayfinditdifficulttograsphow
tousethetechnology.Despiteitsmanypromises,iftheblockchaintechnologyismisused,theoutcome
willbeundesirable.Forinstance,ifsomeinvalidorinaccuratedataarestoredontheblockchain,the
immutabilitypropertyofblockchainwillonlyensurethattheinaccuratedataareimmutable,whichis
ofnorealvalueinthiscase.Thevisionofblockchaininhealthcareistotransfercontrolandownership
ofhealthcaredatatothepatients;however,thepatientsespeciallytheelderlyandtheyoungmaybe
unableorunwillingtoparticipateinthemanagementoftheirhealthdata(Radanović&Likić,2018).
ThisproblemisechoedinEngelhardt(2017)whereitisnotedthatifpatientsareunawareofwhatto
dowiththeirhealthdataandhowtomanagethemusingtheblockchain,theywillinvariablyinvolve
otherstomanagethedataforthem,whicheventuallynullifiesthewholeideaofusingblockchainto
empowerthepatientsinthecontroloftheirpersonalhealthdata.

Apossiblesolutiontostakeholderengagementistoengageinstakeholdereducation,simplifying
theconceptofblockchainandhowitcanbeusedtobettermanagehealthcareresources.Also,the
designandimplementationofblockchain-basedhealthcareapplicationsshouldthentakeintoserious
considerationtheutilityaswellasusabilityofthesystem,andtheintegrityofthedatabeforeandafter
itisstoredontheblockchain.Clearincentivesshouldexisttoencouragehealthcarestakeholdersto
adoptblockchain-basedsolutions.Thereshouldalsobewaystomaskthecomplexityoftheunderlying
blockchaintechnologies,forexample,theprivatekeysshouldbeeasy-to-usebythestakeholdersbut
notbecomeeasilycompromised.

5. CONCLUSION ANd FUTURe wORK

Insummary,thebasicconceptualizationoftheblockchaintechnologyintermsofitsvariousunique
propertiesandhowtheseblockchaintechnologicalfeaturescancreateopportunitiesforimprovement
indifferentdomainofhealthcareapplications,notwithstandingtheinherentchallengestobeaddressed,
havebeenhighlightedhere.

Notably,blockchainhasthepotential tofacilitateefficientsharingofhealthcaredataamong
stakeholderswhileguaranteeingtheintegrityofthemedicaldataandtheprivacyofthepatients.
Blockchainhasinterestingpropertiesthatenableittoachievetheseobjectives,makingitusefulinthe
managementofEMRs,pharmaceuticalSCM,biomedicalresearchandeducation,RPMapplications,
healthinsurance-claimprocessing,healthdataanalyticsandmore.However,considerablechallenges
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andriskfactorsexistthatmustbetakenintoconsiderationintheapplicationofblockchaintechnology
inhealthcare.Thesechallengesincludeinteroperability,securityandprivacy,scalabilityandspeed,and
stakeholders’engagement.Whilethesechallengesmaymilitateagainsttheapplicationofblockchain
inhealthcare,therearepossiblesolutionsandimplementationtechniquesthat,ifproperlyadhered
to,canmitigatemostofthechallenges.Asblockchainisarelativelynewtechnology,itsufficesto
notethatthelong-termissuesassociatedwiththetechnologyhavenotyetbeenevaluated.

Areasforfutureworkwillconsistofdevelopingmoreproofs-of-conceptofblockchain-based
healthcare applications to develop a deeper understanding of the strengths and weakness of the
systems.Also,furtherresearchshouldbeconductedtodeveloprobustsolutionsto theidentified
challenges.Finally,theintegrationofblockchaintechnologywithdeep-learningandotheremerging
artificialintelligence(AI)solutionswillensurethatourhealthcaresystemswillbeabletointeroperate
moresuccessfullyinahighlysecureandprivateenvironmenttoyieldmeaningfulinformationand
knowledgeforpersonalizedmedicine.
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