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ABSTRACT

Theuseofsoftwareinmissioncriticalapplicationsposesgreaterqualityneeds.Qualityassurance
activitiesareaimedatensuringsuchqualityrequirementsofthesoftwaresystem.Antifragilityisa
propertyofsoftwarethatincreasesitsqualityasaresultoferrors,faults,andattacks.Suchantifragile
softwaresystemsproactivelyacceptstheerrorsandlearnsfromtheseerrorsandreliesontest-driven
developmentmethodology.In thisarticle,an innovativeapproach isproposedwhichusesafault
injectionmethodologytoperformthetaskofqualityassurance.Suchafaultinjectionmechanism
makesthesoftwareantifragileanditgetsbetterwiththeincreaseintheintensityofsucherrorsup
toapoint.Asoftwarequalitygameisdesignedasatwo-playergamemodelwithstressorandbacker
entities.Thestressorisanerrormodelwhichinjectserrorsintothesoftwaresystem.Thesoftware
systemactsasabacker,andtriestorecoverfromtheerrors.Thebackerusesacheatingmechanism
byimplementingsoftwareLearningHooks(SLH)whichlearnfromtheinjectederrors.Thismakes
thesoftwareantifragileandleadstoimprovementofthecode.Moreover,theSLHusesaQ-Learning
reinforcementalgorithmwithahybridrewardfunctiontolearnfromtheincomingdefects.Thegame
isplayedforamaximumofKerrors.Thisapproachisintroducedtoincorporatetheanti-fragility
aspectsintothesoftwaresystemwithintheexistingframeworkofobject-orienteddevelopment.The
gameisrunat theendofeveryincrementduringtheconstructionofobject-orientedsystems.A
detailedreportoftheinjectederrorsandtheactionstakenisoutputattheendofeachincrementso
thatnecessaryactionsareincorporatedintotheactualsoftwareduringthenextiteration.Thisensures
attheendofalltheiterations,thesoftwareisimmunetomajorityoftheso-calledBlackSwans.
TheexperimentisconductedwithanopensourceJavasampleandtheresultsarestudiedselected
twocategoriesofevaluationparameters.Thedefectrelatedperformanceparametersconsideredare
thedefectdensity,defectdistributionoverdifferentiterations,andnumberofhooksinserted.These
parametersshowmuchreductioninadoptingtheproposedapproach.Thequalityparameterssuch
asabstraction,inheritance,andcouplingarestudiedforvariousiterationsandthisapproachensures
considerableincreasesintheseparameters.
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1. INTRodUCTIoN

Softwareapplicationsarebecomingmorecomplexdaybydayanditisdifficulttomaintaincode
qualityandmanagethecostofthesoftwaredevelopment.Someofthefactorsthatmakethisquality-
cost balance a challenging task needs further discussion. They are the growing pressure on the
softwareorganizations,riseofthedevelopmentalcosts,needtogettheproducttomarketquickly
andaccelerateddevelopmentschedules.Themosteffectivewaytokeepthedevelopmentcostdown
istheminimizationandtheintroductionofdefects.ThesoftwarebugcostofUnitedStateseconomy
hasincreasedfrom$59.5billionto$1.1trillionfrom2002to2016.Thisincreaseincostisdueto
thelossinrevenueduetothesoftwarebeingunusable,paymentstodevelopersforbugfixing,loss
inshareholdervalue,etc.Also,therearesomeindirectfinancialcostsarisingduetotheproblemof
brandreputationandcustomerloyalty.Thebugfixingprocesseveninterfereswithotherdevelopments
andenhancementsfornewfunctionalityaddition thatultimatelyaffect theprojectschedule. It is
criticaltocatchthedefectsearlysince,thecostoffixingthedefectsincreasesexponentiallyasthe
softwareprogressesthroughthelifecyclephases.FromthereportofNationalInstituteofStandards
andTechnology(NIST),theincreaseinthebugfixfollowsthetrendasshowninTable1(National
InstituteofStandardsandTechnology,2002).Here,Xis thenormalizedunitofcostandcanbe
expressedintermsofperson-hours.

Hence,thereisanimportantneedforproactiveapproachestoimprovetheoverallqualityand
decrease the software development cost. This research work discusses such an arrangement to
proactively detect defects by building antifragile characteristics into an object-oriented software
within theexistingsoftwaredevelopment framework.But thisdefectprevention isachallenging
task.Theoperatingenvironment and thekindsof failure and recoveryof a software systemare
highlyuncertainandareopenended.Forexample, an information report states that theEclipse
developmentenvironmentrunsonatleast5milliondifferentmachines.Thedeveloperforeseeingall
possiblefailuresisnearlyimpossible,soasthehardcodingofallpossiblefailureconditions,recovery
conditionsandrecoverystrategies.Theprogrammingstyleneedstobechangedinordertoovercome
theseunforeseenerrorsorsurprises,calledasBlackswans(Taleb,2008).Thesoftwaresystemsare
constantlyexposedtorandomness,shocks,disordersandstressors.Therearelotsofworksthathave
comeoverthedecadetoensurequalityincriticalsoftwaresystemsthatmakemajorityofthesystems
resilientandrobust.Butwithmuchoftheevolutionandadvancementsinthesoftwareprogramming
andthedevelopmentmethodologies,itistimetotaketheartofsoftwaredevelopmenttothenext
level.ThepropertycalledAntifragility,explainedbyTalebin(Taleb,2012),isexploredinthiswork,
whichtakesthesoftwaretoonemorestepaheadinadditiontoresilienceandrobustness.Aresilient
resisttheshockandstaysthesame;whereastheantifragileresistsandgetsbetterwithsuchdisorders.
Theantifragilelovesdisorderandlearnsfromittoimproveitself.Thisrequirementposesalotof
challengesinprogrammingsuchasystem,whichcanlearnfromfailures.Also,itismuchbetterto
incorporatethispropertyintothesoftwarewithintheexistingsuccessfuldevelopmentalmodelsuch

Table 1. Cost of defect fixing

Design 1X

Implementation 5X

IntegrationTesting 10X

CustomerBetaTesting 15X

PostProductRelease 30X
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astheAgilemethods.Thisispreferredinsteadofdesigninganewprocessmodel,sincethesemodels
arealmostmaturewithitsprocessesandstandardsinplace.Thus,theresearchquestionRQ1can
beformulatedas:

RQ1:Howthe“Antifragility”aspectcanbeintroducedinsoftwaredevelopmentwithintheexisting
Object-Orientedframework?

Agameisastructuredformofplayplayedforanachievementorrewardorsometimespurely
forentertainment.Agamecanbeusedasadesigntoolinresearchmethodstoachievecertaingoals.
GameTheoryappliesmathematicalmodelstostudythestrategiestheplayerscanmakeinagaming
environment.Itispopularlyusedinfieldssuchaseconomics,politics,andbiologyandincomputer
science.Incomputerscience,gametheoryiswidelyusedinCloudComputing,networksecurity,
recommendationsystems,andmachinelearning.Eventhoughithasalreadybeensuccessfullyapplied
infieldssuchaseconomics,theapplicationofGameTheorytoSoftwareengineeringproblemsis
relativelynew.Thegamesareofdifferenttypessuchastwo-playerandN-playergames,cooperative
andnon-cooperativegames,simultaneousandsequentialgames,constantsum,zerosum,andnon-
zerosumgames,etc.Consideringtheaimofmakingsoftwareantifragile,atwo-playergametheoretic
approachisproposedwhichmakesthesoftwaretolearnfromerrorsthatareinjectedintothesoftware
system.Thus,theresearchquestionRQ2isputforthas:

RQ2:Howsuccessfullytheconceptsof“GameTheory”canbeusedtobuildanAntifragileObject
OrientedSoftware?

Inordertoupgradetoantifragilityandachievethestrengthsofgametheory,atwo-playergame
modelisdesignedwithaStressorandBackerentities,whichactastheplayersofthegame.Thestressor
isinterestedinintroducingerrorsintothesystem,whereasthebackerdefendsthoseandlearnsfrom
theintroducederrors.TheStressorusesthearchitecturalinformationofthesoftwareandthegraph
metricstogeneratecrucialdefects.TheBackeraccomplishesitstasksbyexecutingsoftwareLearning
Hooks(SLH)whichimplementsaQ-Learningalgorithm.Eventhough,thistypeofapproachcan
beconsideredoneofthetest-drivenmethodologies,itisdifferentfromthetraditionaltestingphase,
inwhichthetestingisperformedtovalidatespecific,well-formedandsmallfailures.Usuallythese
typesofantifragilestressorsaredesignedtobeincorporatedintheproductionenvironment.But,in
theproposedapproach,theyareintroducedduringdevelopmentphaseofobject-orientedsoftware,
beforethereleaseofeveryincrement.Thegameisrunforalltheiterationsandthereportoftheerrors
introducedandactionstakenareoutputforeveryrun.Thisishelpfultoplanforthenextiteration.In
caseofanymodificationrequiredinthecodethedeveloperreviewsandmakesdecisionbeforeany
changesisappliedtothecode.Thisapproachisfollowedforeseeingtheriskwhetherthesystemcan
fullyrecoverfromsuchdisturbancesandthismethodcanoutperformthelosses.Thisproposalthusaims
inintroducingAntifragilitywithintheexistingframeworkofobject-orientedsoftwaredevelopment.
TheAntifragileSoftwareManifesto(Russoa&Ciancarinia,2016),isstillintheinception,invites
discussionfromthesoftwareengineeringcommunityforitssuccessfulapplication.

TotesttheconstructivebenefitsoftheresearchquestionsRQ1andRQ2,theproposalneedtobe
validatedforasampleprojectforincreaseinqualityandreductioninthedefects.Hence,theparameters
needtobevalidatedistwofold.Theincreaseinqualityneedtobetestedusingmajorqualityattributes
namelyabstraction,inheritance,andcoupling.Theimportantdefectrelatedparametersaredefect
density,defectdistributionandnumberofhooksinsertedperiteration.Aconsiderabledecreasein
thedefectrelatedparametersisfavored.

Therestofthearticleisorganizedasfollows:Section2presentsthemotivationandrelated
work.Section3givesthedetailsoftheproposedgamestructure.Section4furnishesthedetails
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ofthesimulation,resultsobtainedanddiscussionontheresults.Section5liststhecontributions
of this researchworkandSection6 listsvarious threats to thevalidityof thework.Section7
concludesthepaper.

2. MoTIVATIoN

Therearenumeroustechniquesthatareavailableforqualityimprovementinvariousstagesofthe
softwarelifecycle.Anyqualityassurancetechniquestrivestoachievezeroerrorspostrelease.In
spiteofalltheseconstantandeffectivetechniques,therearestillsomefailuresinthesoftwarethat
makesthesoftwaredifficulttosurvive.Therearevariousfactorsthatmakethesoftwareobsolete
such as changes in the requirements and theoperating environment, inefficient calculations and
data,difficultyinusing,understandingandmaintainingthesoftware,ageingofthesoftware,market
conditions,etc.(Leach,2016).Therearecountlessresearchtechniquesandideasthatareproposed
toovercometheseissuestosomeextent.Everytechniquehasitsownadvantagesanddisadvantages.
Irrespectiveofalltheseefforts,failuresstillexistinsoftwareproductswhicharedifficulttopredict
andavoidcompletely.Hence,thereisaneedtofindanintelligentsolutiontocounterandcopewith
theseerrors.Inordertoenablethesoftwarelivewiththeseuncertainties,aninnovativemethodology
needstobedesigned,whichreinventstheprocessofsoftwaredevelopmentanditsusage.

Antifragilityissuchanemergingissueinsoftwareengineeringwhichisbeyondbuildingrobust
andresilientsystems.Asystemwhichisrobustisresilienttoerrorstoacertainthresholdbutwillremain
thesame.Anantifragilesystemisone,inadditiontobeingrobust,triestoimprovewhenexposed
toerrors.TheAntifragileSoftwareManifestoproposedin(Russoa&Ciancarinia,2016)discusses
someoftheprinciplesandtheprocessesofanantifragilesystem.Thisresearchworkisasteptowards
incorporatingtheconceptsofantifragilityintotheexistingframeworkofObject-OrientedSoftware
Development.Inthiswork,Anti-FragilityisalsoproposedasanAnti-Ageingsolutiontosoftware
systems.Fragile,RobustandAntifragilearedefinedasatriadinexplainingthedesirableproperties
ofsoftware.Afragileisonewhichiseasilybreakabletoanydisturbance.Arobustsystemresistsand
withstandssuchshockstosomeextent,butitremainsthesame.Antifragilityisbeyondresilience
orrobustness.TheconceptsofanAntifragileSystemareexplainedmeticulouslyin(Taleb,2012).

Antifragilityisthenegativeoffragility.Anantifragilesystemgetsbetterbyexposuretodisorder,
shockoruncertainties.Anantifragilesystemisabletoevolveitsidentitybylearningfromthedisorder
andbyimprovingitself.

Gametheoryisbecomingpopularinthedecision-makingprocessinacooperativeoracompetitive
environment.Ithasbeensuccessfullyappliedincomputerscienceinnetworksecurity,scheduling
problems, robotics,and interactions incloudenvironmentand inprojectmanagementprocess to
arriveatanoptimaldecisionmaking.However,sofar,itsapplicationislessinthefieldofsoftware
engineeringanditisbeingwidelystudiedandappliedinsolvingoptimizationproblems.In(Huang,
Peled,schewe,&Wang,2016),agametheoreticapproachisproposedinordertovalidatetheresilience
ofasoftwaresystemagainstkdenseerrors.Theauthorshavedesignedatwo-playerconcurrentgame
modelwiththeapplicationofalternating-timeµ-calculus(AMC)withanextension.AnAMCisa
specialtypeoflabeledtransitionsystems,calledconcurrentgamestructures,whereeachtransition
isaresultofsetofdecisionsaplayertakes.Theanalysishasbeenmodeledasamodelchecking
problemforthesoftwaretoberesilienttoutmostkdenseerrors.

In(Kumar&Prabhakar,2009),theauthorsappliedgametheorytofindanoptimalsolutionfor
softwarearchitecturedesignwithconflictingqualityattributesbyapplyingtheconceptsofNash
equilibriumandParetooptimality.Mehdi,Raza,&Hussain(2017),presentsagametheorybased
trustmodelforVANETsbydesigningatwoplayerattackeranddefendermodel.Theoutcome
ofthegameispresentedusingapayoffmatrixandNashequilibrium(NE)isappliedtoarrive
atanoptimalstrategyfortheattacker-defenderscenario.NashEquilibriumisasolutionconcept
ingametheory.Eachplayerinanon-cooperativegamesettlesonastrategy;suchthatnoplayer
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hasanythingtogainbymerelychanginghisownstrategyconstitutesaNashEquilibrium(Jiang
&Brown,2009).GameTheoryisawellstudiedareaofmathematicalmodelingwhichfindsits
originbackin1944byJohnVanNeumann.Themoderngametheorywasdevelopedactivelyby
JohnNashduring1950(Nash,1951),whointroducedthecriterionforplayers’strategiespopularly
knownasNashEquilibrium.Sincethen, this topichasbeenregardedasanimportant tooland
extensivelystudiedinthefieldofeconomics.

In(Dengetal.,2014),agametheoryframeworkisdesignedforamulti-criteriadecision-making
process in a competitive environment. This work employs Dempster – Shafer Theory (DST) to
dealwithuncertaininformation.DSTisanapproachofcombiningthedegreesofbelieffromeach
independentevidenceandprovidesareasoningtocalculatetheoverallprobabilityofanevent.A
prisoner’sdilemmasituationinsoftwaredevelopmentusingextremeprogramminghasbeenanalyzed
byHazzan&Dubinsky(2005).Prisoner’sdilemmaisapopularexampleingametheorytoillustrate
thenon-cooperativenatureoftworationalplayers.

Asmentionedearlier,GameTheorymodelsarebeingappliedtoidentifysolutionsfordecision
makingandoptimizationprocessesincomputerscience.Amongwhich,thenotablefewworksthat
appliedGameTheoreticconceptstoSoftwareEngineeringarediscussedinthissection.Software
Refactoringisanimportantactivityinsoftwaremaintenancewhichhelpsintheimprovementofthe
internalstructureofthecode,withoutmodifyingtheexternalvisibleproperties.In(Bavotaetal.,
2010),theauthorsapplythegametheorysolutionfortheExtractClassrefactoring,bymodelingas
atwo-playernon-cooperativegame.Theyprovedtheapplicabilityofthegametheoryconceptsfor
arefactoringproblem.

Inthisresearchwork,thecharacteristicsofantifragilityareintroducedintothesoftwareusing
faultinjectionmechanism.Thisideaoffaultinjectioninproductionhasbeenusedforalongtime
toensurethereliabilityandthustotrustthesystem.In(Basirietal.,2016),theauthorsexplaina
practicecalled“Chaosengineering”toverifythereliabilityofadistributedsystemwithcomplex
behaviorandfailuremodes.Traditionalsoftwaretestingapproachesarenotsufficienttoidentifythe
potentialfailuresofsuchcomplexdistributedsystems.Theserverandtheclientsareoverloadedto
testthedifferentfailuremodes.Allspaw(2012)discussesaGameDayexercisethatinjectsfaultsin
productiontoanticipatesimilarbehaviorandunderstandtheeffectsinfuture.Thisexerciseforces
failurestohappenandevendesigningsystemstofailtouncovertherisksinthebusiness.

Monperrus(2017)discussesthenovelconceptofcalled“softwareantifragility”.Thefoundations
of softwareantifragility, fromclassical fault tolerance to themost recentadvancesonautomatic
softwarerepairandfaultinjectioninproductionareexplained.Theconceptofintroducingantifragility
intothesoftwareisviewedasthedreamofbuildingreliablesystemfromunreliablecomponents.In
thispaperalso,thetest-drivendevelopmentisinsistedinordertouncovertheimpactoftheerrors.

Thesummaryoftheliteraturesofarisonlythebeginningofantifragilesoftwareengineering.It
urgestodeviseatechniquetobuildeffectiveantifragilesoftwarewithintheexistingdevelopmental
models.Thiswouldmaketheproposedmethodtobeeasilyadoptedforimprovedqualityandreduced
risk.Hence, the applicationofgame theory forbuilding antifragile softwarewouldbe themost
appropriatechoiceworthexploring.

3. SoFTwARe QUALITy GAMe ModeL

Tofacilitatetheexplanationoftheantifragility-basedgametheoreticapproach,westartbyreviewing
theconceptsofgametheory.Asoftwaregamecanbeplayedbetweentwoormoreplayers.Thegame
modeldesignedinthisresearchworkisatwo-playerconcurrentgame.Inaconcurrentgame,allthe
involvedplayersmaketheirmovessimultaneously.Theoutcomeofthegameisjointlydeterminedby
themovestakenbyalltheplayers.Suchagamemodelissignificantinexpressingasoftwaresystem.
Thetwoplayersinvolvedinthegamedesignedinthisworkarethestressorandthebackerentities.
Thestressorisresponsibleforinjectingerrorsintothesoftwaresystem.Thestrategyofthestressor
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istocrashthesystembyinjectingagreaternumberoferrorsbyselectingcriticalmodulesofthe
softwaresystem.Thesoftwaresystemactsasthebacker,whichtriestodefendbycatchingtheerrors
injectedbythestressorandinvokingappropriateerrorhandlers.Thegameendswheneverthesystem
crashesoramaximumofKerrorsarereached.Whenthesystemcrashes,thebackerfailsandthe
stressorwins.Incontrasttoexistingsoftware,inwhichtheerrorhandlersarehardcoded,thebacker
designedinthisworkexecutesaspecialfunction,calledtheSoftwareLearningHooks(SLH).For
anyuncaughterrors,thebackerexecutesthesesoftwareLearningHooksbycheatingthestressorand
improvisesthesoftwarebymakingitimmunetosuchtypeoferrorsinthefuture.Sincethebacker
invokesSLHsfortheunknownerrorsencountered,thesoftwarelearnsandimprovescontinuously.
Hence,theprobabilityofthesystemcrashingduetoagreaternumberofdifferenttypesofunknown
errorsisextremelyless.Thisprobabilityalsodependsonfloodingagreaternumberoferrorsarriving
atfrequentintervals.Thisgamemodelisrunforknumberoferrorsattheendofeveryiteration,
beforereleasetothecustomer.TheSLHmodifiesthesoftwareatruntimetemporarilyinorderto
countertheeffectsoftheinjectederrors.TheSLHtakescertainactionsdependinguponthetypeand
natureoftheincomingerrors,bylearningusingQ-learningalgorithm.TheQ-leaningalgorithmisa
ReinforcementLearning(RL)algorithm,whichlearnsbyreceivingareinforcementorrewardfrom
theinteractingenvironment.TheseRLalgorithmsarepredominantlyappliedingameplayingand
controlproblems.ThisQ-learningalgorithmusedhereisexplainedindetailinSection3.2.Once
thegameissuccessfullyrun,adetailedreportoftheinjectederrorsandtheactionstakenareoutput
forthedeveloperstoperformthequalityanalysisandmakedecisionsonwhetheranychangeinthe
codeisrequired.Thisapproachisfollowedinsteadofactuallymodifyingthecode,foreseeingtherisk
whetherthesystemcancompletelyhandletheinjectederrors,anydegradationthatmayoccurdue
tochangesdonebytheSLH,whetherthechangesoverperformthecostofthesoftware,etc.Hence,
thedecisionislefttothedeveloperofthesoftwaretomakeanychanges,ifrequiredbyanalyzingthe
detailedreport.TheoveralldesignandworkingofthegamecomponentsaredepictedinFigure1.

3.1. Stressor design
Ingeneral,thecomponentofstressisimportantforanysystemtooperateandimprove.Fromthe
perspectiveofbiology,certaintypesofstressimprovethestateoftheorganism.Allstressorsarenot
treatedequally,andsomestressescertainlymakeanorganismstronger.“Hormesis”asexplainedin
biologyisaconditionwhere,alowdosageoftoxinleadstobeneficialeffectofimmunizationtothat

Figure 1. Flow chart of the software game model
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toxin.Aselucidatedin(Taleb,2012),HormesisisclosetoAntifragility.Thesoftwareisexposedto
aseriesofstressorsinordertomakethemimmuneagainstthesetypesofperturbations.Inorderto
achievethistask,aversatiledesignforthestressorisnecessary.AnUMLclassdiagramisanimportant
artifactinanysoftwaredevelopmentwhere,variousclassesandtheirrelationshipsarepicturized.
TheseUMLclassdiagramsareconvertedintoaweightedcomplexnetwork.Aweightedapproach
ischoseninordertopreservetheinformationoftheclassesandthesemanticsoftherelationships
thatexistbetweenthem.TheweightsarecalculatedbasedontheQMOOD(Bansiya&Davis,2002)
metricsoftheclassusingLCOM4andWMCandtherelationshipsthatexistbetweentheclasses
aregivenaweightagebasedofanordinalscalefrom1to10dependingonthetypeofrelationship
betweentheparticipatingclasses(Chong&Lee,2015;Pan,2011).Theapproachusedin(Chong&
Lee,2015)isadoptedhereformodelingacomplexObject-OrientedSoftwareSystem.

Asamplecomplexnetworkthatconsistsoffiveclasseswiththeweightsassignedasperthe
relationshipsbetweentheclassesisshowninFigure2.

Oncethesoftwareismodeledasacomplexnetwork,theapplicationofGraphlevelmetricsis
muchbeneficialinexploitingthestructuralcharacteristicsofthesoftwaresystem.Thesestructural
characteristicsofasoftwarenetworkthusgeneratedarecloselyrelatedtothequalityofthesoftware
system(Chong&Lee,2015).Thestressorisdesignedtoselecttheclassesbasedonitsimportancein
thestructureofthesoftwareandtointroduceerrorsthatcausedefects.Theclassesarechosenbased
onthegraphlevelmetricsanditsimportanceinfulfillingtherequirementsoftheoverallsoftware.
MetricssuchasAverageWeightedDegree,AverageShortestPathlengthandBetweennessCentrality
arechosentoidentifythemostsignificantclassesinthesoftwareandtheerrorinjectionamongthese
classesisgivenhigherweightage.

AgraphconsistsofasetofnodesandedgesandrepresentedasG(V,E).Thedegreeofnodeis
thetotalnumberofedgesconnectedtothenode.Thein-degreeisthenumberofincomingedgesfor
anode,whereas,out-degreeisthenumberofoutgoingedgesemanatingfromanode.Theaverage
degreeofanetworkrepresentstheaveragedegreeoftheentirenodesinthenetwork.Foraweighted
complexnetwork,itisdenotedasaverageweighteddegree.Theaverageshortestpathlengthisthe
distancemeasureofasourcetoallotherreachabledestinationsofthenetwork.Thebetweenness
centralityofanodemeasuresthenumberofshortestpathsthatpassesthroughagivennode(Albert
&Barabasi,2002).

Figure 2. A sample conversion of UML class diagram to complex network
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Theoperatingstatesoftheselectedclassesareanalyzedinafine-grainedlevelfortheinjection
oftheerror.TheerrorgenerationrateofthestressorfollowsPoissondistribution.Poisson’sprocessis
oneofthemostwidelyusedprocessesformodelingtheprobabilityofoccurrenceofrandomeventsat
certainrate(Ross,2009).ThePoissonprocessisarandomprocesswhichcountsthenumberofrandom
eventsthathaveoccurreduptosomepointtintime.Therandomeventsmustbeindependentofeach
otherandoccurwithafixedaveragerate.TheprobabilitymassfunctionofaPoissondistribution
witharandomvariableXandrateλisgivenbelow:

P X k
e

k
where k

k

=( ) = = …
−λλ

!
, , , , ,0 1 2 

ThealgorithmfortheStressormoduleispresentedbelow.

StressorAlgorithm

Step  Computation Details 
1     Start Stressor 
2     Input the source code zip format 
      Input UML files XML format 
      Initialize max error count k 
3     Generate Graph parsing the UML file 
4     Calculate graph metrics for every node in the graph 
5     Prioritize the node list based on graph metric values 
6     If error count reaches k; Goto Step 11 
7     Select the prioritized class from list 
        Analyze class members and relationships 
        Generate defect data 
8     Generate Poisson Defect event with defect data 
        Instantiate class with defect data 
9     Log the error generated details 
10    Increment error count; Goto Step 6 
11    Exit Stressor

Theprioritizationofthenodesisdonebasedonthegraphmetricssuchasaverageweighteddegree,
averageshortestpathlengthandBetweennesscentrality.Thesethree-graphmetricsarechosensince
theseprovidetheimportanceofanodeinanetwork.Thehighervalueofthesemetricsexplainsthat
thenodesarevitalintheoperationofanetwork.Fromthesoftwareperspective,erroneousoperation
ofanodewithhighvaluesofthesemetricsposesgreaterchancesoffailureofthesoftware.Hence,
itisimportanttovalidatetheefficiencyofoperationanderrorhandlingintheseprioritynodes.The
Stressordesignensuresmoretypesoferrorsareinjectedinvolvingthesenodes.

3.2. Backer design
Thefunctionof theBackerentity is toactupontheerrors injectedbytheStressor.Theseerrors
havetobecapturedbytheerrorhandlersprovidedinthesoftware.Thisgameplayensuresfrequent
invocationof theseerror routines,whichpreventcode rusting,making thesoftwaremore robust
againstthesecategoriesoferrors.However,theerrorhandlersprovidedinthesoftwarewillnotbe
sufficienttohandlealltheerrorsgeneratedbyaversatilestressorasexplainedearliersinceforeseeing
andhardcodingofalltheseerrorcasesishighlyimpossible.Hence,theBackerdesignedhereis
abletocapturetheunknownandunexpectederrorsandrecordthefine-grainedinformationabout
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theincomingerrors.Thisfine-grainedinformationisrequiredtoanalyzeandlearnfromtheerrors
toaidintheprocessofmakingthesoftwareantifragileinthesuccessiveincrements.

ThisfunctionalityoftheBackerisachievedbyacheatingmechanismbyimplementinghooks,
calledasSoftwareLearningHooks(SLH).Thesehooksincorporateareinforcementlearningalgorithm
tolearnfromtheincomingerrors.TheQ-learningalgorithmusedhereishelpfulinselectingthemost
efficientactionforthedefectsencountered.Thisbuildsantifragilityintothesoftwarewhenthecode
isupdatedinsuccessiveiterationswithknowledgegainedfromthegamerun.

Reinforcementlearningisatypeofunsupervisedlearning,whereasoftwareentitylearnsbyreceiving
a reward from theenvironment in returnofexecutinganaction.Basedon the reward, the software
dynamicallylearnstooperateperfectlyinaparticularenvironment(Singh,Lewis,Barto,&Sorg,2010).
Thehooksdesignedinthismodelfollowa“causeandeffect”idea.ThepurposeoftheSLHistoselect
anactionforthedefectsinjectedbytheStressor.Forselectionofthisaction,theBackerusesthisSLH,
whichimplementsaQ-Learningalgorithm.Q-LearningisaTemporalDifference(TD)learningapproach
ofmachinelearningtopredictaquantitybasedondifferencesinpredictionsoversometimesteps(Poole
&Mackworth,2017).Thisalgorithmlearnstoarriveatanoptimalpolicyforselectingtheactionsbased
onreinforcementcalledreward.TheQ-Learningalgorithmusuallyreceivesandlearnsfromthereward
receivedfromtheenvironmentuponwhichtheactionistaken.However,thisrewardfunctionneednotbe
extrinsicalways.Forexample,inabiologicalenvironment,certainanimalsperformsomeactionmerely
forenjoymentofthetaskoroutofcuriosity.Inthesesituations,therewardfunctioncanalsobeafunction
oftheinternalstateoftheagent,inwhichcaseitisconsideredasanintrinsicreward(Singh,Lewis,Barto,
&Sorg,2010).TheQ-Learningalgorithmdesignedhereusesacombinationofbothintrinsicandextrinsic
rewardfunctions.Thishybridrewardmodelisusedbecause,theextrinsicreward,whichiscalculatedfrom
thechangesinthequalityattributesmaynotbealwayssufficientincalculatingthereward.Theintrinsic
rewardiscalculatedbasedonthedefectsalience.Defectsaliencedenotestheseverityandthepriorityofthe
defects.TheextrinsicrewardiscalculatedbasedonthequalityfunctionssuchasAbstraction,Inheritance
andCouplingmeasuredfromthesourcewherethehooksareinserted.Aweightedsumofsoftwaremetrics
isusedincalculatingtheextrinsicreward.Thesourcecodemetricsusedforcalculationofthequality
attributesareadoptedfromMohan,GreerandMcMullan(2016).

TheoperationaldetailoftheBackermoduleisexplainedinthefollowingalgorithm.

BackerAlgorithm

Step  Computation Details 
1     Initialize reward functions // for quality attribute calculation 
      Load Defect-Action policy lookup file 
      Initialize τ, α, γ 
2     For each incoming unhandled defect Di; Goto Step 3
3     Analyze the defect data 
        Select Action Ai from Defect-Action policy
        Add a runtime hook 
4     Invoke the hook 
5     Log the defect-action details 
      Capture the core and memory dump 
6     Calculate intrinsic reward ri = τ [1 – P(Di)]
7     Calculate reward functions 
      Calculate extrinsic reward re = cumulative reward function values
8     Calculate the Q-Value using 
        Q D A Q D A r r max Q D A Q D Ai e, , [ , ' , ]( ) ← ( )+ + + ⋅ ( )− ( )′α γ  

9     Update the Defect-Action Policy; Goto Step 2 
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Here, 
α →The learning rate, (0 < α ≤ 1)
γ → The discount factor, (0 < γ ≤ 1)
ri → Intrinsic reward based on defect salience
re → Extrinsic reward based on quality attributes
τ → A constant multiplier 
P(Di) → Probability model for defect Di

Q D A,( ) → Q-value of a Defect – Action pair

TheQ-valueofaDefect–Actionpairestimatesthegoodnessoftheactiontakenortheextent
towhichtheresultsoftheactiontakenisexpectedtobe.Thesevaluefunctionsarerepresentedusing
notationQ D A,( ) –whichrepresentsthevalueoftakingactionAforthedefectDundercertainpolicy.
Thispolicyensuresthattheexpectedvalueoftherewardreturnoftheactionstakenistothemaximum
achieved. The functional design of a Backer module representing the hybrid reward model is
diagrammaticallyrepresentedusingFigure3.

Byperformingtheabovemethod,thehooklearnsoveraperiodoftimeabouttheactionstobe
takenfortheincomingtypesofdefects.Hence,operatinguponaconsiderablenumberofdefects,the
hookshelpinthebettermentoftheperformanceofthesoftwaretocertaintypeofrepeateddefects.

3.3. evaluation Parameters
The effectiveness of the proposed technique is analyzed using two categories of performance
parameters,namelythedefectrelatedandqualityrelatedattributes.Theseparametersareevaluated
ateveryiterationandattheendofthealltheiterationstofacilitatethecomparisonofimprovements.
ThedetailsofthesegameevaluationparametersaregiveninTable2.

DefectDensityisanimportantandfundamentalmetricinSoftwareEngineering.Themetricis
calculatedfromthetotalnumberofdefectsdiscovereddividedbythesizeofthesoftware.Sizecan
beexpressedintermsofFunctionPoints(FP)orLinesofCode(LOC).Thismetricgivesapictureof
theoverallqualityofthesoftwareanddecideswhethertheproductisreadyforrelease.Manyresearch
worksinliteratureusesdefectdensityasavitalsoftwaremetricforqualityinvestigationanddefect
prediction(Cartwright&Shepperd,2000;Koru,Zhang,Emam,&Liu,2009;Yadav&D.Yadav,
2015).DefectDistributiongivesthecategorizationofthedefectsbasedontype,rootcausepriority,
testtype,environment,etc.Studyingthedefectdistributionchartishelpfulinunderstandingand

Figure 3. Functional diagram of SLH
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identifyingtheareastotargetfordefectremovalandthecomponentsthatrequirestheapplicationof
qualityimprovementtechniques.Researchersusethisdefectdistributionanalysistogainunderstanding
onthetechniquetheyappliedanditsoutcome(Cartwright&Shepperd,2000;Li,Li,&Sun,2010;
Beller,Bholanath,McIntosh,&Zaidman,2016).TheHooksperIncrementmetricgivesthetrend
ofthenumberofunknowndefectsandhence,itisimportanttoarriveatalogicalconclusionforthe
reductioninthenumberdefectsinthesourcecode.Apartfromthesedefectrelatedparameters,this
studyusesqualityrelatedparameters,namelythequalityattributessuchasAbstraction,Inheritance
andCoupling.Theseattributes areused inmostof thequality analysis literature andapplied in
majorityofthesoftwareengineeringproblemssuchasarchitecturalanalysis,codequalityanalysis
andimprovement,refactoring,etc.Thesequalityattributesaremeasuredusingstandardwell-defined
softwaremetrics.Asmentionedearlier,QMOODmetricsproposedbyBansiyaandDavis(2002)is
usedinthisresearch.

4. ReSULTS ANd dISCUSSIoN

TheexperimentisconductedusingasampleopensourceJavaprojectwith236classes,namelythe
OpenFAST.OpenFASTisanopensourceJavaimplementationoftheFASTprotocol(OpenFAST,
2013).Theclassesareprioritizedbasedonthegraphmetricsandtheexperimentisconductedwith
12iterations.Theinitialiterationsareplannedwiththeimportantclassesandtheotherclassesare
integratedincrementallywiththenumberofiterations.Thesoftwarequalitygamemodeldesignedhere
isexecutedforeveryiterationandthegameparametersarestudied.Thedetailedreportofthedefects
andthehooksthatareinsertedareanalyzedandthechangesinthecode,ifrequired,areperformed
inthenextsuccessiveiterations.Thisisdoneafterthereviewconfirmationfromthedeveloperin
ordertoavoidanyadverseeffectthatmaybecausedbytheexecutionofhooks.Moreover,thehooks
areonlytemporaryalterationstothecodeinruntime.Hence,thechangeshavetobestudiedbefore
makinganyactualchangestothecode.Thisprocessasexplainedearlierpushesthesoftwaretowards
antifragility.Thefollowinggraphsexplainthedetailsoftheresultsachieved.

Figure4showsthedefectdensityvaluesinvariousiterationswithandwithouttheproposedgame
theoreticapproach.Fromthegraph,thereisreductioninthenumberofdefectswhentheproposed
techniqueisapplied.This isdueto thefact that thedefects thatare injectedin theiterationsare
learnedbytheSLHsandthechangesaremadeinthecodetocapturethesecategoriesofdefects.In
theexistingmethod,thesedefectsstillexistswhichleadstotheincreasednumberofdefects.Hence,

Table 2. Details of the performance parameters

Category Parameter Context Desired Value

Defectrelated

DefectDensity Thenumberofdefectsperthousandlines
ofcode Low

DefectDistribution Thenumberofdifferenttypesofdefects
ineachiteration Low

HooksperIncrement Thenumberofhooksthatareexecutedin
eachiteration Low

Qualityrelated

Abstraction
Easinesswithwhichthesystemcanbe
extended,suppressingthemorecomplex
details

High

Inheritance Themechanismofcreatingnewclasses
fromexistingclasses High

Coupling Themeasureofdependencybetween
classes Low
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withthesuccessiveiterations,thereisareduceddefectcountbyusingtheproposedtechnique,whereas
thedefectcountisstillhighinexistingmethod.Asimilarinferencecanbemadeforthenumberof
hooksinsertedoveriterations(Figure5),whichreducesoveriterations.Thereareonlyfewhooks
requiredtohandletheinjecteddefectsandthemajorityofthedefectsarecapturedbythecodeitself,

whichismodifiedinearlieriterationsbasedonthelearninginformationgainedbytheSLHs.The
defectdistributionchartisgiveninFigure6,whichgivesthecategoriesofdefectsoccurredover
differentiterations.Fromthischart,itcanbeinferredthatthemajorityofthedefectsduringtheinitial
phasesofiterationwerethedefectsrelatedtomemory,userdataentryandenvironment.Eventhough
thereisreductioninthedefectsrelatedtouserdataentryoveriterations,memoryandenvironment
relateddefectscontributemore,whichneedsspecialattentioninthesoftwaredesignprocess.Much
ofthesemanticsandconcurrencyrelateddefectsareuncoveredduringearlieriterationsandthere
isreductioninthesecategoriesofdefects.Ithastobenotedthatheretheerrorinjectionratebythe
Stressorisunalteredandonlythenumberofuncaughtorunforeseenerrorsarereduced.

Figure 4. Defect density over number of iterations

Figure 5. Number of hooks executed over number of iterations
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Figures7,8and9showsthe improvement in thequalityattributes,namely theAbstraction,
Inheritanceandcouplingrespectively.Thevaluesofthesequalityattributesarecomparedwithand
withouttheproposedgametheoreticapproach.Theimprovementshownhereisduetothemodification
doneinthecodebythedevelopmentteambasedonthedetailsofthedefect-actionreportoutputby
theBacker.AssuchtheexecutionofSLHdoesnotcontributetotheimprovementofthecode;itis

theeffectivenessofthelearninggainedbytheSLHs.FromtheFigures7,8,and9,eventhoughthere
isimprovementinthequalityattributes,theproposedtechniquedoesnotincreasethemtoagreater
extent.ButfromFigure4,thereisdrasticdecreaseinthedefectdensitybyusingtheproposedgame
model.Hencetheproposedtechniquecanbeverywellappliedtoreducethedefectdensityofany
object-orientedsoftware.

Figure 6. Defect distribution by cause chart over number of iterations

Figure 7. Improvement in abstraction over number of iterations
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5. CoNTRIBUTIoNS

Theproposedmodelenhancesthequalityofoperationofthesoftwaresystembyfollowinganovel
approachforthedevelopmentprocess.Withintheexistingtraditionalwayofdevelopmentandquality
assurance,aninnovativelateralapproachhasbeenintroducedinthiswork.Thesummaryofour
contributionsareasfollows:

1. Introductionofgametheoreticapproachforqualityenhancementofthesoftwaresystembyusing
thestressorandbackerentities;

2. Followinganinnovativelateralapproachbyusingcheatingmethods(via,softwareleaninghooks)
toachievepositivebenefits;

3. Antifragility is a rising issue in Software Engineering. This work provides a good start on
achievingantifragilitywithintheexistingframeworkofsoftwaredevelopmentmethodology;

4. Apartfromtheexistingerrormodels,whichinjecterrorsatrandom,ourmodelusesanintelligent
andmorerealisticerrormodel.Thisisachievedbymodelingthesoftwaresystemasweighted

Figure 8. Improvement in inheritance over number of iterations

Figure 9. Improvement in coupling over number of iterations
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complexnetworksandmakinguseofthegraphlevelmetricssuchasBetweennessCentrality,
AverageweighteddegreeofthenodesandAverageShortestPathLength;

5. ApplicationofQ-Learningreinforcementfunctionwithahybridrewardfunctionthatpredicts
theactionstobetakenfortheinjectederrors;

6. Abetterresultintermsofreduceddefectdensityandimprovedqualityattributes.

6. eMPIRICAL VALIdATIoN

Thethreats tothevalidityof thestudyarediscussedwithrespect tothedesignviewpointof the
Stressor and theBackermodules.Firstly, even though theStressoruses aversatiledesignusing
graphmetrics,thegenerationofdefectsvariesfordifferentclassandhighlydependsonthedesign
oftheclass.Thismeansthatthetypeofattributes,thetypeofrelationshipoftheclassandroleof
theclassintheoverallstructureofthesoftwareplaysavitalroleanddifferfromprojecttoproject.
Hence,thetechniquehastobeappliedforwiderangeofrealtimeprojectsandexperienceneedto
begainedinordertoarriveatamaturelogicfordefectgeneration.Secondly,thesoftwarelearning
hooksusedinthebackerdesignneedsmoreattentionwhichposessecurityconcerns.Thehooksare
onlythetemporaryalterationstothecodeatruntimeandhencerequirecautionwhileusingandalso,
theexecutiontimeoftheproposedmethodincreaseswiththenumberofhooksrunningatatime.The
nextviewpointisbasedonthedefect-actionpolicyusedbythebacker.Thisagainrequirestesting
onagreaternumberofprojects.Thelastviewpointistheloggingoffine-grainedinformationabout
theincomingdefectsandtheactiontakenbythehooks.Thelogmustproviderequiredinformation
forthedevelopertocarryouttheanalysisandhencethelevelofdetailsloggedmustbesatisfying.
Thecoredumpandthememorydumpneedtobecapturedforeachgenerateddefectthatputforth
storageconstraintsoftheoutputfiles.

7. CoNCLUSIoN

Theincrease in thecomplexityofsoftwaresystemsmandates theuseof innovative technologies
tocopewiththeincreasednumberofsoftwaredefects.Antifragilityisamostdesiredpropertyof
softwareincurrenttrends.Thispropertymakesthesoftwareimmunetounknownandunexpected
defects, thecalledBlackswans.Itpreparesthesoftwaretolearnfromtheerrors.Antifragilityis
abreakthroughandthebindingpropertyofthefuturesoftwaredevelopment.Thisresearchwork
ismotivatedinincorporatingantifragilityintotheexistingframeworkofobjectorientedsoftware
development,therebyincreasingthequalityofoperationofthesoftware.Hence,tobuildthisproperty
inanysoftware,thesystemmustbeexposedtoanumberofdisorders;inthesoftwareperspective,
thedefectsthatoccurduringtheoperationofthesoftware.

Usually,thistypeoftechniqueinappliedinaproductionenvironmentasaroutineofdefectdriven
approach.Incontrasttothismethod,inourwork,theproposalisappliedduringthedevelopment
phaseofthesoftwarelifecycle.ThisapproachiscombinedwiththeconceptsofGameTheory,by
designingatwo-playerqualitygame.Player1calledtheStressorinjectserrorsintothesoftwareand
theSoftwareactingasPlayer2resistsandlearnsfromtheseerrors.TheStressorusestheintelligence
gainedthroughthegraphmetricsmeasuredfromthearchitectureofthesoftwarefordefectgeneration.
ThedefectsareintroducedatintervalsfollowingaPoisson’sdistributionuptoamaximumof‘k’
defects.TheBackeractsupontheseerrorsanditsprimaryconcernistoavoidcrashingofthesystem.
Toachievethis,theBackerusesacheatingmechanismusinghookingtechniquestodefendagainst
theerrors.Thesesoftwarelearninghooksincorporatereinforcedlearningalgorithms,toprogressively
gaininsightintothetypeofdefectandselectingappropriateactiontotaketohandletheseerrors.
Thehooksareintroducedatruntimeintothesoftwaretomaketemporarychangesintothesoftware.
Attheendofthegamerun,adetailedreportofdefect-actioninformationisoutputforthedeveloper
toanalyzeandmakeactualmodifications in thecode tohandle thepossibleerrors.Sincehooks
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areonlytemporarymodificationstothecodeatruntime,thesechangeshavetobevalidatedbythe
developmentteambeforeincorporatingintotheactualsourcecode.Thisstepisusedasaprecaution
toavoidanyadverseeffectofthecodechanges.Thisprocessisrepeatedforvariousiterationsofthe
project,makingthesoftwaredevelopitsantifragilityasset.

TheproposedmethodisvalidatedusinganopensourceJavaprojectwith236classes.Theresults
arestudiedwithatwo-foldcategoryofparameters,namely,thedefectrelatedandqualityrelatedsort.
Thedefectrelatedparametersgivetheinsightofthenumberandthecategoryofthedefectsthatcan
beuncoveredfromthesystem.Byfollowingtheproposedapproachleadstoreduceddefectdensity
comparedtotheexistingmethodofdevelopments.Theresultsofthequalityrelatedparameters,namely,
abstraction,inheritanceandcouplingmeasuredusingQMOODmetricsshowsstableimprovement.

Eventhoughtherearecertainchallengesthatneedfurtherinsightsandimprovementsasexplained
in theEmpiricalvalidationsection, thisapproachisastep towardsbuildingantifragility into the
softwaredevelopmentmethods.Thus,theresearchquestionsRQ1andRQ2setinSection1aretested
andasserted,provingtheapplicabilityofGameTheoryinbuildingAntifragileSoftwareSystems.
Somefutureresearchdirectionsinclude,(i)Examiningthecaseswherethecontinuousimprovement
ofthesystemleadstochangesintheoperationalprofilesofthesoftware,(ii)Securityissueswhen
hookingtechniquesareusedandanalysisofalternatetechniquesinsteadofhooks,(iii)Selectionof
betterlearningalgorithmsforthelearninghooks,and(iv)Analyzingtheusageofothertechniques
suchasMetaProgrammingandSelfModifyingcodeinsteadofhookstoovercomeperformanceissues.
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