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ABSTRACT

The study aims to solve the problems in auditing ciphertext data, improve audit efficiency, and increase 
the security of audit data in the audit server. First, the existing encryption algorithms are analyzed. 
Second, the searchable encryption algorithm is proposed to audit the ciphertext data, and an audit 
server scheme is made based on blockchain technology (BT). Finally, the two schemes are compared 
with the traditional audit technology. The results show that the server’s inspection efficiency of the 
searchable encryption algorithm is higher.
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1. INTRoDUCTIoN

With the development of computer technology, more and more data security problems are exposed 
(Pajany and Zayaraz, 2021). In 2018, network security incidents worldwide had caused a total loss 
of more than 45 billion US dollars. In 2019, a Philippine financial service company is attacked by 
hackers, resulting in data leakage. Nearly 900000 users’ data are stolen and sold on the network. The 
reason for this is that database security is not guaranteed. Database audit is an essential technology to 
ensure data security. It can record all the actions that have operated on the database in real time and 
analyze these operations. If there is a problem during the audit, it can help maintenance personnel 
quickly analyze and locate the problem in time, preventing data leakage and protecting data security 
(von Sanden and Neideck, 2021). With the development of the era of big data, Blockchain Technology 
(BT) has penetrated into all walks of life and gained much attention in auditing. BT first appeared 
in the form of Bitcoin. BT is the underlying technology of Bitcoin and was first used in Bitcoin. 
At present, the research of BT in audit database servers is relatively shallow (Feng & Chen, 2022) 
(Wang et al., 2020).

Although it can audit users’ information efficiently, the plaintext audit scheme also causes user 
privacy disclosure. In contrast, the security of the ciphertext audit scheme is more reliable. With the 
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improvement of the theoretical system, searchable encryption’s application to audit work is getting 
more and more increasing. Jiang et al. (2018) proposed an audit protocol of principal-agent outsourcing 
data in the scenario of cloud computing. He used the asymmetric encryption algorithm to verify the 
integrity of data blocks and Hashtable to construct the index for the keyword dictionary of a data set to 
realize rapid search of keywords (Jiang et al., 2018). Li et al. (2021) proposed the searchable encrypted 
audit log in cloud storage system. The information to be audited is encrypted and transmitted by the 
asymmetric searchable encryption algorithm. The client is identified after the cloud service provider 
verifies the searchable encrypted audit log. This method protects the user’s privacy and allows cloud 
service providers to monitor the behavior of clients in real time (Li et al., 2021). Hao et al. (2021) 
proposed an audit method based on a knowledge map. As a big data technology, the knowledge 
map has visualization characteristics and can analyze the relationship between entities. This method 
improves the audit efficiency, but the internal attack is not addressed in the audit (Hao et al., 2021). 
Li et al. (2021) put forward a search encryption scheme based on BT (Blockchain Technology). A 
searchable encryption algorithm based on symmetric encryption builds a distributed storage server. 
It can solve the problem that the search results of cloud service providers cannot be verified in an 
untrusted cloud server environment, resulting in incorrect information return (Li et al., 2021).

Through the research and comparison of cloud computing-based asymmetric encryption 
algorithm, knowledge graph-based audit algorithm, and symmetric encryption algorithm to improve 
audit efficiency and stability, there are two main database audit methods: (1) improving the existing 
encryption audit algorithm; (2) combining data audit with other technologies. However, these two 
types have a common problem. They do not take into account the security of user’s information. In 
the audit, auditors have a large amount of confidential information. If auditors are not trusted, there 
appear serious information security accidents. In view of this, a database audit technology based 
on a searchable encryption algorithm is proposed. According to all the behaviors of users, the audit 
database is constructed. With the increase or decrease of the client, the audit database is updated 
automatically in real time, and the key phrases are generated on the audit server. The audit keywords 
are obtained through the audit algorithm to complete the user behavior audit. The audit technology 
can help auditors complete the audit without the secret order key, ensuring data security. All operation 
processes are clear and transparent, and auditors cannot modify the audit server maliciously.

2. INTRoDUCTIoN To DATABASE AUDIT THEoRy 
AND AUDIT-RELATED ALGoRITHMS

2.1 Database Audit Theory
2.1.1 Database Audit Concept
Audit means the inspection and verification of the integrity and accuracy of the target, and it verifies 
whether the data comply with the set initial rules, especially the audit of some false data and fraud. 
It was first applied to the financial system and widely used in the financial statement of financial 
companies or banks, most of which are enterprises or organizations. The financial audit is conducted 
in its financial system. It also promotes the development of audit information technology (Maso 
et al., 2020). One of the main aspects of the audit is the judgment of the information system. The 
assessment includes whether the existing information system can protect data security, whether 
the data integrity can be maintained, whether the audited objectives can be completed efficiently, 
and whether the audited resources can be used fully (Stoel and Havelka, 2021). Database audit can 
completely record all relevant operations of the database. When they check the use of the database, 
the system security officers can get all information through the audit records, such as monitoring the 
operation behavior of designated users and checking the access status in the database. Database audit 
can track the operation of the user and ensure the using effect (Overman et al., 2019; Chen, 2020).
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Because of its unique characteristics, database audit becomes an indispensable item in the database 
security mechanism. Specifically, the main functions of database audit are shown in Figure 1:

From Figure 1, the main functions of database auditing are divided into 5 categories. It can 
analyze the operating status of database systems, generate evidence to track illegal intruders, analyze 
the causes of dangerous operations and repair system vulnerabilities, facilitate database recovery and 
backup, and act as a deterrent to those who attempt to break the law.

2.1.2 Data Audit Model
The database audit system model includes the client, database server, general switch, firewall, 
equipment, and third-party auditors under supervision and audit. The specific entity interaction is 
shown in Figure 2:

The operation instructions that users need to execute are collected and encrypted with the 
searchable encryption algorithm, and a user behavior database for auditors is obtained. And the 
keyword of the operation instruction is encrypted into a password and sent to the database server. 
This process is for information encryption, ensuring data security in transmission, and preventing 
internal eavesdropping. It can be carried out by audit equipment for completing the audit of Structured 
Query Language (SQL) statements without decryption (Wu et al., 2022). The server’s main function 
is to provide users with data storage and to encrypt or decrypt the data. First, the server decrypts the 

Figure 1. Main functions of database audit

Figure 2. Entity interaction process of the data audit model
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received data or ciphertexts sent by the user. Then, the searchable encryption algorithm is executed 
to verify whether the user’s audit certificate is forged. After the authenticity of the audit certificate 
is confirmed, the decrypted plaintext is stored in the database. When they need to search some 
information, the auditors send a search request to the database. The database server performs the 
correlation algorithms according to the search keywords provided by the auditors. The data with a 
high correlation coefficient will be returned to the auditors, and decryption will be completed, so 
that the server can execute SQL statements normally (Srivaishnavi et al., 2021; Daniel et al., 2021; 
Tian and Wang, 2020; Yu et al., 2022).

The audit server is deployed in the bypass listening mode. BT is used to build a distributed audit 
database and execute relevant audit algorithms on the smart contract. The audit server obtains the 
data packet of the interaction between the user and the database server, parses the audit certificate in 
the packet, executes the audit algorithm, matches the key user behavior information, forms the audit 
data, and links the audit data. When they need to investigate and collect evidence from user data, 
auditors should get the license certificate at the user end, take the certificate as the input, execute 
the homomorphic encryption search vector generation algorithm, and send the search vector to the 
database server to obtain relevant user data. In this process, the role of the searchable encryption 
algorithm is to decrypt the trap gate in the audit certificate, and the decrypted plaintext is used for 
database audit by the audited equipment (Earnhart and Harrington, 2021; Shot, 2020).

After the abnormal data are detected, the auditors access the encrypted data in the database. 
First, they ask the data owner for the search vector of the relevant ciphertext and submit the search 
vector to the database administrator. The administrator calculates the correlation coefficient between 
the search vector and the ciphertext to obtain the ciphertext with the most significant correlation 
coefficient and feedback to the third-party auditors to decrypt and complete the audit work (Yan et 
al., 2019)(Chen & Zhang, 2022).

2.1.3 Database Audit Security Requirements
The audit function of databases is very powerful, and its security should also be guaranteed. The 
security requirements of the database are shown in Figure 3:

2.2 Relevant Algorithms
Relevant algorithms specifically refer to searchable encryption algorithms, homomorphic encryption 
algorithms, and algorithms based on BT.

Figure 3. Security requirements of database
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2.2.1 Searchable encryption algorithm
In a data security audit, the key to the security of the database is to encrypt the data and complete 
the normal audit work. Data security should be guaranteed even if they are stored in third-party 
applications. Even on special application occasions, auditors should obtain ciphertext information 
and complete the audit work (Tolba and Al-Makhadmeh, 2021) (Liu et al., 2022).

Based on the above, the searchable encryption algorithm comes into being. It is the most frequently 
used cryptographic algorithm. It can make it very convenient for users to find the ciphertext keywords 
stored in the database. It can meet the retrieval needs quickly and efficiently but requires less retrieval 
computing power. It can make the database accurately locate the required files without contacting the 
user’s specific content data, improving operation efficiency and increasing the user’s data security. 
Searchable encryption enables users to enjoy convenient search services and protects the security and 
privacy of outsourced data. The potential threat of malicious servers hacking into data is eliminated 
by delivering the computational process to a decentralized and transparent blockchain system (Han 
et al., 2022). Data interconnection is achieved through encryption technology, which ensures the 
privacy of encrypted data and detection and prevents malicious adversaries from interfering with 
device interconnection (Xu et al., 2021) (Gholami et al., 2021).

The searchable encryption algorithm needs to get keywords according to the data characteristics 
and process the data characteristics using the random function to randomize the data. When they 
need to retrieve the information on the server, the auditors process the keyword to be queried, and 
then calculate the similarity with the encrypted information in the server. After receiving the data 
package, the third-party auditors can perform audit calculations on the audit certificate in the data 
package and extract the audit information (Lu et al., 2020) (Zhang et al., 2021B) (Cheng et al., 2019).
parse the audit certificate from obtained data packet AuditLogData = L c, , and the program 
contains audit keyword dictionary D M C:
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All audit plaintext information can be obtained after all trap gates in the audit certificate are 
reviewed.

2.2.2 Homomorphic Encryption Algorithm
The conventional encryption scheme also has a homomorphic encryption algorithm. In addition 
to the storage security of the encrypted data, the user’s operation or modification of the ciphertext 
should also be considered. If the decryption operation fails, this encryption scheme will fail. The 
homomorphic encryption algorithm can solve the problem. When the user processes the encrypted 
data with various algorithms, any plaintext content will not be disclosed in this process (Kölsch et al., 
2019; Vengadapurvaja et al., 2017; Min et al., 2019). Through the server provider, the user processes 
the whole data with the homomorphic encryption algorithm:

1)  The user encrypts the data and sends the encrypted data to the server provider;
2)  The processing method of data submitted by the user to the server provider is represented by 

function f;
3)  The server provider processes the data under function f and sends the processed result to the 

user;
4)  The user decrypts the data and obtains the result.

The Ciphertext vector generation algorithm randomly generates matrix RM with m *1  random 
numbers, and eigenvector f

v
 is multiplied by random number w , and added with RM to obtain new 

vector-matrix VM. The equation is:

VM f w RM
v

= ( )+*
2

 (5)

The inverse matrix IM of the generated key is obtained and multiplied with VM to obtain HC. 
HC is the ciphertext vector after homomorphic encryption, expressed as equations (6) and (7).

IM key= −1  (6)

HC IM VM= *  (7)

The plaintext data are encrypted into the ciphertext data, as equation (8).

L AES L
K1 11

= ( )  (8)

Finally, the encrypted data are inserted into the SQL statement, and then the encryption algorithm 
is performed, as equation (9).
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L AES l
k

= ( )  (9)

Plaintext SQL l is encrypted into ciphertext L, and ciphertext vectors HC and L are packaged 
and sent to the database server.

2.2.3 BT
As the name suggests, a blockchain is a combination and arrangement of blockchains. The permanent 
storage of electronic records is called blocks. Each block records the useful information of relevant 
trading activities. And the information is generated, sorted, and summarized into a collection in 
chronological order. Blockchain connection is based on a time sequence. If the next block cannot get 
the transaction information of the previous block, the next block cannot be generated. In other words, 
the generation of new blocks depends on all transactions of the previous block. If the block header 
contains the information compression value of the previous block, it can form a long data link from 
the first block to the current block. In this way, the information is packaged into a vast database. And 
the unique cryptography method and equations are used to ensure its non-imitation. All other nodes 
must be updated when each new transaction occurs, and all nodes have read-only rights to the public 
ledger (Srinivasu et al., 2021) (Islam et al., 2021). Blockchain technology is widely used in finance, 
business, industry, voting, education, and medical fields. It has features for peer-to-peer transfer, data 
ownership, data sharing, data protection, and transaction processing (De Filippi et al., 2022). The 
blockchain-based multi-dimensional traceable privacy protection scheme is safe and practical. It has 
an effective role in preventing tampering with health code information and improving the traceability 
of the virus transmission chain. Attribute encryption can protect residents’ private information and 
achieve fine-grained access control (Yao et al., 2022). Integrating blockchain technology into existing 
enterprise environments can improve the security of enterprise Internet of Things (IoT) information, 
resist IoT attacks, and play a maintenance role (Stodt et al., 2021). Using blockchain as homomorphic 
encryption technology for distributed databases can ensure the security of databases, achieve a triple 
combination of high security, high transparency, and high efficiency, and contribute to improving 
cost-effectiveness (Ali et al., 2022) (Zhang et al., 2021A).

The block and hash values are in one-to-one correspondence. The hash value is solved by the 
block header containing important information. The blocked hair changes the hash value on the block. 
As the time sequence also changes the hash value of the next block once it is tampered with. And all 
blocks behind the block must be modified, which will consume a lot of time. Continuity ensures that 
data writing cannot be tampered with unless a supernode with strong computing power is encountered. 
The hash tree includes multiple nodes, among which there is a parent node and a group of middle 
and leaf nodes. The leaf node is located at the bottom. Once the lower node changes, it will extend 
upward to the tree root. All nodes contain hash values (Mercuri et al., 2021; Sarkar and Singh, 2021).

There are various blockchain underlying technology architecture schemes. Although they have 
differences in a specific implementation, the overall architectures have many commonalities (Banach, 
2021). A common architecture framework has 9 dimensions, as shown in Figure 4:

2.3 Algorithm Flow and Blockchain System Architecture
The operation process of the searchable encryption algorithm is shown in Figure 5:

The specific steps of the searchable encryption algorithm are as follows. Step 1: initialize all the 
data. Step 2: develop a dictionary of audit keywords. Step 3: generate packets. Step 4: generate packets. 
The server checks for decryption, generates ciphertext keywords, traverses ciphertext keywords, 
traverses audit certificates, assigns, and judges. Step 5: the audit. Step 6: analyze the data for feasibility.

The system flow of the homomorphic encryption algorithm is shown in Figure 6:
The process of homomorphic encryption algorithm is as follows: (1) The user one uploads their 

data information, the original file is encrypted by data vector, homomorphic encryption, and dense 
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document vector. Finally, the ciphertext file is uploaded. (2) After searching the vector, perform 
homomorphic encryption and ciphertext search for the vector and submit the vector to the server. 
The server transmits the data to the user two through correlation analysis, and the second user makes 
a request for data download.

When the user uploads the data, the database initializes the original file data to get a group of 
data vectors. It processes this group of data vectors twice to obtain the data vector in the form of 
ciphertext. The client encrypts the plaintext data to ensure its security. Finally, the plaintext data and 
encrypted data are sent to the database in the form of data vectors.

When user 2 is retrieving files, it needs to obtain the data vector saved by user 1 and submit the 
vector to the server. The server compares the correlation coefficients between the data vector and the 
ciphertext vector, and a set of correlation coefficients are obtained, and the correlation coefficients 
are sent to the client. After user 2 decrypts, he determines the content corresponding to the required 
data group and sends a download request to the data server according to the specific correlation 
coefficients. The server selects the ciphertext according to the request and returns the file data to 
user 2 (Li et al., 2020) (Bag et al., 2022).

The architecture of the blockchain system is shown in Figure 7:

Figure 4. Framework of blockchain underlying technology

Figure 5. Operation flow of the searchable encryption algorithm
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The architecture of the overall system has five layers: the application layer, algorithm layer, 
storage layer, hardware layer, and interface layer (Vladyko et al., 2021).

(1)  The main function of the application layer is to visualize the audit data on the chain to facilitate 
the audit operation of the third-party auditors.

(2)  The algorithm layer provides support for the application layer and realizes various encryption 
and decryption and semantic analysis, including audit data analysis, audit certificate decryption, 
and the homomorphic encryption retrieval of certificates.

Figure 6. Flow of the homomorphic encryption algorithm

Figure 7. Architecture of the blockchain system
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(3)  The storage layer is responsible for data storage and redundant data backup.
(4)  The hardware layer includes the network environment and hardware environment supporting the 

operation of the platform.
(5)  The interface layer has data acquisition interfaces, which are the only way for data to flow into 

the system.

The overall logical structure framework is as follows. The first is to establish a database audit 
dictionary. The second is to automatically generate keywords. The third is to generate the audit 
certificate through the trapdoor generation function of the searchable encryption algorithm. The fourth 
is to calculate the similarity of encrypted information. The fifth is to build a distributed audit database 
and install a virtual machine in the audit server. The sixth is to write audit server code and algorithms.

The system data collection process is as follows. The first is to collect database information in 
the network through network packet capture. The second is to use SQL data to filter packets related 
to database operations in the network. The third is to use session re-aggregation and restoration to 
analyze the characteristics of network packets to reassemble the filtered packets. The fourth is to use 
SQL statements to parse the data packets and store them (Han et al., 2018).

3. EXPERIMENTAL RESULTS

3.1 Comparison of Database Audit Retrieval Algorithms
The searchable encryption algorithm, homomorphic encryption algorithm, and database security 
audit algorithm based on bypass monitors are compared. The response time of the three algorithms 
under different concurrency is shown in Figure 8:

In Figure 8, the value of the abscissa depends on the throughput of the server, and the server 
threshold can be jointly determined by calculating the mean value and standard deviation. Searchable 
encryption algorithms combine cryptographic primitives with information retrieval techniques to 
encrypt data and a keyword index of the data. Homomorphic encryption algorithm satisfies the property 
of ciphertext homomorphic operation. After the data is homomorphically encrypted, the ciphertext is 
calculated. The bypass monitoring technology algorithm monitors network communication through 
switch mirroring technology or network card promiscuous mode to ensure that the data packets in the 
network are captured without affecting the normal transmission of the network. Besides, the security 

Figure 8. Comparison of concurrency of three algorithms
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of the network database is ensured. Compared with the three, the bypass monitoring technology 
algorithm has the longest response time, but its advantage is that it does not affect the basic business. 
Compared with homomorphic encryption algorithms, searchable encryption algorithms are efficient 
and secure in searching for information.

Figure 8 shows that the response time of the homomorphic encryption algorithm is about 0.02 
seconds when the concurrency reaches the server threshold of about 1000, and it begins to rise linearly 
because its execution efficiency depends on the throughput of the server. The audit equipment limits 
the performance of the database security audit algorithm based on bypass monitors, and its threshold 
is lower. When its concurrency is between 0-500, the response time increases linearly. Moreover, this 
scheme needs to perform encryption and decryption two times in the transmission process, which will 
take a longer time. Although the searchable encryption algorithm also reaches the server threshold 
when the concurrency is about 1000, its response time is about 0.005 seconds, four times less than 
that of the homomorphic encryption algorithm. Therefore, the searchable encryption algorithm has 
advantages in concurrency and response time.

The inspection efficiency of the searchable encryption algorithm, homomorphic encryption 
algorithm, and database security audit algorithm based on bypass monitors is compared. The results 
are shown in Figure 9:

Figure 9 shows that the inspection efficiency of the searchable encryption algorithm is much 
higher than that of the database security audit algorithm based on bypass monitors and homomorphic 
encryption algorithms. If there are 150 data, the execution time of the searchable encryption algorithm 
is 2.88 seconds, that of the homomorphic encryption algorithm is 9.61 seconds, about 3.3 times that 
of searchable encryption algorithm, and that of database security audit algorithm based on bypass 
monitors is 51.5 seconds, approximately 17.9 times that of the searchable encryption algorithm.

The time taken by the three algorithms to audit the elements in the keyword dictionary is compared. 
If the execution efficiency of the audit data is 50, the time that the execution is shown in Figure 10:

Figure 10 shows that the time required by the searchable encryption algorithm is less, especially in 
the first three groups. The data audit time of the first group is about 0.04 seconds, which is nearly half 
of that of the homomorphic encryption algorithm and less than one-third of that of the database security 
audit algorithm based on bypass monitors. The audit time of the fourth group of the homomorphic 
encryption algorithm is about 0.13 seconds, that of the fifth group is about 0.15 seconds, and that of 
the sixth group is about 0.16 seconds, which are close to the searchable encryption algorithm. But its 
running time in the first three groups is much longer than the searchable encryption algorithm. The 
execution time of the database security algorithm based on bypass monitors is significantly longer 

Figure 9. Comparison of the inspection efficiency of three algorithms
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than that of the first two algorithms. In the sixth group, the time required by the database security 
algorithm based on bypass monitors reaches 0.23 seconds, about 0.07 seconds more.

From the comparison of the calculation conditions of the three algorithms in Figure 9 and Figure 
10, the execution time of the searchable encryption algorithm is the shortest, and the verification 
efficiency on the server side is the fastest. In the case of ensuring the security of network information 
and data, the searchable encryption algorithm is the most appropriate method.

3.2 Comparison of Database Audit Servers
The size of the audit certificate is fixed at 128KB to test the processing efficiency of the data audit 
system based on BT. When the user’s total amount of the same operation statements is 50, 100, 150, 
and 200, the average audit time for the BT scheme and the traditional TPA is counted. The results 
are shown in Figure 11:

Figure 10. The time taken by the three algorithms

Figure 11. Average audit time of two schemes when the total amount of operation statements changes
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Figure 11 shows that the BT scheme is more stable and has a shorter audit time. The average audit 
time is stable at about 4800ms, of which the minimum audit time is 1754 seconds and the maximum 
audit time is 4819 seconds. The average audit time of the TPA scheme is more than 19000ms, of 
which the minimum is 18875 seconds, and the maximum is 19653 seconds, which is more than four 
times the BT scheme.

When the total number of fixed operation statements sent to the database is 100, and the size of 
a single operation statement is 32 KB, 64 KB, 128 KB, and 256 KB, the average audit time of the 
BT scheme and traditional TPA scheme under single operation statement is counted. The results are 
shown in Figure 12 below:

Figure 12 shows that the BT and TPA scheme’s execution efficiency increases with the increase 
of the number of operating instructions. But the rising speed of the TPA scheme is faster, and its 
execution efficiency is lower. When a single operation statement is 256KB, the execution efficiency 
of this scheme is close to 400000s. This shows that the BT scheme is superior to the TPA scheme in 
terms of stability and efficiency.

4. CoNCLUSIoNS

The searchable encryption algorithm is used to solve the problem of ciphertext data audit from the 
audit log algorithm and ciphertext data retrieval algorithm. An audit server scheme based on BT is 
proposed to solve the security problems of the audit system and prevent the data from being tampered 
with or leaked. The results show that the searchable encryption algorithm has higher inspection 
efficiency, which takes nearly three times less time than the homomorphic encryption algorithm, 17 
times less time than the database security audit algorithm of bypass monitors, and the time required 
in the execution process is also shorter. In the first three sets of data auditing process, the searchable 
encryption algorithm takes the least execution time. When the number of elements reaches 150, the 
execution time of the searchable encryption algorithm is nearly the same as that of the homomorphic 
encryption algorithm (Zhang et al., 2022). The execution time of the database security audit algorithm 
based on bypass monitoring is the highest from beginning to end. Compared with the BT scheme, 
the average audit time of the TPA scheme is more than four times that of the BT scheme when the 
total amount of operation statements and the size of a single operation statement change. The BT 
audit server scheme is proportional to the number of operation instructions, but its growth rate is 
lower than that of the TPA scheme, and the execution efficiency is fast, up to 400000ms. The BT 

Figure 12. Average time of two schemes when the size of a single operation statement changes
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scheme is superior to the TPA scheme in terms of stability and efficiency. However, there are still 
some shortcomings. For example, the execution efficiency of each algorithm is only compared, but 
the execution time of the complete audit process is not discussed. Therefore, reducing the time of each 
algorithm is still the focus of future research. In future research, the execution efficiency comparison 
of multiple algorithms can be added to supplement the insufficient execution time of the audit process 
to improve the efficiency and stability of the audit.
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