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ABSTRACT

Socialengineeringattacksarebecomingseriousthreatstocloudservice.Socialengineeringattackers
couldgetCloudservicecustomprivacyinformationorattackvirtualmachineimagesdirectly.Existing
securityanalysisinstrumentsaredifficulttoquantifythesocialengineeringattackrisk,resultingin
invaliddefenseguidanceforsocialengineeringattacks.Inthisarticle,ariskanalysisframeworkfor
socialengineeringattackisproposedbasedonuserprofiling.Theframeworkprovidesapathwayto
quantitativelycalculatethepossibilityofbeingcompromisedbysocialengineeringattackandpotential
loss,soastoeffectivelycomplementcurrentsecurityassessmentinstruments.Thefrequencyofrelated
operationsisusedtoprofileandgroupusersforrespectiveriskcalculation,andotherfeaturessuch
assecurityawarenessandcapabilityofprotectionmechanismarealsoconsidered.Finally,examples
aregiventoillustratehowtousetheframeworkinactualscenarioandapplyittosecurityassessment.
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INTROdUCTION

Withthedevelopmentofcloudsecurity,socialengineeringattackshavebeenpaidmoreandmore
attentionbecauseoftheoutstandingcapabilityofpenetratingcloudservicewhichisdifficulttothe
conventionaltechniques.However,theawarenessforsocialengineeringofcloudservicecustomsand
providersisrelativelylow(Krombholzetal.,2015;Kuyoroetal.,2011).Improvingawarenessand
abilityofpreventiontosocialengineeringattacksisofgreatsignificancefortheaccuracyofcloud
securityassessmentandanti-attackcapability.

Current researcheson social engineeringattacksaremainlyofclassificationandqualitative
analysisbasedonknowncases.Chandraetal.,(2015)treatssocialengineeringattackasafeatureof
APTanddiscusshowtodeploydefensesystemincloud.Acaseisgiventoshowhowtorunamalicious
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virtualmachineinAmazonEC2bysocialengineering(Meeretal.,2009).Someresearcherssummed
uptheexistingsocialengineeringattackclassificationachievements(Fooxyetal.,2011)andfrequently
usedsocialengineeringmalwares(Abraham&Chengalur-Smith,2010).InMoutonetal.(2014)the
writersextractedasocialengineeringattackframeworkbasedonKevinMitnick’sbook“Theartof
deception:Controllingthehumanelementofsecurity”(Mitnick&Simon,2001).Amulti-layered
modelwaspresentedforassessingpossiblesocialengineeringexploits(Jaafor&Birregah,2016).
Howeducationalandtechnologicalmeanscanbeusedtoreducesocialengineeringriskwhichthe
socialmediausersfacedwasdiscussed(Tayouri2015).Shengetal.(2010)usedaroleplaysurvey
instrumenttoassessuser’svulnerabilityofphishing.However,thereislittlequantitativeevaluation
ofpossibilityofbeingcompromisedbysocialengineerattackerandpotentiallossexpect(Shenget
al.,2010),sothatitisimpossibletocomparerisksbetweensocialengineeringattacksandtechnical
attackswithoutsocialfactors.Socialengineeringattackriskcouldn’tbetakenintoaccountinnetwork
securityassessment,resultinginnegativeeffectsonnetworkreinforcement.

Userprofilingisanimportantapplicationofbigdata.Byaddingdescriptivetagstousers,it
candepictusersfrommultipledimensions,andreflectusers’behaviors,hobbies,jobs,etc.Inrecent
years,userprofilinghasbeenwidelyusedinnetworksecurityresearch.Anautomatedinsiderthreat
detectionsystemwasrealizeduserprofiling(Leggetal.,2017).Nurseetal.(2016)thewriters
studiedhowtodistinguishonlineidentifyfalsification.Aframeworkwasproposedtoanalyzeusers’
attributesandrecognizeaccountswhichbelongtothesameuserfromdifferentsocialnetworks
(Monikaetal.,2016).Associalengineeringattackistheexploitationofhumanweaknesses,and
theobjectofuserprofilingisalsohuman,usermodelcanbebuiltbyuserprofilingtofindpossible
socialengineeringattacksurface.Itwillbemorepertinencecomparingwithtechniqueswhose
objectsarenetworksorcomputers.

Aimingattheproblemthatexistingnetworksecurityassessmenttechniquescannotquantifythe
riskofsocialengineeringattack,theauthorspresentariskanalysisframeworkforsocialengineering
attackbasedonuserprofiling.Byextractingtherelevantfeatures,thepossibilityofbeingcompromised
and potential loss caused by social engineering attack could be quantified. The framework can
beapplied tovariousnetworksecurityassessment instruments tooptimize resultsandguide the
employmentofprotectionmechanismsagainstsocialengineeringattack.

SOCIAL ENGINEERING VULNERABILITy ANd RISK

Social engineering attacks are becoming more and more complicated with the development of
informationtechnology.Accordingtotheclassificationsummaryonsocialengineeringattacks(Foozy
etal.,2011),itisrecognizedthatsocialengineeringattackscanbeclassifiedintotwocategories
accordingtotheircorrelationwithcomputerandnetwork:human-basedattacksandtechnical-based
attacks.Aimingatintroducingsocialengineeringriskanalysisintonetworksecurityassessment,the
frameworkmainlydirectsatthetechnical-basedsocialengineeringattackswhicharemoredependent
oncomputerandnetwork.Withintheinstancesoftechnical-basedsocialengineeringattacks,related
operationfrequenciesofphishing,waterholing,malwareandpop-upwindowsareobviousandeasy
toextractbyuserprofiling.Onthisaccounttheauthorschoosetheabovefourattacktypesasobjects.
Infutureworks,ourworkwouldbeextendedtohuman-basedattacks,andotheremergingattacks.

Typical Social Engineering Attacks
Phishing
Phishingisoneofthemostcommonformsofcyber-attacks.Usuallytheattackersendse-mailsorSMS
withmaliciouslinkorattachmentcontainingmaliciouscode,toinducevictimstoopenattachment
orclickonthelink,soastorealizeremotecontrolorgetinformation.
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Thepossibilityofbeingattackedisaffectedbythefrequencyofe-mailing.Thehigherfrequency,
themorelikelyitisthatuserreceivesaphishinge-mailasanormaloneandclicksonthemalicious
linkorperformstheattachment.Therefore,whenanalyzethevulnerabilityofphishing,thefrequency
ofe-mailingcanbeconsideredasthemainreferenceindex.

Waterholing
Waterholing is such a type of social engineering attack that attacker embeds malicious code in
particularwebsiteswhichisfrequentlyaccessedbytargetedindividuals.Nowadaysmoreandmore
attackerschoosewaterholingtoattackspecificorganizationorenterpriseemployees.Thetargeted
websitesareusuallyused forexchangingnewsor technologyof industry,and theusersmustbe
industrypractitioners,sothatthedirectivityofwaterholingisextremelystrong.

Thehigherfrequencyofbrowsingaspecificwebsite,themorelikelytobeattackedbywaterholing.
Therefore,whenanalyzethevulnerabilityofwaterholing,thefrequencyofaccessingaparticular
websitecanbeconsideredasamajorreferenceindicator.

Malware
Malwareinthefieldofsocialengineeringreferstomalicioussoftwarewhichisdisguisedassecure
software,andtricksuserstodownloadandexecuteit.Themainmeansistoredistributethelegitimate
softwarebeforereleasingit.Inordertoavoidthepreventionbysecuritysoftware,attackersoften
releasemalwaresunderthenameof“crackedversion”or“registermachine”,soastoinduceusers
toshutdownsecuritysoftwarebeforeexecutingmalware.

Obviously,themoresoftwareusersdownloadfromInternet,themorelikelytheyareattacked
bymalware.Therefore,whenanalyzethevulnerabilityofmalware,thefrequencyofdownloading
softwarecanbeconsideredasthemainreferenceindex.

Pop-Up Windows
Pop-upwindowsreferstomaliciouscodeembeddedinawebpage.Whenthevictimsaccessthepage,
maliciouscodecanbedisguisedasbrowserplug-in,andthevictimswillbeinducedtodownloadand
executethemaliciouscodeasalegitimatesoftware.Thedifferencebetweenpop-upwindowsand
malwareisthatmalwarescompromisevictimswhentheyactivelysearchforneededsoftware,while
pop-upwindowscompelvictimstoacceptmaliciouscodepassively.

Similartowaterholing,thehigherthefrequencyofaccessingaspecificwebsite,themorelikely
itistobeattackedbypop-upwindows.Therefore,whenanalyzethevulnerabilityofpop-upwindows,
thefrequencyofaccessingaspecificwebsitecanalsobetakenasthemainreferenceindex.

definitions of Social Engineering Vulnerability and Risk
Theconceptofsocialengineeringvulnerabilityissimilartothevulnerabilityofhardwareandsoftware,
reflectingwhethertheuseriseasytobecompromisedbysocialengineeringattack.It’sdecidedby
thefrequencyofuseroperation,user’ssecurityawareness,andprotectionmechanisminthenetwork
relatedtospecificsocialengineeringattack.Thehigherfrequencythereis,thegreaterattacksurface
isexposed.Andthelesssecurityawareness,themorelackofdefenseability.Thebetterprotective
effectofprotectionmechanism,thelesspossibilityofcompromised.Socialengineeringriskforecasts
potential loss caused by social engineering attack, determined by the user’s social engineering
vulnerability andauthority.Themorevulnerability andgreateruser authority there is, themore
possibilitythatattackercompromisesvictimandgetsagreaterauthority.Userprofilingimplements
theextractionofrelatedfeaturesbyanalyzingthebehaviorsofnetworkusers,andprovidesadata
baseforthequantitativecalculationofsocialengineeringvulnerabilityandrisk.

Table1showsthesymbolsandcorrespondingdescriptionsusedinthisarticle,inwhichtheupper
caseonesrepresentsthesetortuple,andthelowercaseonesrepresentsthevariable.
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Becausethevulnerabilityandriskaredifferentforeachtypeofsocialengineeringattack,
thedefinitionofuserfeatures,vulnerabilityandriskshouldbedifferentiated.Theauthorsuse
x∈{phish, waterholing, malware, pop-up}toexpressthetypesofattacksusersmayface,and
makethefollowingdefinitions:

Definition 1:LetOFbeasetoffrequencyofuseroperationrelatedtosocialengineeringattacks
OF={ofe-mail, ofbrowse, ofdownload}.Elementsinthesetexpressfrequenciesofe-mailing,browsing
specificwebsitesanddownloadingsoftwareinaunitperiodinturn.Takingintoaccountgeneral
users’workhabits,oneweekcouldbetakenastheunitperiod.Tooshortcycleselectionwill
leadtouserprofilingerrorwiththeactualsituation,andtoolongtotoomuchdatatodealwith
andnegativeinfluenceofanalysisefficiency.

Definition 2:LetSAbeasetofsecurityawarenessofusersinsocialengineeringattackSA={saphish, 
sawaterholing, samalware, sapop-up}.Elementsinthesetinturnareusers’securityawarenessofphishing,
waterholing,malwareandpop-upwindows.

Definition 3:LetDDbeasetofdefensedegreeofprotectionmechanismofenterpriseDD={ddphish, 
ddwaterholing, ddmalware, ddpop-up},reflectingtheprotectiveeffectsagainstspecificsocialengineering
attack.Thevaluesaregivenbasedontheprobabilitiesofprotectionmechanismtopreventsocial
engineeringattackintheactualscene.

Definition 4:LetAPbeasetofattackedpossibility AP ap ap = g of
x x y

= ( ){ }| . It reflects the

possibilityofattackedbyasocialengineeringattacker.g(of )
y

isafunctionofpositivecorrelation
with ofy, and with y∈{e-mail, browse, download} reflecting the operations of the user. The
matchuprelationshipofofyandapxhasbeenexplainedinsection2.1.

Table 1. Summary of notations

Symbols Definitions

OF Setofoperatingfrequenciesrelatedtosocialengineeringattack

SA Setofsecurityawarenessinsocialengineeringattack

DD Setofdefensedegreesofprotectionmechanism

UP(ua,OF,SA) Userprofiling:atriplecomposedbyuserauthority,setofoperationfrequencyandsetofsecurity
awareness

ua Thecurrentuserauthority

ga Theauthoritywhichattackermaygainbyasuccessfulattack

Wei Setofweightingfactors

AP Setofpossibilitiesofattackedbysocialengineeringattack

CP Setofpossibilitiesofcompromisedwhenattacked

SoEV Setofuser’ssocialengineeringvulnerabilities

cv Compositesocialengineeringvulnerability

SoER Setofsocialengineeringrisks

cr Compositesocialengineeringrisk

x x∈{phish, waterholing, malware, pop-up}:thetypesofsocialengineeringattacksusermayface

y y∈{e-mail, browse, download}:user’soperationsrelatedsocialengineeringattacks
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Definition 5:LetCPbeasetofcompromisedpossibilityCP cp cp = h sa dd
x x x x

= ( ){ }| , .Itreflects

thepossibilitiesofcompromisedafterattackedbyasocialengineeringattacker.h sa dd
x x
,( ) is

afunctionofnegativecorrelationwithsaxandddx.
Definition 6:LetSoEVbeasetofsocialengineeringvulnerabilitiesSoEV={soevx|soevx=apx * cpx}.

Itreflectsthelikelihoodthatuserswillbecompromisedbyspecificmeansofsocialengineering
attack.Vulnerabilityistheproductofattackedpossibilityandcompromisedpossibility.

Definition 7:LetSoERbeasetofsocialengineeringriskSoER soer soer = k ga soev
x x x

= ( ){ }| , .It
reflectsthepotentiallosscausedbyasocialengineeringattacker.gameansauthoritytheattackermay
gainafterasuccessfulattack,andk(ga,soevx)isafunctionofpositivecorrelationwithgaandsoevx.

Definition 8: Let Wei be a set of weighting factors Wei = {weiphish, weiwaterholing, weimalware, and 
weipop-up}.Theweightingfactorsareusedtoassigndifferentweightstoeachtypeofsocial
engineeringattackforspecificneeds.Thevaluesmaybegivenaccording to thehistorical
recordsofenterpriseattackedbysocialengineeringattackers,and the importanceofeach
typeofsocialengineeringattack.

Definition 9: Let cv be composite social engineering vulnerability. It indicates the possibility
ofcompromisedbyall typesofsocialengineeringattack.cv isderivedfromthecumulative
vulnerabilityofsocialengineeringvulnerabilitiesaccordingtotheweights,andtheformulais:

cv= ∑weix * soevx (1)

Definition 10:Letcrbecompositesocialengineeringrisk.Itindicatesthecompositelosscausedby
alltypesofsocialengineeringattack.crisderivedfromthecumulativeriskofsocialengineering
risksaccordingtotheweights,andtheformulais:

Cr=∑ weix * soerx (2)

Intheabovedefinitions,theauthorsjustgivetheparametersoffunctiong(), h()andk(),and
thecorrelationbetweenparametersandresults.Theselectionofthesefunctionscanbedetermined
accordingtotheactualsituationofspecificapplicationscenarios.

USER PROFILING

To analyze social engineering vulnerabilities, a comprehensive, accurate and multi-dimensional
descriptionofusersisneeded.Userprofilinghasbeenwidelyappliedinmanyfieldsinrecentyears.
By analyzing user’s network behaviors, business behaviors and so on, user profiling establishes
formalizedrepresentationoftheuserineachfeature,soastobuildusermodeltoachieveprecise
commoditiesorservicespushing,orassistancetonetworksecurityanalysis.

Userprofilingiscloselylinkedtosocialengineering.Socialengineeringisadisciplinetostudy
humanvulnerability,andtheattackerexploithumanvulnerabilitytomanipulatevictimstotakespecific
actions.Userprofilingdescribestheoutlineofuser,andisabletodiscoverhumanvulnerabilities
whichcouldbeexploitedbyattackers.Socialengineeringcanberegardedashumanvulnerability
exploiting,whileuserprofiling is theminingofhumanvulnerabilities.Therefore,userprofiling
ismoretargetedcomparedwiththeanalysistechniqueswhoseobjectsarenetworkorcomputerin
analysisofsocialengineeringvulnerability.

User Profiling for Social Engineering Risk Analysis
Theprocessofuserprofilingisasfollows.First,collectedbehaviordataispreprocessed,andthenthe
individualbehavioralcharacteristicsareextracted.Classificationtechniquescanbeusedtoclassify
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usersintogroupsanddescribeeachgroupaccordingtothebehavioralcharacteristics.Clustering
techniquesarehelpfultoputnewusersintoknowngroups,andmakereasonableexplanationstothe
groups,soastofindoutvaluableusergroupsandpredictindividualbehaviors.

For the four types of social engineering attack aimed at, users could be grouped based on
operatingfrequencycharacteristics,andthevulnerabilityandriskofcorrespondingattackpattern
wouldbecalculated.Atpresenttherelevantacademicachievementshaveprovedthatwiththehelp
ofnetworktrafficanalysis,operatingfrequencycharacteristicscanbeobtainedbyassociationrules
miningandsequencepatternminingtofindoutthemostfrequentlyusedtypeofserviceorwebsite
page.In[15]thewriterextractsthee-mailusingfrequencyandtextfeaturestoimproveintelligent
recommendationsystem.GottliebandLorimor (2017) thewriterextracts frequencyofbrowsing
specificwebsiteandtypeofadvertisementwhichisviewedmostlythroughcookiedatacollectionfor
theestablishmentofuserportrait.(Maetal.,2016)presentsanalgorithmnamedLEDtodiscovery
overlappingcommunityincomplexnetworkbasedonstructuralclustering.Theseresultsshowthat
itisfeasibletoextractthefeaturesmentionedaboveandmakeusermodelsbyexistingtechniques.
Therefore,specifictechnicalschemeofuserprofilingwouldn’tbediscussedindetailinthispaper.

User Profiling definition
Userprofilingisdefinedasfollow:

Definition 11:LetUP (ua, OF, SA)beauserprofiling,whichconsistsofthreeelements,specifically
userauthorityua,relatedoperatingfrequencyOF,andsecurityawarenessSA.ua 0,1∈ ( 

 isuser
authority,whosehighervalueindicatesthatuser’saccessandmanagementleveltothenetwork
resourcesisgreater.ua=1indicatesthatuserhasfullauthority.Inpractice,uacanbeassigned
bytheratioofresourceswhichusercanaccessandmanagetototalresources.Sinceuserauthorities
aredifficulttoidentifyasfeatureswhenperforminguserprofiling,manualtaggingisrequired
aftercompletionofthegrouping.

CALCULATION OF SOCIAL ENGINEERING VULNERABILITy 
ANd RISK BASEd ON USER PROFILING

Accordingtotheabovedefinitions,inputsoftheframeworkisuserprofilingUP(ua, OF, SA),and
outputsarepossibilityofbeingattackedAP,possibilityofbeingcompromisedCP,socialengineering
vulnerabilitySoEV,socialengineeringriskSoER,compositevulnerabilitycvandcompositeriskcr.

Eachparameterandfunctionisselectedasfollows.

Operating Frequency OF
Inordertoavoidlargenumericaldifferenceofoperatingfrequencyamongdifferentusergroups,the
ratiomethodisappliedtovalueassignment.Firsttaketheaverageoperatingfrequencyofallusers
inthegroup,thensettheparametervalueofgroupwhosearithmeticmeanvalueisthehighestto1,
andtherestgroups’parametervaluesaresettotheratioofitsarithmeticmeanvaluetothehighest
value.TheparametervaluesareusedtocalculateAP.

Security Awareness SA
Security awareness reflects the possibility of recognizing and making efforts to prevent social
engineeringattacks.User’sattributessuchasprofessionandtrainingtimesofsocialengineeringcan
beusedtoassessSA.Obviously,themorerelevancyofprofessiontonetworksecurity,andthemore
trainingtimes,thegreatersecurityawarenesstherewillbe.Furthermore,userswithelevatedauthority
wouldbemorecarefulandlesssusceptibletosocialengineeringattacks.sashouldbelimitedas
sa∈[0,1].sa=0meansthatuserhasnoideaaboutspecifictypeofsocialengineeringattack,while
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sa=1meansthatusercanrecognizemostofattacks.Inpractice,theactualvalueofsacanbedecided
byinstrumentssuchasquestionnairesurvey,inductiontrainingorsocialengineeringtesting.While
profiling,theaveragesavalueofgroupmemberscanbesetasthesavalueofthegroup.

defense degree DD
Thedefensedegreevaluesaregivenbasedontheprobabilitythattheprotectionmechanismprevents
theattackwhentheuserisattackedbysocialengineeringattackerinthepracticalapplicationscenario.
Theoreticallythereisavaluerangethatdd 0 1

x
∈ 


, .Whenddx=1,itindicatesthattheprotection

mechanism has absolute protection against specific type of social engineering attack, and the
probabilityofcompromisediszero.Butbecauseforanyprotectivemechanismtherewillbefalse
negative,sothedefensedegreeddx∈[0,1)infact.Whenddx=0,itshowsthatthereisnoprotective
mechanismagainstsuchtypeofattack.Inpracticeddxcanbedeterminedbyhistoricaldata,e.g.the
proportionoftimesofsuccessfulpreventionandtotalattacksinagivenperiod(e.g.onemouth),or
usethedataprovidedbythemanufacturer.

The Authority That an Attacker May Gain ga

Thevaluerangeofgais ga ua 1∈ 

, ,andthedefinitevalueisdeterminedbytheauthorityofthe

attackeduser.Forexample,iftheattackeduserhasthehighestauthority,theattackercoulddirectly
gainthehighestauthorityafterasuccessfulattack,atthemomentga=ua=1.Otherwise,theattacker
wouldfirstgainthesameauthoritywiththeattackeduser,butbecauseofpotentialprivilegeescalation
exploit,theattackermaybepromotedtoahigherauthority.Theprobabilityofsuccessfulprivilege
escalationisunknown,soatthistimega ua 1∈ ( 

, .Setga=l(ua),andl(ua)isofpositivecorrelation
withua.

weighting Coefficient wei
Weiisusedtodistributeweightingsforalltypesofsocialengineeringattackaccordingtotheactual
needswhencalculatethecompositevulnerabilitycvandcompositeriskcr.Theconstraintcondition
ofWeiisassignedasfollows:0<weix<1,∑weix=1:

Functionap = g of
x y( ) ,cp = h sa dx x x

,( ) ,soer = k ga soevx x
,( ) andga=l(ua)

The four functions are used to calculate AP, CP, SoER and ga. The correlations with their
respectiveparametershavebeendefinedabove.Withthepurposeofintroducingriskanalysisofsocial
engineeringattackintonetworksecurityassessment,thefourfunctionscanbeselectedaccording
to the network security assessment technique used in practice. In particular, when calculate the
possibilityofcompromised,ifddx=0,cpxisonlyrelatedtothesecurityawarenesssax.Andifsax=
0,whichmeanstheuserhasnosecurityawarenessatall,it’sregardedthatanyfalsenegativesfrom
protectionmechanismwillleadtobecompromised,soastosetcpxto∞.

SIGNIFICANCE ANd USE CASES

Inrecentyears,exposedAPTincidentsshowthatenterprises,institutionsandgovernmentdepartments
lack necessary awareness and means to prevent social engineering attacks. Nowadays, security
mechanismssuchasintrusiondetectionsystemande-mailfiltersystemhavebeenpopularizedin
largescale,andnetworksecurityassessmenttechniquessuchasattacktreeandattackgraphhave
beenwidelyused.However,currently there isnostandardized techniquesystemthatcanpredict
andpreventsocialengineeringattacks.Ourframeworkprovidesawaytoquantitativeanalysisthe
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possibilityofbeingcompromisedandpotentiallosscausedbyproposedsocialengineeringattacks.By
thiswaydecisionmakerscouldregardusersasnetworknodes,andsocialengineeringattacksurface
asanewtypeofexploitwhenevaluatenetworksecurity.Socialengineeringexploitsandtechnical
exploitscanbeprocessedequally,inordertoachievepredictionofsocialengineeringattackinthe
assessmentphase.

Thefollowingtwocasesaregiventoillustratehowtheframeworkisusedforspecificscenario
anditsapplicationinnetworksecurityassessment.

Use Case 1: Usage for Specific Enterprise Scenario
Inordertoillustrateinfluenceofparametersoncalculationresultsandsignificanceofcalculation
results,theauthorsgivethefirstcaseasfollow.Forportablecalculation,comparisonandexplanation
ofresults,functionsaretakenasfollows:

g(x)=x
h(x,y)=(1-y)/x
f(x,y)=x*y
l(x)=(1+x)/2

Assumeallrolesoftheenterpriseincludeexecutiveadministrator,networkadministrator,and
staff.Byuserprofiling,allpersonnelcanbedividedintofivegroups,andspecificclassificationand
profilesareshowninTable2.

AsseenfromTable2,inthisenterprise,executiveadministratorsandnetworkadministrators
haveentireuserauthority,meaningua=1,andthebestsecurityawareness.Executiveadministrators
oftenneedtosendandreceivee-mailandaccesstoindustryrelatedwebsites,andinstallsoftware
from network administrators without need of downloading software from the Internet. Network
administratorsrarelye-mail,butoftenneedtoaccessrelatedwebsitesanddownloadkindsofworkor
securitysoftwareforavailabilityandsecurityofthenetwork.Non-managementstaffcanbedivided
intothreegroupsaccordingtoentrytime,intheorderofolderemployees,employeeswithnewwork
experienceandnewemployees.

Staffgroup1comparedtotheothertwogroupswithhighernetworkauthority,oftenvisitindustry
relatedwebsites,andbeofmediumsecurityawareness.Staffgroup2havelessnetworkaccess,and
comparedtostaffgroup1arelackofawarenessofmalwareandpop-upwindows.Staffgroup3are
inlessfamiliarwiththebusinessstage,sothememberslesse-mailandaccessindustrywebsites,and
moreneedtoinstallsoftwarewithoutanysecurityawareness.

Assuming that the enterprise deploys an e-mail filtering system whose phishing filtering
probability is0.6,andnootherprotectionmechanisms.Thesocialengineeringvulnerabilitiesof
eachgroupiscalculatedaccordingtoTable2,asshowninTable3.

Table 2. User profiling

User Groups ua ofe-mail ofbrowse ofdownload saphish sawaterholing samalware sapop-up

Executiveadministrator 1 1 1 0 1 1 0.8 1

Networkadministrator 1 0.1 1 1 1 1 1 1

Staffgroup1 0.8 0.8 1 0.2 0.8 0.8 0.8 0.8

Staffgroup2 0.6 0.8 0.8 0.2 0.8 0.8 0.5 0.5

Staffgroup3 0.6 0.5 0.5 0.8 0 0 0 0
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SurveyingthedatainTable3,executiveadministratorswouldn’tbeattackedbymalwarebecause
ofnodownloading.Networkadministrators lesse-mail,whichmakesthembenotsusceptible to
phishing.Staffgroup1andgroupstaff2arelesslikelytobeattackedbymalware,buteasytobe
attackedbypop-upwindowswhenbrowsespecificwebsites.Staffgroup3arelikelytobeattacked
byanyformofsocialengineeringattackwithoutanysecurityawareness.ThedatainTable2isonly
suitableforthelongitudinalcomparison,whichmeansthecomparisonofmultipleusergroupsfor
vulnerabilitiesandrisksofthesameattacktype,butisnotsuitableforthecomparisonofthesame
usergroupforvulnerabilitiesandrisksofdifferenttypesofattacks.Forexample,relativetophishing,
theemployeesaremorevulnerabletowaterholingandpop-upwindows.However,infact,possibility
ofbeingattackedbyphishingmaybegreaterthanbypop-upwindowsduethatthefrequencyof
e-mailingarefargreaterthanthefrequencyofaccesstoindustrywebsites.Thepremiseofhorizontal
comparisonistosetupweightingcoefficientWei.

Assumethattheenterpriseemployeesoftenneedtocommunicatewithcustomersviae-mail,
and a large number of employees often visit industry news and technology websites, but less
downloadsoftwarefromtheInternet.Wecanrankattacktypesfromhighthreatleveltolowas
phishing,waterholing,pop-upwindowsandmalware,whichmeansweiphish ≥ weiwaterholing ≥ weipop-up ≥ 
weimalware.Settingweiphish=0.5,weiwaterholing=0.4,weipop-up=0.05,andweimalware=0.05,thecomposite
vulnerabilityandcompositeriskofsocialengineeringattackarecalculatedforeachgroup.The
resultsareshowninTable4.

The results in Table 4 show that composite vulnerability and composite risk of network
administratorsareminimumduethatphishingisthegreatestthreat,andnetworkadministrators
least e-mail. Although staff group 1 e-mail and access industry websites less frequently than
the twogroupsof administrators, their compositevulnerability andcomposite risk aregreater
becauseoflessawareness.Compositevulnerabilityofstaffgroup2ishigherthanthatofexecutive

Table 3. Social engineering vulnerabilities and risks

User Groups ga soevphish soevwaterholing soevmalware soevpop-up soerphish soerwaterholing soermalware soerpop-up

Executive
administrators 1 0.6 1 0 1 0.6 1 0 1

Network
administrators 1 0.06 1 1 1 0.06 1 1 1

Staffgroup1 0.9 0.6 1.25 0.25 1.25 0.54 1.125 0.225 1.125

Staffgroup2 0.8 0.6 1 0.4 1.6 0.48 0.8 0.32 1.28

Staffgroup3 0.8 ∞ ∞ ∞ ∞ ∞ ∞ ∞ ∞

Table 4. Composite vulnerability and composite risk

User Group cv cr

Executiveadministrators 0.75 0.75

Networkadministrators 0.53 0.53

Staffgroup1 0.88 0.79

Staffgroup2 0.80 0.72

Staffgroup3 ∞ ∞



Journal of Organizational and End User Computing
Volume 32 • Issue 3 • July-September 2020

46

administrators.However, composite risk is less than that of executive administrators and staff
group1duetolowerauthority.

Theoutputsofthisframeworkcanguideenterprisestostrengthenthesecuritymeasuresagainst
socialengineeringattackbythefollowingways:

1. OperatingfrequencyOFisdeterminedbythenatureofusergroupobjectively.Ifanyvulnerability
ofagroupissignificantlyhigherthanothergroups,educationofthisgroupshouldbestrengthened
toimprovethesecurityawarenessSA;

2. Strengtheningauthoritymanagementisaneffectivewaytoreducethesocialengineeringrisks.
With the premise of social engineering vulnerabilities invariability, set user authority UA
minimum,andattackermaygainleastga,thuseffectivelyreducingtherisksSoER;

3. Forusergroupwhosecompositevulnerabilitycv andcomposite riskcr are toohigh, safety
auditshouldberegularlyconductedtocheckwhethermembersofthegrouphavealreadybeen
attacked.Iftheenterprisedeploysintrusiondetectionorothersecuritysystems,cvcanalsobe
appliedtothesesystemsinordertoreducefalsenegativesandfalsepositives.

Use Case 2: Application in Network Security Assessment
Theanalysisresultscanbeappliedtoavarietyofnetworksecurityassessmenttechniques.Attack
graphisdemonstratedasanexample.

Attack graph is a graph-based assessment technique of network security based on network
topology,whoseinputsarehardwareandsoftwareexploits,andotherrelevantinformation.Attack
graphshowsattackpathswhichmaybeusedbytheattackertoreachtargetnodefromanoutsidenode
inagraphicalway,andcancalculateoccurrenceprobability,costandprofitofeachattackpath.Our
frameworkprovidesapathwaytoconstructinghybridattackgraph(Beckersetal.,2015)containing
socialengineeringexploitsandtechnicalexploitsbyaddingsocialengineeringvulnerabilityandriskas
inputs.Treatingusersasnodesofnetwork,andsocialengineeringattacksurfaceassocialengineering
exploits,itisrealizedtoconstructhybridattackgraphtooptimizetheassessmentresults.Attribute
attackgraphisthemostlyusedtypeofattackgraph,andusuallycanbedefinedasAG=(C, T, E):

1. Cisaconditionvertexsetthatcontainspre-conditionsCpre,andpost-conditionCpost,indicating
thepermissionsrequiredtoperformanexploitandtheprivilegesthattheattackercanobtain
afterasuccessfulexploit;

2. Tisasetofexploitvertexes(orasetofatomicattacknodes)thatrepresentsexploitsmaybe
exploitedbyattacker.Eachexploitvertexcontainstwoattributes:attackdifficultyDifandattack
gainsGain.Theformeristheprobabilityofexploited,whichcanbeusedfortheoccurrence
probabilitycalculationofattackpath.Thelatterreflectsthegains,andcanbeusedtocalculate
theprofitsandjudgetheattacktendency;

3. Eisanedgesetthatreflectstheconnectionbetweenconditionvertexesandexploitvertexes.

Withthehelpofoutputsofourframework,attributeattackgraphAGcanbeextendedasfollows:

1. Socialengineeringattacksurfacecanbetreatedassocialengineeringexploitvertexes,andadded
toinputsofattackgraphgenerationalgorithm.Atthistime,exploitvertexsetTcontainssocial
engineering exploit vertexes Tse and technical exploit vertexes Ttech.Composite vulnerability
CVcanbeusedastheDifattributeofsocialexploitvertexTsefortheoccurrenceprobability
calculationofattackpath.CompositeriskCRcanbeusedasGainattributeofTse forattack
proceedscalculationandjudgingattacktendency;
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2. Socialengineeringattacksareoftenusedtobreakthroughboundaryofnetworkinthecondition
thatattackerisintheabsenceoftargetnetworkaccess.Sothatthesocialengineeringattackscan
beregardedaswithoutpre-conditions,andtheirpost-conditionsisdeterminedbyga;

3. PositionsofsocialengineeringexploitvertexesTseinattackgraphandtheirconnectionswith
technical exploit vertexes Ttech and condition vertexes C are determined by network devices
operatedbyusers.

Addingnewtypeofexploitvertexes,someunreachableexploitvertexesintheoriginalattack
graphmaybecomereachable,soastofindnewattackpaths.Occurrenceprobabilityofattackpath
maybecorrectedaccordingtoDifandGainofsocialengineeringexploitvertexes,whichmakes
securityassessmentresultsmoreperfect.Inasimilarfashion,socialengineeringvulnerabilityand
riskcanbeappliedtoothernetworksecurityassessmenttechniques,suchasprivilegegraph,attack
tree,faulttree,etc.

CONCLUSION

Theauthorscontributeariskanalysisframeworkforsocialengineeringattackbasedonuserprofiling
forquantizationcalculationofsocialengineeringattackvulnerabilityandrisk.Buildinguserprofile
byextractingfeaturesrelatedtosocialengineeringattack,it’sfeasibletocalculatetherespectively
vulnerabilityandriskofspecifictypeofsocialengineeringattack,thecompositevulnerabilityand
compositerisk.Examplesaregiventoillustrateusageinactualscenario,andapplicationinnetwork
securityassessment.Thepresentedframeworkcouldbeappliedtokindsofnetwork,suchascloud
serviceandsocialnetwork.

Theframeworkisextensible.Theauthorsinvestigatefourtypesofsocialengineeringattack,
threeprofilingfeaturesandonedefensefactor.Withintheframeworkmoreattacktypes,profiling
features and defense factors can be extended to optimize the results or calculate unmentioned
indicators.Forexample,womenandusersbetweentheagesof18and25aremoresusceptibleto
phishing,sothatgenderandagecanbeconsideredwhiledoinguserprofiling.Charactermayhave
animpact,e.g.peoplewithmoregreedandcuriosityareeasiertobecompromised(Hadnagyetal.,
2015).Thedeploymentofprotectionmechanismmaydropuser’svigilance,whichappearsaslower
securityawarenessintheframework.Infutureworks,theauthorswillfurtherstudytheuserfeatures
relatedtoothertypesofsocialengineeringattacks,andoptimizetheframeworkforspecificsecurity
assessmentorprotectiontechniques.
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