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ABSTRACT

Fine-grainedsearchingisanimportantfeatureinmulti-usercloudenvironmentandacombination
ofattribute-basedencryption (ABE)and searchableencryption (SE) isused to facilitate it.This
combinationprovidesapowerfultoolwheremultipledataownerscansharetheirdatawithmultiple
datausersinanindependentanddifferentialmanner.Inthisarticle,theauthorshaveusedkey-policy
designframeworkofattribute-basedencryptiontoconstructthemulti-keywordsearchschemewhere
accessrightsassignedtoadatauserareassociatedwithhis/hersecretkey.Thisleadstoasituation
whereadatausercanabusehissecretkeytodistributeitillegallytotheunauthorizeduserstoperform
searchovertheshareddatawhichisnotintendedforhim/her.Therefore,totracksuchkindofkey
abuserstheauthorshaveembeddedanextrafunctionalityoftracingthetraitors.Forthispurpose,each
userisassignedauniqueidentityintheformofbinarystringwhereeachbitrepresentsanattribute
relatedtohisidentity.Inadditiontothenormalattributes,theaccessstructureofauseralsopossesses
identity-relatedattributeswhicharehiddenfromtheuseralongwithsomenormalattributes.Hence,
theproposedschemesupportspartialanonymity.Further,intheeventofuserrevocationtheproposed
schemeefficientlyhandlesthesystemupdateprocessbydelegatingthecomputationallyintensive
taskstothecloudserver.Finally,theproposedschemeisprovedsecureunderDecisionalBilinear
Diffie-Hellman(DBDH)assumptionanddecisionlinearassumptionintheselectivesecuritymodel.
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INTROdUCTION

Cloudcomputingisoneofthemostpromisingtechnologiesoftherecenttimesasithasfundamentally
changed thewaywestoreandaccessourdata. Incloud, thestorageandmanagementofdata is
delegatedtoaremotecloudserver.Thisunburdenstheuserfromtheoverheadoflocalstorageand
managementofdataandmoreover,thisstoreddatacouldbeaccessedanywhereanytimeandonany
device.Owingtotheseadvantagesmoreandmoreusersareshiftingtowardscloud-basedstorage.
Butapartfromthesebenefitstherearesomeprivacyconcernsassociatedwiththedatastoredover
thecloudbecausethedataisstoredoveraremoteserverwhichcouldnotbefullytrusted.Onesimple
solutiontothisissuecouldbetostorethedatainanencryptedform.Thisdefinitelysolvetheissueof
dataprivacybutwillbegetanotherproblem(Gupta,2016;Gupta,2018).Searchingoperationisone

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonOctober1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary21,2021inthegoldOpenAccessjournal,JournalofOrganizationalandEndUserComputing(convertedtogoldOpen

AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/
licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand

originalpublicationsourceareproperlycredited.



Journal of Organizational and End User Computing
Volume 32 • Issue 4 • October-December 2020

113

ofthemostbasicandessentialoperationsandencryptionofdatawillseverelydebilitatethisbasic
operation.Hence,therearisesaneedforatechniquewhichshouldbeconduciveforsearchoperation
andatthesametimeensurestheprivacyofdata.Securesearchableencryptionistheanswerforthis
need(Yu,2018;Yu,2018;Gupta,2017;Subramaniyaswamy,2017).

Searchableencryption(SE)schemeenablesthecloudservertoperformkeywordsearchover
encrypteddatawithoutdisclosinganyinformationaboutthekeywordbeingsearched(SanNicolas-
Rocca,T.,2013).SEschemecanbedevelopedusingeithersymmetrickeyorasymmetric/publickey
cryptographicprimitive.Betweenthesetwo,publickeysettingisamorepreferablechoiceasitsolves
theissueofcomplicatedkeysharinginsymmetrickeysettingwhentherearemultipleusersinthe
system.Further,thereareseveralchoicesavailableinpublickeysettinglikeIdentityBasedEncryption
(IBE),AttributeBasedEncryption(ABE),FunctionalEncryption(FE),etc.Inthispaper,wehave
usedABEschemeandparticularlythekey-policy(KP)designframeworktodevelopSEschemeas
itprovidesfine-grainedsearchingcapabilityinmulti-usersetting.InKP-ABE,theaccesspolicyis
embeddedinthesecretkeyoftheuser.Anyauthorizedusercanmisusehis/heraccessrightsbysharing
hissecretkeywithotheruserswhoarenotsupposedtohaveaccesstotheinformation.Considera
databasewhichcontainsdigitalmediainanencryptedformandauserisprovidedaccessdepending
uponthesubscriptionandtheamounthepaid.Thereisnowayoftracingiftheuserwhohasgotthe
subscriptionisnotsharinghissecretcredentialswithotherusers,whichusuallyhappens.Toprevent
suchunauthorizedsearchingandretrievalofinformation,wehaveaddedanextrafunctionalityof
tracinggivenbyYuetal.(2010).Thereareseveralkey-policyattributebasedkeywordsearchschemes
intheliteraturegivenbyZhengetal.(2014),Lietal.(2017),Amerietal.(2018)andMamtaand
Gupta(2019)butnoneofthemhasincorporatedthefeatureoftracingthekeyabusers,whichisthe
maincontributionofthispaper.Followingarethekeyhighlightsoftheproposedscheme:

• Itprovidesprotectionagainstkeyabusersbyincorporatingextraciphertextcomponentswhich
areusedfortracingtheidentityofthetraitors.Theciphertextusedinthenormaloperationand
inthetracingoperationisindistinguishableunderdecisionallinearassumption.

• Itefficientlyhandlestheeventofuserrevocationbydelegatingthetaskofupdatingthesecret
keyofremaininguserstothecloud.

• Theproposedschemetakesmulti-valuedattributesandalsopartiallyhidestheaccessstructure
associatedwiththeuser.

• Theproposedschemeperformsmulti-keywordsearchandsupportsmonotonicpredicatewhich
consistsofAND,ORandthresholdgates.Itusesthetop-downapproachfordistributingthe
secretvaluestoanaccessstructure.

• Theproposedschemeisprovedsecureagainstchosenkeywordattackinselectivesecuritymodel
underdecisionalDiffie-Hellmanassumption.

Application Example
Theproposedschemesuitswellinthebankingsystemwherethedataisstoredovertheremotecloud
serverinanencryptedformtomaintaintheprivacyofcustomer’sfinancialandpersonalinformation.
Inordertoaccesstheinformationeveryemployeeisassignedanaccessprivilegeaspertheirrole.
Forexample:Toevaluatethecustomer’spotentialtoreturntheloanamount,theloanofficerneedsto
accessthecurrentfinancialstatusofthecustomerwhileacustomerservicerepresentative’sroleisto
assistthenewcustomersincompletingtheirpaperworkandansweringanyqueriesrelatedtobank’s
productandservices.So,dependingupontheroleplayedbyeachemployeetheiraccessrightsdiffer
anddifferentemployeescanhavedifferentviewoftheinformationstoredoverthecloudserver.As
intheexamplementionedabovetheloanofficercanhavetheinformationaboutthecurrentfinancial
conditionofacustomerwhileacustomerservicerepresentativedonotrequireanysuchinformation
aboutthatcustomer.Insuchscenario,ifanyemployeemisuseshis/heraccessprivilegeandshares
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his/hersecretkeywithsomeotheremployee.Thismayresultinunauthorizedaccesstosensitivedata.
Topreventsuchkindofabusethereshouldbeawaythroughwhichtheseabuserscanbetracked.The
proposedschemeaimstoprovidethisfacilitybyassociatingauniqueidentitywitheachemployee
andgeneratingthetracingciphertextforsomekeywordsencryptedusingidentityrelatedattributes
ofthesuspecteduser.Now,theuseristrickedtofindthekeywordcontainedintracingciphertext
whichhastheidentityofthesuspicioususer.Ifauserisabletosearchthatkeywordandifamismatch
isfoundbetweenhisidentityandthesuspecteduser’sidentity,thenitmeansthisuserisusingthe
secretkeyofotherusertoaccesstheinformationwhichisnotintendedforhim.Further,theproposed
schemesupportsthesituationifanyemployeewhoresignsfromthebankcannolongerbeableto
haveaccesstoanyinformationwithhissecretkey,thisisachievedbydefiningefficientprocedure
foruserrevocationusingproxyre-encryptionandlazyre-encryptiontechniques.

Apartfromtheintroductionrestofthepaperisorganizedas:Section2discussestherelatedwork.
Insection3,essentialbackgroundneededtodevelopasearchableencryptionschemeisdiscussed
alongwithsystemdefinition,frameworkandsecuritymodeloftheproposedscheme.Section4gives
thebasicdesignanddetailedconstructionoftheproposedschemewiththeproofofcorrectnessof
theproposedscheme.Nextsectionanalysistheproposedschemeintermsofsecurityandcompares
thestorageandcomputationalcostwithexistingschemes.Finally,section6givestheconcluding
remarksandprovidesthefuturedirections.

RELATEd WORK

Thissectionprovidesanoverviewoftheexistingattribute-basedkeywordsearchschemesandgives
ananalysisoftheexistingschemesintermsofthekeyfeatures.Attributebasedencryption(ABE)
isatechniquewhichenablesfine-grainedsearchinmulti-userenvironmentwhenitisusedasan
underlyingtechniquetodevelopasearchableencryptionscheme(Zhengetal.,2014;Sunetal.,2016).
TheconceptofABEwasfirstintroducedbySahaiandWaters(2005)intheformoffuzzyidentity-
basedencryptionwhereidentityisviewedasasetofdescriptiveattributes.Afterthattwovariants
ofABEwereproposed,namelykey-policyattribute-basedencryption(KP-ABE)(Goyaletal.,2006)
andciphertext-policyattribute-basedencryption(CP-ABE)(Bethencourtetal.,2007).InKP-ABE,
theaccesspolicyisembeddedinthesecretkeyoftheuserandtheattributesareassociatedwiththe
ciphertextwhileinCP-ABE,theaccesspolicyisembeddedintheciphertextandtheattributesare
associatedwiththesecretkeyoftheuser.Thesevariantscanbeusedtodevelopanattributebased
searchableencryption(Zhengetal.,2014;Sunetal.,2016;Lietal.,2017;Huetal.,2017;Wang
etal.,2017;Qiuetal.,2017;Cuietal.,2018;Amerietal.,2018;Chenetal.,2018;Chaudhari&
Das,2019;Yinetal.,2019;Cuietal.,2019;Mamta&Gupta,2019)wheretheaccesspolicyis
usedtodeterminewhocanperformsearchlikeitwasusedtodeterminethedecryptioncapabilities
inanencryptionscheme.OutoftheseveralexistingschemesintheliteratureZhengetal.,Lietal.
andAmerietal.haveused thekeypolicydesignframework todevelopattribute-basedkeyword
searchscheme.Zhengetal.(2014)proposedthefirstattribute-basedkeywordsearchbasedontree
accessstructurewheretheyhaveusedbothvariantsofABE.Themainfeatureoftheirtechniqueis
verifiabilityofthesearchresultreturnedbythecloudserverandhencebroketheassumptionthat
thecloudishonest.Later,Lietal.(2017)proposedanattributebasedsearchableencryptionscheme
basedonthekeypolicydesignframeworkwheretheytriedtoreducethecomputationalburdenby
outsourcingheavycomputationaltaskstothecloudserver,althoughitreducesthecomputational
costbutresultsinanincreasedcommunicationcostbetweendifferentparties.Anewattribute-based
keywordsearchschemebasedonkeypolicydesignframeworkwasproposedAmerietal.(2018)
whereanewconceptoftemporarykeywordsearchisintroduced.Themainfocusofthispaperwasto
improvethesecuritybyassociatingatimeperiodwiththesearchtokenandwiththissearchtokenthe
cloudservercanperformsearchforonlythosekeyword’sciphertextswhichwereencryptedinthat
timeinterval.Itwasalsobasedonkey-policydesignframeworkofABE.Recently,Mamta&Gupta
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(2019a)proposedakeypolicyattribute-basedkeywordsearchschemewherethemainfocuswasto
improvetheefficiencyoftheschemebymakingthesizeofsecretkeyandthetrapdoorindependent
ofthenumberofattributes.Further,MamtaandGupta(2019b)proposedadynamicpolicyABE
schemewithconstantsizesecretkeyusingKPdesignframeworkandthentransformedittoamulti-
keywordsearchschemewhichinheritsallthefeaturesoftheproposeddynamicpolicyABEscheme.
So,fromtimetotimeseveralKPattribute-basedkeywordsearchschemeshavebeenproposedwhere
thefocuswasoneitherimprovingtheefficiencyorthesecurity.Inthispaper,thefocusistoaddmore
functionalityintermsofuser’ssecretkeyaccountabilitywheretheidentityofthesecretkeyabusers
canbedisclosed.AdetailedanalysisoftheexistingschemesisgivenbelowinTable1.

Table1comparesthebasicfeaturesoftheproposedschemewithotherschemes.Asshownabove
inTable1,theproposedschemeuseskey-policy(KP)designframeworkofunderlyingABEscheme
andusestree-baseddatastructurewhichconsistsofAND,ORandthresholdgate.Intheproposed
schemesomeoftheattributesassignedtotheuserarehidden,thusensurespartialanonymity.The
proposedschemeissecureintheselectivesecuritymodelunderdecisionlinearandDBDHassumption.
Theproposedschemesupportsuserrevocationandmoreover,thesystemupdatetaskisdelegatedto
thecloudserverwhenauserisrevokedfromthesystem.Inaddition,theproposedschemesupports
tracingofsecretkeyabusersthusensuressecretkeyaccountability.

PRELIMINARIES

Inthissection,firstanintroductionaboutthegeneralmathematicalentitiesinvolvedintheproposed
schemeisgivenandthenitprovidesthebasicdefinitionsandmodelsoftheproposedscheme.

General Background
Thissectiongivesthenecessaryinformationaboutbilinearmap,hardnessassumptionsonwhichthe
proposedschemereliesandthestructureofaccesspolicyusedintheproposedscheme.

Bilinear Map
LetG,GTbethesourceandtargetcyclicgroupsofprimeorderpandgbethegeneratorofthesource
groupG.LetebethesymmetricbilinearmapbetweenGandG e G G G

T T
, : × → ,whichsatisfies

thefollowingproperties:

• ∀ = ∈ = ∈ ( ) = ( )l g G m g G e g g e g gx y x y xy
, : , , ,wherex y Z

p
, ∈ .

• e g g,( ) isthegeneratorofthetargetgroup,GT,ifgisthegeneratorofsourcegroupsG.

• ∀ ∈ ( )l m G e l m, ; , isefficientlycomputable.

Security Assumptions
DecisionalBilinearDiffie-Hellman(DBDH)assumption:Itishardtodistinguishthetuplesofthe

form g g g e g ga b c abc
, , , ,( )








 from the tuple of the form g g g e g ga b c z
, , , ,( )








 where

a b c z Z
p

, , , ∈ and g G∈ .
Decision linear (DL) assumption: It is hard to distinguish the tuple of the form

g g g g g g gx c cx y x y, , , , , ,� � �� � fromthetupleoftheform g g g g g g Qx c cx y, , , , ,α α( ) ,where

g Q G, ∈ andx y Z
p

, ∈ .
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Access Policy
Inthispaper,theaccesspolicyisrepresentedbythetreedatastructureasshowninFigure1.Here,
eachleafnoderepresentsanattributeandeachnon-leafnoderepresentsathresholdgate.LetTybe
anaccess treecorresponding toagivenaccesspolicy γ .Here, the typeof the thresholdgate is
determinedbythenumberofchildren,li,ofanodei.Athresholdvaluekiisdefinedforeachnodei,
suchthat1≤ ≤k li i . Foraninternalnode,ifki=1,thenitrepresentsanORgateandifki=li,then
itrepresentsanANDgateandforaleafnode,ki=1.Itisassumedthataccesstreerepresentsasubset
ofattributeuniverseAtt.Intheaccesstree,allthechildrenofnodearenumberedinanorderedmanner
andletindex(i)beafunctionwhichreturnsthenumberlinkedwithnodei.Thetypeofattributes
presentat the leafnodescanbethepublicnormalattributesor thehiddenattributeswhereeach
attributecantakemultiplevalues.Itisassumedthateachattribute,Ajcanhavevjnumberofpossible

values, A A A Aj j j j v j
� �� �, , ,

, , ,
1 2

. For the purpose of key management on the event of user

revocationtherootnodeoftheaccesstreeisalwaysassumedtobeanANDgate.Theidentity-related

Table 1. Analysis of the related works

Scheme Underlying 
Technique

Access 
Structure

Hidden Policy Security Model 
& Assumption

Support for 
user revocation

Secret Key 
Accountability

Zhengetal.
(2014)

KP-ABE
CP-ABE

Tree ⵝ SS,Decision
Linear

ⵝ ⵝ

Sunetal.(2016) CP-ABE AND ⵝ SS,DBDH √ ⵝ

Lietal.(2017) KP-ABE Tree ⵝ SS,DBDH ⵝ ⵝ

Huetal.(2017) CP-ABE Tree ⵝ SS,Decision
Linear

ⵝ ⵝ

Wangetal.
(2017)

CP-ABE AND Full FS,generic
groupmodel

√ ⵝ

Qiuetal.(2017) CP-ABE AND Full SS,generic
groupmodel

ⵝ ⵝ

Cuietal.(2018) CP-ABE Tree ⵝ DBDH √ ⵝ

Chenetal.
(2018)

CP-ABE Tree ⵝ SS,DBDH ⵝ ⵝ

Amerietal.
(2018)

KP-ABE Tree ⵝ SS,MDDH ⵝ ⵝ

Chaudhariand
Das(2019)

CP-ABE AND Full SS,DBDH ⵝ ⵝ

Yinetal.(2019) CP-ABE Tree ⵝ SS,DBDH ⵝ ⵝ

Cuietal.(2019) CP-ABE
KP-ABE

LSSS ⵝ - ⵝ ⵝ

Mamta&Gupta
(2019a)

KP-ABE Tree ⵝ SS,Decision
Linear

√ ⵝ

Mamta&Gupta
(2019b)

KP-ABE Tree ⵝ SS,DBDH ⵝ ⵝ

Proposed
Scheme

KP-ABE Tree Partial SS,DBDH,
DecisionLinear

√ √

Notations used in Table 1:
CP-ABE: Ciphertext-Policy Attribute Based Encryption FS: Full Security SS: Selective Security
KP-ABE: Key-Policy Attribute Based Encryption
DDH: Decisional Diffie-Hellman
DBDH: Decisional Bilinear Diffie-Hellman Assumption
MDDH: Modified Decisional Diffie-Hellman
LSSS: Linear Secret Sharing Scheme
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hiddenattributes(HID)andthenormalhiddenattributes(HN)areassumedtobepresentatdepth1,
whilethepublicnormalattributes(PN)arepresentinasubtreeatdepth1.Thestructureoftheaccess
policyisshownbelowinFigure1.

Technique Preliminaries
Thissectionprovidesthedefinitionoftheproposedschemewiththedetailedframeworkandthen
definesthesecuritymodelusedforprovingthesecurityofthescheme.

System Definition
Thesystemiscomposedofthefollowingpolynomialtimealgorithms:

1. pp MSK Setup Att n, , , ,



 ← ( )λ  :Thisalgorithmtakessecurityparameter,attributeuniverse,

keyworduniverseandaparameternasinputwherendenotesthatthefirstnelementsinAtt
correspondstotheidentityrelatedattributesandoutputspublicparametersandmastersecret
key.

2. SK KeyGen pp MSK← ( ), ,γ :Thisalgorithmassignsthesecretkeytotheuserbytakingthe
publicparameters,mastersecretkeyandaccesspolicyastheinput.Theaccesspolicyassigned
toausercontainsthenormalattributesaswellastheidentityrelatedattributes.

3. C GenIndex pp Att W← ⊆ ∈( ), ,ξ  :Thisalgorithmencryptsthesetofkeywords,W,under
asetofattributes ξ ξ ξ ξ= ∪ ∪   

PN HN HID
usingthepublicparameters.

4. TK GenTrap pp SK W← ( ), , ' :A legitimateuserwith secretkeySK runs thisalgorithm to
generatethetrapdoorforasetofkeywords,W ' .

Figure 1. Structure of the access policy
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5. 0 1/ , ,



 ← ( )Search pp C TK :Thecloudserverusesthisalgorithmtofindwhethertheciphertext

andthetrapdoorcorrespondstosamesetofkeywordsornot.Ifso,itreturns1otherwiseitreturns0.

Correctness
TheCP-ABSEschemeiscorrectifthefollowingconditionholds:

Search PP C TK ifW W, , '( ) = =1  (1)

Forthegiven pp MSK Setup Att n, , ,



 ← ( )λ ,C GenIndex pp W← ( ), ,ξ ,

SK Keygen pp MSK← ( ), ,γ andTK GenTrap pp SK W� , , ’ .← ( )
System Model
ThesystemiscomposedofthefollowingentitiesasshowninFigure2:

1. TrustedThirdParty(TTP):isanentitythatissuessecretkeycredentialstothecloudusers.It
usesKeyGenalgorithmandcorrespondingtotheaccessrightassignedtoauseritgeneratesthe
secretkeyforthatuser.

2. DataOwner:isanentitywhowantstosharehisdatawithotherusersandforthispurpose,the
dataownerencryptshisdataandassociateitwithindexofkeywordswhichisalsoencryptedbut
thisindexcanbesearchedbytheauthorizeduser.Togeneratethisencryptedindexdataowner
usesGenIndexalgorithm.

3. DataUser:isanentitywhowantstoretrievethedatastoredbydataownerandtodosothedata
usergeneratesthetrapdoorusingGenTrapalgorithmthroughwhichthedatausercanallowthe
cloudservertofindthedatawhichcontainsthekeywordspecifiedinthetrapdoor.

4. Cloudserver:isanentitythatprovidesthestoragefacilitytothedataownerandperformsthe
actualsearchoperationonthebehalfofdatauserbasedonthetrapdoorprovidedbythedata
user.

Security Model
Thesecurityoftheproposedschemeisdefinedbythefollowingtwosecuritygames:

Game 1:Thisgamedefinesthesecurityagainstchosenkeywordattackinselectivesecuritymodel
which states that theadversary   cannotdistinguishbetweenencryptionof twochallenge
keywordsofitschoiceintheselectivesecuritymodel(Canettietal.(2003)).Itconsistsofthe
followingsteps:

1. Initialization:Theadversary commitsthechallengeattributesetξ* ,aversionnumberver* 

andasetofpublicnormalattributes S
ver

�

�

� �
� � �

� �
1 1

*

onwhichshewishtobechallengedupon.

2. Setup:Thechallenger runstheSetupalgorithmoftheproposedschemetogeneratethepublic
parametersandmastersecretkeyandgivesthepublicparametersto .

3. Phase1: canaskthesecretkeycorrespondingtoanypolicy,γ ,provided� � *� � �1 and
adversarycanrepeatthissteppolynomialnumberoftimes.Bygeneratingthesecretkeythe
challenger cananswertrapdoorqueryforanykeyword,w,andmaintainsalistofkeywords,
Lk whichisinitiallyemptyandaddswto Lk ifw Lk∉ .
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4. Challenge Phase:   selects two challenge keywords w0 and w1 of equal length such that
w w Lk0 1
, ∉ .Thechallengerflipsarandomcoinbandencryptswbwithparametersselected

by duringinitializationphase.Theresultingchallengeciphertextissentto .
5. Phase2: continuestoquerylikeinphase1withtheadditionalrestrictionthat cannot

asktrapdoorforw0andw1.
6. GuessPhase: outputsaguessbit ′b ofbandwinsthegameif � �b b .

Figure 2. System model
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Let Adv Pr b bsCKA
 � �� ��� 1

2
betheadvantageofadversarywinningtheabovedefined

gameandtheproposedschemeissCKAsecureiftheadvantageofanyadversarywinningthesCKA
securitygameisnegligible.

Game 2:Thisgamedefinestheindistinguishabilityofthetracingandnormalciphertextintheselective
securitymodel.Ifonecandistinguishbetweenthesetwociphertextsthenwecangetinformation
aboutwhichsetofattributesareusedforgeneratingthem.Asweknowtheattributesetused
forencryptionconsistsof threedisjunctivesubsetsofpublicnormal (PN)attributes,hidden
normal(HN)attributesandhiddenidentityrelated(HID)attributes.InnormaloperationHID
attributesaresetasdon’tcarewhileduringtraceHIDattributesaresettorepresenttheidentity
ofasuspicioususer.Thisdisclosesanongoingtracingactivity.Itconsistsofthefollowingsteps:

1. Initialization:Theadversary commitstwochallengeattributeset �ξ ξ ξ ξ
0
= ∪ ∪� � �

PN HN HID


and ξ ξ ξ ξ
1
= ∪ ∪� �

PN HN HID
* that wishestobechallengeduponwhere ξ

HID
represents

theidentityofasuspicioususerand ξ
HID
* representstheidentitywhereeachbitissetas

don’tcareandsubmitsthemtothechallenger  .
2. Setup:Thechallenger  runstheSetupalgorithmoftheproposedschemetogeneratethe

publicparametersandgivesthemto .
3. Phase1: canasksthesecretkeycorrespondingtoanyaccessstructureTγ and answers

the query only if  the following condition holds:  ξ ξγ γ0 1
 T T( )∧ ( )( )  or

ξ ξγ γ0 1
 T T( )∧ ( )( ) .

4. ChallengePhase: submitstwochallengekeywordsw0andw1to  .If obtainedthe
secretkeysuchthat ξ ξγ γ0 1

 T T( )∧ ( )( ) thenw0andw1shouldbeofequallength.The

challengerflipsarandomcoinbandencryptswbusingattributesetξ
b

andgivestheresulting
challengeciphertextto .

5. Phase2: continuestoaskthesecretkeylikeinphase1butifw w
0 1
≠ , cannotsubmit

thesecretqueryfortheaccessstructureTγ forwhich ξ ξγ γ0 1
 T T( )∧ ( )( ) .

6. GuessPhase: outputsaguessbit ′b ofbandwinsthegameif ′ =b b .

LetAdv Pr b bIND
 = =


 −′ 1

2
betheadvantageofadversarywinningtheabovedefinedgame

andintheproposedschemethetracingandthenormalciphertextsareindistinguishableiftheadvantage
ofanadversarywinningtheabovedefinedsecuritygameisnegligible.

PROPOSEd SCHEME

Thissectiondiscussestheapproachusedbyauthorsfortracingthekeyabuserswhichisembeddedin
theschemeintheconstructionpartgiveninthesubsequentsubsection.Finally,thissectiondiscusses
theeventwhenauserleavesthesystemandexplainsthenecessarysystemupdateoperations.
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Basic design
ToachievethesecurityagainstkeyabuserswehaveusedtheapproachproposedbyYuetal.(2009)
whereeachuserisassignedauniqueidentity, ID I I In=

1 2
 whichisan-bitbinarystringand

eachbitcorrespondstoanattribute.IfIj=0,thenthecorrespondingattribute, Aj doesnotbelong
totheuserhavingidentityID,otherwise A IDj ∈ .So,toincorporatethetracingfeatureeachuser’s
accessstructurewillhaveanextran(atmost)identity-relatedattributesinadditiontothenormal
attributescorrespondingtotheaccessrightsassignedtotheuser.Whenthedataownergeneratesthe
ciphertext,theseidentity-relatedattributesarealsousedalongwiththenormalattributes.Thereare
differentwaysinwhichdataownercanaddtheidentity-relatedattributes:i)fortracingactivity,data
ownersettheseattributestorepresentsuspiciousidentity;ii)fornormaloperation,dataownersets
theseattributesas“don’tcare”.Duringtracing,thedatauseristrickedtofindsomekeywordwhich
isincludedinthetraceableciphertextandhecangenerateavalidtrapdoorandperformsearchifhis
identityissameastheonerepresentedbysuspiciousidentity.Now,thedataownercancompareit
withtheidentityusedintraceableciphertextandifamismatchisfoundthendataownercanfindthe
originalholderwhohasmisusedhissecretkey.Formakingthetraceableciphertextindistinguishable
fromthenormalciphertext,theidentity-relatedattributesarehiddenandalsosomeofthenormal
attributesarehiddentoavoiddetectionofongoingtracingactivityuponafailedsearch.Thus,the
datausercannotfindwhetherthefailedsearchistheresultofhisaccessrightsorthemismatched
identity.

Toenablethetracingofsecretkeyabusers,theattributesarebroadlydividedintotwotypes:i)
Normalattributes:Theseattributesareusedtoassigntheaccessrightstoauser,ii)Hiddenattributes:
Itcontainssomeofthenormalattributeswhicharefixedatthesystemsetupandalltheidentity-
relatedattributes.Thenormalattributeswhicharenothiddenarecalledpublicnormalattributes.
TheuniverseofattributesisrepresentedasAttwhichconsistsofuniverseofpublicnormalattributes,
AttPN,universeofhiddennormalattributes,AttHNandhiddenidentity-relatedattributes,AttHIDand
AttHN ∪ AttHIDrepresentstheuniverseofhiddenattributes,AttH.Since,someattributesarehidden
intheaccessstructureofauserthereforeourschemesupportspartialanonymity.Itisassumedthat
theattributesfromAttHarefixedatthesystemsetupphaseandareneverupdated.

Further,tohandletheuserrevocationefficientlywehaveusedtheproxyre-encryption(PRE)
(Yuetal.,2010)andlazyre-encryptiontechniquesasusedin(Yuetal.,2010;Sunetal.,2016)to
delegatethecomputationalintensivetaskstothecloudserver.PREschemeenablesthesemi-trusted
proxytoconvertaciphertextfromoneformtoanothergiventheproxyre-encryptionkeyi.e.using
theproxyre-encryptionkeyonecanconverttheciphertextencryptedunderpublicparameters,ppato
anotherciphertextencryptedunderpublicparameters,ppbandviceversa.Usinglazyre-encryption
techniqueonecanaggregateseveralsystemoperationstogethertosavebothcomputationaleffortand
time.Whenauserisrevoked,onlytheattributesfromAttPNneedstobeupdatedbecausethehidden
attributesareusedonlyforthepurposeoftracingandkeymanagement.

detailed Construction
Beforeintroducingtheconstruction,Table2describesthevariousnotationsusedintheproposed
schemeasfollows:

Thedetailsofthealgorithmsinvolvedintheproposedschemearegivenbelow:

1. Setup Att nλ, ,( ) :Usingtheattributeuniverse,Att,definetheuniverseofhiddenattributes,
Att A A A A A

H n n n m
= { }+ +1 2 1

, , , , , ,� � .Here,firstnelementscorrespondstohiddenidentity-
relatedattributes,Att

HID
andnextmelementscorrespondstohiddennormalattributes,

 Att
HN

.Att
PN

representstheuniverseofpublicnormalattributesand
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Att A A A Att l
PN n m n m n m l PN
= { } =+ + + + + +1 2

, , , :� � , Att n m l = + + .Foreachattribute,

i Att
PN

∈ ,selectrandomnumbers t Z
i k k v p

i
,{ } ∈

≤ ≤1
andcomputeT g

i k

t

k v

i k

i

,
,= { }

≤ ≤1
andfor

eachhiddenattribute, j Att
H

∈ ,chooserandomnumbers, a b Z
j k j k k v p

j
, ,
,{ } ∈

≤ ≤1
andrandom

points, B G
j k k vj
,{ } ∈

≤ ≤1
andcompute B B

j k

a

j k

b

k v

j k j k

j

, ,

, ,,( ) ( ){ }












≤ ≤1

.Finally,selectarandom

number,α ∈ Z
p

andcomputeY e g g= ( ),
α

.Selectcollisionresistantone-wayhashfunction,

H Z
p

: ,
*

0 1{ } → .Outputthepublicparameters,

pp e g p H Y T B B
i k k v

i Att
j k

a

j k

b

i
PN

j k j k= { }{ } ( ) ( ){ }≤ ≤ ∈

, , , , , , ,
, , ,

, ,

1
11≤ ≤

∈

























k v
j Attj

H

andmastersecret

key,MSK t a b
i k k v

i Att
j k j k k v

j Atti
PN

j
H

= { }{ } { }{ }




≤ ≤ ∈ ≤ ≤

∈

α, , ,
, , ,1 1








. TTPpublishes ver pp,( ) and

keep ver MSK,( ) ,whereveristheversionnumberandinitiallyver=1.
2. NewuserRegistration(KeyGen pp MSK, ,γ( ) ):Wheneveranewuserwantstoenroll,he/she

sendsaregistrationrequest toTTP.Afterreceivingtheregistrationrequest,TTPassignsthe
accessprivilegetothatuserasfollows:

Table 2. Description of the notations used in the proposed scheme

Notation Description

λ Securityparameter

ID Uniqueidentity(n-bitbinarystring)assignedtoauser, ID I I I
n

=
1 2
, , ,�

AttPN,AttHN,AttHID
Universeofpublicnormalattributes,hiddennormalattributesandhiddenidentityrelated

attributes

Att, Attributeuniverse,AttPN ∪ AttHN∪ AttHIDandKeywordspace, = { }w w w
m1 2

, ,,
'

� 

wherew
i
= { }0 1, *

Zp,H Groupofintegersofprimeorderpandhashfunction,H,whichmapsanybinarystringtoZp

G,GT,g G,GT-Cyclicgroupofprimeorderpwithgeneratorg

MSK,SK,PSK Mastersecretkeyofthetrustedthirdparty(TTP),secretkeyoftheuserandpartialsecretkeysent
tothecloudserverrespectively

ver Versionnumberofthesysteminitializedto1

pp Publicparameters

Cu Ciphertextcomponentcorrespondingtoauser,u,senttothecloudserver

C,TK Ciphertextandtrapdoorforasetofkeywords
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a. Firstofall,TTPselectsarandomnumber, f Z
u p
← .andaddsittotheMSKcomponents

andcomputesthecorrespondingpublickeycomponent,Y Y
u

fu= forthatuserandpublish
itwithotherpp.

b. TTPconstructsanaccesstree,Tγ correspondingtotheaccesspolicy,γ assignedtoauser.
TherootnodeofTγ isanANDgateandallthehiddenattributesassignedtoauserappears
atdepth1ofTγ whilethepublicnormalattributesarepresentinthesubtree,Trrootedat
depth1.LetAtt Att

H H
' ⊆ bethesetofhiddenattributespresentin γ .

c. Now,TTPgeneratesthesecretkeycomponentsforthesubtreeTr(publicnormalattributes)
asfollows:[5]
i. TTPdefinesarandompolynomial, q x

i ( ) foreachnode,iinTrintop-downmanner
startingfromtherootnoderofTr.

ii. Foreachnode,i,setthedegree,d
i
ofq x

i ( ) tobeonelessthanthethresholdvalue,Ki
ofthatnode.

iii. Forrootnoder,randomlyselectanumber,v Z
p

∈ andsetq v
r

0( ) = andthenrandomly
selectK

r
−1 pointstodefineqrcompletely.

iv. Foreachnon-rootnode, j T
r

∈ setq q index j
j parent j

0( ) = ( )( )( ) andotherK
j
−1 points

arechosenrandomly.
Theaboveprocessisrepeatedtilltheleafnodesarereached.LetLrdenotesthesetofleafnodesof
TrwhereeachleafnodeisassociatedwithapublicnormalattributetakenfromAtt

PN
.Now,TTP

outputssecretkeycomponentforeachleafnode, i L
r

∈ as:D g
i

q

t
i

i k=

( )0
, wheret

i k,
isthevaluetaken

bytheattribute,Ai.
d. The secret key components corresponding to the hidden identity-related attributes are

computedasfollows:
i. Let ID I I I

n
=

1 2
, , ,� betheuniqueidentityassignedtotheuser.

ii. If I
j
= 1 , then for the corresponding A Att

j HID
∈  TTP selects random numbers

x y Z
j j p
, ∈ andcomputes: �D g B

j

x

j k

a b y
j j k j k j= ( ),

, , , ˆ , �D g
j

a yj k j= ,D gj
b yj k j

Ç

= ,

e. In the similar manner, the secret key components corresponding to the hidden normal
attributesaregenerated.

f. Now,TTPcalculatesx x
j Att

j

H

=
∈

∑
'

andgetsanothersecretkeycomponent,D g v x
0
= − −α .

Finally,TTPoutputstheusersecretkey,SKasfollows:

SK ver f D D D D D
u i i L j j j

j Att
r

H

= { }














∀ ∈
∀ ∈

, , , , , ,ˆ
'

0
�

Ç












Now,TTPsendsthepartialsecretkey,PSK ver D
i i Lr

= { }( )∀ ∈
, tothecloudserveralongwith

theidentityoftheuser.PSKcontainsthesecretkeycomponentscorrespondingtothepublicnormal
attributes.Itallowsthecloudservertoupdatethesecomponentsduringuserrevocation.Notethat
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thecloudservercannotgenerateavalidtrapdoorusingPSKbecauseoftheundisclosedcomponents
correspondingtohiddenattributes.

3. GenIndex pp Att W, ,ξ ⊆ ∈( ) :Beforeoutsourcingadatafiletothecloudserver,thedata
ownergeneratestheencryptedindexforthisfileusingthisalgorithm.Firstofalldataowner
definesasetofattributes,ξ ⊆Att andthesetofkeywords,W,whichwillbeusedforsearching
thisdatafileandthenencryptWwith ξ togeneratetheindex.Thesetofattributes, ξ isthe
combinationofattributestakenfromAtt

PN
,Att

HN
andAtt

HID
.So, ξ ξ ξ ξ= ∪ ∪   

PN HN HID
,

where  ξ
PN PN

Att⊆ ,  ξ
HN HN

Att⊆ ,and  ξ
HID HID

Att⊆ .Letanidentitycorrespondingtoa
 ξ
HID

beI I I
n1 2

, , ,� whereI
j
= 0 1/ / * ,∀ ≤ ≤j j n: 1 .Dataownerselectsarandomnumber

s Z
p

← andcomputeC gs
0
= ,C Y s

1
= .Theremainingcomponentsarecomputedasfollows:

a. For the ciphertext components corresponding to  ξ
PN

, the data owner computes
C T
i k i k

s

i PN
, ,
= { }

∈
�

�ξ
andforsomefixedattribute, ′ ∈i

PN
 ξ (positionispubliclyvisible),set

C T
i k i k

s H w
wj W

j

′ ′

( )
=

∏
∀ ∈

, ,
.

i. Fortheciphertextcomponentscorrespondingto ξ
HID

,thedataownerselectsrandom

numbers r Z j n
j k k v p

j
,

;{ } ← ≤ ≤
≤ ≤1

1 andcomputes ˆ ,
, ,

,�

C C
j k j k

j n k vj

Ç









 ≤ ≤ ≤ ≤1 1

asfollows:

ii. IfIj=0,dataownersets ˆ ,
, ,C C
j k j k

Ç










asrandom(mal-formedcomponents)andifIi=

1thendataownersets ˆ , ,
, , , ,

,
,

,
,

C C B B
j k j k j k

a
r

j k

b
s r

j k
j k

j k
j k

Ç










= ( ) ( ) −










aswell-formedcomponents.

b. If Ij = *, then data owner sets ˆ , ,
, , , ,

,
,

,
,

C C B B
j k j k j k

a
r

j k

b
s r

j k
j k

j k
j k

Ç










= ( ) ( ) −










 as well-formed

components.
c. Theciphertextcomponentscorresponding to ξ

HN
arecomputed in thesamemanneras

statedinstepb.

Inadditiontothesecomponents,dataownercomputesaciphertextcomponent,Cuforeachnewly
registereduser,u,withwhomhewantstosharehisdatabyallowinghimtosearchhisencrypteddata
filesas,C Y

u u
s= − andsendittothecloudserveralongwiththeidentityoftheuser.Thecloudserver

stores this information in a list, LU of legitimate users. Finally, output ciphertext,

C ver C C C C C
i k i k v j k j k

PN i

= { }










∀ ∈ ≤ ≤
, , , , ,ˆ

, , , ,0 1 1ξ

Ç













∀ ∈ ≤ ≤j k vHN jξ ,1

4. GenTrap pp SK W, , '( ) :Whenalegitimateuserwantstofindadocumentwhichcontainsaset
ofkeywords,W ' ,hegeneratesatrapdoorbyselectingarandomnumber,u Z

p
← andcomputing;
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Q Du
0 0
= ,Q u f

u1
= + , � �Q D Q D Q D

j j

u

j j

u

j j

u

= ( ) = ( ) =























, ,ˆ ˆ
Ç Ç

∀ ∈j AttH'
,forthesame ′i asin

GenIndex ,getQ D
i i

u

H w

i L

wj W
j

r

′ ′

( )

∈

=
∏



















∀ ∈ ′ 
 

andQ D
i k i

u

i L ir
,

\

= ( ){ }
∀ ∈ ′

.

Finally,outputTK ver Q Q Q Q Q Q
j j j

j Att

i i L

H

r

=











{ }

∀ ∈
∀ ∈

, , , , , ,ˆ
'

0 1
�

Ç










.

5. Search pp C C TK
u

, , ,( ) :Cloudserverwillexecutethisalgorithmandoutput:
a. Thesecretkeycomponentscorrespondingtothepublicnormalattributesarecombinedwith

thecorresponding ξ
PN

componentsoftheciphertextasfollows:
i. Foreachattribute,A

i PN
∈ ξ ,letC C

i i k
'

,
= wherevaluetakenbyAiisAi,k.Foreachleaf

node,x L
r

∈ (assumingatt x( ) representstheattribute,Aiassociatedwithnodex)and
fortheciphertextcomponentcorrespondingtoeachA

i PN
∈ ξ ,compute:

F
e Q C e g g if att x andW W

otherwx
i i

suq

PN

x

= ( ) = ( ) ( ) ∈ =

⊥

( )
, , , '

,

' 0
ξ

iise










Fortheattribute, ′ ∈i
PN
ξ ,e Q C

i k i k′ ′( ), ,
, isalsoequaltoe g g

suqi,( ) ( )0
.

ii. Now,foreachnon-leafnode,yofTr,recursivelyexecutethefollowingstepinbottom-up
manner:Foreachchildxofy,constructakysizedsetSy(initiallyempty)whichcontains
childofysuchthatF

x
≠⊥ andcompute,Fyasfollows:

F F e g g
y

x S
x

x S

suq

y

x Sy

y

x x Sy= = ( )
∈

∆ ( )

∈

( )∆ ( )
∏ ∏

, ,,
0 0 0



Byconstruction,

F e g g
y

x S

suq index x

y

parent x x Sy= ( )
∈

( )( )∆ ( )
∏ ( ), , 0



ByLagrangeInterpolationmethod,

F e g g
y

suqy= ( ) ( )
,

0


Thisrecursionisrepeatedtilltherootnode,risreached:

F e g g e g g
r

suq suvr= ( ) = ( )( )
, ,

0
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b. Foreachattribute,A
j H
∈ ξ ,let ˆ ˆ, ,’

’

, ,C C C C
j j j k j k

Ç Ç














=










 wherevaluetakenbyAjisAj,k.The

secret key components corresponding to the hidden attributes are combined with the
corresponding ξ

H
componentsoftheciphertextasfollows:

F
e C Q

e C Q e C Q

H
j Att

j

j j j j

H

=
( )


















∈
∏

0
,

, ,ˆ ˆ'

'

�

Ç Ç





= ( )e g g
sux

, 

Thefollowingequationholdsif γ ξ( ) = 1 andW =W' :

C C e C Q F FQ

u r H1 0 0
1 ⋅ = ( ) ⋅ ⋅, 

6. Trace:Foreachid,chooseasetofattributes, ξ ξ ξ ξ= ∪ ∪
PN HN HID

,suchthat ξ satisfiesthe
accessstructureofid.Randomlychooseakeyword,w ∈ andgettheindex.Checkifthe
suspecteduserisabletosearchw.Ifitdoes,stopandreturnid.Otherwise,continue.

Correctness

C C Y Y e g gQ

u
s
u f

u
s suu

1
1 ⋅ = ( ) = ( )

+
− ,

α


e C Q F F e g g e g g e g g e g g
r H

s u v x suv sux

0 0
, , , , ,( ) ⋅ ⋅ = ( ) ⋅ ( ) ⋅ ( ) = ( )− −( )α αssu



User Revocation
Whenauserisrevokedfromthesystemthenhe/sheshouldnotbeabletogenerateavalidtrapdoor.
Forthispurpose,TTPfirstdeterminestheminimalsetofattributeswithoutwhichtherevokeduser’s
accessstructurewillneverbesatisfiedandhewillneverbeabletogenerateavalidtrapdoor.So,
TTPshouldupdatetheseattributesbydefiningnewMSKandppcorrespondingtoalltheupdated
attributesandshouldupdatesecretkeyforalltheremainingusersandfurthertheindexalsoneeds
tobere-encryptedwiththemodifiedpp.Thiswholeprocessincursaheavycomputationalburden
onTTPandalsoneedTTPtoremainonline.Toavoidthisoverheadofheavycomputationswehave
usedproxyre-encryptionandlazyre-encryptiontechniqueswherethesecomputationsaredelegated
tothecloudserver.Wheneverauserisrevokedfromthesystemtheversionnumberisincremented
by1.Theprocessofuserrevocationisdividedintothefollowingtwostages:

1. Inthefirststage,TTPdeterminestheminimalset, S Att
PN

⊆ ofattributesthatneedstobe
updatedfortherevokeduserhavingidentity,id.Foreachattribute, i S∈ ,TTPselectsanew
MSK component, t

i
' , computepp component,T g

i

ti' '

=  andgenerates thecorresponding re-

encryption key, rk
t

ti
i

i

=
' �

 and for the remaining attributes set rk
i
= 1 . TTP sends
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rk id S ver rk T
i i

= , , , , '� tothecloudserverandgooffline.Onreceivingthisinformation,the
cloudserverremovestherevokedusersfromLUandcomparestheverinrkwiththecurrentver
ofthesystem.Ifitislessthanthecurrentverthenthecloudserverdiscardsrk,otherwise,stores
there-encryptionkey.

2. Thesecondstageofuserrevocationstartswhenthecloudserverreceivesatrapdoorforaparticular
keyword.Onreceivingthetrapdoorrequestcloudserverfirstdeterminesiftherequestinguser
isalegitimatebycheckinghisentryinL.IftheuserbelongstoLlist,thecloudservergetsthe

PSK ver D
i i Lr

= { }( )∀ ∈
, tuplestoredatthecloudserveratthetimeofkeygeneration.Ifveris

already the latest version then the cloud server will not update the index or the secret key
componentselsecallsReGenIndexandReKeyGenalgorithm,onlywhenitreceivesatrapdoor
foraparticularkeyword.Thus,reducesalotofcomputationalburdenfromthecloudserverby
aggregating multiple re-encryption keys. This technique of re-encryption is called lazy re-
encryption where the index is re-encrypted once with aggregated re-encryption keys,

RK rk
t

t

q

i
i

q

i

= =
=

( )

∏
ρ

ρ

2

 where q  is the latest version. Now, compute C C
i

q

i

RK( ) = ( )  and

D D
i

q

i
RK( ) = ( )
1

. The cloud server replaces the old Ci components with the updatedC
i

q( ) 

componentsandsendstheupdatedsecretkeycomponents,D
i

q( ) totheuserandfinallythecloud
servercanremovetheidoftherevokeduserandtheassociateddatafromLU.Onreceivingthe
updatedD

i

q( ) componentsfromthecloudserver,theusercanverifywhetherthecloudserver

hascorrectlycomputedthembycheckinge T D e T D
i i i

q

i

q
, ,( ) = ( )( ) ( ) .

ANALySIS OF THE PROPOSEd SCHEME

Thissectiongivesthedetailedsecurityanalysisoftheproposedschemeandalsogivesacomparative
analysisoftheproposedschemewithsimilarexistingschemeintermsofstorageandcomputational
cost.

Security Analysis
(IND-sCKA)Indistinguishabilityofkeywordsagainstchosenkeywordattackinselectivesecurity
model.Thefollowingtheoremguaranteethesemanticsecurityofkeywordsinselectivesecuritymodel:

Theorem 5.1:Theproposedschemeis IND-sCKAsecureunderDBDHassumption if ∀ 
(probabilisticpolynomialtimeadversary),theadvantage,ε ofwinningthesecuritygameisnegligible.

Adv Pr b bIND sCKA


� � �� �� �� 1

2
� 

Proof:Letthereexistsanadversary whocanwintheIND-sCKAgamewithadvantageε 

thenthereexistsachallenger  .whocanbreaktheDBDHassumptionwithadvantage
ε
2

,given

aninstance g g g Zz z z1 2 3, , ,( ) ofDBDHassumption.  simulatestheIND-sCKAgamedefined
insecuritymodelasfollows:
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1. Initialization: selectsthechallengeattributeset ξ ξ ξ ξ* * * *= ∪ ∪
PN HN HID

,aversionnumber

ver* andasetofpublicnormalattributes S
ver

�

�

� �
� � �

� �
1 1

*

andgivesthemtothechallenger .

2. Setup:   sets Y e g g e g gz z z z� � � � � �1 2
1 2

, ,  and implicitlydefines� � z z
1 2

.Randomly

choose� � Zp andsetY Yu �
� .Now,foreachvalueofanattribute A Atti PN∈ ,choosea

randomnumber r Zi k p, ← andif Ai PN�� * ,setT gi k
ri k

,
,= ;otherwise,setT gi k

z ri k
,

,= 2 .For

eachvalueofanattributeA Attj HID∈ ,choosearandomnumberh Zj k p, ← ,andifAj HID�� * 

set B gj k
hj k

,
,= elseset B gj k

z hj k
,

,= 2 .Nowpublishtheppbychoosing a b Zj k j k p, ,, ← for

version1.Foreachattributeset S
ver

�

�

� �
� � �

� �
2 1

*

, generatesthere-encryptionkey rk �� � and

thecorrespondingpp for thatversion.Foreachattribute, i S� � �� , choosea randomnumber

rk Zi k p,
�� � � andsetT Ti k i k

rki k
, ,

,� �
�

�� � � �� � �
� �

1 andfortheremainingattributesi S� � �� ,setrki k,
�� � �1 

andsendsthe rki k,
�� � to .Theremainingppforversion � �1aresameasversion ρ .

3. Phase1:Inthisphase canasksecretkeyforanyaccesspolicyγ representedbyTγ ,such

that ξ γ
* T .Dependingupon thestructureof Tγ ,  defines thefollowing twocasesand

answersthesecretkeyqueriesaccordingly:
a. Case 1- ξPN rT

*  :Here,  generatesthesecretkeycomponentscorrespondingtothe
hiddenattributesinthesamemannerasintheoriginalschemeandtogeneratethesecret
key components corresponding to TR ,   uses the PolySat x PN x , ,

*� �� �  and

PolyUnSat gx PN
x , ,

*� �� � proceduresdefinedin[Goyal]toassignapolynomialQx 

foreverynodeinTr . callsPolyUnSat T gr PN
z r

, ,
*� 1

� �� � bychoosingarandomnumber

� �r Z p  and impl ic i t ly  sets  q z rr 0 1� � � � �  and then recurs ively  cal ls

PolySat q index xx PN r , ,
*� � �� �� �  for each satisf ied child, x  of node r  and

PolyUnSat g
x PN

q index xr , ,*ξ ( )( )( ) foreachunsatisfiedchild,xofnodertogetqx.Now,  

definesthefinalpolynomialQ z q
x x
⋅( ) = ⋅( )2

foreachnodexofT
r

anddefinesthesecret
keycomponentscorrespondingtoeachleafnodeofT

r
asfollows,whereeachleafnodex

correspondstoanattributeA
i
:

D
g g g if att x

g

x

Q

t

z q

r z

q

r
PN

Q

x

i k

x

i k

x

i k

=
= = ( ) ( ) ∈

( ) ( ) ( )0 0 02

2, , , , *ξ
xx

i k

x

i k

x

i kt

z q

z r

q

r
g g Otherwise

0 0 02

2

( ) ( ) ( )

= =









 , , , ,



FinallysetD g g gv x z z z z r x z r x

0
1 2 2 1 2= = =− − − +( )− − −′ ′α ,wherexisgeneratedwhilecomputing

secretkeycomponentscorrespondingtohiddenattributes.Now,for 2 ≤ ≤ρ ver * if
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an attribute A S
i
∉ ( )ρ , set rk

i k,

ρ( ) = 1 . Otherwise, for each A S
i
∈ ( )ρ ,   computes

R rk
i i k
ρ

ω

ρ
ω=

=

−

∏
2

1

,
andsetD D g

x x
R

z

q

r R
i

x

i k i= ( ) = ( )
( )1 0

2ρ ρ
, ifatt x

PN( ) ∈ ξ* elsesetD g
x

q

r R

x

i k i= ( )
( )0

,
ρ .

b. Case 2- ξ
PN r

T*  :Here,  generatesthesecretkeycomponentscorrespondingtothePN
attributesinthesamemannerasintheoriginalscheme.Sinceξ

PN r
T*  ,thereforethehidden

attributesinTγ doesnotmatch ξ
H
* .LetA

j
beahiddenattributewhichisnotmeantby

ξ
HID
* .Forthehiddenattributes,randomlychoosex Z

i i

m n

p
'

∀ =

+
←

1
andsetx z z x

j j
= +

1 2
' and

x x
i i
= '  for every i j≠ . Now, set x x z z x

i

m n

i
i

m n

i
= = +

=

+

=

+

∑ ∑
1

1 2
1

'  and compute �D
j

=

g B g g
x

j k

a b y x z h
a b y

j j k j k j j j k
j k j k j

,

, ,
'

,
, ,

'

( ) = ( )2 ,where y
j
' ischosenby  and y

z

a b h
y

j
j k j k j k

j
=

−
+1

, , ,

' .

Now ˆ ,D D
j j

Ç










arecomputedinthesamemanneras �D

j
andfor i j≠ , �D D D

i i i, ,ˆ
Ç











are

computed l ike in the or iginal  scheme. Finally compute the component,

D g g gv x
z z v z z x v x

i

m n

i
i

m n

i

0

1 2 1 2
1 1= =
∑
=

∑
− −

− − − − −
=

+

=

+

α

' '

,wherev isgeneratedwhilecomputingsecret
keycomponentscorrespondingtoTr.

Finally, sendsthesecretkeySKto andusingthesecretkeycredentials, canalsoanswer
thetrapdoorqueryforanykeyword,w.Inaddition,  maintainsalist,Ltofthekeywordsandthe
correspondingtrapdoorvalueforwhichadversaryhadaskedthetrapdoor.Ifthequeriedkeywordw 
∉ Lt,then  answersthequerybylookingintoLt.Ifw ∉ Lt,then C�generatesthecredentialsto
answerthequeryandaddswandthecorrespondingtrapdoorvaluetoLt.

4. ChallengePhase: submitstwokeywordsw w
0 1
, ofequallengthsuchthat w w L

t0 1
,{ } ∉ and

sendthemto  .Now,  flipsafaircoin,bandencryptsthecorrespondingkeywordw
b

to
generatethechallengeciphertextasfollows:First, implicitlysetss z=

3
andforver * computes

C gz
0

3= ,C Z
1
= ,C g

i k

z
r Ri k i

ver

,

,

*

= ( )








3 ,C g
i k

z
H w r Rb i k i

ver

′

( )
= ( ) ′ ′









,

,

*

3 ,C Z
u
= −θ . The remaining

components ˆ ,
, ,C C
j k j k

Ç










 can also be generated correctly because B

j k,
 does not contain the

unknownz
2

ifA
j k H,

*∈ ξ (thekthoccurrenceofattributejbelongstoξ
H
* ),otherwise ˆ ,

, ,C C
j k j k

Ç












are randomly chosen. Note that if Z e g g
z z z

= ( ), 1 2 3  then the challenge ciphertext is a valid
encryptionofkeywordwb,otherwiseitrepresentssomerandomvalue.

5. Phase2:  continuestoquerylikeinphase1withtherestrictionthat  cannotquerythe
trapdoorforwbif γ ξ

*( ) = 1 .

6. GuessPhase: submitsherguess ′b ofb.IfZ e g g
z

= ( ), wherezisarandomnumberfrom

Zpthen getsnoinformationaboutbbutarandomguess.SoPr b b Pr b b=

 = = ≠


′ ′1

2
.
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So,thechallengercorrectlyguessesztobesomerandomwhenb b≠ ′ withprobability 1
2

.If

Z e g g
z z z

= ( ), 1 2 3 ,thenciphertextrepresentsavalidencryptionofwbandPr b b=

 = +′ 1

2
ε .

Sothechallengercorrectlyguessesztobez z z
1 2 3

whenb b= ′ withprobability1
2
+ ε .Therefore,

theprobabilityofcorrectlyguessingzgiventheDBDHchallengeinstance g g g Zz z z1 2 3, , ,( ) is

1

2

1

2

1

2

1

2 2
+ +










= +ε

ε  and the advantage with which the challenger can solve the DBDH

problemis 1
2 2

1

2 2
+ − =
ε ε ,if winsthesCKAgamewithadvantageε .However,theDBDH

problemisaknownhardproblemhavingnegligibleadvantageso ε isalsonegligibleandthis
provesthattheproposedschemeissecureagainstsCKA.

Theorem 5.2: In theproposedschemeit ishardtodistinguishthe tracingciphertextandthe
normalciphertextunderDecisionLinearassumption.

Proof:Letthereexistsanadversary whocanwintheIndistinguishabilitygame(IND - G)
withadvantage ε thenwecanbuildasimulator thatcansolvetheDecisionLinearproblemwith

advantage ε
2

,givenaninstance g g g Z g gz z z z z z, , , , ,1 2 1 4 3 4+( ) ofdecisionlinearassumption.

BeforethebeginningofIND-game, commitstwoattributesets ξ ξ ξ ξ
0
= ∪ ∪

PN HN HID
and

ξ ξ ξ ξ
1
= ∪ ∪

PN HN HID
* , where in ξ

HID
 contains the attributes corresponding to identity of the

suspicioususerandξ
HID
* representstheidentitywhereeachbitisdon’tcare.Theindistinguishability

oftracingandnormalciphertextusesasequenceofgameswheretheoriginalgametakestheidentity
ofsuspicioususerinξ

0
.TheIND – G1issameastheoriginalgameexceptthatinξ

0
,ξ
HID

represents
theidentityI

1
* * * *⋅ ⋅ ⋅ ,whereonlythefirstbitiskeptsameasintheoriginalgameandremaining

n-1bitsaresetasdon’tcare.InIND – G2thefirsttwobitsarekeptsameandtheremainingn-2
bitsaresetasdon’tcareandsoon.Thus,theIND – Gnrepresentstheoriginalgame.Now,toprove
theindistinguishabilityoftracingandnormalciphertext,itissufficienttoprovetheIND – G1and
IND – G1+1areindistinguishable.InthesequenceofgamesfromIND – G1toIND – Gneverytime
byreplacingtheoriginalbitsfromtheuppersidewiththedon’tcarebits,wecanembedthedecision
linearchallengeintheciphertextinsuchawaythatifIND – G1andIND – G1+1aredistinguishable
thenitleadstothedistinguishabilityofthedecisionlinearchallenge.

 simulatestheIND-Gamedefinedinsecuritymodelasfollows:

1. Initialization:Inthisphase, selectstwochallengeattributeset �ξ
0
andξ

1
,wherethedifference

liesonlyinthesetofhiddenattributesrelatedtoidentity, ξ
0
contains ξ

HID
attributesrelatedto

theidentityofsuspecteduserwhile ξ
1

containsdon’tcarevaluesforeachattributein ξ
HID

and
givesthemtothesimulator .Now, flipsafaircoinband

2. Setup:Inthisphase, setstheppbasedonthedecisionlinearchallenge. setsY e g g= ( ),
α


whereα isknownto .Randomlychooseθ← Z

p
andsetY Y

u
= θ .Forthenormalattributes,

parametersaresetinthesimilarmannerasinproofoftheorem1.Foreachvalueofanattribute
A Att
j HID
∈ ,choosearandomnumberh Z

j k p,
← ,andifA

j HID HID
∈ ∩ξ ξ* setB g

j k

hj k
,

,= else
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set B g
j k

z hj k
,

,= 2 . Finally,   publishes the pp  by choosing the random numbers

a b Z
j k j k k v p

j
, ,
,{ } ←

≤ ≤1
butfora b

j k j kl l l l, ,
, seta z

j kl l,
=

1
andb z

j kl l,
=

2
andcomputeB g

j k

a z
h

l l

jl kl
jl kl

,
, ,

= ( )1 

andB g
j k

b z
h

l l

jl kl
jl kl

,
, ,

= ( )2 withoutknowing z
1

and z
2

.
3. Phase 1: In this phase,   can ask the secret key for any access structure T such that

ξ ξ
0 1
 T T∧( ) or ξ ξ

0 1
 T T∧( ) .Thesecretkeycomponentscorrespondingtosubtree

TRandthehiddennormalattributesinTaregeneratedinthesamemannerastheoriginalscheme.
If thereexistsaHIDattribute A Att

j k HIDl l,
∈  such that A T

j kl l,
∉  then it iseasy to find the

correspondingsecretkeycomponent,otherwise needstocomputethecorrespondingsecret
keycomponentsasfollowswherea z

j kl l,
=

1
andb z

j kl l,
=

2
:

�D g B g g g
j

x

j k

a b y x h
z z y

x

l

jl

l l

jl kl jl kl jl jl jl kl
jl jl= ( ) = ( ) =

,

, , ,
1 2 ''



Where x
jl

israndomlychosensuchthat x x h z z y
j j j k jl l l l l
= −'

, 1 2
,and x

jl

' isarandomnumber

chosenby  .Similarly,  cancomputetheremainingsecretkeycomponents ˆ ,D D
j j
l

l

Ç









 .Tofind

thesecretkeycomponentscorrespondingtoHIDattributesinTforthegivenchallengeattributeset,
ξ
b

,weconsideronlythecasewhere ξ ξ
0 1
 T T∧( ) becauseasperthedefinitioninthesecurity

modelif ξ ξ
0 1
 T T∧( ) thenthechallengekeywordswillbeequaland  simplyterminates.

Since, ξ ξ
0 1
 T T∧( ) hencethereexistssomeattributeA

m b
∉ ξ ,andinthiscase computes

thesecretkeycomponentsbyselectingarandomnumber x Z
m p
' ← andset x x h z z y

m m j k jl l l
= +'

, 1 2


andcompute:

�D g B g g
m

x

m k

a b y x h z z y z h
a b

m m k m k m m jl kl jl m k
m k m

= ( ) = ( )+

.

, ,
'

, ,
,

1 2 2
� ,, ’

,
, ,

’�k m
m m k

m k m k my
x z h

a b y

g g= ( )2 

Here y
m

 is chosen at randomsuch that y y
z h y

a b hm m

j k j

m k m k m k

l l l= −'
,

, , ,

1 where y Z
m p
' ←  is chosen

randomlyby .

S imi la r ly,    can  compute  ˆ ,D D
m m

Ç









 .  F ina l ly,  fo r  j j m

l
≠ , ,    computes

x x x x x x h z z y x h z
j

n

j j m
j j m

n

j j j k j m j kl

l

l l l l l l
= = + + = − + +

= ≠
∑ ∑
1

1 2
,

'
,

'
, 11 2
z y x x x x

j
j j m

n

j j m
j j m

n

jl

l

l

l

+ = + +
≠ ≠
∑ ∑
,

' '

,

.

Now, cancomputeD g v x
0
= − −α whereviscalculatedwhilecomputingsecretkeycomponents

forT
R

likeintheoriginalschemeandaisalreadyknownto .

4. ChallengePhase:Inthisphase, submitstwochallengekeywords, w w
0 1
,{ } ofequallength

andif hadaskedforthesecretkeycorrespondingtoTinphase1suchthat ξ ξ
0 1
 T T∧( ) 
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thenw0shouldbeequaltow1.Now, tossesafaircoinbandencryptsw
b

usingtheattribute

set ξ
b

bysettingC gz z

0
3 4= + ,C e g gz z

1
3 4= ( )+,

α
whichimpliess z z= +

3 4
. generatesthe

ciphertextcomponentscorrespondingtoξ
PN

andξ
HN

asintheoriginalgameandtheciphertext
componentscorrespondingtoHIDattributesinξ

b
aregeneratedinthesamemannerasIND G

l
− 

with the exception that the components ˆ ,
, ,C C
j k j k
l l

l l

Ç










 are computed as follows:

ˆ
, ,

,
, ,

C B g
j k j k

a
r

z z
h

l l l l

jl kl
jl kl jl kl= ( ) = ( )1 4  andC B Zj k j k

b
s r

h

l l
l l

jl kl
jl kl jl kl

Ç

, ,
,

,
,= ( ) =

−

 without knowing z z
1 4

 and

z z
2 3

.IfZ gz z= 2 3 thenthecomponentsarewell-formedand isinthegameIND–Gl,otherwise
 isinthegameIND–Gl+1.

5. Phase2: cancontinuesecretkeyquerieslikeinphase1.
6. GuessPhase:Here, outputsb ' asitsguessforbitbandgivesitto andthedifferenceof

probabilitythat guessesbcorrectlyinIND–GlandinIND–Gl+1isnegligiblebecauseif
Z gz z= 2 3 then isinthegameIND–GlandifZisrandomthen isinthegameIND–Gl+1.
ThisimpliesdistinctionofIND–GlandIND–Gl+1leadstothedistinctionofdecisionlinear
challengewhichisaknownhardproblem.

Storage and Computational Cost Analysis
Thissectioncomparesthestorageandcomputationalcostoftheproposedschemewiththeexisting
keypolicyattribute-basedkeywordsearchschemes.

AsshownintheTable3,intheproposedschemethesizeofthesecretkey,theencryptedindex
andthetrapdoorvariesproportionallywiththenumberofattributeslikeinthesimilarexistingschemes
exceptintheschemeproposedbyMamtaandGupta(2019a)wherethetargetwastomakethem
independentofthenumberofattributes.Therefore,withrespecttoperformancenothingremarkable
hasbeenachievedbuttheauthorshavemanagedtoincorporatephenomenalfeaturesliketheproposed
schemecantracethesecretkeyabusers,thusensuresaccountabilityandalsoitcanhandletheevent
ofuserrevocationefficientlybydelegatingthecomputationalintensivetaskstothecloudserver,thus
reducescomputationalburdenoverthedataownerandthetrustedthirdparty.

Performance Analysis
Toevaluatetheperformance,theauthorshaveimplementedtheproposedschemeinJAVAusing
Netbeans-8.1IDEandjavapairingbasedcryptographylibrary(JPBC)(Caro&Iovino,2011)ona
64-bitwindows-10systemwithIntelcorei3processor2.00GHzand4GBRAM.InJPBCtoinstantiate
BilinearmapwehaveusedTypeApairingconstructedonellipticcurve,y x x2 3= + overafield
F
q

,whereq mod≡ 3 4 issomeprime.InthispairingbothG1andG2arethegroupofpointsfrom

E F
q( ) andhenceitiscalledsymmetricpairing.Thesizeofthebasefieldissettobe512-bitwhich

offersasecurityequivalentto1024-bitDLOG(Caro&Iovino,2011)andtheorder,pofsourcegroup
GandtargetgroupGTissettobe160-bit.Todemonstratetheperformance,theauthorshavevaried
thenumberofattributesintheattributeuniverse,theaccesspolicyandintheset ξ from10to50
withasteplengthof10andineachsteptheexperimenthasbeenexecuted10timestofindtheaverage
timetakenbyeachalgorithmwhichislistedbelowinTable4.

FromTable4, it isobserved that therunning timeofall thealgorithmsvaries linearlywith
thenumberofattributesasallof thealgorithmscontaincomponentsproportional tothenumber
ofattributes.Forthebetterdemonstrationoftheexperimentalresults,theauthorshaveplottedthe
averageexecutiontimetakenbyeachalgorithmagainstthenumberofattributesinFigure3.
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Table 3. Comparison of storage and computational cost with similar existing scheme

Scheme Algorithm Storage Cost Computational Cost

Zhengetal.(2014)

KeyGen 2N G( ) 3NE NH+

GenIndex ξ +( )3 G ξ ξ+( ) +4 E H

GenTrap 2 2N G+( ) 2 2N E+( )

Search 2 2ξ ξ+( ) +P E
T

Lietal.(2017)

KeyGen 2 4 1N G Z
p

+( ) + 2 6N E+( )

GenIndex K G G
T
+ +( )ξ 2 ξ +( ) + +2 2E KE KH

T

GenTrap 2 2N G+( ) 2 1E H+

Search 2 2 1ξ ξ+( ) + +P E H
T

Amerietal.(2018)

KeyGen 2N G( ) 2 1N E NH+( ) +

GenIndex ξ +( ) +3 1G Z
p

ξ ξ+( ) + +( )4 2E H

GenTrap 2 1N t G+ +( ) 2 1 1N t E t H+ +( ) + +( )

Search 2 2ξ ξ+( ) + +P E tE
T

Mamta&B.B.
Gupta(2019a)

KeyGen 1 3Z G
p
+ 3 1E H+

GenIndex ξ + +( )3 2U G ξ +( ) + +( )6 1E K H

GenTrap 6G 7 1 1E P H+ +

Search ξ +( ) +2 6E P

ProposedScheme

KeyGen mN mN G Z
p

' ''+ +( ) +3 1 1 mN mN E E
T

' ''+ +( ) +4 1 1

GenIndex m m G G
T

ξ ξ'+ +( ) +′′2 1 1 m m E E KH
T

ξ ξ'+ +( ) + +′′2 1 1

GenTrap mN mN G Z
p

'+ +( ) +′′3 1 1 mN mN E KH'+ +( ) +′′3 1

Search m m P E E
T

ξ ξ ξ' '+ +( ) + +′′3 1 1

Notations used in Table 3:
G - Source group; GT - Target group; K - # of keywords; H - Hash operation; Zp - Group of integers of prime order, p P - Pairing operation in Bilinear 

Maps; E - Exponent operation in Source group ET - Exponent operation in Target group; N - # of attributes associated with access policy ξ −  # of 
attributes associated with users; ξ '−  # of public normal attributes associated with users
ξ ''−  # of hidden attributes associated with users; N '−  # of public normal attributes associated with the access policy; N ''−  # of hidden 

attributes associated with the access policy; m - # of possible values an attribute can take
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Figure3-a)showstheaverageexecutiontimeofKeyGenalgorithmanditcanbeobservedthat
theaveragetimevarieslinearlywiththenumberofattributes.Thereasonforthislinearrelationare

thecomponents, Di i Lr
� �� �

and
� � �D D Dj j j j AttH
, ,

'
� �

� � whichdependsuponthenumberofattributes

(publicnormalandhiddenattributesrespectively).Figure3-b)showsthattheaverageexecutiontime
of GenIndex algorithm also increases with the increase in number of attributes because of the

components, C
i k i k vPN i
, ,

{ }
∀ ∈ ≤ ≤ξ 1

 and ˆ ,
, ,

,

C C
j k j k

j k vHN j

Ç









∀ ∈ ≤ ≤ξ 1

 which varies with the number of

attributes.Also,theaverageexecutiontimeshowninFigure3-c)and3-d)isdirectlyproportionalto
thenumberofattributes.Thetrapdoorisgeneratedusingsecretkeywhichvarieswiththenumber

Table 4. Average execution time (second) of the proposed scheme (# of attributes in attribute universe, access policy and the 
set ξ  are kept same and m is set to 1)

# of attributes 10 20 30 40 50

KeyGen 0.812493 1.672628 2.449628 3.181871 3.967871

GenIndex 1.0353108 1.336525 1.745529 2.051441 2.324317

GenTrap 0.597493 0.917628 1.20123 1.586872 1.803499

Search 0.4749731 0.68453 0.957417 1.175047 1.312767

Figure 3. Average execution time of the proposed scheme
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ofattributesandthusGenTrapalgorithmtimewillalsovaryinthesameway.IntheSearchalgorithm,
thenumberofpairingoperationsandtheexponentiationoperationsinthetargetgroupincreaseswith
theincreaseinthenumberofattributeswhichcausesthelineargraphshowninFigure3-d).The
asymptoticcomplexitiesshowninTable3exactlymatchesthesimulationresultsshowninTable4
andFigure3,thusensurestheproposedschemeiscorrect.

CONCLUSION

In thispaper, theauthorshavedevelopedasecurefine-grainedmulti-keywordschemeusingkey
policydesignframework.Theproposedefficientlyhandlesuserrevocationusingproxyandlazy
re-encryptiontechniques.Sinceintheproposedschemetheaccessrightisassociatedwiththesecret
keyoftheusersoanyusercanmisusehis/heraccessprivilegebygivinghissecretkeytootherusers.
Inordertokeepacheckonsuchuserstheauthorshaveaddedtraceabilityfeaturewheresuchkey
abuserscanbetraced.Finally,theauthorshaveprovedthattheproposedschemeissecureagainst
selective chosen keyword attack under Decisional Bilinear Diffie-Hellman assumption and also
provedthattheciphertextgeneratedduringnormaloperationandduringtraceactivityarecompletely
indistinguishableunderDecisionLinearassumptionintheselectivesecuritymodel.Infuture,the
aimistoreducethecomputationalcostandmakeitindependentofthenumberofattributesinvolved.
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