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Abstract—The rapid growth of online social networks (OSNshas
brought a revolutionary change in the way geograplually
dispersed people interact and cooperate with eactther towards
achieving some common goals. Recently, some new way ad-
hoc cooperation have been demonstrated during theulricane
Irene and the earthquake in Japan. In such emergencsituations,
OSNs have already taken a significant role as alteative social
media that support altruistic information sharing and
cooperation among people. However, existing coopéian
approaches have not been well-organized and are hiy
vulnerable to security threats such as a disclosur®f users’
identities and the leakage of other private data de to the lack of
secure cooperation mechanisms. To support secure cheffective
cooperation in OSNs, in this paper, we propose thé&ocial
CRIiBAC (Community-centric Role interaction Based Acess
Control) model, which extends the existing CRIBAC radel [1]
for use in OSNs to support cooperation among user3.o verify
the feasibility of the proposed model, we have impmented a
prototype application on Facebook and demonstrate ts
applicability with two working examples.

Keywords- Online Social Network, Community, Cooperation,

Anonymous Member, Temporal Sharing, Property-based Access
Control

. INTRODUCTION

The rapid advances in networking technologies hav

significantly enhanced the level of connectivity dan
interactions among people around the world. Itressilted in
the explosive growth of online social networks (G$Buch as
Facebook and Twitter. People advertise themsetaake new
friends, and maintain their relationships througSNs.
According to Facebook’s statistics [2], 1 in ev&fypeople on
earth uses Facebook, with over 750 million usenserCB75
million of them (over 50%) log in every day and sgever
700 billion minutes per month there.

The rapid growth of OSNs has significantly influedc
human lifestyles, especially in the patterns of samication
and cooperation. Since OSNs can provide a huge pbol
manpower and support quick diffusion of informatithrey can
be a basis for immediate and effective cooperatiomong
people. These OSNs allow a large number of usexs avh
globally dispersed to connect to each other, thusyiding an
unprecedented opportunity to enhance the level amfiab
cooperation towards achieving some common goatsfadt,
several real cases support this claim. In somentegaergency
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situations related to natural disasters, OSNs harewided
huge support for global level social activities. &dhHurricane
Irene occurred and tsunami hit Japan, the OSN &ased
critical information about Irene’s path and evamratplans,
and also warned residents about possible damagek [the
immediate aftermath of the earthquake and tsunandapan,
most of the infrastructure was destroyed and mabfienes
were largely silenced. In such a disaster situat@8Ns such
as Facebook and Twitter took the place of traditionedia and
communication infrastructure to report the updateas and
became the best link between worried family memtzard
their friends and loved ones [4]. To help the widi more
concretely and in an organized way, aid organiratialso
rushed to use OSNs to be aware of real situatiehgeople
know what victims need, and recruit volunteers. As
example, the Red Cross raised relief funds via féwib assist
tsunami victims around the Pacific Rim. In addifidgrpiloted a
new program to engage digital volunteers on Twitterelp the
victims with rescue and recovery efforts during titeme Irene
[5]. It posted the requirements and recruited vidars through
these digital infrastructures. Thus, OSNs have gadayn
important role in emergency situations not only as
alternative media that collects and spreads vatuabl
information, but also as an effective way to gatheople and
encourage them to cooperate with each other toeaeha
gommon goal.

There are also several other application scenaritish
show us the usefulness of cooperation through OBBsently,
many people are using Twitter to find their losttspdy
broadcasting information about them [6][7]. Anotleaample
is from the healthcare domain where the use of &NO
resulted in an immediate cooperation among peole g
medical doctor who works for Emory Healthcare reedia
tweet from a person named Matthew about an emeygenc
situation involving his grandmother. A medical team
communicated with Matthew via Twitter to instruainhto give
first aid while emergency transportation was besmganged.
The doctor said, “Without the quickness of sociadm, the
helicopter may have never been dispatched”.

As seen in the aforementioned examples, OSNs have a
enormous potential for helping people by supportiggamic
and real-time cooperation among users. Althoughesoeal
cases show significant promise for success, itoisaasy to
guarantee effective and secure cooperation iniegi<DSNs
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due to the lack of a suitable cooperation model and
appropriate security model integrated with it foN&s. To
date, cooperation among OSN users has been achiresedad
hoc manner only. Without a cooperation model andN®S
systematic support, it is difficult to expect sussfel
cooperation in OSNs. Furthermore, the absence abde
security model for cooperation in OSNs can bring\®@%o a
serious security crisis. As an example, allowingeases to
private information and resources during coopenatiay raise
serious privacy and security/safety problems. Toilifate
immediate and secure cooperation in OSNs, in thjEep we
propose an access control model which meets therigec
requirements for OSNs and support effective andursec
cooperation among users.

The paper is organized as follows. In Section 2 present
our motivation using two examples and identify geeurity
requirements for secure cooperation in OSNs. Ini&@e8, we
propose a community-centric access control modelOBNs
called Social CRIBAC and present an OSN employing t
proposed model. To illustrate the feasibility amagtical use of
the proposed model, in Section 4, we demonstr&tacabook
application and show how it meets the security irequents
identified in Section 2. In Section 5, we discuskted work,
and finally, we present the conclusions and futwak in
Section 6.

II.  MOTIVATION

From ancient times, people have been cooperatirly wi

each other to cope with difficulties. Recently, GSKNave
promoted cooperation among people as we can sk ireal
cases mentioned earlier. In this section, we ogernexisting
cooperation approaches in OSNs using two examgleasios
and discuss its limitations and derive the secuetuirements.

A. Motivating Examples

For better understanding of our motivation, we dbsdwo
motivating exampleDisaster ReliendFinding a Lost Child
Both show emergent situations that require immediaell-
organized, and secure cooperation among OSN users.

many helpers, the lack of vital aid may lead toadufe in
rescue work.

2) Finding a Lost Child: As we mentioned earlier, there
several real-world examples where OSN users have
cooperated to find lost pets [6][7]. With regardsfinding a
lost child, however, we must show proper discretioposting
information of a lost child in public. Let's assuraemother
has lost her daughter at a children’s festival lweld crowded
place in a city. She posts her daughter’'s photoidetity on
an OSN to receive help while she is waiting forigahen to
arrive (F1). Some of OSN users who are near theead see
the post may try to find the lost child (F2). Ifnseone finds
the lost girl, he or she can take care of the gl let her
mother know via the OSN (F3). Broadcasting the Mgislfs
information and photos may help to find her buniy cause
very serious security and safety problems also hé t
information is seen by bad people.

B. Limitation of Existing Cooperation in OSNs

As can be seen in the examples above, the OSNsbhrdo
promote cooperation among users by spreading irtom
quickly. However, cooperation achieved in such OSBlisms
to be ad hoc in nature and support provided by OfNsuch
cooperation is limited. Furthermore, its vulneripito security
threats is a barrier to further progress. In tlestisn, we
identify the limitations of existing cooperation @SNs as
follows.

1) Limited help:When a user posts an urgent message on
an OSN, the message is visible to only some usérs ave
connected to him, for examples, his friends, freenéifriends,
and followers. If he opens the post to the pubtiore people
who randomly visit his page are able to see thémpseven if
they do not have any social relationships with hiHowever,
there is no way to let others who are not relatediim and
also never visit his page know about his emergesitcyation.
In other words, he is unable to receive help frbent, even if
one of them is the most suitable one who can ginedome
vital help immediately. We therefore need to findvay to

1) Disaster Relief Many people need an immediate help make the best use of manpower in OSNs more eftdgtiv

in disaster situations such as hurricanes, earkeglaand a
terrorist attack. To rescue victims quickly andeefively, it is
required to provide well-organized and practicallphe
immediately. Let's assume that a man is injurec idisaster
situation. He posts on an OSN using his mobile phmnask
for help (D1). Many people who see the post spiieaal let
more people know his urgent situation and somentekrs go
out to rescue him (D2). Shortly afterward, othectims
including a seriously injured woman also ask fdphie many
different places simultaneously (D3). To rescue naany
victims as possible, the most suitable rescue tshould be
organized for every victim. To do so, it is necegsa form a
cooperative group of volunteers who are close ¥actm and
are capable of giving necessary aid including neddaed. If
volunteers flock to a few victims who have posteilier,
other victims may not be rescued. Even though &nvibas

2) Naive cooperationAs we pointed out in th®isaster
Relief example, the lack of cooperation mechanism mag lea
to failure in cooperation. In the D3 situation, mavictims
shall be confronted by death if rescue teams atewsd-
organized based on helpers' locations and abilitieaddition,
in the F2 situation, the mother may be able to fimet
daughter more efficiently if the search areas twhevolunteer
can be assigned based on the volunteers’ locafidresefore,
to ensure the success of a cooperation in an usjestion it
is necessary to have a suitable cooperation modathw
supports well-organized cooperation among OSN users

3) Vulnerability of private information and dat# urgent
situations, a user seeking prompt help may rustshare
private information and data with unknown peoplehaut
configuring proper privacy settings. However, such
indiscriminate sharing may raise serious security privacy
problems. For examples, in D2 situation, it may be



inappropriate to share the victim’s medical recaith other
volunteers, except for a particular helper who giae medical
aid, due to the possibility of misuse. Similarly,is risky as
well as useless to share the lost girl's informatiwith
bystanders. From the perspective of the voluntemrme of
them may not want to reveal their private inforrmatsuch as
location and participation. Their concern aboutwvacy may
make them unwilling to help people. To remove such
concern, a cooperative group should be formed witly
necessary and trustworthy users and sharing of thaiate
information should be properly controlled.

C. Security Requirements for cooperation in OSNs

As discussed above, the existing OSNs do not hawpost
for enabling a more structured, goal-driven coojp@neamong
users. Moreover, the ad hoc cooperation that oatamshave
severe security and privacy vulnerabilities thagate barriers
to their practical use. Especially, their vulnelitibs create
concrete barriers to their practical use and dffeoess. In the
existing literature, many researchers have spdci§iecurity
objectives for OSNs to protect users’ informati@f{10], and
derived security requirements such as anonymitysqoel
information/data protection, consistency betweerNQ&ers
and real-world users, high availability of servigesd data in
OSNs, and so on [10][11]. In this paper, we focash® access
control requirements. Researchers have identified unique
requirements for access control in OSNs as follows.

1) Consideration of social relationshiil, 12, 13, 14, 15] —

The access control models/systems must be ablentoot

2) Anonymous cooperatior- The OSNs must guarantee
anonymous participation in a community of usersesgh
necessary, and also facilitate sharing of
anonymously for privacy protection.

3) Time-based controt All of shared resources and granted
permissions for cooperation must be valid only rmiyri

cooperation. When a community is disorganized or a

member is no longer available, all permissions ifer
cooperation must be revoked immediately.

I1l.  ACCESS CONTROL MODEL FOR EFFECTIVE AND SECURE
COOPERATION INOSNs

To meet the requirements for secure cooperatioDSNs
including general security requirements, in thistisa, we
propose an access control model, called Social 8RjBvhich
allows well-organized and secure cooperation in ©%Kd
provides two case studies based on the motivatkagnples
introduced in Section 2.

A. Preliminaries

Before we propose Social CRIBAC, we first introdube
CRIBAC (Community-centric Role interaction basedcéss
Control Model) [1], as the proposed Social CRiBA®dal
extends it into the domain of OSNs. CRIBAC aimsutpport
secure cooperation within a community, as wellndsractions
between highly heterogeneous and decentralizedtsagén
CRIiBAC, a community is dynamically organized to ieofe its
goal. It adopts the community computing model (CQW)] to
create a community with only eligible agents ansbahelps

accesses based on the social relationships amomy Oqcilitate efficient cooperation by employing ausition-aware

users.

cooperation model. In addition, it incorporateserattion

resources

2) Fine-grained control[11, 14, 15] — The access control permissions and community-related entities: suctsasety,
models .Should be able to Independently prOVIdena fi Community’ Community ro|e, and so on, in order tmtool
granularity of control on personal information atal accesses to agents’ own objects, tasks, and atjemselves

3) Individualized policied16] — The access control models during interaction and cooperation. Fig. 1 illutsathe basics
of the CRIBAC model.

should allow individualized policies for each usather
than one system-wide policy.

4) Sticky policy with the users’ dafd1][16] — The access
control models should allow specifying a stickyipgplfor
each data item.

5) Interoperability[11] — The access control policies should
be usable across multiple OSNs.

6) Users and users’ policies as the target of confidl, 15,
16] — The access control models should be capable o
controlling the activities on other users and tbeeases to
their policies.

7) OSN'’s behavior contrdl16] — The access control models
must be able to control the OSNs’ behavior as asll
OSN users’ behavior.

...................

Figure 1. CRiIBAC Model
In CRIBAC, an agent has its own resources, contextd
tasks. An agent’s resources are a set of objedthwvidelong to
the agent and access to them is controlled byabant. An

So far, there, however, exists no approach thasiders
cooperation among users. In this paper, we identiifg
requirements for secure cooperation in OSNs asvisl|
1) Organization of a community which consists of blagi

users only- To prevent unnecessary sharing of member

private information and resources and follow thieqple

of least privilege, a community must be organizethw

only eligible users and the members’ resources |dhme

shared with only particular members who need th
resources to cooperate with other members.

agent also has its own contexts that capture specif
information such as status and identification, amawn tasks
Jo show what kinds of work it can do. An agent panticipate

In one or more communities by assuming various camiy
roles CR. A communityc consists of necessary CRSRy),
participating agents A)), and its context QONT,) which
epresents information related ¢osuch as its type, creation
ime, and information about members. A communitpety



specifies its goal, necessary rol&R), and a set of policies to [17] that describes members’ tasks according tonansunity’s
assign agents to a CRERA. According to CRA policies, a situation, and 5) policiex<(POL). A community has two types
community invites suitable agents for each CR &ed tselects  of policies: the access control polioy.AP) and the recruiting
the most appropriate agents based on their contextdasks. policy (c.RCBH. The access control policy is used to authorize
After receiving an invitation, every agent mustidecwhether accesses to the properties of other members anc¢hdting

it can participate or not. This decision is madealyinvited policy specifies the eligibility rule for each comanity role.

agent itself based on its ability and preferenéeanl agent
accepts the invitation and is finally selectedassumes the
suggested CR and starts cooperation with other rmemfihe
CR is revoked from a member agent when the commiumit
terminated or it leaves the community.

A society represents an OSN supporting secure
cooperation, and it also has four properties: htextis CNT)
such as the number of users, 2) Tadi&K) that represent an
OSN'’s services to promote social activities amosgrsi such
as displaying of friends who are online and notifyifriends’

To control interaction and cooperation among agests recent news, 3) resourceRSG) that are available to all the
well as accesses to objects, CRIBAC defines twagsypf users, and 4) policie®QLs) that are enforced on all users; for
permissions: traditionabbject-oriented permissio®©PRMS  example, users who are under age are prohibitestdess to
and interaction permissions The interaction permissions the contents tagge@dult only. A permission consists of an
include the resource-oriented permissioB®RM$, the role-  operation and one or more objects. In Social CRiB¥Zious
oriented permissions RPRMS, and the task-oriented properties can be a target object. According totypes of the
permissions TPRMS. A sprmsis a permission that allows object, the permissions are categorized into fipes$:context-
access to agents’ resources. HTms is a permission that oriented permission(CP), tasks-oriented permissiofTP),
allows a subject agent to carry out its task ontlarotarget resources-oriented  permission (RP), policies-oriented
agent. Atprmsis a permission that allows a subject agent tgermission(PP), andusers-oriented permissiofP). A user
command a target agent to perform a task of tigetaagent. can have a permission through the permission assghPA).
Interaction or cooperation among agents can beodméid only A community member who participates in a commuraigy
if they have corresponding interaction permissioB@me have the required permissions to cooperate witlersttby
permissions are parameterized based on roles. Thaking a community role QRA because all necessary
parameterized permissions should be should be exhddalsed permissions are assigned to the CR through the CPA
on the parameter values associated with the realtagvho are  assignment. The formal definition of Social CRiBAgCshown
assigned to the corresponding role, after theasségnment. in Table I.

B. Social CRIBAC

Existing CRIBAC model does not fit OSNs due to khek
of consideration for unique characteristics of OSiNthough it
has a definite advantage of ensuring secure irtena@nd
cooperation. To guarantee secure cooperation insQBNhis =N
paper, we propose a property-based access conwdelm  rsc
called Social CRIBAC, which meets the security iegaents
identified in Section 2.

\

In Social CRIBAC, a user has four types of projstil)

contexts ¢.CNT) which represent a usais status such as age, L —> 1: N relationship
sex, job, reputation, and social relationshipsta&ks (. TSK S A N N2 has Relation
which u can carry out in an OSN such as data uploading and Figure 2. Social CRIBAC

posting messages, 3) resourceRGQ which u creates in his Social CRIBAC meets the security requirements fmeas

private space in an OSN such as photos and posamgs4)  control in OSNs, which includes not only generacess
policies (1.POL). The user policies have two types: the accesgynirol but also cooperation control. We ~presenw Hbe

control policy (U'A.Q gnd the .filtering p.olicy L('FP).' The proposed model satisfies the requirements desciib&ection
access control policy is to decide authorized uterisis own 5 qetails.

properties while the filtering policy is to filteunwanted 1y consideration of social relationship In Social CRIBAC,

conftents out from all of authorized contents usihigp interpersonal relationships are represented in ersus
preferences. contexts and also used for making decisions onsacce
A community is a mission-oriented cooperative grafp requests as one of the criteria.

users who are eligible and willing to cooperatehwitther ~2) Fine-grained control— Each property items including
members. As an occasion demands, a community is Private information and resources can be separately

dynamically created and terminated when its goakhieved. specified and controlled at a fine-grained level. .
A community has five properties: 1) contextsQNT) such as 3) Individualized policies- Each user has his own policy
community goal, 2) taske(TSK such as community creation (userpolicy).

and termination, 3) resourcesRS@ shared with members, 4) 4) Sticky policy with the users’ data The access control
a cooperation o.COP which describes cooperative process  Policy of a user is used for specifying sticky pts on the
among members using the situation-based cooperatumtel user’'s own properties.



5)

6)

7

8)

Interoperability — Social CRIBAC can be used in many 9) Anonymous cooperatioh Social CRIBAC allows a user to
different OSNs since it considers not only socralpdy but participate in a community under an alias to protec
also diverse properties which users and commuriiaes. members’ privacyAnonymous participation In addition,
Users and users’ policies as the target of controllo members share their private information and ressuly
control the accesses to other users and theirigsliSocial posting/uploading them on a community space whidl o
CRIBAC uses the user-oriented permissions and the authorized members can access. By doing this, msmbe
policy-oriented permissions. do not need to establish social relationships betvteem
OSN'’s behavior control A user can control an OSN'’s to share their resources so it is hard to iderttify real
service and control behavior by having own filtgrin owners of the community resourcéspnymous resoure
policy and the task-oriented permissions for OShi&ks. 10) Time-based restriction — All permissions on a
Organization of a community which consists of blai community’s properties is valid only while the conmmity
users only- Using the recruiting policy, a community can is alive and an authorized user is available.

have only eligible users.

TABLE I. FORMAL DEFINITION OF SOCIAL CRIBAC

Definition Description

CNT |CNT;U CNTcU CNTy The set of all possible contexts which represer®8N CNT;), communitiesCNTc), and usersGNTy). e.g., in Facebook,

CNT, ={Basic-Info, Friend, Family, Edu, Work, Philosoplyts, Sports, Activities, Contact,}...

TSK |TSKUTSK U TSK, The set of all tasks that an OSRSK), its communitiesTSkc), and usersTSK;) can carry out within an OSN.

RSC |RSGURSGU RSG The set of all resources that a soci®$(), its communitiesRSE), and usersRSG) own in an OSN. A resource can

have a set of attributes and we use dot notatioepiesent attributes associated with a resousceaf). Formally, RSG =
{c.RSC| 1<i > m where ce C}, RSGQ = {u.RSC|L <j > n where ye U}. e.g). In FaceboolRSG ={Wall-posting,
Photo, Video, Nofe u.RSC.Photo={Phot$ 1 < k> p where Photo.att{Date, TaggedPersh,

u;.Photo. TaggedPerson="Jane

POL |POLUPOL:UPOL, [The setof all policies of an OSIRQLy), communitiesPOLc), and usersROLy).

<U.CNT, u.TSKUu.RSC | A useruin U has own contextsi(CNTO CNTy), tasks §. TSK/ TSK,), resourcesRSC/RSG), and policies.POLO
u.POL> POLy). Formally,u.POL= u.ARJ u.FPis a set of access control policies for a uséPis a set of access control policies
on a useu's properties. Formallyy.AP. cond~> PA, wherecond, is a property-based user predicat&P is a set of

filtering policies of u, formally, u.FP: conc. = hide(contentswherecontents { CNTRSC|TSL}and(u,content) € PA.

CR The set of all community roles in an OSN. Each pseticipating in a community has to take one oretRs, but allCRs
should be revoked from members when the commusigriminatedCR: is the set o€Rs involving in a communitg.

Uc U.cu The set of users who participate in a commuajigalledcommunity member.

Uer U,c U The set of users taking a community role

OBJ |OBXntU OBJrscU The set of all target objects 6PS which should be protected from unauthorized aces

OBX&ksU OBXFoL UOBJy

OBXnr | OBXnt € CNT The set of all contexts that can be accessed big.use

OBJrsk | OBJrsk € TSK The set of all tasks that can be a target objeattask-oriented permission.

OBX sc| OBksc € RSC The set of all resources that can be accesseddny.us

OBXoL | OBJo, € POL The set of all policies that can be accessed bisuse

OBl |0OBlL cU The set of users that can be an object of a uspertion.

OP< The set of all applicable operationsOBJ.

CP OPSx OBXnr The set of all context-oriented permissicBB; is a set of alCPs whose target contexts are the contexts of a cantyn
Formally, CP= OPSxc.CNTwherec.CNTU OBXnt. CP, is a set of alCPs whose target contexts are the contexts of g
u. Formally,CP,= OPSxuCNTwhereu.CNT [0 OBXnr.

TP OPSx OBJrsk The set of all task-oriented permissiohBe= OPSx c.TSKwherec. TSKO OBJskandTP,= OPSxu.TSKwhereu. TSKCO
OBJrsk.

RP OPXOBXksc The set of all resource-oriented permissi®tid= OPSxc.RSCwherec.RSC//OBkscandRP,= OPSxu.RSGvhere
uRSC/JOBXksc.

PP OPS<OBJ o, The set of all policy-oriented permissions, calletr Admin Permissignvhich allow users to admin other users’ policies.
PP.= OPSxcPOL wherec.POL //OBJo andPP,= OPSxL.POL whereu.POL //OBJo.

UP OPS<OBJ, The set of all user-oriented permissions whicbvesla user to carry out its operation on a target.WP.= OPSxU, where
U, O U andUP,= OPSxuwhereu O U.

P CPUTPURFUPPUUP | A set of permissions in an online society.

PA {CPAUTPAURPAUPPA | A many-to-many user to permission assignment melahip, where BASUxCP, TPACUxTP, RPACUxRP, PPA

UUPA} € UxP CUxPP, and UACUxUP. PA= CP.UTP.URRUPPUUUP: is a set oPAs whose target objects are a commuaisy

propertiesPA,= CP,UTR,URF,UPF,UUP, is a set oPAs whose target objects are a w's properties

CRA A many-to-many user to community role assignmelatimnship, wher€RAC UXCR. CRA= UxXCR..

SS The set of all sessions created for users in @d.0S

S <CNT,TSK,RSGPOL;, | A CS-OSNsrepresents an OSN and it has a set of societgxBnENTL CNT), a set of society task¥$KL] TSK) a set

C, U, PA> of society resourceRSGU RSQ, and a set of society policieBQLs[] POL), a set of communitie<], a set of usersJ),
anda set of permission assignment relationstPA).

<c.CNT, c.TSK, ¢.RSC,| A communityhas a set of community contextsGNTJ CNT), a set of community tasks.TSKJ TSK), a set of community
¢.COP, ¢.POL, c.CRA |resourcesd.RSC] RSQ, a cooperative process.COP), a set of user assignmentsdB. (c. CRA=CRxU,), and a set of
community policies¢.POL={c.AP U c.RCR [ POL). c.APis the set of access control policies for a comitgur's
properties. Formally;.AP: cond-> PA. c.RCPis the set of recruiting policies for Formally,c.RCP: cond-> CRA
whereCRA; € CRA c.COPis specified as a partially ordered set of comityumembers’ taskd .. TSK TSK)). Formally,
c.COP ={S: (U.TSK,9)| 1<i <n}.




C. Secure Cooperation-supporting OSN (SeCON)

RPAus,(write, c1.childldentity& childPhota& searchResul) &
TPA(us, (requestclterminateCory)

A SeCON is an OSN which supports prompt and SECUrRp - has cntus CRs3 c1.police) >

cooperation among users by employing Social CRiBA&Ca

SeCON, every user who is willing to give and/oretdhkelp

through communities must let the system know halability

and preferences by setting his corresponding ptiesesuch as
location, job, online status, and access contrdicigps in

advance of actual cooperation. Fig. 3 presentsvbeview of a
SeCON.

-

O : User ——: Social Relationship ¢ > : Community

Figure 3. Overview of SeCON

If a user needs help, he has to inform a SeCONiof
situation and desire. To help him, the system firstates a
community space and then recruits the most eligénhel
suitable users based on their properties accordoga
community’s recruiting policies c(RCB. After having all
necessary members, a SeCON grants the requiredspams
to each of the members according to a communitgtess

RPA(us,(read, cl.childldentity& childPhota& helperlocation)&
RPAu,, (executecl.searchAred) &
TPA (us, (requestcl.terminateCon)

— APs: has cnt(u,. CRs> cl.helpel) >
RPAus, (read cl.childldentity& childPhot& searchAred) &
RPA(us, (write, cl.helperlocatio& searchResul}

— RCP:: has cnf(us.affiliation="Police’) > CRA(us,cl.Police
— RCPR.: has cnf(us.locatiorn= the place where a mother lost a
child) & has cnf(us.reputation> the required reputation>

CRA(us, c1.helpen}

2) Disaster Relief:

c2=[(goal, Rescue a patient who has cardiac dis¢ase
{createComterminateCorf { patientMedicalHistoty
patientLocationpatientMedicalSituatioyfirstaidinstruction
rescueSituatiop { Si, S, S, Sy}, { AP, AP, APs,}, { RCR,
RCR}, {(parent P1), (cardiologistD1), (helper{H5,H6})],
where

- S;: patientcreateRS(E2.RSCpatientLocatiol patient
MedicalSituatiof

h S helpercreateRS(@2.RSCpatientMedicalSituation

S;: cardiologistcreateRS@2.RSCfirstaidInstruction

— S;: rescueSituatiorr” Rescuetl > Termination

— APy has cnt{us.CRs>3 c2.patien) >
RPAus, (write,c2.RSCpatientLocatio® patientMedical
Histoty) & TPA(us, (requestc2.terminateCorj)

control policies ¢.AP) to ensure successful cooperation. FOAP,: has cnt(u. CRs2 c2.helpe) >

achieve a common goal, all the members undertalan dasks
and cooperate with each other according to a catiper

RPAu,, (read, c2 patientLocatiol) &
RPAus, (write, c2.patientMedicalSituatio)) &

process ¢.COB). After achieving the goal, the community is Tpa (u,, (requestc2.terminateCon)

dissolved and all permissions which relate to theperation
are revoked. By employing Social CRIBAC, a SeCOMNlie
to guarantee the security and privacy protecti@uirements
not only in ordinary cases but also during coopanaby
supporting organization of a trustworthy communityh only
eligible users while supporting anonymous coopenatnd
time-based sharing.

D. Case Studies

In this section, we describe two communities byngssocial
CRIBAC based on the motivating examples.

1) Finding a Lost Child:
cl = [(goal, Finding a lost child,{ createComterminateCorh
{ childldentity; childPhotq helperlocation searchAreasearch
Resulk, { S, S, S, S}, { APy, APy}, { RCPR, RCRY, {( parent
Alice’s mon), (police, P1), (helper{H1, H2, H3, H4})], where
- S;: parentcreateRS@1.RSCchildldentity & c1.RSCchild
Photg & helpercreateRSGlocation c1.RSChelperlocation
- S policecreateRS@1.RSCsearchArea
— SyhelpercreateRSE1.RSCsearchResujt
- S, searchResutt “Found”™> Termination
— APy has_cnfus.CRsacl parend->

— AP;: has cnt{us.CRs3 cl.cardiologis) >
RPAu,, (read, c2 patientLocatiod patientMedicalHistot§
patientMedicalSituation&
RPA(us, (read& write, c2 firstaidlnstruction))

— RCP:: has cnf(us.affiliation="Cardiologist) ->
CRAug,cl. cardiologisd,

- RCPR: has cnf(us.locatior= the place closed to a patigr&
has cnt(us.reputation> the required reputation>
CRAu;, c2.helpen}

V.

In this section, we demonstrate a SeCON applicaition
Facebook, called SeCON app, and present how itostgop
efficient and secure cooperation among users bggutiie
working example based on the ‘Finding a lost chélcénario.

IMPLEMENTATION

A. Facebook Application of SeCON

We have implemented a prototype of SeCON app wisich
a Facebook application that guarantees secure e
among the Facebook users. As a test bed for eirgduatir
work, we chose Facebook to take its advantageshédsnost
popular OSN, first, Facebook allows the SeCON apppaive a
huge pool of potential collaborators so a uselble & easily



get necessary help by using the abundant humanroesoin
Facebook. Second, Facebook supports rich interaciiod
cooperation among users through wall postings, agess and
group organization. By using such communicationhoés, we

B. Cooperation in the SeCON Application

In this section, we minutely describe a cooperagimtess
of the SeCON App in the perspective of users.

can promote cooperation among Facebook users. ,Third 1) Request for a community servicge:user who wants to
Facebook provides many useful APIs to the public foreceive a certain community service pushes @enimunity

developing applications on Facebook, hence it heipsto
reduce the time and efforts to implement an apitioaln fact,
the SeCON Facebook Application (in short, SeCON )Aigp
developed as a web application and utilizes seraaébook
APIs, as follows. For social plug-in, we usgke Button
Comments Wall Postings and Activity Feeds for
Authentication, we uskogin andRegistration The main page
of the SeCON App introduces the objectives of thglieation
and available community services. This page is egdo the
public but a user should register with the SeCON tpuse
community services. When registering, a user néedslow
the app to access the user’s private informatiofranebook
such as profile, check-ins, online status, andtiocaGetting a
user’'s context is essential for the SeCON App tecssuitable
members for a particular community.

The architecture of the SeCON App and the SeCONlheng
is presented in Fig.4. A Facebook user accesseSeaRON
App to ask other users for help. After creatingoanmunity,
members send requests to the SeCON engine to attemss
community’s properties and other members’ propertiehe
SeCON engine deals with accesses according to dfieed
Social CRIBAC policies. The request created byuber is sent
to the Policy Enforcement Point (PEP). The PEP Ntdhuen
delivers the request to the Policy Decision PoRIDR) with
information about the member and his request. TBb# P

Creation Requesbutton on the app and then selects the most
appropriate community template and specifies reguints
for cooperation. Note that wassume that this app possesses
sufficient templates of communities, which haveomiation
about cooperation and policies in order to redieetime to
create a community.

2) Creation of an online community¥hen the SeCON
app receives a request for a community creatioen th
creates a space for a community and invites théatsei
candidates for each community role by using thetedn
information of registered users, such as sex, agwk,
location, and reputation. To invite a user, the GBCapp
posts an invitation on the user’s wall and thercére accept or
reject the community role offered

3) Orchestration of cooperation among membéxfer all
members have been recruited, they start to coapeiittt each
other to achieve a common goal. A community manager
created by the app facilitates cooperation by isgnd
messages to the members the tasks that each mbabheo
perform according to the community’s situation. Eatember
performs the assigned tasks and posts the resnltshe
community’s wall. The community manager also cadstro
accesses to the community’s resources using thencoity’s

Module decides whether or not to grant the requiregpolicies during cooperation. It distributes the coomity

permission. In order to do so,
corresponding policies from Policy Repository thas Social
CRIBAC policies created by the system administsgt@nd
evaluates them by using the relevant propertiegeved from
the Property Repository. After making a decisidme PDP
conveys the result to the PEP, and the PEP perfor
authorization by granting the requested permissiotis
necessary, the PEP in the SeCON engine can cai@baith
the PEP of Facebook to control accesses to patipobperties

the PDP fetches thegolicies to members to let the members controkiteesses to

their own properties from other members. To illatdrthe
situation-aware cooperation process let's condiuetFinding
a lost child scenario in detail. Ir5, the SeCON app sends a
message to the mother of a missing girl to let ugoad her

rTlisaughter’s identity information and a photo as the

community’s resources with a proper role-orientechpssion,
RR(write,c1.childldentity & childPhotp At the same time, all

of Facebook users, such as wall postings, photosi athe helpers who hav@Rwrite, c1.y.locatior) can write their

messages.

~
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Facebook . Define|Policies
SeCON APP —— "FP
Authorizgtion - store
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Request

S PDP

L
Facebook
User

Evaluate
Property
Repository

Figure 4. Architecture of SeCON App and SeCON engin

location in the community’$ocation In S,, the SeCON app
sends a message to a policeman to arrange thé seaes for
each helper using the members’ location informatind then
lets all the helpers read the assigned searchbgreacessing
the community resource. I8, each helper needs to post a
search result. If someone finds the lost girl, tbexmunity’s
situation is changed int& and a policeman can ask the
SeCON app to terminate the community (as the gaslibdeen
met) with a permissiorT P (request, cl.terminateCgm

4) Community dissolutionOnce the community’s goal is
achieved, all community roles are revoked from memstand
the permissions related to community roles are egumsntly
revoked. Finally, the community manager deletestiece for
the community in the SeCON App

For better understanding, we present example catiper
in SeCON app based on tHérding a lost child scenario. (1)



A mother who lost her daughter requests a cooperdtelp
through the SeCON app by selecting a community kai@of

‘Finding a lost one (2) The SeCON app gets information of oS

community roles from the template and then findgable
candidates for each
information. All the members who are eligible andlimg to
participate in the community can be assigned to anmore
community roles. (3) After a community is creatdts
members can access the community’s resources suahoest
girl's identity and photo. For efficient searchin®l, a
policeman who is in charge of this mission, assigrsearch
area to each helper. To do 98] can access the location
information of all helpers. Each member posts #arch result
on the community wall that is visible to memberdyoitf a
member finds the lost child, he reports it and ithigator (in
this case, the mother of a lost child) informs toenmunity

role based on the users’ donte

V.

To encourage many users to cooperate with each wthe
Ns, we should be able to guarantee the secumityevacy
18]. In fact, security is one of the most challirggissues in

e social computing research. To protect a usprigate
information and online properties, an OSN needs an
appropriate access control model. Many researcherse
recently proposed access control models for the O $Mst of
the proposed models have been focused on the social
relationships among users and/or between useraserd’ own
resources in OSNs [11, 12, 13, 14, 15].

Gates [11] has emphasized importance of interpatson
relationship to control accesses in OSNs and popbs
relationship-based access control (ReBAC). Fongl.ehave
focused on the expressiveness of the ReBAC poliaias

RELATED WORK

manager. (4) Then, the community is dissolved aifld aproposed several policy languages. Those modelsogntipe

permissions that were assigned to members foctidperation
are revoked. It means that the members are no latge to
access the community resources and other
properties. Finally, the community space is deldtedh the
SeCON App. The working example of Einding a lost child
community in SeCON App is presented in Fig. 5.

4 SeCON on Facebook

€ C' @ apps.facebook.com/ccsecor ef=v7 | A

facebook s

Secure Cooperation-supported OSN

Community: Finding a Lost Child

ilke Esend [ 12 people like this. Be the first of your friends.

New Community is Created

m

5:16 pm SeCON: Community is created
SeCON: A Member is assigend to Role Parent

Parent).
pm SeCON: A Member is assigend to Role Poidce.
pm SeCON: A Member is assigend to Role Heper
:18 pm SeCON: A Member is assigend to Role Heper
5:18 pm SeCON: A Member is assigend to Role Hejper (Helper3).

5:18 pm SeCON: A Member is assigend to Role Hejper (Helper3).

5:21 pm SeCON: Parent uploads chid photo and child identity.

5:22 pm SeCON: Helperl uploads its Location.

5:22 pm SeCON: Helper2 uploads its Location.

5:23 pm SeCON: Helper3 uploads its Location.

pm SeCON: Police uploads Assigned Searching Area to Helperl, Helper2 and Helper3.
m Helperl I am searching Building A

pm Helper2 I am searching Building B

m Helper3 I am searching Building C

Helper2 I didn't find the child in Building B

pm Helper1 I found the child!

pm Community is terminated.

Police)
Helperl).
Helper2).

< m »

Figure 5. Example of aFinding a lost child community in the SeCON
Application

social relationships among users as the basisuiioezation
decisions and their policy languages are based aataliogic

memberig2] and/or hybrid logic [13] to express compleXiges.

Carminati et al. [14] have proposed a relationdldped
access control model for OSNs. In this model, thypes of
security policies are proposed: 1) access contabilcyp to
control the accesses to resources including the'ussources,
2) filtering policy to specify how resources hawebi filtered
out when a user fetches his page, and 3) admioypwlidecide
who is authorized to specify policies. For the itbdity and
interoperability of the access control model for N3S the
proposed model uses semantic web technologies.sdbial
network knowledge base (SNKB) is used to model siser
profiles and actions, relationships between usedsrasources
as well as relationships among users, and resouides
security policies are modeled using OWL and SWRbr F
practical use of the model, authors present enfoeoe
architecture and experimental results in [15].

For the fine-grained and systematic access cointiOSNSs,
Park et al. [16] have proposed the activity-centmiccess
control model for social computing (ACON). The ACON
introduces a new termagctivity which refers to the behaviors of
users and a social network system. By usiatiyity, ACON is
able to control a system’s automatic and admirtisgaervices
as well as users’ actions. Aattivity consists of action(s) and
target(s), and users can be a target as well asireEs. In
addition, ACON allows individuals to have their ownlicies
to specify privacy preferences and multiple session
concurrently with different policies and attributdshis model
is a relationship-independent access control maddl it can
capture more diverse aspects of OSNs using thieuads of
users, administrators, a social network systemguress, and
sessions. Many existing access control models o
earlier have tried to meet the security requiresaritOSNs
but there is no work that considers interactiors @operation
in OSNs. We present a comparison with existing rsodad
Social CRIBAC in Table II.
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(SeCON) that employs Social
presented two case studies.

We have implemented a Facebook application, cadlied
SeCON app, to show the feasibility of Social CRiBAQI
SeCON based on an example case sthihding a lost

child. Through the implementation, we have demonstrated

the potential of the proposed work.

To guarantee more reliable and dynamic cooperaition
OSNs, some future research directions includedhewing:

An administration model to facilitate administratiof the
social CRIBAC policies.
Security analysis on the social CRIBAC model.

We have proposed a Secure Cooperation-Supported OSN
CRIBAC and havell4]
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