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RANDOM CODING BOUND FOR E-CAPACITY REGION OF THE
BROADCAST CHANNEL WITH CONFIDENTIAL MESSAGES

NASRIN AFSHAR*, EVGUENI HAROUTUNIAN*, AND MARIAM HAROUTUNIAN*

Abstract. We study the discrete memoryless broadcast channel with confidential messages (BC-
C). It involves two discrete memoryless channels with two sources, one encoder and two receivers.
A common message must be transmitted at rate Rg to both receivers and a private message to the
intended receiver at rate R; while keeping the other receiver ignorant of it with equivocation rate
Rc. We consider error probability exponents (reliabilities) E1, F2, Fs3, of exponentially decrease of
error probability, respectively, of the first decoder, the second decoder and of the decoder trying to
find the confidential message. For E = (E1, E2, E3) the E-capacity region is the set of all achievable
rate triples Rg, R1, Re of codes with given reliabilities F1, Fo, E3. We construct a random coding
bound for E-capacity region of the BCC. When error probability exponents are going to zero, the
limit of this bound coincides with the capacity region of the BCC obtained by Csiszar and Koérner.
Meanwhile the attainable error probability exponents as a function of given rate triple proposed by
Hayashi and Matsumoto are positive in the region which can be smaller than the capacity region of
the BCC.

Key words: Broadcast channel with confidential messages, E-capacity, equivocation rate, error
probability exponent, method of types, random coding bound, rate-reliability region, secrecy leakage

rate.

1. Introduction. The information theoretic security of multiterminal systems
has attracted great attention last years [18]. One of the important objects of inves-
tigation is the broadcast channel with confidential messages (BCC) first studied by
Csiszér and Korner [3]. The BCC involves two discrete memoryless channels with
two sources, two receivers but one encoder. The model is depicted in Fig.l. One
source sends common message to both receivers at rate Ry. The private message of
the second source must be communicated to receiver 1 at rate R; while receiver 2
should be kept ignorant of it with equivocation rate greater than R..

Csiszar and Korner found the capacity region of the BCC [3]. Liu et al proposed
bounds of the secrecy capacity region of the BCC with two confidential messages
[19]. Xu et al obtained an inner bound for the capacity region of the BCC with
one common message and two confidential messages [24]. Hayashi and Matsumoto
constructed universally attainable error exponents for the BCC [15].

The E-capacity (rate-reliability function) is an important concept in information
theory for channel coding, it is a generalization of the Shannon’s channel capacity,
presenting the dependence of optimal code rate R on given reliability (error proba-
bility exponent) E. FE-capacity denoted by R(E) (or C(E)) is an inverse function
to the Shannon’s reliability function E(R). For history of investigation of estimates
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for reliability function we refer to monographs of Gallager [5], Csiszdr and Korner
[4] and also [13]. The commonly accepted expression for the sphere packing bound
of reliability function for two-terminal channels was introduced by Haroutunian [9].
Sphere packing bound for E-capacity of two-terminal channels was first constructed
in [7], see also [9], [12]. Random coding bound for E-capacity of DMC was considered
in [11], [12]. Random coding bound for E-capacity region of the broadcast channel
with one common message and two private messages was found by M. Haroutunian
[14]. The present paper is devoted to a single letter characterization of random coding

bound for E-capacity region of the BCC.

Another problem concerned secure communication over a wiretap channel was first
investigated by Wyner [23]. The wiretap channel considered by Csiszar and Korner [3]
is a generalization (Fig.2) of the wiretap channel of Wyner. The secrecy capacity of the
generalized wiretap channel was found in [3]. Random coding bound for E-capacity
region of the generalized wiretap channel, where probability of the wiretapper’s error
decreases not exponentially, was studied in [13]. As a consequence of our result for
the BCC we obtain a random coding bound for E-capacity region of the generalized

wiretap channel when wiretapper’s error probability decreases exponentially.

It should be noted, that the consideration of the F-capacity upper bound of
secrecy leakage (see Proposition 1 in section 4) is a non-standard approach in the

BCC and the wiretap channel’s equivocation rate lower bound construction.
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2. Preliminaries and Problem Formulation. Throughout this work, capital
letters X, Y, ... represents random variables (RVs), and specific realizations of them
are denoted by the corresponding lower case letters z, y, ... . Respective random
vectors of length N will be denoted by bold-faced letters X, Y, ... and x, y, ... . We
denote all sets by script capitals. The cardinality of finite set X is denoted by |X|.

We investigate a discrete memoryless BCC with an input alphabet X and out-
put alphabets ) and Z, correspondingly, on the first and second receivers. Vec-
tor x = (21, ...,xy) € XN is the input codeword, y = (y1, ...,yn) € YV and
z = (21, ..., 2x) € ZV are the output vectors. Let Uy and U; be some additional finite
sets and Uy, Uy, X, Y and Z be RVs with values, correspondingly, in Uy, Uy, X, YV
and Z.

Let Qo = {Qo(uo), up € Up} be the probability distribution (PD) of RV Uy,
Q1o = {Q)o(u1|uo), uo € Uo, ,u1 € Us} be conditional PD of RV U; for given value
ug of RV Up and Q1 = {Q1(u1) = ZQl‘o(uﬂuo)Qo(uo) u; € Uy} be a PD of RV Uj.

We denote the joint PD of RVb Uo and U; by

Q2 Qoo Q10 2 {Q(uo, u1) = Qo(uo)Qujo(u1|uo), uo € Up, ur € Us}

and use conditional PD P, = {Pi(x|u1), z € X, uy € Uy} and marginal PD P =
{P(.’L’) = ZP1(1‘|U1)Q1(’LL1),ZE S X} Let

Wix = {WixWlz), z € X,y € Y} and Vzx = {Vzx(z|z), 2 € X, z € Z}

be some conditional PDs and Uy — Uy — X — (Y, Z) be a Markov chain.
The memoryless broadcast channel is defined by the conditional PDs Wy x =
Wy x(ylz), z € X,y € Y}, Wyx = {Wzx(z]z), * € X, 2 € Z} and by products

Wy|x (vlx) = H Wy | x (yn|zn), WZ\X z|x) = H Wz x (zn|zn).
n=1 n=1

The entropy of RV X with PD P is denoted by Hp(X), and the conditional
entropy of RV Y relative to RV X is Hp v, (Y|X). In this paper, log and exp are
taken to the base 2. The notations Ip v, (X AY) and Ig p,, (X AY|Up) are used
for the mutual information of RVs X, Y and the conditional mutual information of
RVs X, Y relative to RV Uy, respectively.

The divergence D(Vy | x||Wy|x|Q1, P1) is defined as

Vy | x

Wy x (y]z)

D(Vyix [[Wy x|Q1, P1) £ > Qu(ua) Pr(alur)Vyx (y|2) log Wy x (y]2)°

u1,T,y

Let My be the set of common messages, which should be sent to both receivers,

and Ly be the set of private messages, which should be sent to receiver 1.
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A block length N stochastic encoder f : My x Ly — XN for the BCC is specified
by conditional probabilities f(x|m,l), x € XN, m € My,l € Ly, Y. f(x|m,l) =
1. e

A codeis atriple (f, g1, g2), where f is a stochastic encoder, g; : YV — My xLy
and g2 : ZY¥ — My are deterministic decoders.

The probabilities of erroneous transmission of the pair of messages (m, [) by the

channels Wy | x and Wy x using a code (f, g1, g2) are defined, respectively, as follows:

er(f, g1 Wy, m, ) 2037 flclm, W (917 (m, 1)),

xeXN

ea(f, g2 W, m, ) 23 f(xlm, )Wy (g5 (m)°Ix).

xeXN

The maximal probabilities of error of the code (f, g1, g2) are:

A

(1&) el(fa 91, WY|X) = me./\I/lnj\?,,}l(G,CN el(fv g1, WY\X} m, l)7
A

(lb) e2(fa 92, WZ|X) = max e2(f7 92, WZ\X; m, l)7

meMNn,IELN

and the average error probabilities, assuming that random messages My, Ly are

uniformly distributed over My and Ly, respectively, are:

>

(2a)  ealfs g, Wyx) = (IMuIxIExD™ D0 elfs g1 Wyix, m, D),

meMn,IeELN

(|MN| X |‘C’]\7|)_1 Z eQ(fa g2, WZ\X7 m, l)

meMNnN,IELN

>

(2b) e (f, 92, Wzx)

Evidently

ei(f, g1, Wyx) < ei(f, g1, Wyx), €l(f, 92, Wzix) < eaf, 92, Wz x)-

A code (f, g1, g2) is characterized also by coding rates
3) Ro 2 lim —log|My|, Ri2 lim —log|Cyl
o 2 Jm ploslMl, B2 lim log Cl

The equivocation Hg p, w, x (Ln|Z) is the uncertainty of receiver 2 with respect
to the private message. We also consider equivocation rate (1/N)Hq,p,,w, x (LN|Z).
Denoting by R, the lower bound for equivocation rate, we introduce the notion of
secrecy leakage rate Ry = Ry — R, as the rate of accessible information about private
message | at receiver 2. Let the private message set Ly be arranged in a matrix of
dimension A x J. It is supposed that A is the information which can not be found by
receiver 2. Let define the set J 2 {1, ..., J}. We define another decoder g} : Z¥ — 7,
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with which receiver 2 tries to find information about private message [. Maximal and

average error probabilities at receiver 2 to determine [ are the following:

2

(4) ea(f, g Wz x) max > f(xlm, OWE k(957 (7)) 1)
cxXN

meMn,IeELn
() R
es(f.95 Wzix) = (Mn] < [Ly)7H Y Y fEIm WL (927" (1))]%)-
meMNn,lELN xeXN
Let E = (El,EQ,E3>, FE1>0,FE, >0, F3 >0, and min(El, FEs, Eg) >6>0. A
rate-equivocation triple Ry, Ry, R, is called E-achievable for the BCC iff for IV large
enough and every §

(6) IMn| > exp{N(Ro = 8)}, |[Ln|=exp{N(R: -9},
|
(7) l}giglof ﬁHvalywz\x (LN|Z) > R,

(8) ei(f, g1, Wyx) < exp{—=N(E1 - 0)}, eaf, g2, Wzx) < exp{—N(E2 —9)},

9) es(f, 92 Wz ix) < exp{=N(Es — 6)}.

For the definition and bounds of the E-capacity of DMC we refer to [7], [9]-[12].
The E-capacity region C(E) of the BCC for maximal error probabilities is defined
as the set of all E-achievable rate-equivocation tuples (Rp, Ri, Re). We denote by
C(F) the E-capacity region of the BCC when average error probabilities are applied
in (8) and (9). Remark, that the problem of lower bounding the equivocation rate
is equivalent to upper bounding of secrecy leakage rate. The upper bound for Es-
capacity of secrecy leakage will be inquired in Proposition 1.

Some definitions from the method of types follow (see [2], [4], [12]). Let N (up|uo)
be the number of occurrences of symbol ug in vector ug € U and N (ug,z|ug,x) be
the number of repetitions of pair (ug, =) in vector pair (ug, x) € U x XN. The type
of a vector ug € UY¥ is the empirical PD Qg on Uy

QO = {Qo(UO) = ]V(’u,oh.lo)/]\f7 Ug € Z/{O}

The set of all ug € UY¥ with type Qo is denoted by TQJ\(’) (Up). The conditional type of
x € XN given ug € Té\; (Up) is the empirical conditional PD Py defined as

Po(zluo) I N (ug,z|ug,x)/N(uglug), (up,x) € Uy x X, N(uglug) >0,
oL 0, N(ug|ug) = 0.
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We denote the set of all x € XN of conditional type Py with respect to ug € T&(Uo)
by 'TNO p,(X[up). Similarly to the definition of conditional type I we define the
conditional types Vy | x and Vz x of y and z given x from ’Té\g P (X|ug), respectively.
vy x (Yo, x) and
is called Vy|x-shell of ugp and x. Let Pn(X) be the set of all possible types of
vectors of XN and Vy(Qo, Py, )) be the set of all conditional type of y given x from
TC%PO (X|ug). Similarly, Vn(Qo, Po, Z) and TJ\Q7PO)VZ‘X(Z|u0,x) are defined.
Useful properties of types are the following [4]:

The set of all y with conditional type V3 x is denoted by TQNO Po.

(10) 1PN (X)] < (N + DI VN (Qo, Po, V)| < (N + 1)HellX1IV]

If Vy|x and Vz x are conditional types of, respectively, y and z given x € Té\g P (X),
then for y € Tq,,p,, vy x (Y|x) and for z € Tq, p,,v, x (Z|x) we have

(11) W x (v1x) = exp{=N[D(Vy x [Wy x|Qo, Po) + Hgq,ps, vy x (Y X)]}.

(12) W2 x (%) = exp{=N[D(Vzx | Wz x|Qo, Fo) + Hqq,py, vy« (Z1X)]}-
For types Qq, Py
(13) (N + 1)l exp{NHqq,r, (X)}} <173y p,(X)| < exp{NHg,,p,(X)},
and for every conditional type Vy|x and x € T&)Pg (X) if TQo, Py vy x (YX) # 0, then
(14) (N + 1) Pl exp{NHgq,py v x (YIX)}} < T 1oy 1 (Y[X)]
< exp{NHqq,py,vy x (Y[X)}.

3. Result Formulation. Consider RVs X, Y, Z and auxiliary RVs Uy, U; with
joint PDs:
(15)
Qo ProVyx ={Qo P1oVyx(ug,u1,z,y) = Qol(uo)Qrjo(u1|uo) Pr(x|ur)Vy x (ylz)},
(16)
Qo PyoVzx ={Qo Py oVyzx(uo,ui,x,z) = Qo(uo)Q1o(u1luo) Pr(z|ur)Vyx (2]2)}
We define the following functions appearing in our inner estimates of E-capacity

region:

A
Ry(Q, P, E1, Es) =

+

19.P, vy x (DoAY ) +D(Vy x [[Wy | x|Q1, Pr)—Er

,

)

min{ min
Vy 1 x:D(Vy | x Wy x|Q1,P1)<E1
(17)

min

I Uo A Z) + D(Vy x| W. P)—E
Vot D(Varx P @1, P)< s Q.P1,Vzx (Uo N Z) + D(Vz x [[Wzx|Q1, P1) — Eo
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A
R (Q, P, E1) =
(18)
+
i I Ui ANY U D(VA4 W, P)—-F
Ve 1x:D(Vy x| Wy 1x1Q1. P < Er @V (UL AYI00) + DV x Wy x|Q1, 1) = B
. A
Re(QaplaEhE?)):
+

1g.p, vy x (UL AY |[Up) + D(Vy | x [[Wy x|Q1, P1) — EX

min
Vy 1 x:D(Vy | x Wy | x|Q1,P1)<E1

19 min I Ui N Z|Uy).
(19) Vizix DV x Wz x|@1 P < Bs Q.2 (UL A Z|Uo)

Let us consider the following bounds of rates Ry, R, Re:

(20a) 0< Ro+ Ry < Ry(Q, P\, Ey, Es) + R:(Q, P, Ey),
(20b) 0< Ry < R5(Q, P1, Ev, Ea),

(20c) 0 < R. < R(Q, P1, E1, E3),

(20d) R. < Ri.

The main result of the paper is formulated in the following
THEOREM 1. For E; >0, Ey >0, E3 > 0, the region

(21) R*(E)2 |J {(Ro, Ri, Re) : (20) take place for Uy — U — X — (Y, Z)}
Q,P1

is an inner bound for E-capacity region C(E) of the BCC:
R*(E) CC(E) CC(E).

Proof. We expose the proof of Theorem 1 in section 4 and in Appendices. Con-
cerning the ranges of Uy and U, we can assert that they are the same as in Theorem
1 of [3].

The condition R, = R; implies perfect secrecy. Secrecy E-capacity region Cy4(E)
of the BCC for the maximal error probabilities is the set of all E-achievable rate
triples (R, R1, R1).

COROLLARY 1. The inner bound for secrecy E-capacity region Cs(E) consists of
(Ro, R1, Ry) for which there exists a Markov chain Uy — Uy — X — (Y, Z) and

0 S RO S RS(Q7P17E13E2>7

O S Rl S R:(Q7P13E17E3)'
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Now we pass to consideration of the model of wiretap channel introduced by
Csiszar and Korner (Fig. 2) and will find the random coding bound for E-capacity
region of that.

Note the source message set by M ~N- We split M N~ into two parts, one part is
represented by M which must be sent to the legitimate receiver and can be received
also by the eavesdropper. We denote the remaining part of messages by Ly, which
must be sent to the legitimate receiver, while keeping it secret from the eavesdropper.
So message m is splitted into two components: m € My = {1,...,exp{NRy}} and
l e Ly ={1,....,exp{NR;1}}, and hence the transmission rates for m and [ are Ry
and R, respectively. The channel input x is transmitted as outputs y and z to the
legitimate receiver and the eavesdropper, respectively. Therefore, the wiretap channel
can be considered as a special case of the BCC with R = Ry + R;.

COROLLARY 2. The inner bound for E-capacity region Cyw (E) of the generalized

wiretap channel is:

Ry (E)= {(R, R.): for Uy— U — X — (Y, 2)
Q,Py

0 < R < Ry(Q, Pr, By, Eo) + RY(Q, Pr, Ey),
0 S Re S RZ(QaPhElaE?))a

R, < R}.
COROLLARY 3. IfE = (Ey, Es, E3) — 0, the achievable region (21) of Theorem

1 tends to the region, which coincides with the capacity region of the BCC from [3],
determined by

C= {(Ro,Rl,Re) L forUp = Up — X = (Y, 2),

0< Ry + R; <min {IQ7P17Wyx(UO A Y), IQ7P17WZ\X(UO A Z)}

(22a) I pwy x (Ur A Y]U),

(22b) 0 < Ry < min {I@phWYX(UO AY), IQ7P17WZ\X(UO A Z)},
(22¢) 0 < Re < Igpwy x (Uy A YUo) = Ig.pwy (Us A Z|Up),
(22d) R. < Rl}.

In the following corollaries we compare the particular cases of our result with the
achievable regions found in [14], [16] and [17].

When R. = 0 in the BCC, the secrecy requirement is removed and the coding
problem relates to the broadcast channel with degraded message sets, which was

considered by Korner and Marton [16]. The capacity region of the broadcast channel
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with degraded message sets is given by the set of rates Ry, Ry such that there exists
a Markov chain Uy — X — (Y, Z) and

0<Ry+ Ry < IQ7P17WY|X (X A\ Y‘Uo)
(23a) + min{lg p, wy x (Uo AY), Ig.pwy x (Uo A Z)},
(23b) 0 SRO < min{IQ,Pl,me(UO A Y), IQ7P1,Wz|X(U0 A Z)}

COROLLARY 4. When R, = 0 and E — 0, with (17)-(19) we see that the
achievable region (21) converges to the capacity region of the broadcast channel with

degraded message sets (23).

COROLLARY 5. When R, = 0, then (20c) and (20d) are removed and we obtain
the inner bound for E-capacity region of the broadcast channel with degraded message
sets. This bound coincides with the random coding bound of the E-capacity region of

the broadcast channel obtained by M. Haroutunian in [14] when Rs = 0.

Consider now the broadcast channel with degraded message sets, defined by
Wyix + & = Y, Wy x : & = 2. Kérner and Sgarro [17] introduced the bounds

of pair of attainable error exponents (E;, Es) for given rates Ry, Ry:

(24a)

0< E; < ‘I/nin {D(VYXWyX|Q1,P1)
Y

IX
+ min{"[Q-,Pth\x(UOvX A Y) - (RO + R1)|+7 ‘IQvPhVYlX (X N YIUO) - R1|+}}7
(24D)

0 S E2 S ‘I/Illn {D(VZ)(|WZ)(|Q1,P1) + |IQ,P1,VZ|X(UO A\ Z) - RQ|+}.
Z|X

We deduced the following bounds for rates Ry, R as a function of exponents
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E,, E5 as inverse to relations defined by (24):

(25a)

0<Ry+R; < min{ ‘IQ»PIvVY|X (UO A Y)

min
Vy x:D(Vy | x [[Wy | x|Q1,P1)<Ex
+ D(Vy x |[Wy|x|Q1, P1) — E1|T,

i I Uy N\NZ)+ D(V, w. JP) — Es|T
VZIX:D(VZ\XHH%}SIX‘Ql,Pl)SEQ| Q’PI’VZ‘X( 0 )+ (Z|X|| Z|X|Q1 1) 2 }

min Io. p, v, X ANY|Uy
VY\X:D(VY\XHWY|X‘Q17P1)SE1| @ P Y‘X( | )

+ D(Vy x| Wy x|Q1, P1) — E1| T,

(25b)
0< Ry <
min min I Uy NY
{VY\X:D(VY\X”WY\X|QxP1)SE1 | Q7P17VY|X( 0 )

+ D(Vy | x|[|[Wy | x|Q, P1) — E1|T,

i I UoNZ D(V, %% ,P)—FE 1.
VZIX:D(VZ\XIHHV%/I;IX‘val)SE2| Q’PI’VZ‘X( 0 )+ ( Z|X|| Z|X|Q 1) 2| }

COROLLARY 6. In the case R, = 0, the E-achievable region (20) becomes the
following

(26&) 0§R0+R1 SRS(Q7P17E1aE2)+RT(Q7P17E1)a
(26b) 0 < Ry < Ry(Q, Pr, E1, E»),

which coincides with region defined in (25).

Hayashi and Matsumoto considered universally attainable error exponents Fq, E5
for the BCC as a function of given positive rates Rg, Ry, R. [15]. We compare the
inverse relation between two groups of multiple variables which express bounds in
[15] with our result in Theorem 1 in extremal case, when F — 0. In remark 12 of
[15] it is noted that “the coding scheme used in the proof can achieve a rate triple
(Ro, R1, R.) if there exists a Markov chain Uy — U; — X — (Y, Z) such that

(27a) 0< Ri < Ig.pwyx (UL AY|Up),

(27b) 0 < Ro < min{lg.pwy x (Uo AY), Ig,pywy,x (Us A Z)},
(27¢) 0 < Re < Ig.pwy x (Ut AY|Uo) = 1o, wyx (Us A Z|Us),
(27d) R < Ry

REMARK. The region (27) could be smaller than the capacity region C (22), be-
cause of distinction of (27a) and (22a).
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4. Proof of Theorem 1. The steps of the proof consist of proofs of 4 lemmas

and Proposition 1.

LEMMA 1. If the region

RIE)2 U {(RO, Ri, R.): for Us— Ui — X — (Y, 2)

Q, P
0 S R] S RT(QaPhEl)?

0 S RO S RS(Q7P1aE17E2)7

0 S Re S R:(Qv-PhElaES)a

R, < Rl}.

is E-achievable, then R*(FE) is E-achievable.

Proof. Let us introduce
(28) Ry)2Ry—6, R,2R,+6, and R, 2R,

where 0 < 6 < Ry. Region R*(E) can be obtained by substituting (28) into the
definition of region R (E) and by the Fourier-Motzkin elimination to remove 0 (see

section 5.2. of [18]).

Let us now consider the new region R5(FE) which can be obtained by replacing

Uy by X in (17) - (19) in the following way:

IQoypo,me (UO A Y)

JAN
« . .
RO(Q(), P(), El, EQ) = min { min
Vy 1 x:D(Vy x |[Wy | x|Qo,Po)<E1

+
+ D(Vy x[[Wyx|Qo, Po) — Ex

)

1qy,Py, v x (Uo A Z) + D(Vz x[[Wzx|Qo, Po) — E2

)

min
Vz1x:D(Vz x Wz x|Qo0,Po)<E2

>

R (Qo, Py, En)
+

min
Vy x:D(Vy | x [[Wy | x|Qo,Po)<Ey

)

1Qy, Py, vy x (XAY |Uo)+D(Vy  x [|[Wy | x|Qo, Po) — E1

1>

R%(Qo, Py, Ev, E3)
+

min 1Qy, Py, vy x (X ANY [Uo) + D(Vy x [[Wy | x|Qo, Po) — Er

Vy 1 x:D(Vy x |[Wy | x|Qo,Po)<E1
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min I Po,V, Uy N Z|Uy).
Vzix:D(Vz x[IWzx|Qo,P0)<E3 @ Fo Z‘X( | )

Ry(E) 2 {(RO, Ry, R.): forUs— X — (Y, Z)

Qo,FPo
(29&) O S RO S RS(QO7PO7E1?E2)a
(29b) 0 < Rl < RT(QOvp()vEl)a
(290) 0 < Re < RZ(QO7P07E1aE3)7
(29(1) Re S Rl; }

The following inclusion is clear:
R5(E) € Ri(E).

LEMMA 2. If the region R5(E) is E-achievable, then Rj;(E) is E-achievable.
Proof. We put a DMC from U; to X with the transition PD P;. Then similarly
to the proof of Lemma 4 from [3], we can prove that the region Rj(E) is also E-

achievable.

Now let us define the following sets of distributions:

D1(Qos Po, E1) = {Vyx € Yn(Qos Po, V) : D(Vy x Wy x|Qo, Po) < En},
D2(Qos Po, E2) = {Vzx € VN(Qo, Po, Z) : D(Vyx[[Wzx|Qo, Py) < Ea},

D3(Qos Po, E3) = {Vzx € VN(Qo, Po, Z): D(Vyx[[Wzx|Qo, Py) < Es}.

We shall prove that for all Ey > 0, E; > 0, the region R3(FE) is F-achievable. We
must show that for each § > 0, E, Es, E3 and sufficiently large N there exists a code
with

Myl = N mi i I U \NY
|IMy| eXP{ mlD{VY‘Xepg?lQI}J’PmElJQO,PO,VY|X( 0o AY)

+ D(Vy x||[Wy | x|Qo, Po) — E1 — 4|,

(30) Vz|x€D£12(iQI$ Po. B 11qo,Po, vz x (Uo A Z) + D(Vz x [[Wz x|Qo, Po) — E2 — 5|+}}>

Ly|= N i I X NANY|U,
‘ N| exp{ Vy‘XEDIlI(lgz,PO,El)l QO7PO7VY‘X( | 0)

(31) +D(Vy x| Wy | x|Qo, Po) — E1 — 5|+}7
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such that maximal probabilities of error satisfy (8) and the equivocation rate is low-
er bounded by R} (Qo, Py, E1, Es). Since the secrecy leakage rate is Ry — R, if
R:(Qo, Py, E1, E3) is a lower bound for the equivocation rate and R} (Qo, Fo, F1) is an
upper bound for R; then the secrecy leakage rate is upper bounded by R (Qo, Po, F1)
—R*(Qo, Py, E1, E3). Hence in order to lower bound the equivocation rate we prove
that R7(Qo, Po, E1) — R:(Qo, Po, E1, E3) is an upper bound for the secrecy leakage
rate. In the following we show the existence of a code with certain properties which
satisfies (6)-(9).

We modify the code constructed by Csiszdr and Korner in [3] and use minimum
divergence [12] decoding rule. We arrange elements of set £y in a rectangular matrix
of dimension A x J so that private message [ is located in the row of index a and the
column of index j. This matrix is known to receiver 1. The information about private
message [ contained in X is partially available to receiver 2, we assume that it can find
7, and a presents uncertainty of receiver 2 about private message [. We shall lower
bound the equivocation rate by % log A. We use the set A 2 {1, ..., A}. To define the
stochastic encoding the coder introduces a mapping ¢(b) = j from B = {1,..., B} to
J =A1,...,J}, with B > J. In order to lower bound the equivocation rate we upper
bound secrecy leakage rate by ﬁ log B.

Code construction: Let U, be some finite set and Qg be a type on Uy. Let Py
be a conditional type of x € X for given ug € Té\g(Uo). We generate the codebook
by the following steps.

First, we choose | M y| vectors ug,, from Té\g (Up). Then we draw A x B codewords
Xm,a,b from Py-shell TQNO’PO (X |ugym,) for each ug,,, where

A= N i I X ANY|U,
eXp{ [VY|X6D1’RIQHO,P0,E1)| QO7P07VY\X( | 0)

+D(Vy x |[Wy | x|Qo, Po) — Ex — 6/4] " —

32 i I UL A Z|Uy) — 5/4
( ) VZ\XGDISE(lglo»PmEs)( QO7PO’VZ‘X( 1 | 0) /)]}7

33 B = N i I Ui N Z|Uy) —6/4)}.
(33) exp{ Vleepfﬁglojmeﬂ( Qo.Po,Vz x (Ut A Z|Ug) — 6/4)}

We arrange codewords in | M y| classes and every class contains A x B codewords.
Let J be such a number that

|£N| = exp{NRl} =AxJ

From (31), (32) and (33) we can observe that |Lx| < A x B. To encode message
I = (a, j) we shall choose a pair (a, b). To this end, a function ¢ is defined to

partition every class m of codewords into |£ x| subsets of nearly equal size. Then we
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choose randomly a pair (a, b;) from {(a, b) : b € ¢~ 1(j)}. Finally, we define encoder
Frm, 1) = Xmap,-

For notational convenience we write X, 4 instead of x,, 4. In the following
expressions we omit the notation of PDs @y and Py, because they are constant; For

instance, we will write:
Té\([),PO,V}’,‘X(Y"") = T]:[/’|X(Y|“.) ) D(V{f|XHWY|X|QO7PO) = D(V)If|X||WY|X)-

The channels output vectors y and z will be decoded in the following way.

Every y first is decoded to (m/, a’, b’) as follows

(m/, d, V) = argmin D(Vyx Wy x),

V{,lx:yET‘% (Y\uOm/,xm/,a/’b/)
Y|X
then applying the function ¢(b’) = j/, decoder 1 finds m’, I’.
Every z is decoded to such m’ that for some a”, b”

m’ = argmin D<Vé\x|‘WZ\X)-

VZ,\X :ZETJ\J; ‘ (Y\uOm// 7xm”,a”,b”)
zZ|X

LEMMA 3. (Packing Lemma) For the constructed code, for N large enough the

following is valid,

oY BT O uonxmad) (N U U T O 0w X))

Vi ix Vi x ED1(EY) m/#m a/ €AY EB

+E(|T\2’/|X (Y|u0m)xm,a,b)ﬂ U T%‘X(Y|u0mvxm,a’,b’)|)]
(a’,b")#(a,b)

xexp{—N(Hvy , (Y|X) — E1 — D(V} x[[Wy|x))}

+Z Z [E(‘T\/]'\Z"X(Z|u0m7xm,a,b)ﬂ U T\g‘x(Z‘u()m”axm”,a”,b”)n

VZ\X VZI‘X6D2(E2) m”;ém

(34) x exp{=N(Hy, , (Z|X) = By = D(Vgx[Wzx))}} < L.

Proof is exposed in Appendix 1.
The following Proposition is a generalization of the Theorem from [7], [9], [11]

and [12] about sphere packing bound of E-capacity of DMC.

PROPOSITION 1. For E5 > 0,

max min 10,.Py, vy 5 (X N Z|Uyp)
Q0,Po Vzx:D(Vz1x Wz x|Q9,Py) <FE3 Z1x
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is a sphere packing bound for Es-capacity of secrecy leakage of receiver 2.
Proposition 1 will be proved in Appendix 2.
Based on Lemma 3 and Proposition 1, we obtain the E-achievability of region
R3(E) in the next.

LEMMA 4. By the described code the rate triple (Ro, Ry, R.) satisfying (29) is
E-achievable.

Proof is exposed in Appendix 3.

From Lemma 4 we obtained that region R3(E) is E-achievable. To complete the
proof of Theorem 1 we must prove the E-achievability of R*(F). Lemma 1 and 2
assert that if R5(FE) is F-achievable, then R*(E) is E-achievable. Therefore, proof of

Theorem 1 is complete.

5. Conclusion. We studied the BCC, and derived a random coding bound for
E-capacity region. We also obtained an inner bound for FE-capacity region of the
generalized wiretap channel.

To compare our main result with universally error exponents as function of Ry and
R; proposed by Hayashi and Matsumoto [15] for the BCC we consider the extremal
case, when F — 0. Our inner bound of F-capacity coincides with capacity region
found by Csiszar and Korner [3], but the region, where the estimates from [15] are

valid, could be smaller than the capacity region of the BCC.

Appendix 1. Proof of Lemma 3. We estimate three expectations in summa-

tion (34) separately. The first expectation is estimated as follows,

E(|T‘£'Y,‘X(Y‘u0m,Xm,a,b)ﬂ U U T%‘X(Y\u()m/,xm/ﬁalﬁb,”)

m/#ma’€Ab'eB

< Z Z P?"{y € T\}:{/|X(Y|u0mvxm,a,b)}

yET&}’/lX(Y) m’'#m

N
@) <Prive U T O Pow xwws)),
a’€Ab EB

because the events in the brackets are independent.
The first probability in (35) is different from zero iff y € T‘}:’/ x (Y), then for N
large enough

T (Uo XIy)]
TN (U0, X)]

Pr{y € T‘}Y/‘X(Y|u0m,xm,a,b)} =

< (N + 1) exp{—NIy, (Y AUy, X)}

(36) < exp{—N[ly, x (Y AUo, X) — 6/4]}.
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The second probability in (35) can be estimated as follows:

PT{y € U T%|X(Y|u0m/’xm/va/vb/)}
a’€Ab'eB

<Pr{ye U T‘Z‘X(Y|u0m/,x)}
x€ETN(X|ug,,)

<Priy € Ty  (V|uom)}

757 (Woly)l
< Y|X
~ T8 (o)l
(37) <exp{=N[ly; (U AY)—d/4]}.
For some Vy. v € V() from (30) we have
(38) ‘MN| —1 S exp{N[Iv{,lx(Uo A\ Y) + D(V{/‘X|‘Wy‘x) - E1 — 5]}
Thus by substituting (38) in (35) and from (36), (37) the conclusion is

E(|T‘2f/|x (Y|u0m7Xm,a7b)m U U T\}j’qx(Y|u0m/vxm’7a’7b’)‘)

m/#ma’€Ab'eB

< exp{—N[Ivy x (X AY) = Hy, (Y) = D(Vy x| Wy |x) + Er — §/2]}.
Thus

E(|T‘2f'|x (Y|u07n7xm7(l7b)m U U T\ﬁj’/lx(Y|u0m/7xm’,a’,b’)D

m/#ma’€Ab eB

(39)  xexp{~N[Hyy (Y|X) + DV} |[Wyx) - E1l} < exp{~N3/2}.
Then we estimate the second expectation in (34) as follows,
E(|T&¥,‘X(Y|u0m7xm,a,b)ﬂ U T\;Z‘X(Y|u0maxm,a’,b’)|)

(a,b) £ (a,b)
< Z Z Pr{y € TVJ\Y’|X(Y|u0m,xm,a7b)}

(a’tb’)7$(a,b) yET‘}V‘X (Y|u0m)
(40) xPr{y € T‘qu (Y|uom, Xm,ap) }-
Both probabilities in (40) can be estimated similarly. We estimate the second proba-
bility as follows
N
‘TV)/’IX (X|u0ma Y)l
TN (X))

P’I’{y € T%‘X(Y|u0mvxm,a’,b/)} =
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(41) < exp{=N[ly, (X AY|Up) - 0/8]}.
By the same way, we can prove that the first probability can not exceed
(42) exp{—=N[lvy (X ANY|Up) — 6/8]}.
Further for some VY. v € Vn(Y) from (32), (33) for IV large enough we have
(43) Ax B< exp{N[IV{/‘X(X AY|Uo) + D(Vy x[[Wy|x) — E1 — 6/2]}.
By substituting (41)-(43) in (40) we obtain that
E(V\fi‘x (Y[uom, Xm,a,b) ﬂ U T\f;lx (Y [om, Xm.arp')|)
(a’,b")#(a;b)
<exp{—N[lvy x (X ANY|Up) — Hyy,  (Y|Up) — D(V{,IX||Wy|X) + Ey +6/4]}.
So

E(TY YV Iwom, xmas) (] U T (V0w Xm0 )
(a’,b")#(a,b)

(44)  xexp{=N[Hy,  (Y|X,U0) — D(Vyx[[Wy|x) — Er]} < exp{—=Nd/4}.
To estimate the third expectation in (34) we observe that

E(7, (Zom xman) (| U T, (21000 X))

m/'#£m

<(Myl=1) > Pr{z €T (Z[uom, Xm.an)}
YETY, x(Z)
xPr{z € T\/]'Vé‘x(Z|u0m”axm“,a“,b”)}
(45) < |TV)  (DI(IMn| = 1) exp{=Nllv, (X A Z) + Iy, (Uo A Z) = 6/2]}.
For some Vy, € Vn(Z) from (30) we have
M| =1 < exp{N(Iv, (U0 A Z) + D(Vgx||Wzix) — E2 = 6)}}.
By substituting this term in (45) we obtain

E(|Tg|x (Z|u0m7 Xm,a,b) m U T‘}\ZZ\X (Z|u0mu s Xm”,a”,b“)‘)

m' #m
<exp{—N[lv, (X ANZ)+ Hy, (Z) + E2 +6/2]},
thus

E('T\}\lex (Z|u0m7 Xm,a,b) m U T‘}\Zf\x (Z|u0mu , Xm”,a”,b")‘)

m''#m
(16)  xexp{~NIHy, , (ZIX) + DV} x[Wzx) - Eal} < exp{—~Na/2}.

So from (39), (44), (46) taking into account the fact that the number of all V/, V;, i =
1, 2, does not exceed (N + 1)2¥IIYI+IZD) for N large enough we conclude that (34)

is correct.
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Appendix 2. Proof of Proposition 1. Let E3 and § be given such that
E5 > 6§ > 0. Let the code (f,g5) of length N be defined, R, be the rate of the code
and average error probability satisfies
(47)
(MnllEx)™ > D FEIm Wk (951 ())°1%) < exp{—N(E3 — 6)}.

meMN,IELN xe XN

The number of messages |M y||£y]| can be presented as the sum of numbers of code-

words of different types

IMNlIEN] = D My x L)) U T8 (X o).

Qo,Po UOGTC%(UO)

The number of all types Qo, P is less than (N + 1)‘)(‘”40| then there exists a major
type Qf, P§ such that

48) (NNl My < Ly) () U T8 (XTuo)| > [IMyILx].

uoETé\%(Uo)

Now in the left-hand side of (47) we can consider only codewords of types Qf, P; and

the part of output vectors z of some conditional type Vy x,

>y S fm W (T b vy (Z100) = 9571 (5)]%)

m,l UQGTQJV* (U())XETN* px (XIUO)
0 0°’"0

< My ||Ln]exp{—N(E5 — 0)}.

For z € Té\g,P* (Z|ug) we obtain that

0 1VZ\X

DS S S0 o) x {17 v )

m,l uoETé\% (Uo) xETé\%)PJ (X|up)

TS i vy (Z00) ﬂg;—lw} < | Mul|Lxlexp{—N(Es — 0)},

from (12) for x € TC»]’\(]?PS (Xug) and z € Té\%,Pg (Z]ug) we have

Vzix

> > > fxm)

N N
m,l quTQS (Uo) XGTQS‘PS (X‘uO)

exp{=N[D(Vzx Wz x|Qo: Fy) + Hqy s vy x (Z1X)]}

x{m%,p;,v”wuon T2 sy (Z]00) mg;w}
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S |MNHACN| exp{—N(E3 — 5)}

Then we can write

> > Yo fxm)

m,l uoeTé,\% (Uo) XETCJ)\%,PO* (X]uo)

{1738 15 v 2000 = 1T v (2100) o )1}

< IMN||Ln|exp{—N(E3 —0)}
~ exp{—N[D(Vzx[Wzx|Q4, P5) + Hqz.pr vy x (Z1X)]}

So
Z Z Z f(x|mvl)|TQ]\:’;,Pg,VZ‘X(Z‘uO)|

m,l uOETé\% (Uo) xeTé\% e (X |uo)

B IMn||Ln|exp{—N(E3 —0)}
exp{—N[D(Vzx Wz x|Q5: F%) + Hqs,p; v, < (Z1X)]}

<>y Yoo &M DIT b vy (Zl0) (g2 G-

m,l uOETé\% (Uo) xeTA%’PJ (X |uo)

Then we have

Z Z Z f(x|m, (N + 1)*|X|\M0HZ\

m,l uoETQNS (Uo) XETé\%yPS (X‘UO)
exp{NHqz p; v, x (Z|Uo)}

—|IMNILn|exp{N[D(Vz x Wz x|Q0, Fs) + Hqs.py vy x (Z1X) — E3 + 6]}

<>y Mo FEm DTS b vy (Z100) (N9 G,

m,l ugeTH, (Uo) x€TH, . (X|uo)
Q5 0 Fo

since (N +1)~1¥[tollZ] exp{NHqz ps v, 5 (Z|Uo)} is independent from the summation

indexes, we have

(N + 1) HIOIZ exp{ N Hes ps v, (ZIU0)} DD > f(x|m, 1)

m,l uoeTé\L (Uo) x€TH, px (X|uo)
0 010

—IMN[[Ln]exp{N[D(Vz x Wz x|Q0, Fo) + Hoy Py vy x (Z]1X) — Es + 0]}
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<> ¥ Yoo &M DIT b vk (Zla0) [ g2 G-

m,l uoETéV* (Uo) x€TX. px (X|uo)
0 0’70

Since
> > fxmh =l fMy <o) U TR e (X[,
m,l quTé\% (Uo) XET(S%,PU* (X‘uo) uoETé\% (Uo)
we have
FMyx L)) U T8 (X o) [(V + 1)1 16l12]
UOGT({,\%(UO)
eXp{NHQS,PJ,Vz\X(ZH]O)}
—|IMNI[Ln|exp{N[D(Vz x Wz x|Q0, P5) + Hqy.pr vy x (Z]1X) — E3 + 6]}
) <Y X Moo FEm DTS pe vy (Z100) (927 G

m,l ug €T, (Ug) x€TN, . (X|uo)
Q6 075

From the definition of decoding function ¢} it follows that the sets g'{l (7) are disjoint,

therefore

>y S FEm DT pe vy (Z10) (927 ()]

m,l “OETéVS (Uo) XGTNSVPS (X]uo)

<> > Yoo FEmDIT b vy (Z100) (Voo ()]

Mot J ug€TR (Uo) xETR, o (X|uo)

2D D FedmDITE by v (ZImo) () 2]

m,a UOGTé\% (Uo) xeT(.{)\%,Pg (X o)

<exp{NHq; pv,« (ZIU)}Y . > > f(x|m, 1)
m,a uoeTQ]\%(UO)XGTQNgYPJ(XWO)
(50) < Mn|Aexp{NHqz psv, x (Z]Uo)},

where the last inequality is concluded from

> Y. fxmp <t

uo€7-(§% (Uo) XGTQNé Py (X|110)
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Taking into account (48) and substituting (50) in (49) we come to

My [|LN|(N + 1)~ X HlZHD) expd N Hop pe vy, (Z|Uo) }—
—|IMNI[Ln|exp{N[D(Vz x Wz x|Q0, Ps) + Hqs . pyr vy x (Z]1X) — E3 + 6]}

< My |Aexp{NHqz psv, x (Z|Uo)}.
From Markov chain Uy — X — Z we conclude that
Hqy,py vax (Z1U0) 2 Hoy py vy (Z]X),

therefore

(51)  J< exp{N1q;, By vy (X A Z|U0)}
< (N + 1)—|X|\Uo\(\2\+l) _ eXp{N(D(VZIX”WZ|X|QS,Pg) o 5)

For N large enough (N + 1)~ 11Ul 12141 _exp (N (D(Vy W |Q3, P) — B +0)}

is positive if the following inequality holds
D(Vz x Wz x|Qg, F5) < Es — 0.
Thus from (51) and the definition of Ry we conclude that

0 < Ry, < max

< min Io, v X N Z|Uy).
Qo0,Po Vz 1 x:D(Vz x |Wzx|Qo,Po)<Es @o. b, ZlX( | )

The proof is complete.

Appendix 3. Proof of Lemma 4. First we prove that error probabilities of
the code decrease exponentially with reliabilities Fy, Es. Decoder g; makes an error
if the pair of messages m, [ is transmitted but there exists (m/, I") # (m, I) such that

A
for some VY‘ X

ye T‘;;]qx (Y|u0m’ meavb) mT‘ﬁj’,‘X(Y‘UOmH Xm/,a/,b’)7
and
(52) D(Vyx Wy x) < D(Vy x| Wy x)-

Decoder go makes an error if the message m is transmitted but there exists m” # m

such that for some VélX, a,a’, b, b’

VS T‘/I'\Z[‘X(Z|u0m, Xm,a,b) mT‘i\Zlflx (Z|u0mu, Xm”,a”,b”>7

(53) D(Vé\XHWZ\X) < D(Vzix[Wzix)-
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We consider the following sets Bi(Vy|x, V{,‘X), By (Vyx, V1//|X)7 B3(Vzix, Vé\x) of
decoding errors at receiver 1 and receiver 2. Bi(Vy|x, V{,‘ ) is defined as the set of
vectors y which can lead to error at receiver 1:
(54)
A
Bi(Vyx, V{,‘X) = T‘g‘x(ﬂuom Xm,a,b) ﬂ U U 7"/]\’;‘)((}/|uom,7 Xt ar b )-
m’'#ma’€Ab'eB

Ba(Vyx, V{,‘ ) includes vectors y at receiver 1 which can lead to error:
A
(55) Ba(Vypx, Wix) = T (Y uom, Xmad) () U Y, (Y [90m, Xim,ar0).
(a’,b")#(a,b)
Bg(Vz| X VZ" X) contains all vectors z at receiver 2 which can lead to error:
A N
(56) 83(VZ|X7 VZ/‘X) = TVZ\X(Z|u0m7 Xm,a,b)m U T‘/{Z\X(Z‘u()m”’ Xm”,a”7b”)~
m' #m

Let us define the following sets of distributions:

Di(Er) = {Vyix, Wy x € VN(): D(Vy x[[Wyx) < D(Vyx[[Wyx)},

Dy(En) = {Vzx, Vzx € VN(Z): D(Vyx[[Wzix) < DV x[[Wzx)}-
With this notation we upper estimate

ex(f, g1, Wyjx) = meppax_ > Fmanlms D)

Xm,a,b

R U G0 D) ()T O o Xm0 ina)
Vy | x €EVN (V)

< Z l
S N DECAVLD
m,a,b

X W3 x ( U By (Vx> Vi ix) U B2 (Vi xs Vi x) Xim.a)

Vy 1 x, Vi x €D} (Br)

<(b) l N
< s, 2 SCmanl D (b es)

X U Bi(Vyx, V}I/\X)UB2(VY|X’ Vx|

Vyx,Vy x €D1(E)

S(c) max Z Z f(Xm,a,b|m,l)

mEMN,lEENV v DB %
Y|X> Y‘XE " (E1) Xm,a,b
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KXW (7 %ma) X [1BL(Vxs Vix)| + B2 (Virxs Vo x)l]

S(d) Z exp{—N[D(Vy‘XHWy\X) +HVY‘X(Y|X)]}}
Vy|x,Vy x €D1(E1)

/ /
(57) x mesmax > F&manlm, 1) x [1Bi(Vypx, Vi)l + 1B (Vs Vi)l

Xm,a,b

where (a) holds because for every codeword X, o5

yN - U T‘ﬁlf\x(y‘uo’maxm,a,b);
Vy | x EVN (V)

(b) follows from the definition of sets for decoding error (53) and (54); taking into
account that Wy x (y|x) is constant for fixed Qo, Po, Vy|x, we conclude (c); and (d)
is consequence of (15).
Similarly error probability of receiver 2 can be upper bounded as follows
e2(f,92, Wz x) < max Z exp{—N[D(Vz x[[Wzx)

meEMNpN,IELN
Vzix,Vy x €D5(E2)

(58) +Hy, (ZIX)]} %Y f(maplmi 1) x [Ba(Vaix, Vyx)l-

Xm,a,b

We prove the following inequalities for every m € My, | € Ly, every conditional
types Vy|x, V)//|X7 Vzix, Vé\x and N large enough:

(59)

IBi(Vyxs Vi)l < exp{N Hyy,  (V]X)} exp{—N|By — DV Wy )T, i = 1, 2,

(60)  [Bs(Vzix, Vg x)| < exp{NHy, , (Z|X)} exp{—N|Ez — D(Vyx[[Wzx)|"}-

Let us note that the collection of vectors {(Wom, Xm a.b) }meMun,acApeB satisty (59),
(60) for each Vy|x, Vi x: Vzix, Vi x, then (Woms, Xmsarpr) # (Qom, Xm,a,b) for (m’,
a',b') # (m,a,b). To prove that, it is enough to choose V{,‘X = Wix, Vé\x = Vzix
and D(V{,|X||Wy|x) < Ey, D(Vé\x”WZ\X) < Es.

If V{,lX and Vé\x are such that D(V{,lXHWyp() > Fj and D(Vé‘XHWZp() > Es,
then

exp{—N|E1 — D(V} x [Wyx)|"} = 1, exp{=N|E2 — D(V; x[Wzx)I"} =1

and (59), (60) are valid for any |[My|, A and B. It remains to prove inequalities (59),
(60) for Vi and Vy y such that D(Vy, ¢ [[Wy|x) < E1, D(Vy x[[Wzx) < Ea. To

this end, it is sufficient to prove the following inequality for the code generated and
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N large enough

Y > Y EBi(Vix, i)

Vy|x V{,‘Xepl(El)izl,Q

X exp{_N[HVY\X(Y|X) - El + D(V{/|X||WY|X)]}
+ Z Z E(|1B3(Vzix: Vg x)l)

Vzix VZ’|X€'D2(E2)

(61) x exp{=N[Hy, , (Z|X) = B2 + D(Vg x [Wzx)]} < 1.

According to Lemma 3 inequality (61) is correct.
Therefore, using (57), (59) the error probability of receiver 1 can be estimated as

follows

e1(f, g1, Wyx)

< max E exp{—N[D(Vy x| Wy|x) +Hvy|X(Y|X)]}
meMNnN,IELN
Vy|x,Vy | x €D1(E1)

x2exp{—N[=Hv,  (Y|X) = DV x [Wy x) + Eil} X D f(xm,aplm, )

Xm,a,b
< Z exp{—NE}.
Vy|x,Vy x €D1(E1)
So because the number of types V{/‘X, Vy|x € D1(E) does not exceed (N +1)21¥II1

for N large enough we obtain
(62) e1(f, g1, Wy|x) < exp{—N(E1 —¢€)}, € > 0.

Hence the error probability of receiver 1 decreases exponentially while N increases.
Using (57), (59) the error probability for receiver 2 can be estimated similarly,

(63) ea(f, 92, Wzix) < exp{—N(Ez —¢€)}, € > 0.

It remains to prove that secrecy leakage is at most min v, x (X A
Vzix:D(Vz x |[Wz x)<Es3

Z|Up) per channel use at receiver 2, which we proved in Proposition 1. Therefore,

proof of Lemma 4 is completed.
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