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Summary

Background: Cloud computing promises to essentially improve healthcare delivery performance.
However, shifting sensitive medical records to third-party cloud providers could create an adoption
hurdle because of security and privacy concerns.

Objectives: This study examines the effect of confidentiality assurance in a cloud-computing en-
vironment on individuals willingness to accept the infrastructure for inter-organizational sharing of
medical data.

Methods: We empirically investigate our research question by a survey with over 260 full re-
sponses. For the setting with a high confidentiality assurance, we base on a recent multi-cloud
architecture which provides very high confidentiality assurance through a secret-sharing mechan-
ism: Health information is cryptographically encoded and distributed in a way that no single and no
small group of cloud providers is able to decode it.

Results: Our results indicate the importance of confidentiality assurance in individuals’ acceptance
of health clouds for sensitive medical data. Specifically, this finding holds for a variety of practically
relevant circumstances, i.e., in the absence and despite the presence of conventional offline alter-
natives and along with pseudonymization. On the other hand, we do not find support for the effect
of confidentiality assurance in individuals" acceptance of health clouds for non-sensitive medical
data. These results could support the process of privacy engineering for health-cloud solutions.
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1.Background and Significance

1.1 Cloud Computing in Healthcare

According to the McKinsey Global Institute’s estimates, cloud computing has the potential to affect
$3 trillion in worldwide enterprise IT spending [40]. Cloud computing implies a model where vir-
tual machines, development tools and software are provided on demand (e.g., [44]), usually over
the Internet [21]. Adopting cloud computing in the medical field can change the face of conven-
tional healthcare delivery [3, 21, 23, 28, 63, 64]. In particular, the technology offers opportunities to
resolve several collaborative issues in a diversity of medical services, e.g., by facilitating accessibility
of medical data whenever and wherever they are needed [12, 25, 38, 43, 49, 69]. Empirical evidence
demonstrates significant improvements related to repetitive medical procedures [12, 20], self-care
[26, 47], appointment (re)arrangements and reminders, establishment of a direct doctor-patient re-
lationship [37], and completeness of medical records [22].

Nevertheless, due to involvement of third-party cloud providers, cloud computing still causes
serious concerns for many individuals [4, 5, 24, 46, 59] which are related to security and privacy is-
sues [1, 28, 32, 53, 55]. These worries are not unjustified: As a result of the misuse of sensitive medi-
cal records, patients might become subject to harassment by healthcare product marketers, discrimi-
nation by employers, healthcare insurance agencies and associates, and other threats [8, 10, 31, 54].

1.2Collaborative and Privacy-Enhanced Sharing of Medical Data in
Multi-Clouds

Without loss of generality, this paper focuses on so-called health clouds, which provide cloud-based
storage services for medical data of healthcare providers [1, 17]. The use of health clouds should in-
volve a patient’s informed consent [15]. A variety of approaches have been proposed to preserve the
security and privacy of medical data in health clouds [1, 55]. Here, a considerable milestone is the
novel multi-provider cloud architecture [16, 18], which, as reported by Google Scholar and Research-
gate, already enjoyed remarkable publicity.

»Figure 1 gives a high-level overview over this multi-provider cloud architecture. The scenario
assumes that there is a patient who visits several different health centers (HCs) successively. At HC
A, a medical record (MR) is created. After signing and encrypting (Step 1), the local client software
sends it to the local Multi-Cloud Proxy (MCP) (Step 2). The proxy splits the document into shares
based on a secret-sharing scheme, and disseminates the shares to different independent Cloud Pro-
viders (CP) (Step 3). The procedure used to construct external identifiers for shares enables author-
ized clients to calculate the identifiers and retrieve the shares. Some time later, the patient visits a
second health center, B. Similarly, HC B creates a separate MR which the local client software signs,
encrypts (Step 4), and sends to the local MCP (Step 5), where the document is split and distributed
in form of shares to different independent CPs (Step 6).

At a third health center, C, a doctor needs the patient’s full medical history and requests medical
records of HC A and B from the local MCP. After retrieving enough corresponding shares from CPs
(Step 7), the local MCP reconstructs the encrypted MRs and sends them to the doctor's local client
software (Step 8), where they are decrypted and their authenticity is verified (Step 9).

In an extended version of the architecture, patients can be also monitored by sensor-equipped
smart homes, or mobile body-area sensor networks, or smart phones. Mobile medical workers and
authorized analysts could be enabled to retrieve data. A private Service Cloud can be used to offer
the MCP’s cryptographic operations as a service, especially in order to support clients with low-per-
formance hardware.

In comparison to other assurances proposed to preserve privacy in health clouds, the proposed
approach guarantees confidentiality of medical records even when encryption keys are compromis-
ed or encryption algorithms are broken or insecurely implemented. In this architecture, encrypted
health records are divided into different fragments by a secret-sharing scheme such as Shamir’s se-
cret-sharing scheme [56]. Shamir defines shares as points of some randomly chosen polynomial and
the secret as the y-value of its intersection point with the y-axis. Given less shares than necessary for
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the polynomial reconstruction, the intersection point and thus the secret are left undetermined. The
document shares are distributed among different cloud services. The secret-sharing mechanism
guarantees that a reconstruction of the initial document is only possible in the presence of a certain
number of document shares. Therefore, single or small groups of malicious cloud providers are not
able to break the confidentiality of health records. These strong confidentiality assurances motivate
the use of this novel architecture as a baseline in our current acceptance study.

2. Objectives

Previous research shed light on individuals’ security and privacy perceptions of online healthcare in-
formation technologies [4, 5, 31, 46, 59, 65, 71, 72]. A series of studies have paid attention to privacy
concerns related to the collection and use of healthcare information and shown them to substan-
tially negatively influence attitudes [14, 30], intention [6, 7, 9, 10, 11, 17, 70], and actual behavior
[29] regarding online information disclosure, while trust in the privacy-preserving technological
mechanisms was found as essential mitigating factor [14, 17]. In the clinical practice, confidentiality
assurance could be substantially related to individuals’ readiness to share medical data with and seek
future health care from physicians [19, 67].

In light of these findings, the present study validates and tightly examines the effect of confiden-
tiality assurance as a means of increasing acceptance of health clouds among individuals. Following the
previously referred evidence, we postulate the following main research hypothesis:

Research Hypothesis (RH): Under a high confidentiality assurance, individuals’ acceptance of
health clouds will increase.

Additionally, we investigate the main research hypothesis under different conditions such as the
sensitivity of medical data and explicate the effect of the presence of conventional offline data-shar-
ing alternatives [15]. These conditions lead to the following subsidiary hypotheses.

RH1: Under a high confidentiality assurance, individuals’ acceptance of health clouds for sensi-
tive medical data will increase.

RH1a: Under a high confidentiality assurance, individuals’ acceptance of health clouds for sensi-
tive medical data will increase despite the presence of conventional offline alternatives.

RHI1b: Under a high confidentiality assurance, individuals’ acceptance of health clouds for sensi-
tive medical data will increase in the absence of conventional offline alternatives.

Researchers argue that removing direct identifiers from medical records does not guarantee their
full protection in terms of privacy [27, 42, 35]. Moreover, [35] claim that due to multiple other on-
line data sources, even inaccurate information pieces make people highly identifiable to potential
adversaries. Hence, we hypothesize that:

RHIc: Under a high confidentiality assurance, individuals’ acceptance of health clouds for pseudo-
nymized sensitive medical data will increase.

Finally, we examine the effect of high confidentiality assurance when non-sensitive medical data is
shared in the multi cloud, and postulate:

RH2: Under a high confidentiality assurance, individuals’ acceptance of health clouds for non-sensi-
tive medical data will increase.

3. Methods
3.1Study design

We conducted a survey-based within-subject experimental study. To vary the level of confidentiality
assurances, we used two settings, one with low confidentiality assurance and another with high con-
fidentiality assurance. The setting with a stronger assurance of confidentiality was based on the
novel multi-provider cloud architecture [16, 18] presented above.
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The subjects were asked to “[i/magine that [their] sensitive patient data could be encrypted and
sent from [their] current medical institution to another (a hospital or a doctor) just in the right moment
using a cloud-based system’” and rate their intention to give their permission for medical workers to
transfer their encrypted sensitive patient data in a cloud-computing environment for seven hypo-
thetical cases on a 7-point Likert scale (answer options: not likely at al, highly unlikely, rather un-
likely, neither likely nor unlikely, rather likely, highly likely, fully likely) (»Table 1).

Next, they were shortly given an idea of how the transfer would work in a high-confidentiality
setting:

“Imagine that your sensitive patient data could be encrypted and sent in single fragments from your
current medical institution to another (a hospital or a doctor) just in the right moment using a system
based on multiple clouds, where it would be reassembled. Only a relatively large amount of fragments
can be used to reassemble your encrypted patient data, otherwise there is absolutely no leakage of infor-
mation about it. Therefore, no single cloud provider or even small groups of cloud providers can access
your encrypted data”

Then they were asked the same questions as before. The participants were not shown any other
specific information to avoid potential confounding effects. Before starting the study, we validated
the survey with multiple individuals of different age, gender and education.

3.2 Data collection

We invited people in Germany and Switzerland to participate in our online study via mailing lists as
well as personally and collected responses from November 2013 until January 2014. This focus was
adopted because consumers from German and Swiss countries tend to be especially concerned
about their privacy [13]. We therefore expected an informed audience in terms of privacy. All par-
ticipants were informed about our study objectives and were encouraged to learn about cloud com-
puting before taking part in the survey. To make sure that we convey this complex term in an intelli-
gible form [36], we presented its general idea, which we adopted from an established study book on
management information systems suitable for introductory undergraduate courses [33, p. 218]. In
particular, cloud computing was referred to as the possibility to request software services or data
over the Internet.

3.3 Analysis

We analysed the collected data in the R 3.8 statistical computing environment [50]. We applied the
paired Student’s t-test (e.g., [58, pp. 580-585], [39], [34, p. 100]) and the paired Wilcoxon signed-
rank test [39]. Student’s t-test was similarly used by Perera et al. [46], Teixeira et al. [65], and Ac-
quisti & Gross [2]. The Wilcoxon signed-rank test was applied by Acquisti & Gross [2].

4. Results

4.1 Demographic data and responses

Two hundred sixty-six of the 464 surveys (57.33%) were fully completed. The participants have
mean age of 27.93 years with a standard deviation of 9 years. A slight majority of them are female
(53.01%). Five (1.88%) and two (0.75%) respondents did not state their gender and age, respectively.
»Table 2 provides an overview over responses regarding acceptance of health clouds in the low
confidentiality setting and in the high confidentiality setting.

As Table 2 indicates, survey respondents are on average more willing to accept health clouds in
the setting with a high confidentiality assurance. Their intentions are closer to the means. Both these
observations hold for every considered hypothetical case. Compared to all other cases, survey par-
ticipants further show lower average acceptance of health clouds in the presence of conventional off-
line alternatives.

© Schattauer 2016 T. Ermakova, B. Fabian, R. Zarnekow: Improving Individual Acceptance

This document was downloaded for personal use only. Unauthorized distribution is strictly prohibited.



Research Article a Applied Clinical Informatics 987

4.2 Results of hypothesis tests

Both Student’s t-test and Wilcoxon signed rank test generally confirm that the positive effect of high
confidentiality assurance is statistically significant (»Table 3 for RH1a-c). Only in the least privacy-
sensitive base case, i.e., where the sensitive part of patient data was not transmitted (RH2), the in-
crease in individuals’ acceptance of health clouds was found not to be significant (t = 0.39, p = 0.35;
V = 5385, p = 0.31). Regarding pseudonymized medical records (RH1c), the raise in willingness
could be confirmed only at a significance level of 5% (t = 1.83, p = 0.03; V = 4152, p = 0.015).

5. Discussion

While medical records not timely delivered could result in repeated medical tests and/or delayed
medical treatment [17], disclosure of sensitive medical conditions could potentially destroy the indi-
vidual’s social status and employment opportunities [10, 31, 54, 8]. The results of hypothesis testing
indicated the importance of high confidentiality in individuals’ acceptance of health clouds. Both
Student’s t-test and Wilcoxon signed rank test confirmed the statistical significance of this effect al-
most in all considered hypothetical cases (RH1a-c). These results confirm previous findings that in-
dividuals prefer to stay anonymous [45, 46, 52, 71] and conceal their sensitive patient data [9, 10, 31,
54, 73] on the Internet.

Only with respect to non-sensitive medical data (RH2), no statistical significance was found in
the increase in individuals’ acceptance of health clouds. Similarly, researchers argue that confiden-
tiality assured in surveys does not necessary increase respondents’ self-disclosure [41, 60, 61], except
in case of sensitive questions [61]. Furthermore, empirical evidence observe the links between the
type of shared medical data and individuals’ attitudes toward their sharing [31, 66, 73] and between
perceived sensitivity of shared medical information and individuals’ privacy concerns about medical
data [9, 10]. This finding is important for further enhancement of the multi-cloud provider architec-
ture and similar future developments: Regarding non-sensitive medical data, weaker confidentiality
assurance could be sufficient from the viewpoint of individuals. This would allow for performance
trade-offs during systems engineering, such as adopting a more space-efficient alternative instead of
Shamir’s secret-sharing scheme [51].

In the case of pseudonymization (RH1c), the raise in willingness could be confirmed, though
only at a 5% level of significance. Possibly, pseudonymization might slightly have diminished the ef-
fect of confidentiality assurance: Prior empirical works actually report on lower privacy concerns
[45] and stronger acceptance of health-data sharing in the absence of personal identifiers [46, 52,
71]. As argued by [30], revealing de-identified health information to third parties for purposes of re-
search and business intelligence does not contradict the Health Insurance Portability and Account-
ability Act (HIPAA).

As in most empirical studies, the sample size used in this study was limited. Many of our subjects
were rather young people who are probably more familiar with cloud-computing concepts and may
also have experienced relatively few medical problems. For these reasons, it would be interesting to
verify the findings of the present research with a more representative sample. On the other hand,
some researchers argue that middle-age groups are more concerned about health privacy rather
than older and younger age groups [27] and healthy persons attribute higher importance to confi-
dentiality compared to persons with poor health [30, 72]. It further should be noted that this re-
search study was rather focused on examining whether individuals essentially increased their inten-
tions to accept health clouds than describing an overall level of their acceptance.

Furthermore, the focus of this study was laid on German-speaking societies whose citizens often
display stronger concerns for privacy [13]. In light of the possible globalization of the investigated
application scenario and its introduction into other countries, it would be beneficial to explore the
relationships in other cultures. In addition, the cases presented could have appeared somehow hypo-
thetical to the participants. Experimental research with more detailed descriptions of the cases in-
volved could be useful to replicate these study results. However, the cases essentially reflect real situ-
ations, which are rather time-critical. Future research may attempt to address these issues.
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Following the suggestions by Streiner & Norman [62], we do not correct for multiplicity to avoid
type 2 errors as this study is rather aimed to discover fruitful areas of research. We do not control for
common method variance (CMV) possible in mono-method research designs [48] due to a strong
disagreement in the research community related to this issue [57].

In general, this work considers acceptance of health clouds from the individuals’ perspective.
Other related aspects worth considering in future work involve laws and more detailed properties of
the data.

6. Conclusions

Cloud computing can enable timely delivery of medical records to wherever they are needed. Never-
theless, as a result of individuals’ concerns about potential confidentiality breaches and misuses of
their health information, acceptance of cloud computing in healthcare might be at risk. While prior
work reveals that individuals’ concerns can be mitigated by persuading people about the efficacy of
technological mechanisms to preserve their privacy, we investigated in this study whether individu-
als’ acceptance of health clouds can be increased through high confidentiality assured. Based on over
260 full responses, we performed multiple t-tests and Wilcoxon signed rank tests for paired samples.

Our findings lead to important implications for research and practice. Our paper proposes an
evaluation criteria framework to our best knowledge to capture various aspects of inter-organiz-
ational sharing of medical data. Healthcare providers wishing to profit from health clouds are pro-
vided with a number of possible courses of actions to make them more attractive to their patients. In
general, this study shows that individuals’ acceptance of health clouds could be strengthened with a
stronger confidentiality assurance regarding their sensitive health information. In particular, this
can be achieved by cooperating with several independent cloud providers and applying the secret-
sharing approach to encrypted medical records before sharing. Moreover, healthcare providers
could act as cloud providers themselves. There is no necessity for high confidentiality assurance for
non-sensitive medical data, which can be also considered in the engineering of health-cloud sol-
utions.

7. Clinical Relevance Statement

In general, this study demonstrates that individuals’ acceptance of health clouds for sensitive medi-
cal data could be strengthened with a stronger confidentiality assurance, independent of the pres-
ence of conventional offline alternatives and along with pseudonymization. It does not find support
for the importance of a high confidentiality assurance regarding non-sensitive medical data.
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Table 1 Research Instrument (based on [17])

RH Item
Given the above mentioned circumstances, how likely would you approve to the transmission if ...
RH1a ... your patient data could otherwise be transferred via fax.
.. your patient data could otherwise be transferred via taxi.
.. you would have to deal with the transmission yourself.
RH1b ... your patient data could otherwise arrive not in time.
.. it is an emergency situation.

RH1c .. your patient data is pseudonymized (a pseudonym is used instead of your personal identifying
data) before being encrypted.

RH2 ... the part of your patient data you consider to be sensitive is not transferred.

Table 2 Summary statistics for responses in the low (high) confidentiality setting

Item Mean Standard devi-
ation

Acceptance of health clouds if ...

.. data could otherwise be transferred via fax. (RH1a) 4.33 (4.93) 2.06 (1.94)
.. data could otherwise be transferred via taxi. (RH1a) 4.66 (5.13) 11 (1.95)
.. data has otherwise to be transferred by individuals. (RH1a) 4.40 (4.86) .11 (2.06)
.. data could otherwise arrive not in time. (RH1b) 5.23 (5.61) 1.78 (1.58)
.. it is an emergency situation. (RH1b) 6.00 (6.18) 1.45 (1.38)
.. data is pseudonymized before encryption. (RH1c) 5.52 (5.55) 1.65 (1.74)
.. the sensitive part of their data is not transferred. (RH2) 5.38 (5.50) 1.74 (1.73)
Table 3 Results of hypothesis testing
Hypothesis Student’s t-test Wilcoxon signed
rank test
Under a high confidentiality assurance, individuals’ acceptance of
health clouds ...
.. for sensitive medical data will increase despite the presence Supported Supported
of conventional offline alternatives (ie., fax). (RH1a) t=6.76,p < 0.001 V=28507, p < 0.001
.. for sensitive medical data will increase despite the presence Supported Supported
of conventional offline alternatives (ie., taxi). (RH1a) t=5.09,p<0.001 V=6528,p<0.001
.. for sensitive medical data will increase despite the presence Supported Supported
of conventional offline alternatives (i.e., self-transfer). (RH1a)  t=5.35p <0.001 V=6319,p <0.001
.. for sensitive medical data will increase in the absence of Supported Supported

conventional offline alternatives (timely delivery impossible).

(RH1b)

.. for sensitive medical data will increase in the absence of

conventional offline alternatives (emergency). (RH1b)

.. for pseudonymized sensitive medical data will increase.

(RH1c)

.. for non-sensitive medical data will increase. (RH2)
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t=4.86, p < 0.001

Supported
t=2.69, p = 0.004
Supported
t=1.83,p=0.03
Not supported
t=0.39,p=0.35

V =5360, p < 0.001

Supported

V =3018, p < 0.001
Supported

V =4152,p=0.015
Not supported

V =5385,p=0.31
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