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Abstract 

Cloud providers offer storage as a service to the data owners to store emails and files on the cloud server. However, 

sensitive data should be encrypted before storing on the cloud server to avoid privacy concerns. With the encryption of 

documents, it is not feasible for data owners to retrieve documents based on keyword search as they can do with plain text 

documents. Hence, it is desirable to perform a multi-keyword search on encrypted data. To achieve this goal, we present 

a fast privacy-preserving model for keyword search on encrypted outsourced data in this paper. Specifically, the model 

first performs a keyword search on encrypted data and checks its support for dynamic operations. Based on keyword 

search results, it then sorts all the relevant data documents using the number of keywords matched for a given query. To 

evaluate its performance of our model, we applied the standard metrics like precision and recall. The results show the 

effectiveness of our privacy-preserving keyword search on encrypted outsourced data.  
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1. Introduction 

Nowadays, big data management and analytics are 

gaining momentum within the research community (e.g., [1-3]). 

Basically, the main issue with big data management concerns 

with effectively and efficiently managing massive big data 

repositories for a wide variety of typical data management tasks, 

such as representation, querying, indexing, partitioning, and so 

forth. All these data management tasks are recognized within the 

broad context of a hypothetical big data management server, 

which would be the forerunner of classical and well-

consolidated DBMS servers, whose technology is mature and 

solid at now. On the other hand, big data analytics concerns with 

extracting useful, actionable knowledge from big data 

repositories for decision making purposes, by extending 

classical approaches inherited from decades of data mining and 

machine learning research (e.g., [4]), in a wide range of 

application scenarios ranging from social networks to bio-

informatics, from sensors networks to web recommendation 

tools, from e-science systems to e-government systems, and so 

forth. 

Distributed environments are the natural humus for big 

data management and analytics tasks. Among others, Cloud 

systems play the major role, even stirred-up by recent 

technological advancements that have really enhanced the ICT 

industry at now. More and more today, real-life Cloud-based 

applications, such as smart cities, intelligent transportation 

systems, marketplace tools and so forth, are indeed posing new 

challenges to big data research, thus contributing to improve the 

scientific area. 

Big data management and big data analytics in distributed 

environments well converge within a common, unifying context 

whose main issues and challenges ask for common solutions to 

globally address the annoying problem of managing and 

supporting knowledge discovery from massive amounts of data. 

In this so-delineated context, the top-class topic privacy-

preserving big data management and analytics in distributed 

environments is emerged in the literature. It should be noted that 

this topic not only introduces relevant challenges at the 

theoretical level, but also is reminiscent of significant pragmatic 

advancements in real-life Cloud-based applications and systems. 

To become convinced of this, consider, for instance, the clear 

case represented by actual bio-informatics systems (e.g., [5]), 

where such issues assume a prominent role. The latter because 

of, generally, such systems store large amounts of personal data. 

This critical topic is now heavily influencing the research 

community, and will play more and more a first-class role in 

actual and future research experiences (e.g., [88, 89, 90]). 
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1.1. Data Science Techniques for Supporting Big Data 

Management and Analytics 

Thanks to technological advancements, data are 

everywhere at now. To elaborate, huge volumes of a wide 

variety of value data—which may be of different levels of 

veracity (e.g., precise or uncertain data)—can be easily 

generated or collected at a high velocity from wide ranges of rich 

sources of data in various real-life big data applications and 

services. Embedded in these big data are useful information and 

valuable knowledge. Hence, data science [27, 28] is in demand. 

Typically, data science solutions focus on different aspects of 

the following characteristics (i.e., different V’s) of big data to 

help users to visualize and validate the extracted information and 

discovered knowledge: 

 huge Volume of big data, which focuses on the 

quantity of data; 

 wide Variety of big data, which focuses on 

differences in types, contents, or formats of data 

(e.g., images [29]); 

 Value of big data, which focuses on the usefulness of 

data (e.g., knowledge that can be discovered from the 

big data); 

 different levels of Veracity of big data, which focuses 

on the quality of data (e.g., precise data, uncertain 

and imprecise data [30, 31]); 

 high Velocity of big data, which focuses on the speed 

at which data are collected or generated (e.g., data 

streams [30]); 

 Visualization of big data, which focuses on how to 

represent the data, information and/or knowledge in 

a comprehensive manner [32]; 

 Validity of big data, which focuses on how to 

interpret the data, information and/or knowledge. 

In general, data science solutions apply the following 

techniques and methods to big data for data analytics: 

 databases; 

 data mining; 

 information retrieval (e.g., for keyword or patent 

search [33, 34]); 

 machine learning (e.g., deep learning [35, 36]); 

 mathematical modelling; 

 statistical techniques; 

 visualization. 

1.2. Privacy-Preserving Tasks 

With big data, it is desirable to retrieve information from 

the big data, to mine and analyze the big data to discover new 

knowledge, as well as to publish the big data and their 

discovered knowledge. However, gathering and distributing 

these data might be legally prohibited due to widely-held privacy 

concerns [37]. If anonymity could be guaranteed, ground-

breaking advances could be achieved, which may bring various 

real-life business models in terms of data analysis, services, and 

mashups. This is an essential task that must definitely be settled 

since a huge amount of data related to personal information is 

inevitably incorporated into the big data trend. 

1.2.1. Privacy-Preserving Data Publishing (PPDP) 

In a PPDP model [38, 39], data are published without 

disclosing identity of the data subjects. It allows researchers to 

conduct de-identification, which removes the relationship 

between the data subjects and the identified data. In other words, 

PPDP focuses on what data can be published—and how they can 

be published—without disclosing identity of the data subjects. 

Usually, K-anonymity [40] (via techniques like suppression, 

generalization, clustering, obfuscation, etc.) is relevant to de-

identification so that it tries to protect privacy by employing the 

number of records having the same sequences in the trajectory 

database. 

As an example, Eom et al. [38] recently presented an 

effective privacy-preserving data publishing model—which 

balances data utility and privacy preservation—based on 

vectorization (specifically, surrogate vectors). The model 

protects the private location information of individuals, and is 

applicable on grid environments. 

1.2.2. Privacy-Preserving Data Mining (PPDM) 

In a PPDM model, data that can be used for machine 

learning or statistical processing are not published, but are 

released as a form of statistical summary or as results based on 

aggregation, calculation, etc. In other words, PPDM focuses on 

what data can be released as a form of data mining results (e.g., 

summary of discovered knowledge)—and how they can be 

released—without disclosing identity of the data subjects [41]. 

Usually, differential privacy [42] prevents individual 

information disclosure based on a mathematical definition by 

adding noises. 

As an example, in [43] we a privacy-preserving item-

centric data mining algorithm that helps users to discover 

frequent patterns for big data. The algorithm allows users to 

express their preferred level of privacy, including: 

 k-anonymity [44]; 

 l-diversity [45] (e.g., distinct l-diversity, entropy l-

diversity, recursive (c-l)-diversity); 

 t-closeness [46]. 

By doing so, the algorithm release summaries of data 

mining results that satisfy the user-preferred level of privacy. 

1.2.3. Privacy-Preserving Data/Information Retrieval Based 

on Keyword Search 

In the present world, data owners generate a lot of data 

using various applications and involve a lot of sensitive 

information about an individual and organization. In the last 

decade, the data owner was able to store a limited amount of data 

on the local machine using the hard disk, DVDs, floppy disk etc. 

To manage this data for utility purposes, the management and 

integrity of data are required which ensures effectively storage 

and retrieval of the data [47] using local machines but involves 

a large amount of cost in terms of time and hardware. 

With the advent of cloud computing, the data owner and 

organization are motivated to store their data on cloud 

infrastructure without purchasing computational resources to 

manage the data by their own and access ubiquitous services 

with less operational overhead [49]. 

Although cloud services have various advantages, 

sensitive information of an organization, individual and health 

records possess privacy concern in cloud infrastructure that 

resists data owner to use cloud services. However, the Cloud 

Service Providers (CSPs) provide privacy-preserving solutions 

[48]. But still, it is prone to attack from malicious inside 

attackers that utilize the information of an individual without any 

authorization and abuse it. Moreover, outside attacks also 

compromised data confidentiality. A simple approach to solving 

this problem of confidentiality is to encrypt the data of the data 

owner before outsourcing it on the cloud server [50]. However, 

computation problems like search, update and delete are very 

difficult when the data stored on a cloud is encrypted. The only 

trivial solution is downloading all the encrypted data from the 

cloud server and decrypt it locally to perform various 

computations, but it is very impractical because it requires a 

large amount of network bandwidth and hardware cost. 
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Hence, it is of paramount importance to perform some 

searching operation on encrypted data based on multiple 

keywords without losing data confidentiality. Specifically, it is 

desirable to build search mechanism for data retrieval that offers 

result relevance ranking for relevant documents in a cloud server 

based on a given input query and provides data consumers with 

most relevant data documents in sorted order from all searched 

documents [51]. 

1.3. Privacy-Preserving Big Data Management and 

Analytics in Distributed Environments 

In this investigated context, the issue of supporting 

privacy-preserving big data management and analytics (e.g., [6-

8]) plays a first-class role, especially with respect to the wide 

class of emerging big data application scenarios, which range 

from social networks to bio-informatics, from sensors networks 

to web recommendation tools, from e-science systems to e-

government systems, and so forth. In all these applicative 

settings, protecting the privacy of sensitive information, for 

instance personal data (e.g., [9-11]) or aggregate data (e.g., [12-

14]), can be clearly intended as an enabling technology. Other 

emerging topics include the astonishing raise of blockchain 

technology (e.g., [15]). 

On the other side, privacy-preserving big data 

management and analytics is strictly related to the research area 

recognized as big data security (e.g., [16]), which investigates 

how to securely access and handle big data repositories. The 

issue of combining privacy and security of big data (e.g., [17]), 

still in distributed environments, is, not by chance, one of the so-

called ”hot-topics" directions for big data research of the future. 

Following the great deal of interest for privacy-preserving 

big data management and analytics in distributed environments 

that has emerged during the last years (e.g., [10, 18, 22]), the 

research community already exposes quite a large literature on 

the topic. This demonstrates the maturity of the topic as well. 

Where future efforts will be oriented to? This paper aims at 

answering to this challenging question. From a side, it is un-

doubtful that theoretical tools for supporting privacy-preserving 

big data management and analytics in distributed environments 

represent a very interesting research area to be explored. In this 

context, extending well-consolidated theoretical models for 

privacy-preserving OLAP (e.g., [18-20]) to emerging tools such 

as differential privacy (e.g., [21]) is a promising research 

direction. This paradigm is further sensible to be extended to 

more general privacy-preserving big data publishing problems 

(e.g., [22]) whose integration with innovative advanced machine 

learning tools, such as tensor-based big data analytics (e.g., 

[23]), constitutes a vibrant area of research with outstanding 

outcomes in both theoretical contributions and practical 

achievements. On the other hand, as regards big data analytics 

properly, another interesting line of research for the investigated 

area is represented by the issue of supporting long-running big 

data analytics query processing in distributed environments 

(e.g., [24]), for instance Cloud stores (e.g., [25]), in a privacy-

preserving manner. Here, the main problem consists in how to 

combine the privacy preservation of singleton query (e.g., OLAP 

query – [26]) that composes the distributed big data analytics 

task with the privacy preservation of the whole distributed big 

data analytics task composed by (singleton) queries. 

In the following, we report some possible guidelines for 

next-generation research in the context of privacy-preserving 

big data management and analytics in distributed environments: 

 analysis of state-of-the-art proposals in the context of 

privacy-preserving big data management and 

analytics in distributed environments; 

 definition of target privacy-preserving big data 

management and analytics scenarios in distributed 

environments to be used as case studies (e.g., Internet 

of Things, social networks, Cloud stores, etc.); 

 definition of target privacy preserving big data 

management and analytics tools/processes in 

distributed environments to be addressed (e.g., 

OLAP, data publishing, tensor-based analytics, long-

running big data analytics, etc.); 

 definition of innovative privacy-preserving big data 

management and analytics tools in distributed 

environments, for instance based on differential 

privacy theory; 

 design, implementation and testing of privacy-

preserving big data management and analytics 

algorithms in distributed environments; 

 definition and implementation of reference case 

studies for deeply assessing privacy-preserving big 

data management and analytics in distributed 

environments. 

1.4. Contributions and Organization 

In this paper, we design and implement a secure search 

scheme over the encrypted cloud data, which supports keyword 

ranked search on the data collection in the cloud. This is a fusion 

of theoretical design and practical implementation of a fast 

secure search scheme. With it, data owners will be able to insert 

and delete their encrypted data on the cloud as well as obtain 

high search efficiency using keywords. Our key contributions of 

this paper include the following: 

 we extend a secure searchable encryption scheme 

that enables data owners to update encrypted data on 

the cloud; 

 we implement a parallel search process on encrypted 

data to further reduce the time cost. 

The remainder of this paper is organized as follows. The 

next described related works. Then, we formulate our problem, 

explain our theoretical design in Section 3, and present the 

methodology behind our practical implementation in Section 4. 

Evaluation results are shown in Section 5. Conclusions are 

drawn in Section 6. The conference version of this paper appears 

in [87]. 

2. Related Work 

The security of data is a paramount concern for the cloud 

service provider. CSPs are responsible for building a secure 

business model that allows processing, formatting, and 

transmitting individuals’ data to the remote location while 

protecting it from external and internal threats [52]. In the public 

cloud, different users have unauthorized access to the data. 

Hence, a policy that helps protect against unauthorized access 

by different users is required. CSPs offer various isolation 

techniques to solve the problem of unauthorized access and 

provide encryption, access control, virtualization solutions to the 

data owners for data dissemination [53]. 

Secure keyword matching problem is very important in 

the cloud environment and gains a lot of attention from the 

community involved in secure communication. As a result, the 

following methods have been proposed to solve this problem: 

 single keyword searchable encryption (see Section 

2.1); 

 Boolean keyword searchable encryption (see Section 

2.2); 
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 multi-keyword ranked searchable encryption (see 

Section 2.3). 

2.1. Single Keyword Searchable Encryption 

There are various single keyword techniques available to 

search on encrypted data [54-56]. All these techniques stored 

encrypted data documents and its encrypted searchable index on 

the server using symmetric encryption. The data users can search 

a single keyword with the help of trapdoor that is built using the 

secret key offered by the data owner. For instance: 

 Boneh et al. [57] created a public key technique 

where all users with the public key can write data on 

the server and users with the private key can perform 

search operation; 

 Katz et al. [58] presented an algorithm for secure 

DNA pattern matching; 

 Mohassel et al. [59] proposed an algorithm for 

Discrete Finite Automaton (DFA) evaluation. 

These algorithms based on public key encryption have a 

very high computational expense and involve extra cost while 

search operation. 

Li et al. [60] proposed a technique to search keyword from 

encrypted data. It follows similarity based keyword matching 

and maintains an error correction technique that is used to handle 

errors or “typos” by users. These techniques are based on 

predefined hamming distance and output keywords that are 

maintained in a query string following distance metric. But, it is 

not possible that hamming distance is not reliable for measuring 

the similarity of string pattern query because matching keywords 

might have a variable length. 

2.2. Boolean Keyword Searchable Encryption 

There are some techniques that follow conjunctive and 

disjunctive search over the encrypted data [61, 62]: 

 The conjunctive search involves returning either all 

or nothing. This means that, if all search keywords 

mentioned in a query are present in some encrypted 

documents, then it will return all those documents 

having all same exact keywords. Otherwise (i.e., 

some search keywords mentioned in a query are 

absent from encrypted documents), it will not return 

the documents. 

 The disjunctive approach involves returning all those 

documents, which can either have a subset of a 

specific keyword in a search query. 

They have high computational cost because of bilinear 

mapping. Moreover, these techniques do not support multiple 

keyword searches on encrypted data stored on the cloud server. 

 

 

Table 1. Different Techniques Used in Searchable Encryption 

Method 
Symmetric 

Key 
Public Key Index Rank Updates 

Single-
Keyword 

Search 

[54-56] [57-59] [54-56] X X 

Boolean Search X [61-62] X X X 

Multi-Keyword 

Search 
[64, 69] X [64, 69] [64, 69] [69] 

 

 

2.3. Multi-Keyword Ranked Searchable Encryption 

Ranked search helps data users to utilize the most relevant 

documents based on the query string. These algorithms return 

top-k most relevant documents and decrease network traffic 

while serving the request based on the input query string. For 

instance: 

 Swaminathan et al. [63] created ranked based 

searchable technique but it was designed for a query 

involving only a single keyword search. 

 Cao et al. [64] developed a multi-keyword ranked 

search on encrypted data. They represented 

documents and queries as a vector of dictionary size 

and perform coordinate matching. It returns relevant 

documents in sorted order based on the number of 

matched keywords for a given input query string. 

 Sun et al. [65] also created a secure multi-keyword 

search scheme. This scheme was based on similarity-

based ranking and used a searchable index tree based 

on the vector space model. For ranking the results, 

they used cosine along with Term Frequency (TF) × 

Inverse Document Frequency (IDF). 

However, these techniques do not work when the data 

owner wants to perform an update or delete operation on a given 

dataset on the cloud server. Hence, there is a need for the 

searchable encryption technique that supports dynamic 

operations. Such kind of operations are those referred to data and 

indexes that dynamically change over time. 

Different approaches discussed in related work for 

searchable encryption having different characteristics are 

described in Table 1. 

2.4. Other Approaches 

Hu et al. [66] proposed an index blind storage ( IBS) 
mechanism, which enables one perform range queries on 

encrypted cloud data while concealing the query pattern. This 

enhances the security of the search process. The general idea is 

storing a key hash of the plain text in a separate column on the 

table and generating an index on that column. Moreover, Hu et 

al. [66] recommended to have separate encryption key and index 

key, and store them on the web server of the application. This 

way, the database server would have no way of obtaining the 

keys. Hence, if an adversary were to break into the database, 

then they would not be able to learn anything meaningful from 

the data except its access and search patterns [67]. This makes 

our approach safe from outsider attack and insider attack when 

it relates to the cloud service provider. The only way a third party 

can breach this model is if and only if they have access to the 

symmetric encryption key used in the encryption of the owner’s 

files, which will only be possible if they physically break into 

the data owner’s or data user’s computer. 
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3. Design of Our Privacy-Preserving Keyword Search 

Model 

3.1. System Model 

The architecture of ranked search over encrypted 

outsourced data in cloud storage is illustrated in Fig. 1. Within 

the architecture, the three key entities involving in this problem 

include the following: 

 the data owner; 

 the cloud service provider; 

 the data user. 

Let us elaborate on each of these key entities. 

 

 
Fig. 1. The architecture of ranked search over encrypted outsourced data in cloud storage 

 

3.1.1. Data Owner 

In general, a data owner has a collection of various raw 

documents ℱ that he wishes to store at remote cloud location in 

the encrypted format. In order to effectively utilize these 

encrypted files for the search operation, the data owner makes 

the following tasks: 

 first, building an encrypted tree index ℐ for all the 

keywords gather from various documents ℱ; 

 then, generating cipher-text collection 𝒞 for all the 

documents ℱ; 

 also, outsourcing both cipher-text collection 𝒞  and 

encrypted index ℐ to the cloud storage server. 

However, the data owner has provision to update various 

documents in the cloud server by encrypting them locally and 

send it to the server later on. 

3.1.2. Cloud Service Provider 

Generally, a cloud service provider stores both of the 

following in the remote location: 

 cipher-text collection 𝒞; 

 encrypted tree index ℐ. 

Then, the cloud service provider will take the following 

actions: 

 receives the search request from the data user in the 

form of trapdoor TD; 

 executes the search operation on encrypted tree index 

based on TD; 

 returns relevant encrypted documents with rank 

order 𝑘 to the data user; 

 performs update operation for various new 

documents provided by the data owner and the 

encrypted tree index ℐ.

 

3.1.3. Data Users 

In general, data users are authorized by the data owner to 

obtain a shared secret key for utilizing encrypted data. Data users 

can use the search control mechanism to: 

 perform search query using 𝑡  keywords by using 

trapdoor TD; 

 retrieve 𝑘  encrypted documents from the cloud 

storage server based on the query keyword. 

As a preview, the cloud server used in this project is 

considered as “honest-but-curious”. This means that the cloud 

server applies the following actions: 

 performs all the operations in an honest manner; 

 nevertheless, it is curious in the sense that it tries to: 

o infer the knowledge from query data; 

o analyze the inferred knowledge to gain 

additional information; 

o perform various operations. 

3.2. Threat Model 

In this paper, we consider two threat models [64], which 

are based on the information acquired by the cloud server: 

 Known cipher-text model, in which the cloud server 

has knowledge of both cipher-text collection 𝒞 and 

the encrypted tree index ℐ that are outsourced to the 

cloud by the data owner. In this model, the cloud 

server is capable of performing on the cipher-text 

only attack. 

 Known background model, in which the cloud server 

is stronger when compared to known cipher-text 

model because the cloud server has more access to 

knowledge regarding cipher-text collection. The 

information involves term frequency (TF) and 

statistics about the number of documents for each 

keyword in the whole documents. In this kind of 



A. Cuzzocrea et al. / Journal of Ubiquitous Systems & Pervasive Networks, 15 (2021) 43-53 

6 

attack, the cloud server tries to deduce the query 

keyword based on keyword frequency. 

3.3. Design Goals 

The system model based on above design properties 

enable secure, accurate and dynamic keyword ranked search 

over encrypted data stored in cloud server and the system design 

tries to achieve following three goals. These are described in the 

following Sections. 

3.3.1. Dynamic Multi-Keyword Ranked Search 

Our designed system aims to perform: 

 the multi-keyword query on encrypted data stored in 

the cloud server; 

 the dynamic update of documents on the cloud 

server. 

3.3.2. Efficiency 

Our proposed scheme ensures efficiency query 

mechanism by following index based tree that offers sub-linear 

efficiency while searching. 

3.3.3. Privacy Preserving 

Our proposed scheme is designed in a way that cloud 

server does not learn additional information about the stored 

documents, search-able tree index and query but only learn 

about search result that is returned by cloud server after 

performing the query. The proposed scheme is designed to meet 

the following privacy preserving requirements: 

 Trapdoor Unlinkability: The function of generating 

trapdoor should not be deterministic because the 

adversary or cloud server will be able to deduce 

whether the two trapdoors are generated for the same 

query keyword or not. Using a deterministic 

approach, the cloud server will be able to generate 

the frequencies of different keywords used in the 

different search query that will breach the privacy 

requirement of the underlying keywords in the search 

query. The trapdoor should be generated using a non-

deterministic approach so that it will ensure privacy 

requirement for the same keyword that is utilized for 

the same search query. 

 Keyword Privacy: The main concern regarding 

privacy is to hide the underlying keyword used for 

the search. The trapdoor function produces an 

encrypted search query for a given keyword and 

protects it from the adversary. But adversary can do 

some statistical inference to predict the keyword of 

the search query. And, if the adversary knows 

background information about known cipher-text 

model, it will be utilized to find out the keyword of 

the search query. 

 Index Confidentiality and Query Confidentiality: The 

raw documents, keywords in the index and query are 

encrypted so that adversary does not know anything 

about data. 

4. Implementation of Our Privacy-Preserving 

Keyword Search Model 

Our approach is, to begin with, implementing literal 

search of encrypted data for single keywords and then expanding 

its utility to perform partial match searching. When we achieve 

this, we further extend it to accommodate multiple keywords. 

We aim to achieve this by employing the blind indexing strategy 

(see Section 2.4). 

4.1. Blind Indexing 

Recall from Section 2.4 that an index blind storage (IBS) 
mechanism enables one perform range queries on encrypted 

cloud data while concealing the query pattern. This IBS 

mechanism enhances the security of the search process. The 

general idea is storing a key hash of the plain text in a separate 

column on the table and generating an index on that column. For 

the files uploaded on the cloud in this project, the construction 

of our table is shown in Fig. 2. Here, we create a fileUpload table 

and also create its associated keyWordIndex index. More 

specifically, we store a blind index of the plain keywords in 

keyWordBlindIndex. Then, the keyword is encrypted and stored 

on the table. 

 

CREATE TABLE IF NOT EXISTS fileupload 
( 
 id INT NOT NULL AUTO_INCREMENT, 
 uname TEXT NOT NULL, 
 filename VARCHAR(255) NOT NULL UNIQUE, 
 filesize VARCHAR(255) NOT NULL, 
 filePath VARCHAR(255) NOT NULL, 
 keyWord TEXT NOT NULL, 
 indexVal VARCHAR(255) NOT NULL, 
 keyWordBlindIndex VARCHAR(255), 
 PRIMARY KEY (id) 
); 
CREATE INDEX keyWordIndex ON 
fileupload(keyWord); 
 

Fig. 2. The fileUpload table and the associated keyWordIndex index 

 

Afterwards, we adapt Java’s PBKDF2WithHmacSHA1 

algorithm for  password-based key derivation function 

( PBKDF )  2 with hash-based message authentication code 

(HMAC) using the secure hash algorithm 1 (SHA1), in which a 

combination of hashing and a unique salt is applied in order to 

derive the key from the keyword. The resulting algorithm, as 

outlined in algorithm getListDocumentsWithKeyword (see 

Figure 3), returns a list of documents that contain that keyword. 

With algorithm getListDocumentsWithKeyword, we are able to 

successfully query the encrypted database for exact matches of 

the keywords. 

 

Algorithm getListDocumentsWithKeyword 
Input: Collection of documents, keyword. 
Output: List of documents containing that keyword. 
Begin 

    1. blindIndex ← getKeyWordBlindIndex(keyword,   
blindIndexKkey);  
    2. sqlStmt ← PreparedStatement(  SELECT * 
                          FROM fileupload 
                          WHERE keyWordBlindIndex = 
                                         blindIndex);  

    3. result ← sqlStmt.execute().getResultSet(); 
    4. return result; 
End; 
 

Fig. 3. Algorithm getListDocumentsWithKeyword 

 

To further enhance the searching process for privacy-

preserving information retrieval by accommodating partial 

string matches, we create a new table called fileUploadFilter as 

outlined in Fig. 4. We also created its associated index 
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keyWordFilterIndex on (stringMatch, trapdoor) to speed up the 

searching process for privacy-preserving information retrieval. 

 

CREATE TABLE IF NOT EXISTS fileupload_filter 
( 
 filterID INT NOT NULL AUTO_INCREMENT, 
 fileUploadID INT, 
 stringMatch TEXT, 
 trapdoor TEXT, 
 PRIMARY KEY (filterID), 
 FOREIGN KEY (fileUploadID) REFERENCES 
fileupload(ID) 
); 
CREATE INDEX keyWordFilterIndex ON 
fileupload_filter(stringMatch,trapdoor); 
 

Fig. 4. The fileUploadFilter table and the associated 

keyWordFilterIndex index 

 

Next, we store distinct blind indexes per column for every 

type of query we needed. For single keywords, we store a blind 

index of the first five characters for every keyword the user 

enters so we can perform a search of the following form shown 

in Fig. 5. 

 

SELECT *  
FROM fileupload  
WHERE keyWord LIKE ’%cloud%’  
 

Fig. 5. Search query example 

 

 

 

 

 
Fig. 6. Search time with parallel search process 

 
Fig. 7. Search time without parallel search process 

 

4.2. Analysis 

Recall from Section 2.4, it was recommended to have 

separate encryption key and index key, and store them on the 

web server of the application. This way, the database server 

would have no way of obtaining the keys. Hence, if an adversary 

were to break into the database, then they would not be able to 

learn anything meaningful from the data except its access and 

search patterns. This makes our approach safe from outsider 

attack and insider attack when it relates to the cloud service 

provider (CSP). The only way a third party can breach this 

model is if and only if they have access to the symmetric 

encryption key used in the encryption of the files owners, which 

will only be possible if they physically break into the data 

owner’s or data user’s computer. 

Consequently, in our table, we added duplicate entries for 

the possible partial search strings. The reason we did this was to 

aid indexing, which allows for fast SELECT queries. To reduce 

memory consumption, we chose to create one index for partial 

SELECT queries matching the first five letters. 

We also boosted the performance further by truncating the 

blind indexes to 16 bits and used them as Bloom Filter. The 

benefits we noticed was the improved speed in getting the results 

from queries. 
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5. Evaluation: Experiments and Discussion 

For evaluation, we compared with closely related work. 

For instance, Cao et al. [64] created a non-dynamic multi-

keyword search scheme where data owners could not update 

their data once uploaded on the cloud; they could only perform 

multi-keyword searches. Also, Sun et al. [65] improved on that 

scheme by providing the update functionality. The problem with 

their approach was that they were performing a lot of 

computation on the cloud to re-generate the index once a change 

is made. This made the performance of the application to 

degrade with more dynamic operations.  

Our desired approach was to store a separate, distinct 

blind index per column for every different kind of query we need 

(each with its own key), instead of regenerating the index. 

For our experiment, we computed search times for multi-

word queries on a collection of 2,000 unencrypted documents. 

While this document quota is reasonable for a complete 

preliminary evaluation, further experimental exploration on the 

performance of our technique is left as future work We fed the 

contents of the documents to a Text Analyzer [70]. The keywords 

were made using a random word generator from a collection of 

five words. We measured the search times for queries using our 

parallel scheme and compared them to the run time for the same 

queries without the scheme. We also measured the percentage of 

RAM and thread loads for both scenarios. The results can be 

seen in Figs. 6–9. 

The experiments were run on a 32GB Intel Core i7-

7700HQ CPU @ 2.80GHz processor with 8 threads and a 

GeForce GTX 1060 graphics card. We used DropBox as a Cloud 

Service Provider and performed upload and retrieval of files 

using API calls. 

Observed from Figs. 6–7, when the queries are run in 

parallel, search time stays relatively at 5 seconds on average. In 

contrast, they tend to grow proportional to the number of files 

when run sequentially showing that our improvement has 

potential of improving the multi-keyword search on encrypted 

data. Figs. 8–9 show the trade-off of this design. 

6. Conclusions and Future Work 

We proposed a fast privacy-preserving keyword search 

model on encrypted outsourced data. Specifically, our model 

performs dynamic search on encrypted data located in the cloud. 

In our model, we implemented a rank documents feature that 

supports querying the frequency of encrypted keywords on the 

cloud. We also maintained the privacy and data integrity by 

employing a symmetric encryption/decryption scheme for 

transferring and querying encrypted content on the cloud. As an 

added contribution, we implemented a parallel search scheme to 

increase search query speed. Based on the symmetric key 

encryption, we guarantee that it is invulnerable to attack unless 

one physically gains access to the key which is not possible in 

the ideal world. 

As ongoing work, we are exploring further improvements 

to our privacy-preserving keyword search. For instance, we are 

exploiting user-specified constraints [71, 72] and incorporating 

them into the search [73, 74]. We are investigating the benefits 

of having visualization [75] to our approach. For future work, 

we plan to incorporate additional knowledge—such as 

information from online analytical processing (OLAP) data [76-

79], graphs [80-84], web [85, 86]—into our approach for 

performing more effective searches. 

 
Fig. 8. Memory utilization and thread load without parallel search process 

 
Fig. 9. Memory utilization and thread load witouth parallel search process 
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