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Preface

Although cryptography and security techniques have been around for quite some
time, emerging technologies such as ubiquitous computing and ambient intelli-
gence that exploit increasingly interconnected networks, mobility and person-
alization put new requirements on security with respect to data management.
As data is accessible anytime anywhere, according to these new concepts, it be-
comes much easier to get unauthorized data access. Furthermore, it becomes
simpler to collect, store, and search personal information and endanger people’s
privacy. Therefore, research in the area of secure data management is of growing
importance, attracting the attention of both the data management and security
research communities. The interesting problems range from traditional ones, such
as access control (with all variations, like dynamic, context-aware, role-based),
database security (e.g., efficient database encryption schemes, search over en-
crypted data, etc.), and privacy-preserving data mining to controlled sharing of
data.

In addition to the aforementioned subject, this year we also called for pa-
pers devoted to secure data management in healthcare as a domain where data
security and privacy issues are traditionally important. The call for papers at-
tracted 38 papers both from universities and industry. The Program Committee
selected 16 research papers for presentation at the workshop. These papers are
also collected in this volume which we hope will serve you as a useful research
and reference material.

The volume is divided roughly into four major sections. The first section fo-
cuses on encrypted databases addressing the topics of key and metadata manage-
ment, as well as searching in the encrypted domain. The second section changes
slightly the focal point to access control, which remains an important area of
interest. The papers in this section deal with this topic from a different point of
view and in a different context: two papers in the medical domain, one in the area
of the Semantic Web and one in XML databases. The third section focuses on
disclosure detection, control and prevention, again in a database environment.
The last paper in this section addresses in particular the topics of inference
control and anonymization in medical databases. Finally, the fourth section ad-
dresses privacy and security technologies which are required in a modern world
to support concepts like ubiquitous computing or location-based services.

July 2005 Willem Jonker and Milan Petković
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