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Preface

The increasing relevance of security to real-life applications, such as electronic
commerce and Internet banking, is attested by the fast-growing number of re-
search groups, events, conferences, and summer schools that address the study
of foundations for the analysis and the design of security aspects. The “Inter-
national School on Foundations of Security Analysis and Design” (FOSAD, see
http://www.sti.uniurb.it/events/fosad/) has been one of the foremost events es-
tablished with the goal of disseminating knowledge in this critical area, especially
for young researchers approaching the field and graduate students coming from
less-favoured and non-leading countries.

The FOSAD school is held annually at the Residential Centre of Bertinoro
(http://www.ceub.it/), in the fascinating setting of a former convent and epis-
copal fortress that has been transformed into a modern conference facility with
computing services and Internet access. Since the first school, in 2000, FOSAD
has attracted more than 250 participants and 50 lecturers from all over the world.
A collection of tutorial lectures from FOSAD 2000 was published in Springer’s
LNCS volume 2171. Some of the tutorials given at the two successive schools
(FOSAD 2001 and 2002) are gathered in a second volume, LNCS 2946. To con-
tinue this tradition, the present volume collects a set of tutorials from the fourth
FOSAD, held in 2004, and from FOSAD 2005.

The opening paper by Michael Backes, Birgit Pfitzmann, and Michael Waid-
ner, reports on the integration between the classical Dolev-Yao model of security
and the computational view of cryptography. In particular, the authors present
an idealized cryptographic library that extends the applicability of the Dolev-Yao
model for automated proofs of cryptographic protocols to provably secure crypto-
graphic implementations. Jan Jiirjens gives an overview of UMLsec, an extension
of the Unified Modelling Language that allows the expression of security-relevant
information within the diagrams in a system specification. Frangois Koeune and
Frangois-Xavier Standaert present a survey on implementation-specific attacks,
which attempt to exploit the physical constraints of any real-life cryptographic
device (running time, power consumption, ...) to expose the device’s secrets.
The authors provide a tutorial on this subject, overviewing the main kinds of
attacks and highlighting their underlying principles. Riccardo Focardi’s paper
presents the basics of authentication protocols and illustrates a specific tech-
nique for statically analyzing protocol specifications. The technique works in the
presence of both malicious outsiders and compromized insiders, with no limita-
tion on the number of parallel sessions.

Gilles Barthe and Guillaume Dufay illustrate some applications of formal
methods to increase the reliability of smartcards and trusted personal devices,
with respect to both platform correctness and applet validation. Their paper
focuses on devices that embed Java Virtual Machines or their variants, in par-
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ticular Java Card Virtual Machines. Elisa Bertino, Ji-Won Byun, and Ninghui
Li deal with various aspects of privacy-preserving data management systems.
In particular, they focus on database management systems that are able to en-
force privacy promises encoded in privacy languages such as P3P. Herve Debar
and Jouni Viinikka’s paper covers intrusion detection and security information
management technologies, focusing on data sources and analysis techniques. To
conclude, Fabio Massacci, Paolo Giorgini, and Nicola Zannone review the state
of the art in security requirements engineering and discuss their approach to
modelling and analyzing security, the Secure Tropos methodology.

We think that this tutorial book offers an interesting view of what is going on
worldwide at present in the security field. We would like to thank all the insti-
tutions that have promoted and founded this school and, in particular, the IFTP
Working Group on “Theoretical Foundations of Security Analysis and Design”
(http://www.dsi.unive.it/IFIPWG1 7/), which was established to promote re-
search and education in security-related issues. FOSAD 2005 was sponsored by
CNR-IIT, Create-Net, and the Universita di Bologna, and has been supported
by EATCS-IT, EEF, and the ERCIM Working Group on Security and Trust
Management (http://www.iit.cnr.it/STM-WG/). Finally, we also wish to thank
the whole staff of the University Residential Centre of Bertinoro for the organi-
zational and administrative support.

June 2005 Alessandro Aldini
Roberto Gorrieri
Fabio Martinelli
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