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Preface

This volume contains papers presented at the 3rd International Workshop on
Mathematical Methods, Models and Architectures for Computer Network Se-
curity (MMM-ACNS 2005) held in St. Petersburg, Russia, during September
25–27, 2005. The workshop was organized by the St. Petersburg Institute for
Informatics and Automation of the Russian Academy of Sciences (SPIIRAS) in
cooperation with Binghamton University (SUNY, USA).

The 1st and the 2nd International Workshops on Mathematical Methods,
Models and Architectures for Computer Network Security (MMM-ACNS 2001
and MMM-ACNS 2003), hosted by the St. Petersburg Institute for Informatics
and Automation, demonstrated the keen interest of the international research
community in the subject area. It was recognized that conducting a biannual
series of such workshops in St. Petersburg stimulates fruitful exchanges between
the different schools of thought, facilitates the dissemination of new ideas and
promotes the spirit of cooperation between researchers on the international scale.

MMM-ACNS 2005 provided an international forum for sharing original re-
search results and application experiences among specialists in fundamental and
applied problems of computer network security. An important distinction of the
workshop was its focus on mathematical aspects of information and computer
network security addressing the ever-increasing demands for secure computing
and highly dependable computer networks.

A total of 85 papers from 20 countries related to significant aspects of both
theory and applications of computer network and information security were sub-
mitted to MMM-ACNS 2005. Twenty-five papers were selected for regular and
12 for short presentations. Six technical sessions were organized, namely: Math-
ematical Models, Architectures and Protocols for Security; Authentication, Au-
thorization and Access Control; Information Flow Analysis, Covert Channels
and Trust Management; Security Policy and Operating System Security; Threat
Modeling, Vulnerability Assessment and Network Forensics; and Intrusion De-
tection. The panel discussions were devoted to the challenging problems in vul-
nerability assessment, intrusion detection and security policy management. The
MMM-ACNS 2005 program was enriched by five distinguished invited speakers:
Naranker Dulay, Ming-Yuh Huang, Sushil Jajodia, David Nicol, and Douglas
Summerville.

The success of the workshop was assured by team efforts of sponsors, organiz-
ers, reviewers, and participants. We would like to acknowledge the contribution
of the individual Program Committee members and thank the paper reviewers.
Our sincere gratitude goes to the participants of the workshop and all authors
of the submitted papers. We are grateful to our sponsors: European Office of
Aerospace Research and Development (EOARD) of the US Air Force, US Office
of Naval Research Global (ONRGlobal) and US Army Research Laboratory-
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European Research Office (AFL-ERO) for their generous support. We wish to
express our gratitude to the Springer LNCS team managed by Alfred Hofmann
for their help and cooperation.

September 2005 Vladimir Gorodetsky
Igor Kotenko

Victor Skormin
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