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Preface

SAC 2005 was the 12th in a series of annual workshops on Selected Areas in
Cryptography. This was the 5th time the workshop was hosted by Queen’s Uni-
versity in Kingston (the previous workshops were held here in 1994, 1996, 1998
and 1999). Other SAC workshops have been organized at Carleton University in
Ottawa (1995, 1997 and 2003), the Fields Institute in Toronto (2001), Memorial
University of Newfoundland in St. John’s (2002) and the University of Waterloo
(2000 and 2004). The workshop provided a relaxed atmosphere in which re-
searchers in cryptography could present and discuss new work on selected areas
of current interest.

The themes for SAC 2005 were:

– design and analysis of symmetric key cryptosystems;
– primitives for symmetric key cryptography, including block and stream ci-

phers, hash functions, and MAC algorithms;
– efficient implementations of symmetric and public key algorithms;
– cryptographic algorithms and protocols for ubiquitous computing (sensor

networks, RFID).

A total of 96 papers were submitted. Three papers were not considered be-
cause they were identified as being multiple submissions. After an extensive
double-blind reviewing process, the program committee accepted 25 papers for
presentation at the workshop.

We were very fortunate to have two invited speakers at SAC 2005, who both
delivered thought-provoking and entertaining talks:

– Alfred Menezes: Another Look at Provable Security;
– Mike Wiener: The Full Cost of Cryptanalytic Attacks.

First and foremost we would like to thank the members of the program com-
mittee for the many days spent on reviewing and discussing the papers – thereby
producing more than 600 Kbytes of comments – and for helping us with the dif-
ficult decisions. We would also like to thank the numerous external reviewers
for their assistance. We are also indebted to Queen’s University, Stantive Solu-
tions Inc. and Sun Microsystems for their financial support of the workshop. We
also wish to thank Sheila Hutchison for her administrative support, Tom Harper
for developing and maintaining the SAC 2005 website and Thomas Herlea and
Robert Maier for managing the Web-based review site. Special thanks to Jasper
Scholten for his technical assistance during the editing of the preproceedings and
this volume.

Finally we would like to thank all the participants, submitters, authors and
presenters who all together made SAC 2005 a great success.

December 2005 Bart Preneel, Stafford Tavares
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