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Preface 

This book presents the proceedings of the Third International Conference on Trust, 
Privacy and Security in Digital Business (TrustBus 2006), held in Kraków, Poland,  
September 5-7, 2006. The conference continues from previous events held in 
Zaragoza (2004) and Copenhagen (2005), and maintains the aim of bringing together 
academic researchers and industry developers to discuss the state of the art in 
technology for establishing trust, privacy and security in digital business. We thank 
the attendees for coming to Kraków to participate and debate the new emerging 
advances in this area. 

The conference programme included two keynote presentations, one panel session 
and eight technical papers sessions. The keynote speeches were delivered by Jeremy 
Ward from Symantec EMEA on the topic of “Building the Information Assurance 
Community of Purpose”, and by Günter Karjoth from IBM Research - Zurich, with a 
talk entitled “Privacy Practices and Economics –– From Privacy Policies to Privacy 
SLAs.” 

The subject of the panel discussion was “Is Security Without Trust Feasible?” 
chaired by Leszek T. Lilien from Western Michigan University, USA. The reviewed 
paper sessions covered a broad range of topics, from access control models to security 
and risk management, and from privacy and identity management to security 
protocols. The conference attracted 70 submissions, each of which was assigned to 
four referees for review. The Programme Committee ultimately accepted 24 papers 
for inclusion, which were revised based upon comments from their reviews.  

We would like to express our thanks to the various people who assisted us in 
organizing the event and formulating the programme.  We are very grateful to the 
Programme Committee members, and external reviewers, for their timely and 
rigorous reviews of the papers.  Thanks are also due to the DEXA Organizing 
Committee for supporting our event, and in particular to Mrs. Gabriela Wagner for 
her help with the administrative aspects. We would also like to thank Sokratis 
Katsikas, Javier López and Günther Pernul for their past efforts in establishing the 
conference series, and their valuable advice and assistance in enabling us to take it 
forward. 

Finally we would like to thank all of the authors who submitted papers for the 
event, and contributed to an interesting set of conference proceedings. 

September 2006                                 Simone Fischer-Hübner, Karlstad University, Sweden  
Kraków, Poland                                            Steven Furnell, University of Plymouth, UK 

Costas Lambrinoudakis, University of the Aegean, Greece 
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Alfonso Rodŕıguez, Eduardo Fernández-Medina, Mario Piattini

A Framework for Exploiting Security Expertise in Application
Development . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

Theodoros Balopoulos, Lazaros Gymnopoulos, Maria Karyda,
Spyros Kokolakis, Stefanos Gritzalis, Sokratis Katsikas

On Diffusion and Confusion – Why Electronic Signatures
Have Failed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

Heiko Roßnagel

Session 4: Privacy Enhancing Technologies and
Privacy Management

Extending P3P to Facilitate Proxies Which Pose as a Potential Threat
to Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

Wesley Brandi, Martin S. Olivier



XII Table of Contents

A Systematic Approach to Privacy Enforcement and Policy Compliance
Checking in Enterprises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

Marco Casassa Mont, Siani Pearson, Robert Thyne

A Generic Privacy Enhancing Technology for Pervasive Computing
Environments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

Stelios Dritsas, John Tsaparas, Dimitris Gritzalis

Bringing the User Back into Control: A New Paradigm for Usability
in Highly Dynamic Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

Sebastian Höhn
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