Lecture Notes in Computer Science 2523
Edited by G. Goos, J. Hartmanis, and J. van Leeuwen



Springer
Berlin
Heidelberg
New York
Barcelona
Hong Kong
London
Milan

Faris

Tokyo



Burton S. Kaliski Jr.  Cetin K. Kog
Christof Paar (Eds.)

Cryptographic Hardware
and Embedded Systems —
CHES 2002

4th International Workshop
Redwood Shores, CA, USA, August 13-15, 2002
Revised Papers

) Springer



Series Editors

Gerhard Goos, Karlsruhe University, Germany
Juris Hartmanis, Cornell University, NY, USA
Jan van Leeuwen, Utrecht University, The Netherlands

Volume Editors

Burton S. Kaliski Jr.

RSA Laboratories

174 Middlesex Turnpike, Bedford, MA 01730, USA
E-mail: bkaliski @rsasecurity.com

Cetin K. Kog

Oregon State University
Corvallis, Oregon 97330, USA
E-mail: koc@ece.orst.edu

Christof Paar
Ruhr-Universitat Bochum
44780 Bochum, Germany E-mail: cpaar@crypto.rub.de

Cataloging-in-Publication Data applied for

A catalog record for this book is available from the Library of Congress
Bibliographic information published by Die Deutsche Bibliothek

Die Deutsche Bibliothek lists this publication in the Deutsche Nationalbibliografie;
detailed bibliographic data is available in the Internet at <http://dnb.ddb.de>.

CR Subject Classification (1998): E.3,C.2,C.3,B.7.2,G.2.1,D.4.6,K.6.5,F2.1,].2

ISSN 0302-9743
ISBN 3-540-00409-2 Springer-Verlag Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer-Verlag. Violations are
liable for prosecution under the German Copyright Law.

Springer-Verlag Berlin Heidelberg New York
a member of BertelsmannSpringer Science+Business Media GmbH

http://www.springer.de

© Springer-Verlag Berlin Heidelberg 2002
Printed in Germany

Typesetting: Camera-ready by author, data conversion by PTP-Berlin, Stefan Sossna e. K.
Printed on acid-free paper SPIN 10873104 06/3142 543210



Preface

These are the proceedings of CHES 2002, the Fourth Workshop on Cryptographic
Hardware and Embedded Systems. After the first two CHES Workshops held in
Massachusetts, and the third held in Europe, this is the first Workshop on the
West Coast of the United States. There was a record number of submissions this
year and in response the technical program was extended to 3 days.

As is evident by the papers in these proceedings, there have been again many
excellent submissions. Selecting the papers for this year’s CHES was not an easy
task, and we regret that we could not accept many contributions due to the
limited availability of time. There were 101 submissions this year, of which 39
were selected for presentation. We continue to observe a steady increase over
previous years: 42 submissions at CHES ’99, 51 at CHES 2000, and 66 at CHES
2001. We interpret this as a continuing need for a workshop series that com-
bines theory and practice for integrating strong security features into modern
communications and computer applications. In addition to the submitted contri-
butions, Jean-Jacques Quisquater (UCL, Belgium), Sanjay Sarma (MIT, USA)
and a panel of experts on hardware random number generation gave invited
talks.

As in the previous years, the focus of the Workshop is on all aspects of cryp-
tographic hardware and embedded system security. Of special interest were con-
tributions that describe new methods for efficient hardware implementations and
high-speed software for embedded systems, e.g., smart cards, microprocessors,
DSPs, etc. CHES also continues to be an important forum for new theoretical
and practical findings in the important and growing field of side-channel attacks.

We hope to continue to make the CHES Workshop series a forum for in-
tellectual exchange in creating the secure, reliable, and robust security solutions
of tomorrow. CHES Workshops will continue to deal with hardware and soft-
ware implementations of security functions and systems, including security for
embedded wireless ad hoc networks.

We thank everyone whose involvement made the CHES Workshop such a
successful event. In particular we would like to thank André Weimerskirch (Ruhr-
University, Bochum) for his help again with the website and Gékay Saldamli and
Colin van Dyke (Oregon State University) for their help on registration and local
organization.

August 2002 Burton S. Kaliski Jr.
Cetin K. Kog
Christof Paar
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