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Preface

These are the proceedings of CHES 2002, the Fourth Workshop on Cryptographic
Hardware and Embedded Systems. After the first two CHES Workshops held in
Massachusetts, and the third held in Europe, this is the first Workshop on the
West Coast of the United States. There was a record number of submissions this
year and in response the technical program was extended to 3 days.

As is evident by the papers in these proceedings, there have been again many
excellent submissions. Selecting the papers for this year’s CHES was not an easy
task, and we regret that we could not accept many contributions due to the
limited availability of time. There were 101 submissions this year, of which 39
were selected for presentation. We continue to observe a steady increase over
previous years: 42 submissions at CHES ’99, 51 at CHES 2000, and 66 at CHES
2001. We interpret this as a continuing need for a workshop series that com-
bines theory and practice for integrating strong security features into modern
communications and computer applications. In addition to the submitted contri-
butions, Jean-Jacques Quisquater (UCL, Belgium), Sanjay Sarma (MIT, USA)
and a panel of experts on hardware random number generation gave invited
talks.

As in the previous years, the focus of the Workshop is on all aspects of cryp-
tographic hardware and embedded system security. Of special interest were con-
tributions that describe new methods for efficient hardware implementations and
high-speed software for embedded systems, e.g., smart cards, microprocessors,
DSPs, etc. CHES also continues to be an important forum for new theoretical
and practical findings in the important and growing field of side-channel attacks.

We hope to continue to make the CHES Workshop series a forum for in-
tellectual exchange in creating the secure, reliable, and robust security solutions
of tomorrow. CHES Workshops will continue to deal with hardware and soft-
ware implementations of security functions and systems, including security for
embedded wireless ad hoc networks.

We thank everyone whose involvement made the CHES Workshop such a
successful event. In particular we would like to thank André Weimerskirch (Ruhr-
University, Bochum) for his help again with the website and Gökay Saldamlı and
Colin van Dyke (Oregon State University) for their help on registration and local
organization.

August 2002 Burton S. Kaliski Jr.
Çetin K. Koç
Christof Paar
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– Ç.K. Koç, D. Naccache, and C. Paar (Editors). Cryptographic Hardware and
Embedded Systems - CHES 2001, Lecture Notes in Computer Science No.
2162, Springer-Verlag, Berlin, Heidelberg, New York, 2001.
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Dual-Field Arithmetic Unit for GF (p) and GF (2m) . . . . . . . . . . . . . . . . . . . 500
Johannes Wolkerstorfer

Error Detection in Polynomial Basis Multipliers over Binary
Extension Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 515

Arash Reyhani-Masoleh, M.A. Hasan

Hardware Implementation of Finite Fields of Characteristic Three . . . . . . 529
D. Page, N.P. Smart

Elliptic Curve Cryptography III

Preventing Differential Analysis in GLV Elliptic Curve
Scalar Multiplication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 540

Mathieu Ciet, Jean-Jacques Quisquater, Francesco Sica

Randomized Signed-Scalar Multiplication of ECC to
Resist Power Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 551

Jae Cheol Ha, Sang Jae Moon

Fast Multi-scalar Multiplication Methods on Elliptic Curves with
Precomputation Strategy Using Montgomery Trick . . . . . . . . . . . . . . . . . . . 564

Katsuyuki Okeya, Kouichi Sakurai

Hardware for Cryptanalysis

Experience Using a Low-Cost FPGA Design to Crack DES Keys . . . . . . . . 579
Richard Clayton, Mike Bond

A Time-Memory Tradeoff Using Distinguished Points: New Analysis
& FPGA Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 593

Francois-Xavier Standaert, Gael Rouvroy, Jean-Jacques Quisquater,
Jean-Didier Legat

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 611



Template Attacks

Suresh Chari, Josyula R. Rao, and Pankaj Rohatgi

No Institute Given


	Cryptographic Hardwareand Embedded Systems –CHES 2002
	Preface
	Acknowledgements
	Program Committee
	Table of Contents

