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A new type of nonlinear feedforward log ic  f o r  binary sequence genera- 
t o r s  i s  proposed, i . e .  a l og ic  t h a t  combines the stages of a l i n e a r  
feedback s h i f t  register (LFSR)  i n  a nonlinear way. The sequences 
generated a r e  analyzed with respect  t o  t h e i r  t r ans i en t  and u l t ima te ly  
per iodic  behavior. They a r e  shown t o  have a balanced zero-one d i s t r i -  
bution, and a lower bound on t h e i r  l i n e a r  complexity i s  derived whlch 
grows exponentially with the  length of the LFSR. 

Binary sequences with good randomness propert ies  play an important 
r o l e  i n  cipher systems El]. Usually, such sequences a r e  generated by a 
f i n i t e  s t a t e  machine and a re  therefore  not t r u l y  random. A common 
measure for t h e  u n p r e d i c t a b i l i t y  of a pseudorandom binary sequence is  
i t s  l i n e a r  complexity L ,  defined as the length of the sho r t e s t  l i n e a r  
feedback s h i f t  r e g i s t e r  (LFSR)  t h a t  can generate the sequence. A high 
l i n e a r  complexity i s  an important necessary requirement f o r  crypto- 
graphic app l i ca t ions ,  and corresponding generators therefore  have t o  
be nonlinear.  

In  the case of a nonl inear  feedforward log ic  t h a t  combines the  s t ages  
of  a s ing le  LFSR, Key [ Z ]  has shown how the l i nea r  complexity can be 
determined. I f  t h e  order  of t h e  feedforward function i s  l a rge r  than 
two, however, t h e  procedure becomes very involved and i n  general  only 
y i e lds  upper bounds. In t h i s  paper, w e  s h a l l  show t h a t  a lower bound 
on the  l i n e a r  complexity can be obtained i f  the feedforward funct ion 
s a t i s f i e s  c e r t a i n  requirements. 

A spec ia l  type of  l o g i c  t h a t  produces such feedforward functions i s  
shown i n  Figure 1. I t  is applied t o  an i -s tage m-LFSR ( i . e .  an LFSR 
generating a sequence (u,) of maximal period 2'-l) and contains the 
following elements: 
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FIGURE 1 

The non l inea r  b inary  sequence generator .  

- a de lay  l o g i c  which genera tes  a c y c l i c  s h i f t  u ~ - ~  of  ut. (Such a 
l o g i c  may be based  on the  shift-and-add property of m-sequences 

131 ) ;  

- a de lay  r e g i s t e r  DR o f  l eng th  j ,  wi th  j r e l a t i v e l y  prime t o  2Q-1; 

- a swi tch ,  c o n t r o l l e d  by ut-,., which connects e i ther  ut ( i f  u ~ - ~  =O) 
o r  w ~ - ~  ( i f  ut-,, = 1) t o  i t s  output .  

With t h e  connec t ions  a s  shown i n  Figure 1, t h e  output  sequence {wt] Of 
t h e  genera tor  s a t i s f i e s  t h e  r ecu r s ion  

w i t h  i n i t i a l  c o n d i t i o n s ,  

- j L t L - l  ( 2 )  w =  t r-t-l 

j -1 

t = O  
where {rt]  denotes  t h e  i n i t i a l  conten t  o f  the  delay r e g i s t e r  DR. 

A d e t a i l e d  a n a l y s i s  of  t h e  p r o p e r t i e s  of  t he  sequence {wt] w i l l  be 

presented  i n  a more extended paper [ 4 ] .  Here we res t r ic t  ou r se lves  t o  
a b r ie f  summary of our  main r e s u l t s .  
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W e  first no te  t ha t  t h e  genera tor  is  selfsynchronizing i n  t h e  sense  
t h a t  f o r  t l a r g e r  t han  some t r a n s i e n t  t i m e  5 < 21, t h e  s o l u t i o n  {w,) 
of Eq. (1) becomes p e r i o d i c  and independent of t he  i n i t i a l  cond i t ions  
{rtl.  I f  t h e  p e r i o d  T = 2'-1 of t h e  m-sequence (u,) i s  prime and 
l a r g e r  than  3 ,  t h e n  {w,) a l s o  has  per iod T.  

For our  f u r t h e r  a n a l y s i s  w e  now assume t h a t  the  two delays m and 1 a r e  
r e l a t e d  by 

m = k j  , k 5 2 - 1  ( 3 )  

Then the (unique)  p e r i o d i c  s o l u t i o n  t o  Eq.(l) i s  e x p l i c i t l y  g iven  by 

U @ 1) . a ... @ Ut-k j  t-( k + l )  j .  . '%-( 2k-1) j (Ut-( k - l ) j  

Through Eq. ( 4 ) ,  the ou tpu t  sequence [w,] of our generator  is  expres-  
sed  i n  terms o f  the m-sequence {u,) v i a  a nonlinear funct ion o f  o rde r  
k + l .  W e  observe t ha t  t h e  h ighes t  o rder  term of t h i s  func t ion  i s  a 
s i n g l e  product  of k+l  equa l ly  spaced s h i f t s  of ut, 

U t - ( k - 1 ) j  %-kj' ' - U t - ( 2 k - l )  j * ( 5 )  

I t  is this s p e c i f i c  p rope r ty  t h a t  enables  u s  t o  der ive  a lower bound 
on the l inear  complexi ty  of t h e  sequence (w,) : 

Theorem 1: Let f denote  a nonl inear  funct ion combining the  c y c l i c  
s h i f t s  of an m-sequence {u t ]  o f  per iod 2'-1, and l e t  t he  h ighes t  o r d e r  
term o f  f be a product  o f  t h e  form u 
and (1,2 -1) = 1- Then t h e  l i n e a r  complexity L of the  sequence def ined  

through f is bounded from below by L > ( 2  ) . n 

, with n 5 1 t U t + j .  . OUt+(n-l j P 

- 



164 

For a given a ,  this bound is optimal if k+l = [2/2]. It then becomes 

e > >  1 

which is of the same order of magnitude as Key's corresponding upper 
bound [ 2 ] ,  

The proof of Theorem 1 is given in Ref. [4], and we note that essen- 
tially the same result has been derived independently by R. Rueppel 
[5]. Recently, we also became aware of a paper by K u m a r  and Scholtz 
[61 where a closely related theorem is used to establish a lower bound 
on the maximum-achievable linear complexity in a family of bent-func- 
tion sequences. 

The proof is based on a result due to Key [2] which can be stated as 
follows. Let ci be a primitive element of GF(2'), and let (st] be a 
binary sequence of period T = 2'-1 whose elements are represented in 
the form 

tx a 
'Tyxa St = @ 

h=l xc% 

T where Hh denotes the set of integers in { 0,1,. . . , T-1) with Hamming 
weight h. Then the linear complexity L of {st] is equal to the number 
of nonvanishing coefficients y,. 

Now Theorem 1 is concerned with sequences 

n-1 st - - KzO u ~ + ~ ~  + lower order terms , 

where {ut] is an m-sequence of period 2'-1 and therefore has the re- 
presentation [7] 
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with Q a primitive root of the characteristic polynomial of (ut]- In 
general, the determination of the expansion coefficients yx for st, 
obtained by inserting Eq. (11) into Eq. (lo), is prohibitively com- 
plex. Those coefficients y x ,  however, for which the Hamming weight of 
x is maximal (i.e. equal to n), all originate exclusively from the 
highest order term in Eq. (10) and can be expressed explicitly as 
Vandermonde determinants. If n 5 2 and ( j ,  2'-1) = 1, none of these ( a  ) 
coefficients vanishes, so that the linear complexity L of {st) is at 
least ( ) ,  

n 

n 

Let us finally summarize some results on the statistical properties Of 
the sequence (w,] generated by our nonlinear generator (Eq. ( 4 ) ) .  The 
fraction of ones, P(wt=l), is given by 

1 I k 2 2-1 , 
1 22 -k+1 P(w =I] = - (1 + - Q 2 -1 t 2 

so that for large values of Q and k the balance between 

(12) 

zeros and ones 
in (w,] is almost ideal. The autocorrelation function CW('), however, 
exhibits peaks (of exponentially decreasing magnitude) at T = j,2j,.-- - 
These peaks are due to the special structure of our generator (j is 
the length of the delay register DR, see Figure 1). In addition, the 
probability that wt coincides with ut is close to 3/4, and thus devia- 
tes considerably from the ideal value of 1/2. 

To overcome these leakage problems ,and to eliminate the peaks in the 
autocorrelation function, the simple generator of Figure 1 obviously 
has to be modified. It turns out that the structure allows for a va- 

riety of corresponding modifications which leave the lower bound on 
the linear complexity unchanged, and which moreover introduce a conve- 
nient additional key multiplicity [4]. 
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