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F u l l  s e c u r i t y  i n  a p e r s o n a l  computer sys tem n e c e s s i t a t e s  t h e  p r o v i s i o n  
of b o t h  ha rdware  and  s o f t w a r e  t o  i n c o r p o r a t e  f u l l  c r y p t o g r a p h i c  s e r -  
v i c e s .  I n  t h e  IBM PC s y s t e m ,  and  i t s  e q u i v a l e n t s ,  t h i s  i n v o l v e d  t h e  
d e s i g n  and  c o n s t r u c t i o n  of  a hardware  module t o  i n s t a l l  o n t o  t h e  
sys tem bus  as w e l l  as t h e  development o f  a p p r o p r i a t e  ROM based  and  
d i s k e t t e  b a s e d  s y s t e m  s o f t w a r e .  O v e r a l l  des ign  pa rame te r s  were s e t  
t o  make c r y p t o g r a p h i c  s e c u r i t y  s e r v i c e s  " t r a n s p a r e n t "  t o  t h e  normal  
end-use r .  T h i s  meant t h a t  t h e  o p e r a t i n g  system had t o  be enhanced  
t o  i n c o r p o r a t e  b o t h  i n t e r f a c e  r o u t i n e s  for t h e  h igh-speed  ha rdware  
as w e l l  as h i g h e r  l e v e l  " d r i v e r "  i n t e r f a c e s .  Key management d e s i g n  
p l ayed  a ma jo r  p a r t  i n  t h e  o v e r a l l  i n t e g r a t i o n  of c r y p t o g r a p h y  i n t o  
t h i s  t y p e  of o p e r a t i n g  sys t em.  A m u l t i - l e v e l  key management scheme 
proved t o  be n e c e s s a r y  t o  e n a b l e  s imple  (and  t r a n s p a r e n t )  s y s t e m  
l e v e l  key management w h i l e  u s e r - l e v e l  key management was p r o v i d e d  
as an  o p t i o n  for t o t a l  s e c u r e  ne twork  i n t e g r a t i o n  the  hardware module 
and s o f t w a r e  r o u t i n e s  were enhanced t o  i n c o r p o r a t e  s u p p o r t  for a n  
o p t i o n a l  d a t a  communica t ions  f a c i l i t y .  A d d i t i o n a l  s o f t w a r e  was c r e a t e d  
t o  p r o v i d e  a s e c u r e  ne twork  node based  on t h e  p e r s o n a l  computer System. 
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Design C r i t e r i a  

Three main s e c u r i t y  o b j e c t i v e s ,  as s p e c i f i e d  by t h e  U . S .  N a t i o n a l  
Bureau of S t a n d a r d s  (l), were paramount throughout  t h e  d e s i g n  and 
implementat ion p h a s e s .  They were:  

a )  C o n f i d e n t i a l i t y  of p e r s o n a l ,  p r o p r i e t a r y ,  o r  o the rwise  s e n s i -  
t i v e  d a t a  hand led  by t h e  system. 

b )  I n t e g r i t y  and a c c u r a c y  of d a t a  and t h e  p rocesses  t ha t  h a n d l e  
t h e  d a t a .  

c )  A v a i l a b i l i t y  of sys t ems  and the  d a t a  o r  s e r v i c e s  they  Support .  

The major  s e c u r i t y  problem w i t h  t h e  des ign  of the c u r r e n t  g e n e r a t i o n  
of p e r s o n a l  compute r s  is  t h e  l a c k  of b u i l t - i n  hardware f a c i l i t i e s  
t h a t  a r e  t a k e n  f o r  g r a n t e d  i n  l a r g e  ADP systems.  Without t h e s e  f a c i l i -  
t i e s  i t  is  d i f f i c u l t  t o  i s o l a t e  t h e  determined u s e r  o r  h i s  a p p l i c a t i o n  
program from t h e  s e n s i t i v e ,  s e c u r i t y  r e l a t e d ,  system f u n c t i o n s .  

The hardware f a c i l i t i e s  most needed t o  implement t o t a l  s e c u r i t y  i n  
a system i n c l u d e  (1): 

a )  m u l t i p l e  p r o c e s s o r  s ta tes  f o r  complete s e p a r a t i o n  of u s e r s  
and system p r o c e s s e s .  

b )  p r i v e l e g e d  i n s t r u c t i o n s  t o  l i m i t  a c c e s s  t o  c e r t a i n  r e s t r i c t e d  
f u n c t i o n s .  

c )  memory and d a t a  p r o t e c t i o n  f e a t u r e s  t o  p reven t  u n a u t h o r i s e d  
a c c e s s  t o  s e n s i t i v e  areas.  

These hardware f a c i l i t i e s  a r e  designed t o  r e s t r i c t  and c o n t r o l  un- 
a u t h o r i s e d  a c c e s s  r o u t e s  w i t h i n  a computer system. Figure 1 h i g h l i g h t s  
t h e  many a c c e s s  r o u t e s  a v a i l a b l e  t o  t h e  s k i l l e d  o r  expe r i enced  u s e r  
of a p e r s o n a l  computer system. Only  by des ign ing  s e c u r i t y  f e a t u r e s  
t h a t  complement and enhance the  pe r sona l  computer hardware and o p e r a -  
t i n g  system environment  can  f u l l  s e c u r i t y  be o f f e r e d  i n  t h e  p e r s o n a l  
computer system. 

F o r  t h i s  r e a s o n  i t  w a s  d e c i d e d  t o  a d d r e s s  t h e  problem of p r o v i d i n g  
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a comple t e  s o l u t i o n  f o r  f u l l  e n c r y p t i o n  i n  a p e r s o n a l  computer s y s t e m  
by G f f e r i n g  a h a r d w a r e  and  PROM s o f t w a r e  package f o r  b a s i c  d i s k  en -  
c r y p t i o n  and  d e c r y p t i o n ,  wh ich  a l s o  i n c l u d e d  f u l l  e n c r y p t i o n  f o r  
t h e  o p e r a t i n g  s y s t e m  a n d  p r o p r i e t a r y  s o f t w a r e .  A d d i t i o n a l  ha rdware  
o p t i o n s  c o u l d  be  a d d e d  t o  t h e  b a s i c  boa rd  which when c o u p l e d  w i t h  
a p p r o p r i a t e  s o f t w a r e  m o d u l e s ’  c o u l d  p r o v i d e  advanced  key management 
and communica t ions  f a c i l i t i e s .  

F i g u r e  1. P e r s o n a l  Computer Access  Routes  ((1)). 

The p r i n c i p l e  f e a t u r e s  of t h i s  PC E n c r y p t o r  were t o  b e :  

* A h i g h  s p e e d  c r y p t o g r a p h i c  p r o c e s s o r  t o  p r o v i d e  E l e c t r o n i c  
Code Book ( E C B )  e n c r y p t i o n  for random a c c e s s  b l o c k  d i s k  d a t a ,  
Chain  B l o c k  C i p h e r  ( C B C )  e n c r y p t i o n  f o r  f i l e  and  message  
a u t h e n t i c a t i o n ,  a n d  By te  C iphe r  Feedback (BCF) for se r i a l  
d a t a .  

* A PROM on t h e  b a s i c  b o a r d  t o  c o n t a i n  r o u t i n e s  t h a t  a u t o m a t i -  
c a l l y  e n c r y p t  data  w r i t t e n  o n t o  f i x e d  d i s k s  and d i s k e t t e s  
f o r  s e c u r e  SYSTEM INDEPENDENT o p e r a t i o n .  

* A d i s t r i b u t i o n  d i s k e t t e  p r o v i d i n g  r o u t i n e s  and System D r i v e r s  
t h a t  e n a b l e  t h e  user t o  f u r t h e r  enhance  t h e  s e c u r i t y  o p t i o n s  
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a v a i l a b l e  - 

* A "SETKEY" u t i l i t y  t h a t  communicates w i t h  t h e  program d r i v e r s  
t o  a s s i g n  d r i v e r s  d i f f e r e n t  keys  t o  p rov ide  a s i m p l e  key 
management p r o c e d u r e  t o  p r o t e c t  i n d i v i d u a l  d i s k ( e t t e ) s  O r  

i n d i v i d u a l  f i l e s  w i t h i n  t h e  sys tem.  A l l  r o o t  d i r e c t o r i e s  
must r e m a i n  e n c r y p t e d  w i t h  t h e  sys tem key f o r  o v e r a l l  u s e r  
t r a n s p a r e n c y .  

* A "CRYPDISK" u t i l i t y  t o  e n a b l e  non enc ryp ted  d i s k ( e t t e ) s  
t o  be i n c o r p o r a t e d  i n t o  t h e  sys t em.  

* An advanced  Key Management hardware  o p t i o n  t o  p r o v i d e  s t o r a g e  
f o r  256 d i f f e r e n t  k e y s  w i t h  a d d i t i o n a l  256 x 8 b y t e s  of a s s o -  
c i a t e d  key  p a r a m e t e r  s t o r a g e .  

* A Communications o p t i o n  i n c o r p o r a t i n g  a d u a l  channe l  s e r i a l  
communica t ions  c o n t r o l l e r ,  w i t h  a s s o c i a t e d  o p e r a t i n g  Sys tem 
d r i v e r  i n t e r f a c e s ,  t o  e n a b l e  s u p p o r t  f o r  a synchronous ,  b y t e  
synchronous  and  b i t  synchronous  communications a t  s p e e d s  
up t o  9600 b p s .  

Hardware Design I m p l e m e n t a t i o n  

The e n c r y p t i o n  d e s i g n  r e q u i r e m e n t s  of t h e  PC Enc ryp to r  c a l l e d  f o r  
a h i g h  speed  c r y p t o g r a p h i c  p r o c e s s o r  t o  embrace bo th  E l e c t r o n i c  Code 
Book ( E C B )  f o r  b l o c k  d i s k  d a t a  and Byte Cipher  Feedback e n c r y p t i o n  
f o r  s e r i a l l y  communicated d a t a .  From the  p o s s i b l e  b y t e  or  m u l t i - b y t e  
e n c r y p t i o n  a l g o r i t h m s ,  i t  was dec ided  t o  implement t h e  US N a t i o n a l  
Bureau of  S t a n d a r d s  Data E n c r y p t i o n  S tanda rd  (DES, ( 2 ) )  b e c a u s e  of 
i t s  wide  a c c e p t a n c e ,  p a r t i c u l a r l y  i n  banking  i n d u s t r y  and EFT n e t w o r k s .  

To c a t e r  f o r  t h e  r e q u i r e d  modes of  o p e r a t i o n  ( a s  w e l l  o f f e r i n g  Byte  
Chain Feedback m o d e ) ,  and because  i t  was t h e  f a s t e s t  DES p r o c e s s o r  
a v a i l a b l e  (1770 k b y t e s / s )  t he  A . M . D .  AmZ8068 Cipher  P r o c e s s o r  ( ( 3 ) )  
was c h o s e n ,  P r e v i o u s  e x p e r i e n c e  w i t h  t h i s  c i p h e r  p r o c e s s o r  meant 
t h a t  i m p l e m e n t a t i o n  would be easier  and would a l s o  pe rmi t  t h e  DES 
based  PC E n c r y p t o r  t o  be c o m p a t i b l e  w i t h  o t h e r  e x i s t i n g  n e t w o r k i n g  
s e c u r i t y  p r o d u c t s .  T h i s  would g i v e  t h e  added  advantage  o f  p e r m i t -  
t i n g  i n s t a l l a t i o n  o f  a t o t a l l y  s e c u r e  network. 
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This  c i p h e r  p r o c e s s o r  p r o v i d e d  some o t h e r  very u s e f u l  f e a t u r e s :  

The p r o v i s i o n  o f  s e p a r a t e  Mas te r ,  Encryption and Decrypt i o n  
keys w i t h i n  t h e  DES p r o c e s s o r .  This  allowed f o r  e n c r y p t e d  
keys t o  be s t o r e d  i n  t h e  key memory, and then  be d e c r y p t e d  
w i t h i n  t h e  DES p r o c e s s o r  be fo re  use .  It  a l s o  provided f o r  
s e p a r a t e  e n c r y p t i o n  and dec ryp t ion  keys t o  be used f o r  
r e c e i v e d  and t r a n s m i t t e d  d a t a  s t r i n g s .  

The p r o v i s i o n  o f  a s e p a r a t e  key e n t r y  pa th  i n t o  t h e  DES 
p r o c e s s o r  t o  h e l p  m a i n t a i n  t h e  i n t e g r i t y  of t h e  key d a t a .  
T h i s  meant t h a t  t h e  key d a t a  pathway was i n a c c e s s i b l e  from 
t h e  PC d a t a  b u s ,  t h u s  p r o h i b i t i n g  any PC programs from 
r e a d i n g  t h e s e  k e y s .  

The p r o v i s i o n  o f  two s e p a r a t e  d a t a  en ty  p a t h s  i n t o  t h e  
DES p r o c e s s o r  t h a t  a l lowed  f o r  d a t a  “ p i p e l i n i n g ”  of informa- 
t i o n  t h r o u g h  t h e  DES p r o c e s s o r ,  p e r m i t t i n g  d a t a  t o  be r e a d  
from t h e  DES p r o c e s s o r  w h i l e  new d a t a  i s  s i m u l t a n e o u s l y  
w r i t t e n  i n t o  t h e  DES p r o c e s s o r .  

The PC bus DMA c a p a b i l i t y  was u t i l i s e d  t o  p e r m i t  maximum d a t a  through-  
put  v i a  t h e  PC E n c r y p t o r .  I f  t h e  PC c o n f i g u r a t i o n  p rec luded  the  u t i l i -  
s a t i o n  of  DMA c h a n n e l s ,  a s w i t c h  o p t i o n  would permit t h e  DES p r o c e s s o r  
t o  be a c c e s s e d  as a s t a n d a r d  d i r e c t  1/0 p e r i p h e r a l  on t h e  PC d a t a  
bus.  

I n s t a l l a t i o n  Key 

A unique hardware key w a s  i n c o r p o r a t e d  i n t o  t h e  b a s i c  PC Encryp to r  
des ign .  A l l  keys l o a d e d  i n t o  t h e  DES processor  v i a  the  normal key 
e n t r y  p o r t  a r e  f o l d e d  w i t h  t h i s  hardware key i n  a p r o p r i e t a r y  manner. 
The key was chosen t o  be  3 2  b y t e s  i n  l e n g t h ,  s o  t h a t  each key i n  
a con t iguous  b l o c k  of  f o u r  keys could be fo lded  w i t h  a d i f f e r e n t  
p a t t e r n  depending on i t s  p o s i t i o n  i n  t he  group. 

The hardware key would no rma l ly  be randomly s e l e c t e d  and so  would 
be unique f o r  each  b o a r d .  T h i s  of c o u r s e  would ensu re  t h a t  each p e r -  
s o n a l  computer had i n d i v i d u a l  p r o t e c t i o n  a g a i n s t  t r a n s f e r  of d i s k e t t e  
d a t a .  If r e q u i r e d ,  t h e  same hardware key could be provided f o r  f i x -  



236 

ed i n s t a l l a t i o n s  w a n t i n g  d i s k e t t e  t r a n s f e r  between s p e c i f i e d  p e r s o n a l  
computers.  

Key and Parameter S t o r a g e  Option 

The PC Enc ryp to r  b o a r d  w a s  des igned  f o r  t h e  o p t i o n a l  i n c l u s i o n  of 
b a t t e r y  backed up s t o r a g e  (CMOS s t a t i c  R A M )  f o r  256 s e p a r a t e  keys 
a v a i l a b l e  t o  u s e r  programs. A d d i t i o n a l l y  i t  was dec ided  t o  i n c l u d e  
256 x 8 b y t e s  of  a s s o c i a t e d  Key Parameter Memory t o  pe rmi t  t h e  imple- 
mentat ion of advanced key management systems.  Keys can be l o a d e d  
i n t o  t h e  DES p r o c e s s o r  d i r e c t l y  from t h e  key s t o r a g e  f o r  g r e a t e r  
s e c u r i t y ,  or can  be  l o a d e d  from t h e  PC p rocesso r  t o  e n a b l e  key v e r i f i -  
c a t i o n .  

This  memory had t o  be d i s c o n n e c t a b l e  from t h e  b a t t e r y ,  which would 
r e s u l t  i n  t he  immediate  d e s t r u c t i o n  of a l l  keys when t h e  mains power 
i s  t u r n e d  o f f  t o  t h e  u n i t .  F a c i l i t i e s  were provided f o r  i n c o r p o r a t i o n  
of a p p r o p r i a t e  " t amper  p r o o f i n g " .  

Communications Op t ion  

To e n a b l e  t h e  p e r s o n a l  computer t o  b e  p r o p e r l y  i n s t a l l e d  a s  a s e c u r e  
node w i t h i n  a communicat ions network,  a d d i t i o n a l  hardware cou ld  be 
o p t i o n a l l y  i n c o r p o r a t e d  o n t o  t h e  PC Encryptor  board.  The communica- 
t i o n s  p r o c e s s o r  s e l e c t e d  was t h e  AmZ8530 S e r i a l  Communications Con- 
t r o l l e r  (SCC, ( 4 ) ) ,  o r  i t s  e q u i v a l e n t s .  

The 8530 SCC s u p p o r t s  two independent  f u l l  duplex i n t e r f a c e  c h a n n e l s  
i n  a synchronous ,  b y t e  synchronous and b i t  synchronous (HDLC/SDLC) 
communications modes,  and t h u s  o f f e r s  t h e  g r e a t e s t  f l e x i b i l i t y  f o r  
d i f f e r e n t  p r o t o c o l  h a n d l i n g .  

The PC Enc ryp to r  imp lemen ta t ion  suppor t ed  one f u l l  asynchronous/syn-  
chronous modem c h a n n e l  c a p a b l e  of 9600 bps .  T h i s  channel  was t e r m i n a t -  
ed i n  a f u l l  V.24/V.28/RS-232C s p e c i f i c a t i o n  25 Pin D-type c o n n e c t o r .  
The second c h a n n e l  i n t e r f a c e  w a s  implemented a s  an asynchronous i n t e r -  
f a c e  o p e r a t i n g  a t  s p e e d s  up t o  9600 bps and was t e r m i n a t e d  i n  a 9 
Pin D-type c o n n e c t o r .  
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Software Design Implemen ta t ion  For D i s k  Encrypt ion 

There are  a number of  ways t o  i n t e r c e p t  d i s k  a c c e s s  so t h a t  d a t a  
can be e n c r y p t e d  or d e c r y p t e d  as i t  goes t o  o r  from d i s k ( e t t e ) s  i n  
a p e r s o n a l  computer sys t em.  However, most of . the methods s u f f e r  from 
t h e  a b i l i t y  t o  be bypassed  e i t h e r  d e l i b e r a t e l y  o r  a c c i d e n t a l l y  ( F i g u r e  
1). The way t h a t  w a s  chosen f o r  t h i s  implementation of d i s k  encryp-  
t i o n  i s  s imilar  t o  t h a t  i n t r o d u c e d  by t h e  IBM PC-DOS o p e r a t i n g  System 
f o r  t r a p p i n g  f i x e d  d i s k  I / O .  

The IBM f i x e d  d i s k  c o n t r o l l e r  i s  con ta ined  i n  ROM ( e i t h e r  on t h e  
main boa rd  or on t h e  c o n t r o l l e r  b o a r d ) .  P o s s i b l e  ROM modules a r e  
sea rched  f o r  d u r i n g  t h e  power-up t e s t  sequence and c o n t r o l  i s  p a s s e d  
t o  each v a l i d  ROM module i n  t u r n .  A t  t h i s  p o i n t ,  t h e  f i x e d  d i s k  con- 
t r o l l e r  s a v e s  t h e  i n i t i a l  d i s k e t t e  1/0 sof tware i n t e r r u p t  v e c t o r  
and i n s e r t s  a v e c t o r  i n t o  i t s  own c o n t r o l l e r .  Thus,  anytime a d i s k  
I / O  s o f t w a r e  i n t e r r u p t  is  made, i t  goes t o  t h e  f i x e d  d i s k  c o n t r o l l e r  
f i r s t .  The c o n t r o l l e r  can  t h e n  dec ide  whether i t  i s  f o r  t h e  f i x e d  
d i s k  o r  f l o p p y  d i s k e t t e s .  I f  t h e  l a t t e r ,  then  i t  p a s s e s  c o n t r o l  on 
t o  t h e  saved  d i s k e t t e  1/0 v e c t o r .  

The PC E n c r y p t o r  boa rd  w a s  implemented t o  o p e r a t e  i n  t h e  same way, 
i n  t h a t  it w i l l  s a v e  t h e  v e c t o r s  con ta ined  i n  t h e  d i s k e t t e  1 /0  and 
IPL ( I n i t i a l  Program Load or " b o o t s t r a p  l o a d e r " )  s o f t w a r e  i n t e r r u p t  
l o c a t i o n s  and i n s e r t  v e c t o r s  i n t o  i t s  own on-board c o n t r o l l e r .  Thus 
t h e  i n i t i a l  system l o a d i n g  sequence can be i n t e r c e p t e d  t o  p r o v i d e  
enc ryp ted  o r  u n e n c r y p t e d  system load ing  a l t e r n a t i v e s ,  as w e l l  as 
an o p t i o n  t o  e n c r y p t  d i s k ( e t t e ) s .  If  t h e  enc ryp ted  system o p e r a t i o n  
i s  s e l e c t e d ,  t h e n  a l l  d i s k ( e t t e ) s  1/0 would be i n t e r c e p t e d  and a l l  
d a t a  d i s k ( e t t e ) s  ( a n d  d e c r y p t e d  a f t e r  t h e  w r i t e  i s  comple t e ) .  S i m i l a r -  
l y  a l l  d a t a  r e a d  from t h e  d i s k ( e t t e ) s  would be dec ryp ted  a f t e r  b e i n g  
r e a d .  

Basic  Disk Enc ryp t  i o n  

Basic d i s k ( e t t e )  e n c r y p t i o n  w a s  implemented us ing  a key t h a t  i s  a 
combinat ion of  8 b y t e s  s t o r e d  i n  t h e  c o n t r o l l e r  PROM and 8 b y t e s  
of a un ique  hardware key c o n t a i n e d  i n  a s e p a r a t e  f u s i b l e  l i n k  ROM 
on the  b o a r d .  T h i s  b a s i c  d i s k ( e t t e )  enc ryp t ion  d i d  not  depend on 
any system o r  d i s k  f o r m a t  and could be used t o  p rov ide  b a s i c  S e c u r i t y  
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for any PC o p e r a t i n g  system t h a t  used t h e  above d e s c r i b e d  RON BIOS 
procedures .  

To e x t e n d  d i s k  e n c r y p t i o n ,  an e x t e n s i o n  t o  t h e  c o n t r o l l e r  must be 
i n c o r p o r a t e d  i n t o  t h e  main system memory by i n s t a l l i n g  a memory r e s i -  
dent  module ur  a n  i n s t a l l a b l e  dev ice  d r i v e r .  E i t h e r  method a u t o m a t i -  
c a l l y  makes t h i s  e x t e n s i o n  " o p e r a t i n g  system dependent" .  Consequent ly  
t o  o p e r a t e  such  a sys t em i n  a p e r s o n a l  computer r e q u i r e d  t h e  crYpt0-  
g raph ic  d r i v e r s  t o  be c o n f i g u r e d  i n t o  t h e  o p e r a t i n g  system. 

Extend Disk E n c r y p t i o n  

To p rov ide  d i f f e r e n t  keys f o r  d i f f e r e n t  d i s k ( e t t e )  d r i v e s  r e q u i r e d  
RAM and more i n t e l l i g e n c e  t h a n  could be p r a c t i c a b l e  provided i n  t h e  
b a s i c  c o n t r o l l e r .  Three  a s s o c i a t e d  c ryp tograph ic  d r i v e r s  were t h e r e -  
f o r e  s u p p l i e d  on a d i s k e t t e  t o  extend t h e  f a c i l i t i e s  of t h e  PC Encryp- 
t o r .  These d r i v e r s  t h e n  had t o  be conf igu red  i n t o  t h e  o p e r a t i n g  sys t em 
by t h e  use r .  T h i s  w a s  a s imple  p r o c e s s  f o r  t h e  PC-DOS, MS-DOS o p e r a -  
t i n g  sys t ems ;  a c h i e v e d  by i n c l u d i n g  a supp l i ed  f i l e  c o n t r a i n i n g  POin- 
ters t o  t h e  d r i v e r  r o u t i n e s  i n  t h e  s t a n d a r d  c o n f i g u r a t i o n  f i l e  (CONFIG 
SYS). 

Four p o s s i b l e  modes o f  d i s k  e n c r y p t i o n ,  a s s igned  on a P h y s i c a l  Dr ive  
b a s i s ,  were deemed t o  be n e c e s s a r y  for f u l l  enc ryp t ion  i n  a p e r s o n a l  

system. They were:  

System Key - T h i s  w a s  t h e  b a s i c  d i s k  e n c r y p t i o n  u s i n g  t h e  

d e f a u l t  sys t em hardware key ,  intended f o r  e n c r y p t i o n  of 
t h e  whole d i s k ( e t t e ) .  

User Key - I n  t h i s  mode t h e  d e s c r i p t i o n  p a r t s  of t h e  d i s k -  
( e t t e )  , i. e .  t h e  boot r e c o r d ,  t h e  F i l e  A l l o c a t i o n  T a b l e s  
and t h e  d i r e c t o r y  were enc ryp ted  w i t h  t h e  System Key. The 
f i l e s  i n  t h e  d a t a  area were encrypted w i t h  t h e  User Key 
s p e c i f i e d  a t  t h e  t i m e .  The User Key must be s p e c i f i e d  by 
a "SETKEY" u t i l i t y ,  and f o l d e d  w i t h  the  on-board hardware 
key b e f o r e  b e i n g  u s e d .  

Abso lu te  Key - T h i s  mode l e a v e s  the  boot r e c o r d  and f i l e  
a l l o c a t i o n  t a b l e  i n  p l a i n  t e x t ,  while  a l l  f i l e s  a r e  e n c r y p t -  
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ed unde r  a n  a b s o l u t e  key,  which i s  no t  f o l d e d  w i t h  t h e  
hardware sys t em key.  

( d )  Read O n l y ,  Unencrypted - T h i s  mode provided the  a b i l i t y  
t o  r e a d  unenc ryp ted  d i s t r i b u t i o n  so f tware  d i s k e t t e s ,  bu t  
i n h i b i t e d  w r i t i n g  t o  t h e  d i s k e t t e  by g e n e r a t i n g  a Write 
P r o t e c t  e r ro r .  

The d r i v e r  t o  s u p p o r t  t h e s e  t h r e e  modes was implemented t o  p e r m i t  
u s e r  a p p l i c a t i o n s  t o  s e l e c t  a d e s i r e d  mode i n  t h e  same f a s h i o n  as 
t h e  s u p p l i e d  "SETKEY" u t i l i t y .  

Implementat  i o n  of Communications F a c i l i t i e s  

The hardware h o u s i n g  of t h e  s t a n d a r d  p e r s o n a l  computer,  coupled w i t h  
t h e  p h y s i c a l  boa rd  d imens ions  d e f i n e d  f o r  a PC Encryptor  board,  meant 
t h a t  any p r a c t i c a l  imp lemen ta t ion  of d u a l  communications c h a n n e l s  
was r e s t r i c t e d  t o  one 25 P in  and on 9 Pin connec to r .  This  was viewed 
t o  be n o t  a r e s t r i c t i o n ,  s i n c e  only one f u l l  RS-232C communications 
i n t e r f a c e  would be r e q u i r e d  f o r  a pe r sona l  computer t o  o p e r a t e  i n  
most networks.  The 9 P i n  connec to r  was implemented a s  an asynchronous 
i n t e r f a c e  o n l y  s i n c e  it w a s  envisaged t h a t  i t  would be o n l y  used  
t o  p r o v i d e  a s p e c i a l  pu rpose  t e r m i n a l  i n t e r f a c e .  Such a t e r m i n a l  
could be a P I N  Pad  a t t a c h e d  t o  a PC based POS cash r e g i s t e r ,  o r  a l t e r -  
n a t i v e l y  cou ld  be a n  a c c e s s  c o n t r o l  t e r m i n a l  f o r  s e c u r e  key management 

Summary 

The i n c o r p o r a t i o n  of a PROM based hardware e n c r y p t i o n / d e c r y p t i o n  
module d i r e c t l y  o n t o  t h e  PC system bus has enabled complete s e c u r i t y  
f a c i l i t i e s  t o  be o f f e r e d  w i t h i n  a p e r s o n a l  computer system. T h i s  

method i n t r o d u c e d  d a t a  e n c r y p t i o n  s e c u r i t y  and p r o t e c t i o n ,  n o t  o n l y  
f o r  u s e r  programs and d a t a  s t o r e d  on d i s k s ,  but  a l s o  f o r  p r o p r i e t a r y  
so f tware  packages a n d ,  u n i q u e l y ,  for t h e  o p e r a t i n g  system i t s e l f .  
By f u l l y  i n c o r p o r a t i n g  s e c u r i t y  i n t o  t h e  pe r sona l  computer system 
a t  t h e  r i g h t  l e v e l ,  o p e r a t i o n  becomes u s e r  " t r a n s p a r e n t "  w h i l e  a t  
t h e  same t ime o f f e r i n g  complete  p r ivacy  of f i l e  c o n t e n t  and p r o t e c t i o n  
a g a i n s t  t h e f t .  All p e r s o n a l  computer d a t a  can be " locked" t o  one 
PC o r  a group o f  P C s .  S i n c e  one PC i s  o f t e n  sha red  by many peop le  
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i n  an o r g a n i s a t i o n ,  a f a c i l i t y  has  been provided f o r  each u s e r  t o  
e n t e r  t h e i r  own key t o  p r o t e c t  t h e i r  p a r t i c u l a r  programs and d a t a  
s t o r e d  on t h e  s h a r e d  p e r s o n a l  computer.  

The Key Management/Storage o p t i o n  p e r m i t s  system d e s i g n e r s  and s e c u r i -  
t y  managers t o  d e v e l o p  Key Management Schemes based around t h e  Safe 
s t o r a g e ,  r e t r i e v a l  and i n d e n t i f i c a t i o n  of  256 keys kept  i n  t h e  a c t u a l  
PC Enc ryp to r  module.  S i m i l a r l y  t he  Data Communications o p t i o n  e n a b l e s  
network d e s i g n e r s  t o  c r e a t e  computer networks based upon s e c u r e  PC 
work s t a t i o n s .  The PC Encryp to r  was provided with a l l  t h e  b a s i c  h a r d -  
ware and s o f t w a r e  d e v i c e  d r i v e r s  n e c e s s a r y  t o  i n c o r p o r a t e  sys t em 
s o f t w a r e  t o  e m u l a t e  a programmable d a t a  l i n e  enc ryp to r  and t h u s  o p e r -  
a te  as a s e c u r e  node i n  an enc ryp ted  communications network. 
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