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1.  In t roduc t ion  

In  spread spectrum communication systems the  bandwidth of t h e  t r a n s -  
mi t ted  s i g n a l  i s  f a r  i n  excess  of t h e  information bandwidth i t s e l f .  The 
spectrum spreading  i s  c o n t r o l l e d  by a pseudonoise (PN)  code. Knowledge 
of t h i s  code a l l o w s  au tho r i zed  r ece ive r s  t o  process  t h e  a r r i v i n g  s i g n a l  
wi th  a s i g n i f i c a n t  g a i n  i n  s ignal- to-noise  r a t i o  by c o r r e l a t i n g  it wi th  
a l o c a l l y  genera ted  r e f e r e n c e  waveform. The inherent  i n t e r f e r e n c e  sup- 
press ion  c a p a b i l i t y  has  been t h e  primary motivat ion f o r  t h e  development 
of spread spectrum t echn iques  / I / .  The two most common forms of spread  
spectrum modulat ion are d i rec t - sequence  (DS) and frequency-hopping (FH), 
t h e  f irst  of which i s  cons idered  i n  t h i s  paper. I n  DS systems t h e  
c a r r i e r  is  phase-modulated by a PN code with a code r a t e  ( ch ip  r a t e )  
much higher  t han  t h e  d a t a  r a t e .  The term 'ch ip '  i s  used t o  d i s t i n g u i s h  

between code and d a t a  stream. Although t h e  codes most f r equen t ly  used 
a r e  not  s ecu re  i n  a c ryptographic  sense,  p ro t ec t ion  a g a i n s t  unauthor ized  
message access  i s  a s s o c i a t e d  wi th  t h e  l o w  power s p e c t r a l  dens i ty  of t h e  
wideband D S  s i g n a l s .  T h i s  a t t r i b u t e  app l i e s  even more t o  systems employ- 
ing non-repeat ing sp read ing  codes.  

This  paper d e s c r i b e s  a D S  system f o r  t h e  t ransmission of packet  vo ice .  
The next  s e c t i o n  p r e s e n t s  a b r i e f  o u t l i n e  of t h e  system concept. I n  
sec t ion  3 t h e  l e a d i n g  a s p e c t s  f o r  t h e  se l ec t ion  of t h e  P N  codes are  
d iscussed .  

2 .  T h e  System Concept 

A block diagram o f  t h e  system t o  be considered i s  shown i n  F ig .  1.  Con- 
t inuous ly  v a r i a b l e  s l o p e  d e l t a  (CVSD) modulation i s  used t o  encode 
speech s i g n a l s  a t  1 6  k b i t / s .  The encoder output  d a t a  stream i s  s p l i t  
i n t o  blocks of 1024 b i t s .  By adding a 14-bi t  header a t  t h e  beginning 
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F i g . l :  Block diagram of packet vo ice  spread spectrum system 
(a)  T ransmi t t e r  
(b)  Rece iver  

and a 12-bi t  c o n t r o l  sequence a t  t h e  end of each block,  da t a  packets  
with a l e n g t h  of 1050 b i t s  a r e  obtained.  These packets  a r e  routed  t o  
t h e  spread spectrum s e c t i o n  and t ransmi t ted  i n  b u r s t s  a t  t he  d a t a  r a t e  

R,, = 8 4  k b i t / s .  For  d a t a  s i g n a l l i n g  binary code s h i f t  keying (CSK) 
employed. That i s ,  ones  and zeros  of t h e  message a r e  represented  by 
255-chip PN codes w i t h  l o w  c r o s s c o r r e l a t i o n .  The r e s u l t i n g  c h i p  r a t e  
RC is  21.4 MHz. The spreading  code i s  changed from b i t  t o  b i t  of t h e  
da t a  packet .  NO code i s  used more than once i n  any p a r t i c u l a r  b u r s t .  

i s  

The r e c e i v e r  d e s i g n  i s  based on t h e  app l i ca t ion  of su r face  a c o u s t i c  
wave (SAW) e l a s t i c  convolvers  t o  programmable matched f i l t e r i n g  of t h e  
cont inuously changing P N  p a t t e r n s .  The alignment of received s i g n a l  and 
l o c a l  r e f e r e n c e  i s  accomplished by means of an 11-bi t  synchroniza t ion  
preamble preceding  each  d a t a  packet  / 2 / , / 3 / .  

3 .  Spreading Code S e l e c t i o n  

Several  a s p e c t s  have t o  be considered f o r  t h e  s e l e c t i o n  of t h e  spreading  
codes. The f i r s t  i s  t o  make it impossible  for unintended p a r t i e s  t o  
p red ic t  t h e  PN sequences used to encode f u t u r e  da t a  b i t s  based on t h e  
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observa t ion  of p a s t  code segments. Furthermore, i n  t h e  p re sen t  case, 
each PN p a t t e r n  used t o  encode one b i t  should be e a s i l y  t ime-revers ib le ,  
as t h e  r e c e i v e r  code c h i p s  have t o  be i n  reversed o rde r ,  because of t h e  
counterpropagat ion of  t h e  two waveforms i n  t h e  convolver.  F i n a l l y ,  f o r  
CSK a p p l i c a t i o n s ,  low c r o s s c o r r e l a t i o n  of t h e  PN p a t t e r n s  r ep resen t ing  
ones and ze ros ,  r e s p e c t i v e l y ,  i s  of paramount importance. Thus, a l a r g e  
set  of PN codes w i t h  bounded c r o s s c o r r e l a t i o n  i s  requi red .  Moreover, a 
code-generation a lgo r i thm which al lows d i r e c t  genera t ion  of t h e  t i m e -  
reversed sequences i s  d e s i r a b l e .  

A code set  s a t i s f y i n g  t h e s e  condi t ions  i s  t h e  so-cal led l a r g e  set of 
Kasami sequences / 4 / .  These codes can be generated by modulo-2 a d d i t i o n  
of t h e  ou tpu t  sequences of three proper ly  se l ec t ed  l i n e a r  feedback s h i f t  
r e g i s t e r s  (LFSR). Two r e g i s t e r s  have length  n ,  one has length  n/2,  t h e  
per iod of t h e  r e s u l t i n g  codes being 2"-1 for any even n. The number of 
sequences i n  t h e  set  i s  g iven  by 

n E 2 mod 4 

K =  

I 2n /2  (2"+1) -1 , n E 0 mod 4 

I n  e i t h e r  case, t h e  maximum value  of t he  per iodic  c r o s s c o r r e l a t i o n  
func t ion  B is  

Of course,  ( 2 )  does  n o t  d i r e c t l y  apply t o  t h e  present  ca se ,  where t h e  P N  

p a t t e r n  i s  changed from b i t  to b i t  of t h e  da t a  stream. However, it i s  a 
bound on t h e  c r o s s c o r r e l a t i o n  f o r  any two codes of t h e  set  i n  t h e  z e r o  
code s h i f t  s i t u a t i o n  a t  t h e  d a t a  dec is ion  i n s t a n t ,  where p e r i o d i c  and 
ape r iod ic  c o r r e l a t i o n  va lues  are equal .  Thus, it y i e l d s  an adequate  
es t imate  €or  CSK performance eva lua t ions .  

The p r i n c i p l e  of Kasami sequence genera t ion  i s  i l l u s t r a t e d  i n  Fig.2 f o r  
t h e  255-chip codes (n = 8)  employed i n  t h e  modem discussed  i n  t h i s  paper .  
The t h r e e  b a s i c  r e g i s t e r s  a r e  represented  by t h e  polynomials 435E, 6 7 5 C  

and 23F i n  t h e  t a b l e  of i r r e d u c i b l e  polynomials by Peterson and Weldon 
/5/. According t o  ( 1 )  a t o t a l  number of 4 1 1 1  d i f f e r e n t  sequences satis- 
fy ing  ( 2 )  i s  a v a i l a b l e  from a l l  combinations of t h e  r e l a t i v e  phases  of 
t w o  or t h r e e  of t h e  fundamental  sequences. 
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sequence period: 255 (maximal) 

1 J 
sequence period: 85 (nonmaximal) 

sequence period: 15 (maximal 1 

NUMBER OF POSSIBLE SEQUENCES : 4111 

Fig.2:  Generat ion of 255-chip Kasami sequences 

The b a s i c  u n i t  of t h e  d a t a  code genera tor  (Fig.3)  is composed of two 
& b i t  LFSRs and two 4 -b i t  LFSRs. On p r i n c i p l e ,  t h r e e  r e g i s t e r s  a r e  re- 
qu i r ed  t o  implement t h e  Kasami sequence genera t ion  algori thm, as i n  
Fig.2.  Using t h e  two 4 -b i t  r e g i s t e r s  d a t a  modulation i s  e a s i l y  accom- 

p l i shed  by a s s i g n i n g  7 of t h e  15 possible i n i t i a l  s t a t e s  fo r  message 

NONLINEAR 

CODE 
OUTPUT 

> 

Fig.3:  Implementation of code genera t ion  and CSK modulation 
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ones,  and 7 f o r  ze ros .  I n  o rde r  t o  ob ta in  t h e  l a rge  sequence s e t ,  t h e  

i n i t i a l  s t a t e  of t h e  8 - b i t  nonmaximal LFSR wi th  per iod 85 has t o  be 

va r i ed  too .  This  i s  done under c o n t r o l  of a nonl inear  code. The app l i ed  

s t r a t e g y  al lows t o  g e n e r a t e  two code sets,  each conta in ing  1 7 6 4  d i f f e r e n t  

sequences,  f o r  t h e  r e p r e s e n t a t i o n  of ones and zeros  i n  t h e  message. 

4 .  Resu l t s  and Conclusion 

A breadboard packet  v o i c e  spread spectrum modem was b u i l t  and t e s t e d  on 
a s imulated a d d i t i v e  wh i t e  Gaussian noise  channel,  measures of perform- 

ance being t h e  p r o b a b i l i t y  of packet  loss and t h e  b i t  e r r o r  p r o b a b i l i t y  
wi th in  a packet .  The experiments  i nd ica t ed  t h a t  t h e  system can ma in ta in  

r e l i a b l e  speech communication a t  r ece ive r  input  s igna l - to-noise  r a t i o s  

down t o  - 10 dB. T h i s  i s  i n  good agreement with t h e o r e t i c a l  p r e d i c t i o n s  

/ 6 / .  

I n  conclus ion ,  sp read  spectrum modulation can be used t o  reduce t h e  

power s p e c t r a l  d e n s i t y  of r a d i o  s i g n a l s .  This f a c i l i t a t e s  cover t  com- 

munication wi th  l o w  p r o b a b i l i t y  of i n t e r c e p t  by unintended p a r t i e s ,  

provided t h a t  t h e  t r ansmiss ion  bandwidth i s  s u f f i c i e n t l y  wider t han  t h e  

informat ion  bandwidth. However, with r e s t r i c t e d  spreading r a t i o s  
e f f e c t i v e  p r o t e c t i o n  a g a i n s t  unauthorized information access  i s  s t i l l  

f e a s i b l e .  I n  t h e  case of CSK s i g n a l l i n g  with cont inuously changing 

codes, as  d i scussed  i n  t h i s  paper ,  t h e  eavesdropper has no r e a l i s t i c  

chance t o  de te rmine  whether  a p a r t i c u l a r  received PN p a t t e r n  r e p r e s e n t s  

a message one o r  a ze ro .  
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