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Abstract. An improved method for the fast correlation attack on
certain stream ciphers is presented. The proposed algorithm employs
the following decoding approaches: list decoding in which a candidate
is assigned to the list based on the most reliable information sets, and
minimum distance decoding based on Hamming distance. Performance
and complexity of the proposed algorithm are considered. A desirable
characteristic of the proposed algorithm is its theoretical analyzibility, so
that its performance can also be estimated in cases where corresponding
experiments are not feasible due to the current technological limitations.
The algorithm is compared with relevant recently reported algorithms,
and its advantages are pointed out. Finally, the proposed algorithm is
considered in a security evaluation context of a proposal (NESSIE) for
stream ciphers.

Keywords. Stream ciphers, keystream generators, linear feedback shift
registers, nonlinear combiner, nonlinear filter, cryptanalysis.

1 Introduction

An important method for attack or security examination of certain stream ci-
phers based on the nonlinear combination keystream generators and the non-
linear filter keystream generators (see [13], for example) is the fast correlation
attack proposed in [I4] and [22] as a significant improvement of the basic corre-
lation attack [20]. Further extensions and refinements of fast correlation attack,
as well as its analysis are presented in a number of papers including the following
most recent ones: [8], [9], [7], [3], [15], [2], [16], [I7]-[18], and [I0]. The basic ideas
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of the reported fast correlation attacks explicitly or implicitly include the fol-
lowing two main steps: (i) transform the cryptographic problem into a suitable
decoding one; and (ii) apply (devise) an appropriate decoding algorithm. The
decoding step employs either one-step or iterative decoding techniques.

Recently two techniques for fast correlation attack based on one-step de-
coding have been proposed in [3] and [I6] demonstrating low-complexity and
high-performance, and very recently another one-step based method for the
fast correlation attack through reconstruction of linear polynomials has been
reported in [10], showing powerful performance and low complexity. Also, a high-
performance iterative decoding technique for fast correlation attack have been
reported in [2] and [17]. All these approaches do not depend on the LFSR feed-
back polynomial weight.

Having in mind these recent achievements, the main objective of this paper
is to propose an improved noniterative decoding approach for the fast correla-
tion attack and to compare it with the recently reported results. The proposed
approach employs list and minimum distance decoding, and it is based on the
most reliable information sets.

The paper is organized as follows. Section 2 summarizes the decoding ap-
proach for fast correlation attack. Section 3 points out the main underlying
ideas for the construction of an improved algorithm for the cryptanalysis. The
complete algorithm for the cryptanalysis is proposed in Section 4. The main
characteristics of the algorithm are discussed in Sections 5 and 6. An applica-
tion of the algorithm for the security evaluation of a proposal for stream ciphers
(NESSIE: LILI-128) is given in Section 7. Finally, the results of this paper are
summarized in Section 8.

2 Background

2.1 Decoding Model of the Cryptanalysis

A nonlinear combination keystream generator combines the outputs of sev-
eral linear feedback shift registers (LFSRs) by a nonlinear Boolean function.
A nonlinear filter keystream generator consists of a single LFSR and a nonlinear
Boolean function whose inputs are taken from some LFSR stages to produce the
output. Both schemes may become vulnerable due to the correlation between an
LFSR and the generator output.

The term correlation means that the mod 2 sum of the corresponding outputs
of an LFSR and a generator can be considered as a realization of a binary random
variable which takes value 0 and 1 with the probabilities 1 —p and p, respectively,
p # 0.5.

The fast correlation attack on a particular LESR, with primitive feedback
polynomial, in a nonlinear combining generator given the segment of the
generator output can be considered as follows (a similar consideration is valid
for the nonlinear filter, as well):
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— the n-bit segment of the output sequence from the length-k LSFR is a code-
word of an (n, k) punctured simplex code;

— the corresponding n-bit segment of the nonlinear combination generator
output is the corresponding noisy codeword obtained through a BSC with
crossover probability p;

— the problem of the LFSR initial state reconstruction, assuming known char-
acteristic polynomial, is equivalent to the problem of decoding after trans-
mission over a BSC with crossover probability p.

In the following, x,,, n = 1,2, ..., N, denotes an LFSR output sequence which
is a codeword x of a binary (IV, L) punctured simplex code C where N is code-
word length and L is number of information bits. xg = [x1,22,...,2] is the
vector of information bits identical to the LFSR initial state; {z,} denotes the
degraded sequence {z,} after transmission over a BSC with crossover probabil-
ity p. Accordingly, =z, =z, ®e, , n=1,2,...., N , where the effect of the
BSC with crossover error probability p is modeled by an N-dimensional binary
random variable E defined over {0,1}" with independent coordinates E,, such
that Pr(E, = 1) =p,n=1,2,..., N, and e, is a realization of E,. Applying
a codeword x = [z,])_; € C, to the input of the BSC, we obtain the random
variable Z = E @ x as a received codeword at its output. Let z = [2,]Y_; and
e = [e,]N_, denote particular values of the random vector variables Z and E,
respectively.

2.2 List Decoding

List decoding was introduced in [4] and [2I] and random coding arguments were
used to explore its average decoding error probability for block codes of low rates
for the BSC (for more details see [b] and [6], for example).

In list decoding of a block code, the decoder gives as its output not one
codeword but a list of possible candidate codewords. The list decoder is in error
only if the correct codeword is not on the list.

When the list is composed of ¢ candidates the decoding is denoted as list-of-¢
decoding.

3 Underlying Ideas for Cryptanalysis

The developed algorithm is based on a pre-processing stage and a processing
stage performed as follows.

3.1 Pre-processing Stage

The central issue in the pre-processing stage is the construction of parity-check
equations which follows the approach proposed in [15].
An LFSR can be considered as a linear finite state machine, and accordingly,
a state of a length-L LFSR after ¢ clocks is given by the following matrix-vector
product over GF(2):
X =A%y , t=1,2,... , (1)
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where x; is an L dimensional binary vector representing the LFSR state after ¢
clocks, xg is an L dimensional binary vector representing the initial LFSR state,
and A’ is the t-th power over GF(2) of the L x L state transition binary matrix
A. Assuming the LFSR characteristic polynomial f(u) = 1+ Zle b;u’, the
matrix A is given by:

by by by ... by A,
100.. 0 A,
A=1]010. - | Al
0 .10 Al

where each A;, i =1,2,..., L, represents a 1 x L binary matrix (a row-vector).

The powers of the matrix A determine algebraic replica of the LFSR initial
state bits, i.e., linear equations satisfied by the bits of the codewords from the
dual code. Consequently, assuming that the first B information bits are known
due to employment of a partial exhaustive search, for the i-th codeword bit,
1 =B+1,B+2,...,D, where D is number of codeword bits under consideration,
the novel algorithm employs the parity-check equations constructed according
to the following definition.

Definition 1. The set {2; of parity-check equations associated with bit-i is
composed of:

—Fori=B+1,B+2,...,L:
All parity-check equations obtained as the mod2 sum of two distinct basic
parity-check equations,

(zm B AT'Z0) B (2, © Alzg)

where m and n have arbitrary values providing that the vector sum A" @

A7 has arbitrary values in the first B coordinates, value one at the i-th

coordinate, and value zero in the all other coordinates.
—Fori=L+1,L+2,...D:

All parity-check equations obtained as the mod2 sum of three distinct basic

parity-check equations,

(21 ® Al20) © (2m © AT"20) @ (2 © Al'z0) ,

where m and n have arbitrary values providing that the vector sum Af &
AT* @& AT has arbitrary values in the first B coordinates, and value zero in
the all other coordinates.

Note that the previous definition differs from these given in [I5], and also that
for given parameters L, B and D, the sets §2;, i = B+ 1,B + 2,..., D, can be
constructed in advance through a search procedure in a preprocessing phase,
and later used for any particular application with these given parameters.
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According to [15] and [17], in any set £2; specified by Definition 1, i = B +
1,B+2,..., D, an approximation on the expected number | {2 | of parity-checks
in (2; is given by:

|| ~ QBL<N2_L> or QBL(N;D) R~ QBL(];[> . (2)

3.2 Processing Stage

The processing stage employs list decoding to form a list of candidates and the
minimum distance decoding (MDD) to select the true candidate. The list of
candidates is formed based on a directed search and most reliable information
sets. Accordingly, the processing consists of the following steps:

— Setting the hypothesis;

— Parity-checks evaluation;

— Selection of the most reliable information sets and assigning the list decoding
candidate;

— MDD: correlation check.

4 Algorithm for Fast Correlation Attack Based on List
and Minimum Distance Decoding

INPUT:

— the generator output {z; }V;

— the LFSR feedback polynomial;

— the correlation noise probability p, the missing event probability P,, and the
false alarm probability Py;

— the algorithm parameters: B and D.

PRE-PROCESSING

— Setting of the algorithm parameters M and T
for given p, P,, and Py determine (according to [20]) the required number
M of bits for MDD (i.e. the correlation check), and the MDD threshold T
— Determination of the parity-check equations:
for each codeword bit ¢, ¢ = B+ 1,B + 2,..., D, construct the set {2; of
corresponding parity-check equations based on Definition 1.

PROCESSING: List-of-28+1 decoding and MDD employing the most reliable
information sets.

1. Setting the hypothesis
— Set a new hypothesis on the first B coordinates of the LFSR initial
state, i.e. previously not considered pattern Zi,Zo,...,Zp, for the first
B information bits, based on z;, i = 1,2,..., B and a new, previously
unconsidered, most likely error-pattern.
— If no one new pattern is possible go to Output (b).
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2. Parity-checks evaluation
For each codeword bit position ¢, = B+1, B+2, ..., D, calculate the parity-
check values employing the parity check equations in the set (2;.

3. Selection of the most reliable information sets
Based on the evaluation of the parity-check equations on the codeword bit
position i, t = B+ 1,B + 2, ..., D, form two most reliable estimations of all
information bits according to the following.

— select L — B positions corresponding to the bits with the most satisfied
parity checks, and assuming that all of them are correct recalculate the
information bits on coordinates i = B+ 1,B + 2, ..., L.

— select L — B positions corresponding to the bits with the most un-
satisfied parity checks, and assuming that all of them are in error,
complement them and recalculate the information bits on coordinates
i=B+1,B+2,..,L.

4. MDD - Correlation check
For each of two estimations obtained from Step 3, check if the current esti-
mation of the information bits Xg = [#1, &3, ..., £1], is the true one, according
to the following:
For a given X(, generate the corresponding sequence &1, Ts, ..., Zps, and cal-
culate
S = 224:1 Tn @ 2n .
If S < T go to the Output (a), otherwise go to Step 1.

OUTPUT:
(a) The considered vector %X( of information bits accepted as the true one;
(b) The true vector of information bits is not found.

5 Performance and Complexity Analyses

5.1 Performance Analysis

For each i, i = B+ 1,B+2,...,D, let ¢;(z) or, simply, ¢; denote the ratio of
posterior error probabilities defined by
o Pr(E;=1|2)
‘=1 PrE, =12)

3)

evaluated based on a set of parity-check equations {2;, where F; denotes a binary
random variable which realization is the noisy bit on the ith codeword bit. In the
particular case where all the parity-check equations are orthogonal and involve
exactly two unknown bits beside the considered one, and s among | §2 | parity-
check equations are satisfied, we have

p (1 +(1- 2p)2>”25 |

T1-p\1-(1-2p2 )

qi =4

recalling that p denotes the crossover probability of the BSC.
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The same expression may also be used as an appropriate approximation for
nonorthogonal, but linearly independent parity-checks.

The next statements yield the probability that the correct codeword (i.e. the
key) appears in the decoding list.

Theorem 1. Let p < 0.5. The expected probability P, that the L — B bits with
the largest numbers of satisfied parity-checks from a sequence of D — B bits, are
all error-free is given by

12|

1 4 ,L-B
P,=1—-———— E Pr(S = s 5
o3 [ Et(xpyx) o I‘( S) q 1] ( )

where

Pr(S =s) = p(' f l)pf‘u(l — )7 (1 —p)(| f l) (1= pu)*pl’ =%, (6)

1—(1—2p)?
Pw = % s (7)
[£2|
o= 3 PrS =), (8)
s=|2|-Ca

and C,, is the smallest integer such that
(D-B)XF) >L-B. (9)
Theorem 2. Let p < 0.5. The expected probability Pg that the L — B bits with

the smallest numbers of satisfied parity-checks from a sequence of D — B bits,
are all in error is given by

Cs
_ 1 _ 1 .;_g
Pg_[l—Eém;)Pr(S_s)q+1] : (10)
where Pr(S = s) is given by (6)-(7),

Cs
s =3"Pr(S=5), (11)

s=0

and Cjg is the smallest integer such that
(D-B) Sy >L-B. (12)

The proofs of Theorem 1 and Theorem 2 follow from the general results given
in the Appendix. Note that C, and Cjs are chosen such that the corresponding
check sum values occur with sufficiently high probability.

Theorems 1 and 2 imply the following corollary.
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Corollary 1. The probability that the correct candidate is on the decoding
list is equal to P, + P3 — P,P3, and accordingly it is upper bounded by
min{ P, + P3; 1} where P, and Pj are given by Theorems 1 and 2, respectively.

The upper bound of Corollary 1 is expected to be tight when the probability
that the correct codeword belongs to both lists remains small compared with
both P, and Pg.

5.2 Complexity Analysis

The search for the desired parity-checks can be done employing a time-memory
trade-off as pointed out in [I4], [3], [2] and [10].

According to the algorithm structure it can be directly shown that the fol-
lowing two statements hold.

Corollary 2. The time complexity of the pre-processing phase is proportional
to D(N ;L), without employment of time-memory complexity trade-off, and it
is proportional to D(N — L) assuming employment of a sorting based approach
and a memory proportional to (N — L).

Corollary 3. Assuming that |£2| denotes the average cardinality of the parity-
check sets [£2;|, and that w denotes the weight of the LFSR characteristic poly-
nomial, the worst case time complexity of the processing phase is proportional
to 2B[ (D — B)|2| + (M — L)w | mod2 additions.

5.3 Illustrative Examples

Tables 1 - 3 illustrate the performance and complexity of the proposed algo-
rithm. Since the dominant operations in the algorithm are mod2 additions, the
overall algorithm complexity is proportional to a number of mod2 additions.
Also note that L = 89 corresponds to a longer LFSR than the longest one
(L = 60) considered in [10].

6 Comparison

This section gives a comparison of the proposed algorithm and three recently
reported ones, [15], [2] and [10], which address the same problem. The main
differences in the underlying ideas are pointed out and illustrative examples
related to the performance and complexity are presented.

6.1 Comparison of the Approaches

All the fast correlation attacks under comparison are based on certain decoding
techniques associated with parity-checks.

The underlying decoding approaches of the algorithms under comparison can
be summarized as follows:
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Table 1. Proposed algorithm: Noise limit and processing complexity for which the
algorithm yields, with probability close to 1, correct reconstruction of the initial LFSR
state, when the LFSR characteristic polynomial is 1 4+ u + u® 4+ v + «® + u'* + u'? +
T ut® + 0+ w0 4 0?4 03 0B 4+ 4?0, and the available sample is
400000 bits.

Noise Limit] Complexity |
0.457 ~ 258 mod2 additions
0.460 |~ 239 mod2 additions
0.464 [~ 2% mod2 additions
0.467 ~ 22 mod2 additions
0.469 |~ 2% mod2 additions

Table 2. Proposed algorithm: Noise limit and processing complexity for which the
algorithm yields, with probability close to 1, correct reconstruction of the initial LFSR
state, when the LFSR characteristic polynomial is 1 4+ u + u® 4+ v + «® + u'' + u'? +
T ut® + 0+ w0 40?4 03 0P8 4+ 4?0, and the available sample is
360000 bits.

lNoise Limit‘ Complexity ‘
0.488 [~ 2°7 mod2 additions
0.489 |~ 2°% mod2 additions
0.490 ~ 2%° mod2 additions

Table 3. Proposed algorithm - Theoretical analysis: Noise limit, processing complexity
and required ample size for which the algorithm yields, with probability close to 1,
correct reconstruction of the initial LFSR state, when LFSR length is 89 with an
arbitrary primitive characteristic polynomial.

Noise Limit| Complexity Required
Sample
0.469 [~ 2°2 mod2 add.[~ 0.25 - 102
0.478 [~ 2°?2 mod2 add.] ~ 10%?
0.480 [~ 2°Z mod2 add.| ~ 4102

— one step decoding algorithm (OSDA) [15] is a combination of the threshold
decoding [12], and the MDD based on Hamming distance,

— the algorithm [2] is a variant of iterative probabilistic decoding,

— the basic algorithm of [I0] is a variant of MDD based on the squared distance
measure,

— the proposed algorithm employs list decoding based on the most reliable
information sets and MDD with Hamming distance.

The algorithms [I5], [I0] and the proposed one mainly use parity checks
which virtually include only three unknown bits based on employment of ex-
haustive search, while algorithm [2] uses parity-checks of weight 4 or 5 without
employment of exhaustive search in the processing phase.
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It appears that list decoding based on the most reliable information sets
is more powerful than threshold decoding in conjunction with certain exhaus-
tive search, which explains the gain obtained with the proposed algorithm in
comparison with the OSDA algorithms [15]-[16].

The algorithm [2] is based on an iterative probabilistic decoding approach
which is a powerful one but complex as well (it requires real number opera-
tions as the dominant ones). According to [17], it seems that the iterative de-
coding techniques can be appropriate for the fast correlation attack when very
limited samples are available for processing. So, for a given complexity and a
large processing sample, certain noniterative decoding techniques can yield bet-
ter performance-complexity trade-off.

The approach [10] employs the squared distance measure to avoid an exhaus-
tive search over certain 2™ hypotheses where n is a parameter of the algorithm
(see [10] for details) in order to reduce the required exhaustive search. Never-
theless, the use of this squared distance measure rather than Hamming distance
becomes suboptimal for MDD over a BSC (see [I1], p. 9-10, for example).

The previous discussion points out certain underlying arguments for justi-
fying a better performance-complexity trade-off of the proposed algorithm in
comparison with previously reported ones.

6.2 Comparison of Performance and Complexity

The following characteristics of the algorithms are under consideration: perfor-
mance (noise limit for successful decoding); complexity of the processing; com-
plexity of the preprocessing; required input.

In the considered comparison context, the time complexity of OSDA [15] is
proportional to 28[ (L — B)2L’B(N;L) + (M — L)w ] mod2 additions, where
M is length of the sequence for the correlation check, and w denotes the weight
of the LFSR characteristic polynomial.

TIterative decoding [2] has expected implementation time complexity propor-
tional to 10Nm(d) real number operations assuming at most 10 iterations, where
N is the required sample length as well as total number of bits under processing,
d is the number of bits involved in a parity-check, and m(d) is the expected num-
ber of parity-checks per bit which is approximately equal to 2=“N9=1/(d — 1)!
(see [2]). Also, recall that the algorithm [2] employs log-domain processing.

The basic algorithm [I0] has time complexity proportional to 22k—Ln(JZ ),
where k, n, t are the algorithm parameters (see [10]). Also, the following state-
ment is valid: In general, increasing ¢t improves the performance at the cost of an
increased precomputation time and increased memory requirement in precom-
putation, as well as an increased time complexity of the attack itself.

Processing complexity of the proposed algorithm is given by Corollary 3.

Finally, note that the statements on the pre-processing complexity given in
[15]-[16], [2] and [10], as well as Definition 1 directly imply that the preprocessing
complexity is proportional to N¢/(a — 1)! where N is length of the sequence
under processing (i.e. required length of the input sequence), and, « is equal
to 2 for the algorithms [I5]-[I7], to ¢ for the algorithm [I0], and to the weight
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minus one of the employed parity-checks for the algorithm [2]. The previous
discussion assumes a straightforward pre-processing without employment of the
time-memory trade-off methods.

Tables 4 and 5 present an illustrative comparison of the proposed algorithm
and three relevant recently reported algorithms of [15], [2] and [10]. These tables
show that the proposed algorithm yields better performance assuming the same
input and the same or lower complexity.

Table 4. Comparison of the algorithms, assuming the same inputs: Noise limit and
processing complexity for which the algorithms yield, with probability close to 1, correct
reconstruction of the initial LFSR state, when the LFSR characteristic polynomial is
T+ utu® +u 40 +utt +u'? 40l 40 402 o w402 0?4 40,
and the available sample is 360000 bits.

l ALGORITHM [ Noise Limit Complexityl

[ FSE2000 [15] \% 0.476 H ~ 2% |
[EUROC2000 2] 0.482 [ ~2%% |
l Proposed H 0.488 H ~ 292 ‘

Table 5. Comparison of the algorithms, assuming the same inputs: Noise limit and
processing complexity for which the algorithms yield, with probability close to 1, correct
reconstruction of the initial LFSR state, when the LFSR characteristic polynomial is
Thutud+ud 40+t a2 40 0t £ 0!+ u? 402 02 0?40 4 4,
and the available sample is 400000 bits.

[ FSE2000 [15] [1 0.420 H ~2% |
[CRYPTO2000 [I0]]] 0.450 [ ~2% |
l Proposed H 0.457 H ~ 23 ‘

Finally, note that an actual implementation of the algorithms strongly de-
pends on the environment and its optimization. Consequently it intentionally
will not be discussed here, recalling that as an illustration of this issue, the
results reported in [2] and [T0] can be considered.

7 Security Consideration of a NESSIE Proposal

This section shows an application of the proposed algorithm for security consid-
eration of a submission to the New European Schemes for Signatures, Integrity
and Encryption (NESSIE) Project: a proposal for synchronous stream cipher
LILI-128, [19].
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The LILI-128 keystream generator is a keystream generator that uses two
binary LFSRs, LFSR. and LF SR, of lengths 39 and 89, respectively, and two
functions f. and f; to generate a pseudorandom binary keystream sequence.
The components of the keystream generator can be grouped into two subsys-
tems based on the functions they perform; clock control and data generation.
The LFSR for the clock-control sub-system is regularly clocked. The output of
this subsystem is an integer sequence which controls the clocking of the LFSR
within the data-generation subsystem. If regularly clocked, the data-generation
subsystem is a simple nonlinearly filtered LFSR (nonlinear filter generator). Ac-
cordingly, the LILI-128 generator may be viewed as a clock-controlled nonlinear
filter generator with 128 bits secret key.

The state of LILI-128 is defined to be the contents of the two LFSRs. The
functions f. and fy; are evaluated from the current state data, and the feedback
bits are calculated. Then the LEFSRs are clocked and the keystream bit is output.
At initialization, the 128 bit key is used directly to form the initial values of
the two shift registers, from left to right, the first 39 bits in LF'SR,, then the
remaining 89 bits in LFSRy.

Note the following: Assuming a search over 23 hypotheses, cryptanalysis of
LILI-128 can be reduced to the problem of LFSR initial state reconstruction
with length equal to 89 and output available through a noisy channel.

The underlying assumptions for the security examination of LILI-128 are the
following:

- according to the author’s claims (from the proposal) the noise in the equiv-
alent BSC model corresponds to p = 0.46875;

- the available output sequence (keystream) from LILI-128 corresponds to one
hour work, so that at least 603 - 4.8 - 105 ~ 10'2 bits are available.

Accordingly, the security evaluation is summarized in Table 6.

Table 6. Theoretical estimations of LILI-128 security level.

Complexity of
ESTIMATION divide and conquer

attack

LILI-128 ~ 2112
author’s claim operations

estimation based on ~ 2%

the proposed algorithm|| mod2 additions

Note that Table 6 implies that the security margin is reduced by 21 bits in
comparison with the claim from the LILI-128 proposal [19].

Finally, it is interesting to compare the developed attack on LILI-128 with its
cryptanalysis using the time-memory-data trade-off technique recently reported
in [I]. Recall that the trade-off technique [I] is applicable to any keystream
generator, and that it is an alternative to the exhaustive key search.
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According to [1], an appropriate time-memory-data trade-off when the secret
key consists of 128 bits have the following characteristics: (i) required data: ~ 243;
(ii) pre-processing complexity: memory ~ 2% and time ~ 2%6; (iii) processing
complexity: memory ~ 2% and time ~ 2% (recalculation + disk read), where
the recalculation assumes all operations required for generation 128 LILI-128
output bits. Accordingly, complexity of 236 recalculations is proportional to
4 x 128 x 286 = 297 mod2 additions (note that factor 4 is due to the employed
clock-control operation in LILI-128).

Recall that the cost associated with the disk read operations has to be taken
into account, as pointed-out and discussed in [I].

The characteristics of the attacking technique proposed in this paper are the
following: (i) required data: ~ 23%; (ii) pre-processing complexity: memory ~ 238
and time ~ 238; (iii) processing complexity: memory ~ 227 and time ~ 2°! mod2
additions.

Accordingly, the proposed technique has the following advantages over the
time-memory-data trade-off technique [1] in the case of LILI-128 cryptanalysis:
- significantly smaller processing memory;

- significantly smaller overall processing time complexity, particularly due the
fact that the proposed approach does not require the expensive disk read oper-
ations as a consequence of the required size of processing memory;

- significantly smaller pre-processing complexity;

- shorter data sequence.

8 Conclusions

An improved method for the fast correlation attack on certain stream ciphers
has been presented. The proposed algorithm employs two optimal decoding ap-
proaches: the list decoding where a candidate is assigned to the list based on the
most reliable information sets, and MDD with Hamming distance.

Comparisons show that the proposed algorithm outperforms recently re-
ported algorithms in several scenarios.

A desirable characteristic of the proposed algorithm is its theoretical ana-
lyzibility, so that its performance can also be estimated in the cases where the
considered experiments are not currently realizable due to technological limita-
tions.

Finally the proposed algorithm can be employed for security examination of
the NESSIE proposal for stream cipher LILI-128.

9 Appendix

Elements for the proofs of Theorem 1 and Theorem 2. Assuming that a
given number s of satisfied parity-check equations is a realization of a random
integer variable S, the Bayes probability of decision error for each bit-i is given
by

Pp(s) =min{Pr(E=1|2),l-Pr(E=1]2)}
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4 ifg<1
:min{Pr(Ezl|S:s),1—Pr(E=1|S:s)}:{1?1 oo
g ta>1,

and the average Bayes probability of error under the condition ¥ that the random
variable S takes values from the set {sg, s1, ..., 8, } is given by

Pp(¥) = Py(s) Pr(S = s|¥),

where,
Pr(¥|S =s)Pr(S =s
Pr(S = s|¥) = (] r() ) ( ) 7

1, if S € {so,81,, Sn},
0, otherwise ,

Pr(¥|S = s) = {

| 2

Pr(S = s) =p< f |>pi,(1—pw)'9‘s +(1—p)< ) |>(1—pw)‘“’pw”‘s,

with p, = (1 — (1 —2p)?)/2, and

Pr@)= Y  Pr(S=s).

§:850,815-+,8n

Accordingly, after some algebra we obtain each theorem statement.
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