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Abstract. lterated hash functions based on block ciphers are treated. Five
attacks on an iterated hash function and on its round function are formulated.
The wisdom of strengthening such hash {unctions by constraining the last
block of the message to be haslied is stressed. Schemes for constructing m-bit
and 2m-bit hash round functions [rom m-bit block ciphers are studied. A prin-
ciple is formalized for cvaluating the strength of hash round functions, viz.,
that applying computationally simple (in both directions) invertible transfor-
mations to the input and output of a hash round function yields a new hash
round function with the same security. By applying this principle, four attacks
on three previously proposed 2m-bit hash round {unctious are formulated. Fi-
nally, three new hash round functions based on an m-bit block cipher with a
2m-bit key are proposed.

1 Introduction

This paper is intended to provide a rather rounded treatment of hash [unctions that
are obtained by iterating a round function. Section 2 examines the possible attacks on
such iterated hash functions, considers relations between the security of an iterated
hash function and the security of its hash round {unction, and points out the wisdom
of strengthening the hash function by constraining the last block of the message to
be hashed.

In Section 3, we consider hash round functions constructed from secret-key block
ciphers. In particular, we consider the problems of constructing m-bit hash round
{unctions and 2m-bit hash round functions from m-bit block ciphers. A principle is
formalized for evaluating the strength of hash round functions, viz., that applying
computationally simple (in both directions) invertible transformations to the input
and output of a hash round {unction yields a new hash round function with the same
security. To demonstrate this principle, we present four attacks on three previously
proposed 2m-bil hash round functions. Finally, three new hash round functions based
on an m-bit block cipher with a 2m-bit key are proposed.
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2 Iterated hash functions and attacks

A hash function is an easily implementable mapping from the set of all binary se-
quences of some specified minimum length or greater to the set of binary sequences
of some fixed length. In cryptographic applications, hash functions are used within
digital signature schemes and within schemes to provide data integrity (e.g., to detect
modification of a message).

An iterated hash function is a hash function Hash(-) determined by an easily com-
putable function A(-,-) from two binary sequences of respective lengths m and [ to a
binary sequence of length m in the manner that the message M = (My, My, ..., My),
where M; is of length [, is hashed to the hash value I = H, of length m by computing
recursively

Hi=h{H_, M) i=12,.n, (1)

where Hj is a specified initial value. We will write H = Hash( Hy, M) to show explicitly
the dependence on Hy. The function h will be called the hash round function. Such
a recursive construction of hash functions has been called the “meta-method” by
Merkle [13], see also {4, 15]. For message data whose total length in bits is not a
multiple of {, one can apply deterministic “padding” [7, 13] to the message to be
hashed by (1) to increase the total length to a multiple of 1.

For iterated hash functions, we distinguish the following five attacks:

1. Target attack: Given Hy and M, find M’ such that M’ # M but Hash(fo, M') =
Hash(Hg, M).

2. Free-start target attack: Given /Iy and M, find /{; and M’ such that (Hj, M') #
(Ho, M) but Hash(Hj, M’) = Hash(fl,, M).

3. Collision attack: Given Hy, find M and M’ such that M’ # M but
Hash(Ho, M) = Hash({Ifo, M).

4. Semi-free-start collision attack: Find Ho, M and M’ such that M’ # M but
Hash(Hy, M’} = Hash(Ho, M).

5. Free-start collision attack: Find fo, Hj, M and M' such that (I}, M') #
(Ho, M) but Hash( I}, M") = Hash(H, M).

Remark. In applications where Hj is specified and fixed, attacks 2, 4 and 5 are not
“real attacks”. This is because the initial value Hy is then an integral part of the
hash function so that a hash value computed from a different initial value will not be
accepted. However, il the sender is frec to choose and/or to change Hp, attacks 2,
4 and 5 can be real attacks, depending on the manner in which the hash function is
used. Notc that the free-start and semi-free-start attacks are never harder than the
attacks where Hy is specified in advance.

For an m-bit hash [unction, brute-force targct attacks, in which one randomly
chooses an M’ until one hits the “target” H = Hash(Hp, M), require about 2™ com-
putations of hash values. It follows from the usual “birthday argument” that brute-
force collision attacks require about 2™/2 computations of hash values. In particular,



57

for hash round {unctions with ! > m so that all 2™ hash values can be reached with
one-block messages, brute-force target attacks require about 2™ computations of the
round function k while brute-force collision attacks require about 2™/? computations
of the round function A. We will say that the computational security of the hash
function is ideal when there is no attack substantially better than brute force.

In the following discussion, we consider some relations between the security of
an iterated hash function and the strength of its hash round function. By an attack
on the hash round function we mean an attack in which all the involved messages
contain only ene block. For example, a target attack on the round function h reads:
given Ho and M;, find M such that M| # M, but h(Hy, M;) = h(Ho, M). Once
a target attack on the round function yiclds M;, then, by “attaching” the message
blocks Mj, ..., My of the given message to M|, one obtains success in a target attack
on the iteraled hash function. Similar arguments hold also [or other types of attacks.

Proposition 1. For an iterated hash function, any attack on its round function im-
plies an attack of the same type on the iterated hash function with the same compu-
tational complexity.

It should be noted that the converse of the statement of Theorem 1 is not true
in general. There may be attacks on the iterated hash function that are easier than
attacks on the round function alone, as the following three cxamples show.

Example 1 (Long message attack.) For an m-bit iterated hash function, given
an n-block message M = (M, M,, ..., M,,), there is a target attack which takes about

C- %+n for n < 2m/?
T 2x2™? form > 2/t

computations of the round function. [Esscntially the above result for n < 2™/% is due
to Winternitz [23].]

Proof. [irst we consider the case n < 2™/2. For the given M, we compute If; =
h(Hi_1, M;) for i = 1,..,n and store these values. Then we compute H* = A(Ho, M;)
repetitively with randomly chosen M;. After computing lﬂ': values for H*, the prob-
ability that H* = H; for some i,1 <1< n, is

I—[(1-2™) % =1-(1-2")" ~1 - ¢!~ 0.63,
which shows that fewer than 2—; computations of round function will usually suffice.
The message M’ = (M}, M.41,...,M,) hashes to the same value // as the message

M, and total number of computations of the round function is about 3;3 + n. The
probability that M’ = M is negligible.

For n > 2™/ we compute and store only H,,Hy,..., Hympz. Then 2™/? random
choices of M} will yicld a “match” of some H* with some H;, 1 < i < 2m/2 with
probability about 0.63. 0o

For an iterated hash function, one can always do the following “trivial” frce-start
attacks.
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Example 2 (Trivial free-start attacks.) Consider a message M = (M, My) that
hashes to /I with initial value Hy. Then, for the initial value H; = h(Hy, My), the
“truncated” message M' = M, hashes also to the value H = h(H,, M,). That is,
a free-start target attack can always be done if the message contain more than one
block. Similarly, one can do a trivial free-start collision attack.

The following attack using a “fixed-point” of the hash round function was proposed
in [16).

Example 3. (A trivial semi-free-start collision attack based on a ‘fixed
point’.) If the hash round function h has a recognizable “fixed point”, i.e., if one can
somehow find (H, M) such that If = h(H, M), then there is a trivial semi-free-start
collision attack since, starting with the initial value Hy = H, the “different” messages
M =M and M' = (M, M) both hash to thc same value H.

Note that in the trivial free-start and semi-free-start attacks and in the “long-
message” attack described in the above three examples, one breaks the iterated hash
function without breaking its round (unction. Such attacks are based on the fact that,
for an iterated hash function of the form (1), the attacker can take advantage of the
fact that a falsified message can have a lengih different from that of the given genuine
message. This problem can be overcome by the following strengthening of iterated
hash functions, which was proposed indcpendently by Merkle[13) and by Damgaard(4]:

Merkle-Damgaard Strengthening (MD-strengthening) For the iterated hash
function, specify that the last block M, of the “message” M = (My, Ma,...,M,) to
be hashed must represent the length of the “irue message” in bils, i.e., the length of
the unpadded portion of the first n — 1 blocks.

Using arguments similar to those in [4, 13, 17], one can show that:

Proposition 2. Against a [ree-start (target or collision) attack, an iterated hash
function with MD-strengthening, Hashyp, has roughly the same computational secu-
rity as its hash round function.

In the previous discussions we have considered the security of an iterated hash
function and the security of its round function against an attack of the same type.
Now we consider how to relate “non-real” free-start target attacks to “real” target at-
tacks. The following result shows that, for an iterated hash function, when a “random
inverse” of the hash round function can be found with less than the ideal maximum of
about 2™ computations, then there always exists a target attack on the hash function
that is better than the brute-force target attack.

Proposition 3. ( A meet-in-the-middle target attack by “working back-
wards”.) Let Hashyp be an m-bit iterated hash function with MD-strengthening
and with round function h. If, for most H in the range of k, it takes about 2*
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computations of i to find a new solution (H',M') of H = h(H',M') for which H'
appears to be essentially randomly chosen and if the unconstrained portion of messages
contains al least two blocks, i.e., n—1 > 2, then there exists a target attack on Hashmp
that takes about 2 x 2™ computations of h.

Proof. For given M and /g, let Lthe results of the first two iterations be
Hy = h(Ho, My),  Hy = h(H,, My).

We show how to find two message blocks (M|, M}) that hash to H; by a “meet-in-the-
middle” attack. Then replacing the first two blocks (M, M,) in the given message M
by (Mj, M;), we obtain a message M’ of the same length as, but different from, M
that hashes to the same #.

First, we compute G, = h(Ho, M}) for 23" randomly chosen M]’s; then we find
277 pairs (GY, M}) such that H, = A(G', M}) and G, appears essentially randomly
chosen. The attack succeeds if some G} and some G| take on the same value. Thus,
the attack succeeds with probability

Lo (1= 22 P (1m0 1 — el % 0.63,

as follows from the facts that the probability of choosing M| so that Gy will not
equal G is 1 — 27™, that therc arc 2" independent chances to choose M} so that
Gy will “miss” a particular G}, and there are 2"T independently chosen values of
(Y to miss. Both the “forwards” computation for computing values of G; and the
“backwards” computation for compuling values of G} take 2™ computations of the
round function A. o

The method used in the above proof of attacking an iterated hash function by
“working backward” {1, 22] has been used to attack several proposed iterated hash
functions {15, 22]. The above result shows that if the hash round function does not
have ideal computational sccurity against a free-start target attack, then the iterated
hash function cannot achieve idcal computational security against a target attack.
Proposition 2, together with the argument used to prove Proposition 3, implies:

Proposition 4. Suppose that the unconstrained portion of messages must contain
at least two blocks, i.e, n — 1 > 2. Then an iterated hash function with MD-
strengthening, Hashup(-), has ideal computational security against a target attack if
and only if its hash round function h(-,-) has ideal computational securily against a
free-start target attack.

Proof. Suppose the round function & has ideal computational security against a
free-start target attack. Then Proposition 2 shows that Hashyp(-) has the same ideal
security against a free-start target attack. But a target attack without free start is no
easier than a free-start target attack so that Hashyp(:) also has ideal computational
security against a target attack.
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Conversely, il for an m-bit hash round [{unction A, a free-start target attack takes
less than 2™ computations, then Proposition 3 implies a target attack on Hashmp
with less than 2™ computations. a

From the above two propositions, we see that MD-strengthening creates secure
itcrated hash functions from secure round {unctions. In particular, the trivial free-
start and semi-free-start attacks and the long-message target attack in the above
examples cannot be used to attack an iterated hash function with MD-strengthening.
Such considerations suggest an obvious implementation principle for iterated hash
functions, viz., that iteraled hash functions should be used only with MD-strengthening.
In the following discussion, whencver the security of an iterated hash function is
considered, we always mean the security of the hash function with MD-strengthening.

Because of Proposition 4 and Proposition 2 and because onc generally desires that
the hash function be strong enough to provide protection against frce-start attacks,
the problem of constructing sccure hash functions reduces to the problem of con-
structing hash round functions thal are sccure against {ree-start attacks, which will
be considered in the next section.

3 Hash round functions based on block ciphers

In the following discussion, we consider schemes for constructing hash round functions
from a block cipher. In what follows, we write Y = Ez(X), for an m-bit block cipher
E with k-bit key, to mean that the m-bit ciphertext Y is computed from the m-bit
plaintext X and k-bit key Z. Based on the discussion in the last section, we consider
only attacks on the hash round function or equivalently, attacks on the itcrated hash
{unction with MD-strengthening.

3.1 Some m-bit hash round functions

Davies-Meyer (DM) scheme: The DM-scheme was proposed indcpendently by
Davies and by Meyer, cf. {5, 11, 22]. This scheme can be used with any block cipher.
The message block M, that is hashed in cach step of this scheme has length { equal to
the key length & of the block cipher, i.e., I = k. The hash round function is given by

h(Hi_y, M) = Epg (Hiz)DH, (2)

and is illustrated in Fig.1 where here and hereafter @ denotes bit-by-bit modulo-two
addition.

The DM-scheme with MD-strengthening is generally considered to be secure in
the sense that, if the block cipher has no known weakness, then no attack better than
the brute-force attacks is known, i.c., the {ree-start target attack on A takes about 2™
computations and the frec-start collision attack on & Lakes about 2™/? computations.
In particular, with MD-strengthening, none of the attacks mentioned in the three
examples of the last section can be cffectively used against an iterated hash function

based on the DM-scheme. The DM-scheme is currently under consideration as an 1SO
standard (7).
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Figure 1: The hash round function of the DM-scheme. The small box indicates the key
input to the block cipher.

A proposed m-bit hash round function using a block cipher with m-bit
block and 2m-bit key: This method is based on a block cipher with block-length
m and key-length k = 2m. For example, one could use the block cipher PES [8] or
its improved version IPES [9]. For such a cipher with k = 2m, we will write Y =
Lz, z,(X) to mcan that thc m-bit ciphertext is computed from the m-bit plaintext
X and two m-bit subkeys Z, and Z,. The proposed hash round {unction is given by

h(Hioy, Mi) = By, i (Hizy)

aud is illustrated in Fig. 2. We have been unable to find an attack on this hash

H,_ I—DE H;
T

AII

Figure 2: A proposed m-bit hash function based on an m-bit block cipher with a 2m-bit
key.

function better than the brute force attack when the underlying block cipher has no
known weakness.

3.2 Construction of 2m-bit hash round functions

When the block length m of a block cipher is 64 (which is the case for many practical
block ciphers), one can obtain a 64-bit iterated hash function by using the DM-scheme.
The “brute-force” collision attack on any 64-bit hash function has complexity about
2% which is certainly too small in many applications. Thus, several efforts [2, 13, 14,
18, 20] have becn made to construct a 2m-bit hash function based on an m-bit block

cipher by modifying the (apparently securc) DM-scheme. This will be considered in
the following sections.

3.3 A principle for evaluating hash round functions and four
attacks on three 2m-bit hash round functions

In this section, we point out an obvious {once the 5 attacks have been formulated)
but useful principle for evalualing the security of a hash round function, viz. that
applying any simple (in both directions) invertible transformations to the input and
to the oulput of the hash round function yiclds a new hash round function with the
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same securily as the original one. [A similar principle has been used by Meier and
Staffelbach in {12] to classily nonlinearity critcria for cryptographic functions|. For
example, {or a block cipher with block length equal to key length, it follows from this
principle that the hash round function (2) of the DM-scheme has the same security
as the following hash round function proposed in [11]

h(Hioy, M) = Ey,_ (M)DM,,

since this hash round function differs from that in (2) only by a “swapping” of the
input blocks H;_; and M;.

To demonstrate this principle, we present four “meet-in-middle” attacks on three
2m-bit hash round functions based on an m-bit block cipher with an m-bit key. The
basic purposc of these three schemes is to construct a 2m-bit hash function based
on an m-bit block cipher by modilying the (apparenily securc) DM-scheme (2). We
now show that these 2rn-bit hash round functions are in fact weaker than the m-bit
hash round function of the DM-scheme. More precisely, for cach scheme, we prescnt
a frec-start target atlack that takes only about 2™/2 (instead of the ideal maximum
2?m) computations of the round [unction. [Recall that the free-start target attack on
the m-bit hash round function in the DM-scheme has complexity 2™.]

3.3.1 The Preneel-Bosselaers-Govaerts-Vandewalle (PBGYV) scheme.

The PBGV scheme was proposed in [18]. In this scheme, which uses an m-bit block
aipher with an m-bit key, a 2Zm-bit hash value # = (H,,G,) is computed from a
2mn-bit message (L, N1, Ly, Ny, ..., Lo, N,) and a 2m-bit initial value (Ho, Go)- In
each round, two new m-bit values #; and G, are computed from the two previous

m-bit values /;_; and (., and from the two m-bit message blocks L, and N as
follows:

}Ii = EL,{BN.(}[l—l@Gi—l)@Lie-h'l—l@Gi——l (3)
G Ly apy_, (NidGio,)BNBH L @G

for:=1,2,...,n.

The round function for the PBGV-scheme produces the output pair (A, g) from
the inputs (ho, go,!,n) in the manner

h = Eg.(ho®g0)BI®hoBga
9 = Egu (nDgo)dn®heBgo.

By applying the simple and simply inverted transformations

(h,g) — (k. f) = (h, hiDg) ()

(4)

on the output and

(ko) ga, {,n) — (hg, 90,1, n") = (hoBgo, goBn, iBn, n), (6)
on the input, we oblain the round function illustrated in Fig.3 that computes (&, f)
from the input (k, g4, I, n') in the manner
b= Ee(hh)al'en'hl 0
= Eugnypg(90)BEe(hy)dl.
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Figure 3: The transformed function used to attack the PBGV round function.

Because the transformations (5) and (6) arc both easy to compute and easy to
invert, it follows from our principle that an attack on the round function (7) has the
same complexity as an attack on the round function (4).

A free-start target attack on the PBGV round function with complexity
about 2™/2: In this attack, we show how to find a “random inverse” of (7), i.e., we
show how, for given (h, f), to find (k), g5, ', n’') satis{ying (4) for which (A, go) appears
randomly chasen.

1. Choose an arbitrary constant cp.

2. For the given h, compute a = Ey(hy)@!’ for 2™/ randomly chosen values of hy
and corresponding !’ such that A&l = c.

3. For the given f, compute a* = E,(g,)@f for 2/? randomly chosen values of g,
and corresponding r such that gy&®r = co.

The probability thal some a and some a* take on the same value is about 0.63. For
such (g4, r,a = a*,hp,{'), we obtain a solution (hf,gg, !, r") for (7) by computing
n' = a@l'Ghydl' Gh. a

[A recent result of Preneel {19] gives a free-start target attack on the PBGV round
function that requires only the computation of one decryption with the block cipher.]

A target attack on the PBGYV round function with complexity about
2™: In this attack, we find, for the given (ho,go) and (h,g), a message block ({,n)
satisfying (4). We will use the notation of Fig.3.

From (5) and (6), we see that (4, f) and kf are determined by the given (hq, go)

and (h,g). We randomly choose I, then compute

a = Ep(ll(,)@l',

n' = a®hydh,

r = '©hydgy = I DhySgodn’

and

gé) = D.(a®f),
where D,(y) denotes the result of deciphering y with key z.

After 2™ such computations, go@n' will take on the given value go with probability
0.63. Then using (5) and (6), we obtain a solution ({,n) for (4). a
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3.3.2 The first Quisquater-Girault (QG-I) scheme.

The QG-I scheme was proposed in the Abstracts from Eurocrypt'89 [20]. It also ap-
peared in adraft 1ISO standard [6], sec also [15]. However, this scheme was dropped
from the recent version of the draft 1SO standard CD10118 [7]. [In unpublished work,
Coppersmith pointed out to its inventors some weakness of this scheme [21]. In the sub-
sequent Proceedings paper [21], a "weaker" round function was used, but with additional
functional strengthening.] Similarly to the PBGV-scheme discussed above, the QG-I
scheme is based on an m-bit block cipher with an m-bit key. A 2m-bit hash value
{H,, G,) is computed from a 2mn-bit message (Lj, N-i, i, Vs, ..., L, N;) and a 2m-bit
initial value (Ho,Go)- In each round, two new m-bit values //; and G; are computed
from the two previous m-bit values //, i and (7,_i and from the two m-bit message
blocks L, and W, as follows:

W,- = EL.(G,'-x@Ni)@Ni@}Ii—I
Hi = WMGI-i ®
G,- = . ENi'(Wq®Lt)®'HS_|®G;_-i®Li

fori =1,2,...,n.

The round function of the QG-I scheme produces the output pair (h,g) from the
input {h.,go,l,n) in the manner

h = £i(go®H)en®©/i,©50 (gA
g = E(Ei(ga®n)®n®hy(Bl)®liQ(Bgo®I- ’

We will consider the pair (/»,/) = (h, h(&qg) illustrated in Fig.4 and defined by

h
[ = hdg

Ei(go®n)DndhoDgo

10
En (Li(90Dn)In@ho®!) ®Ei(g90Dn)DlOn. 1o

i

Jobn —0?— h
{ A
1Be ¢ on
lon —“«—é——{é]»qa»f

Figure 4: The pair (h,f) used in the attach on the QG-1 scheme.

A free-start target attack on the QG-I scheme with complexity about
2™2: In the following we show that, for any given (/i,/), one can find, in about 2™
decrypting computations for the block cipher, a solution (ho,go,l, n) satisfying (10)

by a "meet-in-the-middle" attack.

We will use the notation shown in Fig.4. Let c be afixed m-tuple.
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1. Randomly choose values for a and choose n such that adn = c. Then, for the
given valuc of f, compute i, = a®D,(a®f). Repeat this process 2™/2 times to
obtain 2™/? values for (h},n) with randomly chosen values for hg.

2. Randomly choose [ and compute h§ = 2@ (Idc)DD(ldc). In 2™/2 computations,
one obtains 2™? values for (A3, ) with randomly chosen values for Aj.

Note thal both A{ and 4] are m-bit blocks so that some kfy and some hy obtained
as above will take on the same valuc with probability about 0.63. Thus, we can
find (Af, g, ¢, n) such that k) = k. (Notc that the constraint that IPc®idn = ais
automatically satisficd.) From the obtained ({,n), compute go = Di(l@c)@n. Then
the resulting (%o, g0, {,n) is the desired solution. O

3.3.3 The LOKI Double Block Hash (DBH) function.

The block cipher LOKI, proposed in {2}, is a DES-like 64-bit block cipher with a 64-bit
key. In [2], a 128-bit itcrated Double Block Hash (DBII) function based on the cipher
LOKI was proposed, but this scheme can in fact be used for any m-bit block cipher
with an m-bit key. In LOKI DBH, a 2m-bit hash value (f,,Gn) is compuled from
a 2mn-bit message (Ly, Ny, Ly, Na, ..., L., N,.) and a 2m-bit initial value {fg,Go). In
each round, two ncw m-bit values f{, and G| are computed from the two previous
m-bit values ff;_; and G,_; and from the two current m-bit message blocks L; and
N; as follows:

W, = EL'@G‘_J(Gi-l@lvi)EBNi@[L’—l

H = WG, (11)

Gi = Engu._,(WidL)®H. . ®G:.1®L;
fori=1,2,...,n.

The LOKI DB round function was derived [rom the hash round function of the
QG-I scheme (8) by the bitwise addition modulo 2 of the previous hash value blocks
(Hi-1 and G,_;) to the current message blocks (L, and ;) to obtain the key inputs
for the two LOKI encryptions. This was done to avoid some attacks derived from the
‘weak key’ of the underlying cipher. By applying our sccurity evaluation principle, we
obtain the following free-start target attack on the LOKI DBH round f{unction that
has complexity only about 2™/,

The round function for the LOKI DBIH produces the oulput pair (k,g) from the
input (hg, go,{,n) in the manner

h = Eiggo(go®n)dndho®go (12)
g = En@[.“ (E(@go(ggen)ﬁ}n@ho@” @Ilo@go@l
By applying the transformation
(R, f) = (h, hedg) (13)

on the LOKI DBH output pair (4, g) and applying the transformation

(h()’gO)I’yn,) = (hOago,I@go,n@yo) (14)
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on the LOKI DBH inputs (o, 9o, , n), we obtain the function illustrated in Fig.5 that
computes (A, f) from the inputs (hg, go, ', n’) in the manner

~
o~

Ep(n’)@n'@hg (15)

f = E’n’ﬂ)hgﬂ}gg(hel')®h@1’@h0‘
h,
! p—
[/ ———q f

r=n"® ho B ygo

Figure 5: The new function used to attack the LOKI DBI round functioa.

A free-start target attack on the LOKI DBH with complexity about
2™/%: In the following, we show that, for any given (%, f), one can find, in about
2 x 2™/ encrypling computations for the block cipher, a solution for (g, go,!,n)
satisfying (10) by a “mecet-in-the-middle” attack.

Because the transformations (13) and (14) are both easy to compute and easy to
invert, it follows from our principle that finding a solution (he, go,{,n) of (12) for a
given (A, g) is computationally the same as finding a solution (hq, go, I, 7') of (15) for
a given (&, f). This can be done in about 2 x 2™/% encryptions as we now show.

1. Choose an arbitrary value for [".

2. For the given & and the chosen I, compute b = h®n'@ Ep(n’) for 2™/? randomly
chosen values of n’,

3. For the given A, f and the chosen !, compute hj = E.(h@l)®hdl'® f for 2™/2
randomly chosen values of r (= n @ ho ® go).

The probability that some Ag and some h; take on the same value is about 0.63. For
ho = hg, by computing gy = r@n'Gho, we obtain a solution (hg, go, ', n’) for (15). O

Remark. We have given thrce {ree-start target attacks on three hash round func-

tions in this section. The “rcal” target attacks (with specified initial value) will usually

be more difficult. For example, when m is 64 bits, a target attack on the 128-bit hash

function LOKI DBI obtained by combining the above attack with the attack used
125232

in the proof of Theorem 3 will take about 273~ = 28 computations. A similar
conclusion holds also for the QG-I schemec hash function.

3.4 Complexity of known attacks on 2m-bit hash functions

We consider here some known 128-bit iterated hash functions based on two uses of
an m = 64-bit block cipher with key-length k = 64 or k = 56 in each round. All
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these schemes can be considered as slight modifications of the 64-bit DM-scheme
hash round function. The complexitics of known attacks on these hash functions are
listed in Table 1. We assume that all the iterated hash functions are used with MD-
strengthening and that the underlying block cipher has no known wcakness (such as
weak keys).

A(-,) PBGV | GQ-I | LOKI-DBH |Merkle., 13 |M-Sw, 15 ideal
(m, k)1 | (64,64) | (64,64) (64,64) (64,56) (64,56) | (64,k)
target 2% 2% . 28 4 2112 2214 2128
r—S targct O(I)M 3 233 6 233 10 2112 .2,5\;4‘ 15 2128
collision 22 . 26 264 256 2 284
semi-f-s col. | 23, | 2. 264 2% 25 2%
{-s coll. o(1)s g4 | o(l)s g 22 1 256 277 16 264
leng( M;) 128 128 128 7 64 | Loz

~ 1: m: block-length, k: key-length of the underlying cipher;

~+ 2: see last section;

~+ 3: recent results of Preneel [19];

~+ 4; a free-start collision attack is no harder than a free-start target atlack;

~» 5: from the frec-start target attack., g and Propesition 3;

~+ G: see last section;

~+ 7,8: see [16];

~+ 9,10: same as ~ 5,6;

~ 11: same as ~» 4;

~ 12: Merkle’s scheme [13]: hash-code is of length 112 bits; this scheme appears to have ideal
security; however, each round can ‘digest’ only 7 bits of message;

~ 13: Meyer-Schilling’s scherne [14]: 128-bit hash code, but round cutput has length 108 bits;

~+ 14,15: each round output (two blocks) has length 108 bits: a free-start target attack on one (54-
bit} block takes about 2°* computations; then use Proposition 3; see also [14];

~+ 16: collision is achieved on one (54-bit) block.

-~ 17: see next section,

Table 1: Complexity of known attacks on some hash round functions.

3.5 Proposed schemes for block ciphers with k = 2m

The study of previously proposed hashing schemes (sec Table 1) suggests that it is
difficult, if not impossible, to build a 2m-bit hash round function with ideal computa-
tional security that can “digest” in cach round at least m bits of message by two uses
of an 7n-bit block cipher with an m-bit key. However, if an m-bit block cipher with
a 2m-bit key is available, then there are more possibilities to construct a possibly
secure 2m-bit hash round function. In the following, we propose two 2m-bit hash

round functions that use an m-bit block cipher with a 2m-bit key and that appear to
be secure.
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Tandem DM: We refer to our first proposed 2m-bit hash function as the Tandem
DM scheme because it is based on cascading two DM-schemes as in (2). The round
function of the Tandem DM scheme is shown in Fig.6. In each iteration, two new

i, H;
A
G,’_ — ]

oG,

Figure 6: The Tandem DM 2m-bit hash round [unction based on an m-bit block cipher
with a 2m-bit key.

m-bit values /; and G; are computed from the two previous m-bit values H;_y and
G-, and from an m-bit message block M, as follows:

W, = Eg_, m(Hi)
I, = Wail_,
Gi = Gia®Eum,w,(Gicr).

Abreast DM We next propose the Abreast DM scheme in which two DM-schemes
are used side-by-side. The hash round function is illustrated in Fig.7. In each round,
two new m-bit values ({f,,G,) are computed {rom the two previous m-bit values
(Hi-1,Gi-1) and [rom an m-bit message block M, as follows:

111 = 11l—l®EG._1,M.(iI|'—-l)
Gi = Gioi®Em, ., (Gisy)

where G denotes the bit-by-bit complement of G.

Hi_r— p—11;

Gi-r— F—'G;

Figure 7: The Abreast DM 2m-bit hash round function based on an m-bit block cipher
with a 2m-bil key. The circle indicates that the input to the lower encrypter is bitwise
complementced.

Remarks: 1. The Tandem DM and the Abreast DM schemes were constructed on

the following consideration. The round function % consists of two subfunctions k, and
hg:

(Hi,Gi) = h(HiZ, Gie1, My) = [la{ILi=1, Gz, M), ho(Hioh, Gicr, MS)),



69

both of which have the same inputs. Thus, to attack & (in a free-start target or free-
start collision attack} implics that one must attack both k; and h; simultaneously. If
the subfunctions h; and k, are so ‘different’ that an atlack on one subfunction provides
no help in attacking the other subfunction and if both A, and &; are cquivalent (in
the sense of security) to the apparently secure DM-scheme, then we can expect that
an attack on A will have complexity cqual to the product of the complexities of the
attacks on h; and on hs. In the proposed Tandem DM and Abreast DM schemes, the
subfunctions A and h, arc chosen to be as “different” as possible.

2. The Abreast DM scheme gives a 2m-bit hash function that is at least as strong
as the m-bit DM-scheme. [This is true also for the Mcyer-Schilling scheme [7, 14].]

3. Our investigations to this point have shown no weakness in either of these
two new proposed 2m-bil hash round functions, i.e., we have been unable to find any
attacks better than brute-force attacks when the underlying cipher is assumed to have
no weakness. We should point oul, however, that our Tandem DM and Abreast DM
schemes usc two m-bil block encryptions for each block of m message bits in order to
compute a final hash value of length 2m bits.
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