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Abstract. Iterated hash functions based on block ciphers are treated. Five 
attacks on an iterated hash function and on its round function are formulated. 
The wisdom of strengthening such hash functions by constraining the last 
block of the message to be hashed is stressed. Schemes for constructing m-bit 
and 2m-bit hash round functions horn n-bit  block ciphers are studied. A prin- 
ciple is formalized for evaluating the strength of hash round functions, viz., 
that applying computationally simple (in both dircctions) invertible transfor- 
mations to the input and output of a h s h  round function yields a new hash 
round function with the same security. By applying this principle, four attacks 
on three previously proposed 2m-bit hash  round functiuiis are formulaled. Fi- 
nally, three new h a s h  round functions bascd on an  m-bit block ciplier will1 a 
2m-bit key are proposed. 

1 Introduction 

This paper is intcnded to provide a rather roundcd trcatmcnt of hash lunctions that 
are obtained by iterating a round function. Section 2 examines the possible attacks on 
such iterated hash functions, considers relations between the security of an iterated 
hash function and the security of its hash round function, and points out the wisdom 
of strengthcning the hash function by coilstraining the last block or the message to 
be hashed. 

In Section 3, we considcr hash round functions constructed from secret-key block 
ciphers. In  particular, we considcr the problems of constructing m-bit hash round 
functions and '2n-bit hash round functions from rn-bit block ciphers. A principle is 
formalized for evaluating the strength of hash round functions, viz., that applying 
computationally simple (in both dircctions) invertible transformations to the input 
and output of a hash round function yields a new hash round function with the same 
security. To demonstrate this pririciplo, we present four attacks on three previously 
proposcd 2m-bil hash round [unctions. Finally, thrce new hash round functions based 
on an rn-bit block cipher w;th a 2m-bit key are proposed. 
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2 Iterated hash functions and attacks 
A hash function is an easily implemcntable [napping from the set of all binary se- 
quences of some specified minimum length or greater to thc set of binary sequences 
of some fixed length. In cryptographic applications, hash functions are used within 
digital signaturc schcrnes and within schemcs to provide data integrity (e.g., to detect 
modification of a message). 

An iterated hash Junction is a hash function Hash(-) determined by an easily com- 
putable function h(., .) from two binary sequences of respective lengths m and to a 

binary sequence of lcngth m in thc manner that the message M = ( M I , M z ,  ..., M,), 
where MI is of length I ,  is hashed to thc hash ualuc 11 = li,, of length m by computing 
rccursivcly 

lit = h ( H , - l , M l )  t = 1,2,..~~, (1) 
where ]lo is a specified inilia1 value. We will write M = Mash( Ho, M) to show explicitly 
the depcndence on Ho. The function h will be called the hash round junction. Such 
a rccursive construction of hash functions has been called thc “meta-method” by 
Merkle [13], see also 14, 151. For messagc data whose total length in bits is not a 
multiple of 1, one can apply deterministic “padding” [ T ,  131 to the message to be 
hashed by (1) to increase the total lcngth to a multiplc of 1. 

For iterated hash functions, wc distinguish the following five attacks: 

1. Target attack: Given Ho and A l l  find A{‘ such that M’ # M  but Hash(f10, M’) = 
I lah( l lo ,  M ) .  

2. Free-start t a rge t  a t tack:  Given IZ, a n d  hi, findIIA and 111‘ such that (Hh, M‘) # 
(&, M) but HaSh(ll~,M’) = Hah(l lo ,  M). 

3. Collision attack: Givcn H o ,  find M and M’ such that M‘ # iM but 
I iah(H0,  M‘)  = Ha~h(fi0,  M ) .  

4. Semi-free-start collision at tack:  Find H0, M and hi’ such that 11.1’ # M but 
Hash(ll0, M’) = I iash(Ho,  M ) .  

5. E’ree-start collision attack: Find l l o ,  HA, 12.1 and 11.1‘ such that (HA,M’) # 

Remark. In applications where ]lo is spccified and fixed, attacks 2, 4 and 5 are not 
”real attacks”. This is because the initial value Ho is then an integral part of the 
hash function so that a hash value computcd from a different initial value will not be 
accepted. However, if the sender is free to choose and/or to change Ho, attacks 2, 
4 and 5 can be real attacks, depending on the rnanncr in which thc hash function is 
used. Notc that the free-start and semi-free-start attacks arc nevcr harder than the 
attacks where 110 is specified in advance. 

For an m-bit hash function, brute-forze targct atlacks, in which onc randomly 
chooses an M’ until one hits the “target” H = Iiash(Ho,M), require about 2“‘ com- 
putations of hash values. It follows from the usual “birthday argument” that brute- 
force collision attacks require about 2”12 computations of hash values. In particular, 

(Ho, M) but Hash( !I;, M’) = FIash(H0, M ) .  
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for hash round functions with 12 m so that all 2" hash values can be reached with 
onc-block messagcs, brute-force target attacks require about 2" computations of the 
round function h while brute-force collision attacks require about 2"j2 computations 
of the round function h. We will say that the computational security of the hash 
function is ideal when there is no atlack substantially better than brute force. 

In the following discussion, we considcr some relations between the security of 
an iterated hash function and thc strcngth of its hash round function. By an attack 
on Ihe hash round junction we mean an attack in which all the involved messages 
contain only one block. For example, a target attack on the round function h reads: 
given HO and M I ,  find Mi such that Mi # M I  but h ( l l o , M i )  = h ( l I o , M ~ ) .  Once 
a tnrgct attack on the round function yields M i ,  then, by 'attaching" the message 
blocks M 2 ,  ...,M,, of thc given mcssagc to M i ,  one obtains success in a target attack 
on the iterated hash function. Similar argumcnts hold also lor other types of attacks. 

Proposition 1. For an iterated hash function, any attack on its round function im- 
plies an attack of the same type on the  iterated hash  function with the same compu- 
tational complexity. 

It should bc noted that the converse o l  the statement of Theorem 1 is not true 
in general. Therc may be attacks on the iterated hash function that are easier than 
attacks on the round function alone, as thc following threc examples show. 

Example  1 (Long message attack.)  For a n  m-bit iterated hash function, given 
an n-block message M = (MI, M2, ..., M,,) ,  there is a target attack which lakes about 

1m + n for n 5 2"12 
[or n > 2m12 C =  { 2 x 

computations of the round funciion. [Essentially thc abovc rcsull lor n 5 
to Win terni tz i231.1 

Proof. First we considcr the case n 5 2"/'. For the given M, we compute 11, = 
h(H,- , ,M,)  for i = 1, ..,n and store thcse values. Then we compute 11' = h ( H o , M ; )  
repetitively with randomly chosen hl;. After computing values for H', the prob- 
ability that H* = HI for some i, 1 5 i 5 n, is 

is due 

1 - [( 1 - 2-m)"]G = 1 - (1 - 2-m)2m x 1 - e-' x 0.63, 

which shows that fewer than 7 computations of round function will usually suffice. 
The message M' = ( M ; ,  MI+,, . . . , M,,) hashes to the same value I1 as the message 
M, and total number of cornputations of the round function is about f + ri. The 
probability that M' = A1 is negligible. 

For n > 2"'f2, we compute and store only I l l ,  H,, . . . , IIZrnl=. Then 2"/' random 
choices of M ;  will yield a "match" o l  somc 12. with some H , ,  1 5 i 5 2m/2, with 
probability about 0.63. 0 

For an iterated hash function, onc can always do the following "trivial" free-start 
at tacks. 



Example 2 (Trivial free-start attacks.) Consider a message M = ( M I ,  Mz) that 
hashes to II with initial value 110. Then, for the initial value HI = h ( & , M ~ ) ,  the 
“truncated” message 11.1‘ = Mz hashes also Lo the value H = h(lI1, Mz) .  That is, 
a free-start target attack can always be done if the message contain more than one 
block. Similarly, one can do a trivial free-start collision attack. 

The following attack using a “fixed-point” of the hash round function was proposed 
in [16]. 

Example 3. (A trivial serni-free-start collision attack based on a ‘fixed 
point’.) If the hash round function h has a recognizable “fixed point”, i.e., if one can 
somehow find ( [ I ,  M )  such that I I  = h( H, M ) ,  then thcre is a trivial semi-free-starl 
collision attack since, starting with the initial value H,, = I I ,  the “diflerent” messages 
M = M and M’ = (M, M )  both hash to thc same value H. 

Note that in  the trivial free-start and semi-frce-start attacks and in the “long- 
message” atlack described in the abovc three examples, one breaks the iterated hash 
function without breaking ils round function. Such attacks are based on the fact that, 
for an iterated hash furictjon of the form (11, the attacker can take advantage of the 
fact that a falsified message can have a lenglh diferent from that of the given genuine 
message. This problem can be overcomc by the following strengthening of iterated 
hash functions, which was proposed indcpcndently by Merkle[l3] and by Damgaard[4]: 

Merkle-Damgaard Strengthening (MD-strengthening) For the iterated hash 
function, specify that the last block M,, of the “message” hi = ( M l , M z ,  ...,M,,) to 
be hashed miist represent the Length of the “true message” in bits, i.e., the length of 
the unpaddcd portion of the first n - I blocks. 

Using arguments similar to those in [ 4 ,  13, 171, one can show that: 

Proposition 2. Against a frec-start (target or collision) attack, a n  iterated hash 
function with MD-strengthening, I f a shMD,  has roughjy the same computational secu- 
rity as its hash round function. 

In the previous discussions we have considcred the security of an iterated hash 
function and the security of its round function against an attack of the same type. 
Now we consider how to relate Unon-realn free-start target attacks to “real” target at- 
tacks. The following result shows that, for an iterated hash function, when a “random 
inverse” o l  the hash round function can be found with less than the ideal maximum of 
about 2m computations, then t h e  always exists a target attack on the hash function 
that is bcttcr than the brute-hce target attack. 

Proposition 3. ( A rneet-in-the-middle target attack by “working back- 
wards”.) Let I f a s h M D  be an m-bit iteraled hash function with MD-strcuglhenhg 
and with round function h. lf, for most H in the range of h, it takes about 2’ 



computations of 1’1 to find a new soluhion ( / I f ,  M ’ )  of I1 = h(H‘, 12.1’) for which H‘ 
appears to be essentially randomly chosen and if the unconstrained portion of messages 
contains at least two blocks, i.c., n- 1 2 2, then there exists a target attack on Hahh.tD 
that takes about 2 x 2 9  computations of h. 

Proof. For given Af and I f o ,  ict thc rcsults of thc first two iterations be 

We show how to find two message blocks ( M i ,  M i )  that hash to If2 by a “meet-in-the- 
middlc” attack. Then replacing the first two blocks ( M I ,  M2) in the given message M 
by ( M i , M i ) ,  we obtain a message M’ of the same length as, but dinerent from, M 
that hashes to the same ff. 

First, we compute GI = h( f l0 ,  M i )  for 2 9  randomly chosen Mi’s; then we find 
2- pairs (Gi ,  144;) such that H z  = h(G;,  &I;) and G; appears essentially randomly 
chosen. Thc attack succceds il somc GI and somc G‘, takc on the same value. Thus, 
the attack succeeds with probability 

as follows from the facts that the probability of choosing Mi so that GI will not 
equal Gi is 1 - 2-“, that thcrc arc 2 2 indcpcndcnt chances to choose Mi SO that 
GI will “miss” a particular G;, and there are 2 7  independently chosen values of 
G; to miss. Both the ‘forwards” computation for computing values of G1 and the 
“backwards” computation for computing values of C’, take 2 computations of the 
round function h. 0 

The method uscd in the abovc proof of attacking an iterated hash function by 
“working backward” [ I ,  221 has been used to attack several proposed iterated hash 
functions [15, 221. The above result shows that if the hash round function does not 
have ideal computational security against a free-start targct attack, then the iterated 
hash function cannot achieve idcal computational security against a target attack. 
Proposition 2, together with the argument used to prove Proposition 3, implies: 

* .  

!y 

Proposition 4. Suppose that the unconstrained portion of messages must contain 
at least two blocks, i.e., n - 1 2 2. Then an iterated hash function with MD- 
strengthening, Hashhro(.), h a s  ideal cornpilLationa1 security against a target attack if 
and only if its hash round function h(., .) has ideal computational security against a 
free-start target at tack. 

Proof. Supposc thc round function 11 has ideal computational security against a 
free-start target attack. Then Proposition 2 shows that €IashMD(.) has the same ideal 
security against a free-start targct attack. But a target attack without free start is no 
easier than a free-start target attack so that HashMo(.) also has ideal computalional 
security against a target attack. 
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Conversely, i f  lor an rn-bit hash round function h, a free-start target attack takes 
less than 2" computations, then Proposition 3 implies a target attack on HashMD 

0 

From the above lwo propositions, wc see that MD-strengthening creates secure 
iterated hash functions from secure round functions. In particular, the trivial free- 
start. and semi-he-start attacks and the long-message target attack in the above 
examples cannol be used to attack an iterated hash function with MD-strengthening. 
Such considerations suggest an obvious implerneiitation principle for iterated hash 
functions, viz., that  ikrated hash functions should be used only with MD-strengthening. 
In the following discussion, whrncver the security of an iterated hash function is 
considered, we always mean the security of the hash function with MD-strengthening. 

Bccause of Proposition 4 and Proposition 2 and bccausc one generally desires that 
thc hash function be strong enough l o  provide protection against free-start attacks, 
the problcm of constructing sccure hash functions reduccs to the problem of con- 
structing hash round functions that. arc sccure against Free-start attacks, which will 
bc Considered in the next section. 

w i t h  less than 2" computations. 

3 Hash round functions based on block ciphers 

In the following discussion, we consider schemcs for constructing hash round lunctions 
from a block cipher. In what lollows, wc wri te  Y = Ez(,Y), for an rn-bit block cipher 
E with k-bit key, to  mean that the m-bit ciphertext Y is computed from the rn-bit 
plaintext x' and k-bit key Z. Based on the discussion in the last section, we consider 
only attacks on the hash round function or equivalently, attacks on the itcrated hash 
function with MD-strengthening. 

3.1 

Davies-Meyer (DM) scheme: The DR.1-schcme was proposed independently by 
Davies and by iCleycr, cf. [ 5 ,  11, 221. This scheme can be used with any block cipher. 
The mcssage block MI that is hashed in each step of this scheme has length I equal to 
tlic kcy length X: of the block cipher, i.e., I = I;. The hash round function is given by 

Some rn-bit hash round functions 

qu-,, M,) = E.M,(H1-1)@K-l (2) 

and is illustrated in Fig.1 where here and hereafter @ denotes bit-by-bit moduletwo 
addition. 

The DM-schemc with MD-strengthening is generally considered to  be secure in 
the sense that,  i f  the block cipher has no  known weakness, then no attack better than 
the brute-force attacks is known, i.e., the frcc-start target attack on h takes about 2" 
computations and the frec-start collision attack on h lakes about 2"/' computations. 
In particular, with MD-strengthcning, none of the attacks mentioned in the three 
examples of the last section can be cITecLively used against an iteratcd hash functiori 
based on the DM-schemc. The DM-scheme is currently under consideration as an IS0 
standard [7]. 
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I I -If; Hi- E 
t 
M; ( I  = k bits) 

F i g u r e  I: The hash round function of the DM-scheme. The small box indicates the  key 
input to the block cipher. 

A proposed m-bit hash round funct ion using a block cipher with m-bit 
block and 2m-bit key: This mcthod is based on a block cipher with block-length 
m and key-length k = 2m. For example, one could use the block ciphcr PES (81 or 
its improvcd version IPES [9]. For such a cipher with k = 2m, we will write Y = 
Ez,,z,(X') to mcan that thc rn-hi1 ciphcrtcxt is computed from the rn-bit plaintext 
A' and two m-bit subkcys Z, and Zb. The proposcd hash round function is given by 

aid is illustratcd in Fig. 2. We have bccn unablc to find an attack on this hash 

Figure 2: A proposed rn-bit hash function based on an rn-bit block cipher with a 2m-bit 
key. 

function better than the brute force attack when thc underlying block cipher has no 
known weakness. 

3.2 Construction of 2m-bit hash round functions 
When the block Icngth rn of a block cipher is 64 (which is the case for many practical 
block ciphers), one can obtain a 64-bit iterated hash function by using the DM-scheme. 
The "brute-force" collision attack on any 64-bit hash function has complexity about 
232, which is certainly too small in many applications. Thus, several efforts [Z, 13, 14, 
18, 201 have bccn made to  construct a 2rn-bit hash function based on an rn-bit block 
cipher by modifying the (apparenlly securc) DM-scheme. This will be considered in 
the following sections. 

3.3 A principle for evaluating hash round functions and four 
attacks on three 2m-bit hash round functions 

In this section, we point out an obvious (once the 5 attacks have been formulated) 
but useful principle for evalualing the security of a hash round function, viz. that  
applying any simple (in both directions) invertible transJormations to the input and 
to  the output of t h e  hash round function yields a new hash round function with the  
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s a n e  security as the original one. [A similar principle has been uscd by Meier and 
Stafklbach in  [12] to classify nonlinearity critcria for cryptographic functions]. For 
example, for a block cipher with block length cqual to key length, it follows from this 
principle that the hash  round function (2) of the DM-scheme has the same security 
as the following hash round function proposed in [11] 

h ( L , ,  M I )  = EH,-l(M)$M,, 

since this hash round function differs from that in (2) only by a “swapping” of the 
input blocks H,-l  and M,. 

To demonstrate Lhis principle, we prcsent four “meet-in-middle” attacks on three 
2m-bit hash round functions bascd on an m-bit block cipher with an rn-bit key. The 
basic purposc ol Lhesc three schema is to construct a 2m-bit hash function based 
on an rn-bit block cipher by modifying the (apparently secure) DM-scheme (2). We 
now show that thesc 2m-bit hash  round functions are in fact weaker than the rn-bit 
hash round function of thc DM-scheme. More precisely, for each scheme, we prescnt 
a frcc-start targct atlack that takes only about 2m/2 (instead of the ideal maximum 
22m) computations of the round function. (Recall that the free-start target attack on 
the m-bit hash round function in the  DM-scheme has complexity 2-.] 

3.3.1 The Preneel-Bosselaers-Govaerts-Vandewalle (PBGV) scheme. 

The PUCV schcmc was  proposed in  (181. In this scheme, which uses an m-bit block 
cipher with an rn-bit key, a 2m-bit hash value I1 = (/i,,,G,,) is computed from a 
2mn-bit message (L,, N1, L z ,  !V2, ..., L,, Pi,,) arid a 2m-bit initial value ( H o ,  Go). In 
each round, two new m-bit valucs / I ,  and G, are computxd from the two previous 
m-bit values ff,-, and GI-,. and from the two m-bit message blocks L, and N, as 
follows: 

(3) 
11s L t $11, -1  @G, - 1 

GI = E L , s k I , - ,  ( ~ V I ~ G , - ~ ) ~ ~ V , ~ ~ , - * ~ G , - ~  
= E L ,  m,v, ( 11, - 1  CB Gt - 1 ) 

for i = 1,2, .  , . , n. 

The round function for the PBCV-schcme produces the output pair ( h , g )  from 
the inputs ( h o , g o ,  l ,n)  in the manner 

(4) h = E  ,@,,(ho@go )@l@ho@(lo 
9 = El$, (n@,go)@mho@SrJ. 

( h ,  9 )  - ( h *  f) = ( h ,  h@s) 

(ho, 90,!, .) - (h;,  g;, l‘, n’) = (ho@So,  go@n, [@n, n), 

By applying the simple and simply inverted transformations 

( 5 )  

( 6 )  

on the outpul and 

on thc input, we obtain the round function illustrated in Fig..? that computes (kf) 
from the input (h;,g;,l‘,n’) i n  the manner 

(7) 
h = ,E~~(kb)@f‘$n’$h~  
J = El# @h; &; (s6 ) @ El* ( 4 ) tD l‘. 
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h 

Figure 3: The transformed fiinctiori rrsed to attack the PBGV round function. 

Because the transformations (5) and (6) arc both easy to  compute and easy to 
invcrt, it follows from our principle that an attack on the round function (7) has the 
same complexity as an attack on Lhc round function (4). 

A free-start target attack on the PBGV round function with complexity 
about 2"/': In this attack, we show how to find a "random inverse" of (7), i.e., we 
show how, for given ( 1 1 ,  f ) ,  to find (hb,gh, l ' ,n ' )  satisfying (4)  for which (hb,gA) appears 
randomly chosen. 

1. Choose an arbitrary constant Q. 

2. For the given h ,  compute a = E,,(hb)$l' for 2"/' randomly chosen values of hb 
and corresponding I' such that hb@l' = Q. 

3. For the given f, compute u' = E,(g;)@J for 2"12 randomly chosen values of g; 
and corresponding r such that gA$r = Q. 

The probability that some a and some a* Lake on the same value is about 0.63. For 
such (gA,r,a = a.,hb,I'), we obtain a solution (hb,gb,i ' ,n') for (7) by computing 

[A recent result of Prcneel [19] gives a free-start target attack on thc PBGV round 
function that requires only the computation of one decryption with the block cipher.] 

n' = a@l'$hb$I'$h. 

A target attack on the PBGV round function with complexity about 
In this attack, we find, for the given ( h o , g o )  and ( h , g ) ,  a message block (I,n) 

From (5) and (6), we see that ( h , f )  and hb are determincd by the given ( h 0 , g o )  

2": 
satisfying (4). We will use the notation of Fig.3. 

and (h ,g) .  We randomly choose l', then compute 

a E,*(h;)@l', 

r = "$hb@gl, = I'$h&3go$n' 

g; = W a @ f ) ,  

n' = 

and 

where D z ( g )  denotes the result of dcciphering y with key z .  

After 2" such computations, g;$n' will take on the given value go with probability 
0 0.63. Then using ( 5 )  and ( 6 ) ,  we obtain a solution ( I ,  n) for (4). 
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3.3.2 The first Quisquater-Girault (QG-I) scheme.

The QG-I scheme was proposed in the Abstracts from Eurocrypt'89 [20]. It also ap-
peared in a draft ISO standard [6], sec also [15]. However, this scheme was dropped
from the recent version of the draft ISO standard CD10118 [7]. [In unpublished work,
Coppersmith pointed out to its inventors some weakness of this scheme [21]. In the sub-
sequent Proceedings paper [21], a "weaker" round function was used, but with additional
functional strengthening.] Similarly to the PBGV-scheme discussed above, the QG-I
scheme is based on an m-bit block cipher with an m-bit key. A 2m-bit hash value
{Hn, Gn) is computed from a 2mn-bit message (Lj, N-i, i 2 , JV2, ..., Ln, Nn) and a 2m-bit
initial value (Ho,Go)- In each round, two new m-bit values //, and G; are computed
from the two previous m-bit values //,_i and (7,_i and from the two m-bit message
blocks L, and JV, as follows:

Hi = WMGi-i (8)
G, = ENi(W,®Lt)®Hs-l®G,-.i®Li

for i — 1,2,... , n.

The round function of the QG-I scheme produces the output pair (h,g) from the
input {h.0,g0,l,n) in the manner

h = £i(go®H)en©/io©5o /g^
g = En(Ei(gQ®n)®n®ho(Bl)®liQ(Bgo®l-

We will consider the pair (/»,/) = (h, h(&g) illustrated in Fig.4 and defined by

h =

Figure 4: The pair (h,f) used in the attach on the QG-1 scheme.

A free-start target attack on the QG-I scheme with complexity about
2 m / 2 ; In the following we show that, for any given (/i,/), one can find, in about 2 m / J

decrypting computations for the block cipher, a solution (ho,go,l, n) satisfying (10)
by a "meet-in-the-middle" attack.

We will use the notation shown in Fig.4. Let c be a fixed m-tuple.
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1. Randomly choosc values for a and choose n such that a@n = c. Tlicn, for the 
given valuc of f, computc It; = a@Dn(aQf). Rcpeat this process 2"12 times to  
obtain 2"/' values for (h;,  n )  with randomly chosen values for hb. 

2. Randomly choose I and compute 11: = h@(l@c)@Dl(I@c). In 2m/2 computations, 
one obtains Zm/' valucs for (hi, I )  with randomly chosen values for h;- 

Note that both hb and h; are m-bit blocks so that some hb and some hg obtained 
as above will take on the same valuc with probability about 0.63. Thus, we can 
find (hb,  h i , f , n )  such that hb = h;. (Notc that thc constraint that I@c@l@n = Q is 
automatically satislicd.) From the obtained ( I ,  n ) ,  compute go = Dl(l@c)@n. Then 

0 the resulting (ho,go,  I ,  ti) is thc desircd solution. 

3.3.3 

The  block cipher LOMI, proposed in [2], is a DES-like 64-bit block cipher with a 64-bit 
licy. In [2], a 128-bit itcratcd Double Block Ilash (DDII)  function based on the ciphcr 
LOKI was proposed, but this scheme can in fact be used for any m-bit block ciphcr 
with an n -b i t  kcy. In LOKI TIHII, a ?,m-bit hash  valuc (H,,,G,) is compukd from 
a 2mn-bit mcssagc ( L i , N 1 ,  Gz, Nzr ..,L,,,Nn) and a 2m-bit initial value (Il0,Co).  In 
each round, two ncw m-bit valiics / I ,  and G, are computed from the two previous 
rn-bit valucs //:-I and G,-i and from the two current ni-bit mcssage blocks L ,  and 
N ,  as tollows: 

The LOKI D o u b l e  Block Hash (DBH) function. 

w: = EL,@G,-I ( c : - l @ ~ v : ) @ ~ : @ ~ ~ s - l  

HI = W,@C:-, (11) 
G: = EN, $11, - ( bvl @ L ) @ 11%- 1 $G, - I @L 

for i = 1 , 2  ,..., n. 
The LOKI DBII round function was dcrived from the hash round function of the 

QG-I schcmc (8) by the bitwise addition modulo 'L of the previous hash value blocks 
( H , - l  and Gl-l) to the current messagc blocks ( L ,  and N , )  to obtain the key inputs 
for the two LOIiI encryptions. This was done to  avoid some attacks derived from the 
'wcak key' of the underlying ciphcr. By applying our sccurity evaluation principle, we 
obtain the following free-start target altack on the LOKI DBH round function that 
has complexity only about 2m/2. 

The  round function for the LOKI DBII produces the output pair (h ,g )  from the 
input (ho,go, l ,n) in thc manncr 

(12) 
I1 = E I@go (go@n)@n@ho@90 
9 = ( J3aso (go @ n ) an @ ire@ l )  @ k B g o E B  I .  

By applying the transformation 

( 4  I )  = ( k  m g )  (13) 

on the LOKI DBH output pair (1~ ' s )  and applying the transformation 

(ho ,  90, l', R') = (ho, go, / @  go, n @ go)  (14) 
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on the LOIiI DBH inputs (ho ,go ,  I,n), we obtain the function illustratcd in Fig.5 that 
cornputcs ( h , J )  from t h c  inpiits (ho,go,I ' ,n ')  in the manncr 

Figure 5: The new function used to attack the ZOKI DBII round function. 

A free-start target attack on the LOKI DBH with complexity about 
2"'': In the following, we sliow that, for any given ( h , f ) ,  one can find, in about 
2 x 2"'' encrypting computations for thc block cipher, a solution for (ho,go, I, n) 
satisfying (10) by a "mcct-in-the-middle" attack. 

Because the transformations (13) and (14) are both easy to  compute and easy to 
invert, i t  follows from our principle that finding a solution ( ho,go, I ,  n )  of (12) for a 
given ( h ,  9 )  is computationally the same as finding a solution (ho, go, Z', n') of (15) for 
a given ( h , f ) .  This can be donc in about 2 x 2"i2 encryptions as we now show. 

1. Choose an arbitrary value lor I t .  

2. For the given h and the chosen I ' ,  cornputc h, = h@n'@E,,(n') for 2"'' randomly 
chosen values of n', 

3. For the given h ,  f and the chosen f', compute h; = &(h@/')@h@i'@J for 2"'' 
randomly chosen values of r (= n @ ho @ go). 

The  probability that some !to and some 11; take on the same value is about 0.63. For 
ho = hi ,  by computing gu = r@n'$/i,, we obtain a solution ( h o , g 0 ,  f',n') for (15). 0 

Remark. We have given thrce free-start target attacks on three hash round func- 
tions in this section. The "real" targct attacks (wi th  specified initial value) will usually 
be more difficult. For example, whcn rn is 64 bits, a targct attack on the 128-bit hash 
function LOKI DBII  obtained by combining the above attack with the attack used 
in the proof of Theorem 3 will take about 2 3  = 280 computations. A similar 
conclusion holds also for the QC-I schernc hash function. 

1 2 8 - 3 1  

3.4 Complexity of known attacks on 2m-bit hash functions 
Wc consider hcrc some known 125-bit iterated hash functions based on two uses of 
an rn = 64-bit block cipher with key-length k = 64 or k = 56 in each round. All 



67 

tlicse schcnies can bc considcrcd as slight modifications of the 64-bit DM-scheme 
hash round function. The complcxitics of known attacks on these hash functions are 
listed in Table 1. We assume that all the iterated hash functions are used with MD- 
strcngthcning and tha t  thc iindcrlying block ciplicr has no known wcakness (such as 
weak keys). 

.u 1: m: block-length, k: key-length of ilie underlying cipher; 
CI.) 2: see last section; 
CI.) 3: recent results of Preneel [19]; - 4: a free-start collision attack is n o  hardcr than a free-start target attack; - 5 :  from thc free-start target attack, 6 and Proposition 3; 
r̂+ 6: see last section; 

--* 7,s: see [lo]; 
--+ 9,101 same as --+ 5 , 6 ;  - 11: same a s  ̂ c, 4; - 12: Merkle's scheme 1131: hash-code is of length 112 bits; this scheme appears to have ideal 
security; however, each round can 'digest' only 7 bits of message; - 13: Meyer-Schilling's scheme [IS]: 128-brt hash code, but round output has length 108 bits; - 1.1,15: each round output (two blocks) has length 108 bits; a freestart  target attack on one (54- 
bit) block takes about 254 computations; then use Proposition 3; see also [14]; - 16: collision is achievcd oil one (54-bit) block. - 17: see next section. 

Table  1: Cornplcxity of know11 attacks on some hash round functions. 

3.5 Proposed schemes for block ciphers with k = 2m 
The study of prcviously proposed hashing schcmcs (sec Table 1) suggests that  it is 
difficult, i f  not irnpossiblc, to build a 2m-bit hash round function with ideal computa- 
tional security that can "digest" in each round at least m bits of message by two uses 
of an  rn-bit block cipher with an rn-bit key. Itowever, if  an m-bit block cipher with 
a 2m-bit key is available, then there are more possibilitics to construct a possibly 
Secure 2m-bit hash round function. In the following, we propose two 2m-bit hash 
round functions that use an rn-bit block cipher with a 2m-bit key and that appear to 
be seciirc. ! 

i 



Tandem DM: We rcfcr to our  first proposed 2m-bit hash function as thc Tandem 
DM scheme bccausc it is bascd on cascading two DM-schenics as in (2). The round 
function oC the Tandcm DM schcmc is shown in Fig.6. In  each iteration, two new 

I -  I 

Figure 6:  Thc Tandem DM 2m-bit h a s h  round function based on an m-bit block cipher 
with a 2m-bit key. 

m-bit valucs / I ,  and C, are cornputcd from the IWO previous rn-bit values Hi-1 and 
GI-] and from an m-bit messagc block ;If, as follows: 

ry, = &,- , ,M, (H: - l )  

I I ,  = Wt@II: -]  

GI = GI- i @ EM, .rv, (GI - I ) .  

Abreast DM We next propose the A b r e a s t  DM scheme in which two DM-schemes 
are used side-by-side. The hash round function is illustrated in Fig.7. In each round, 
two new rn-bit values ( I l , ,G,)  are ~urriputed from the two prcvious m-bit values 
(H,-l, and horn an m-bit mcssage block M, as follows: 

11, = 11, - I 63 EG-, ,M, ( 11: - 1 ) 
GI = G , - l @ E M , , H , - , ( L )  

where G denotes the bit-by-bit cornplerncnt of G. 

Figure 7: The Abreast D M  2m-bit liash round function bascd on an m-bit block cipher 
with a Pm-bil key. The circlc indicates that the i n p u t  to the lowcr encrypier is bitwise 
complemen tcd. 

Remarks: 1. The Tandem DM and the Abreast DM schemes were constructed on 
the following consideration. The round function h consists of two subfunctions ht and 
hi: 

( H i  y Gi) = h( Hi- 1 7  GI-1 , M,) [ I81  (I1i-i 7 Gi- 1 I Mi), It,( IIi-1, Gi-1 i Mi)] 9 
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both of which have the same inputs. Thus, to attack h (in a free-start target or free- 
start  collision attack) implies that  one must attack both hi  and h2 simultaneously. If 
the subfunctions h,  a n d  h2 are so ‘diflercnt’ that  an attack on one subfunction provides 
no help in attacking the other subfunction and if both hl and h2 are cquivalent (in 
the scnse of sccurity) to thc apparently secure DM-schemc, thcn we can expect that 
an attack on h will have complexity equal to the product of the complexities of the 
attacks on hi and on hz. In the proposcd Tandem DM and Abreast DM schcmes, the 
subfunctions hi and It? arc chosen to be as “diflercnt” as possible. 

2. The Abreast DM scheme givcs a 2m-bit hash function that is at least as strong 
as thc rn-bit DM-schcrnc. [This is trtrc also for the Mcycr-Schilling scheme [7, 141.1 

3. Our invcstigations to this point have shown no weakness in either of these 
two new proposed 2na-bil hash round functions, i.e., wc have bccn unable to find any 
attacks better than brute-force attacks whcn the undcrlying cipher is assumed to have 
no weakness. We should point out, huwcver, that  our Tandcrn DM and Abreast DM 
schemes use two m-biL block encryptions for each block of m message bits in order to 
compute a final I i a s h  value of lcngth 2m bits. 
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