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Abstract. Fingerprinting schemes are technical means to discourage
people from illegally redistributing the digital data they have legally
purchased. These schemes enable the original merchant to identify the
original buyer of the digital data. In so-called asymmetric fingerprinting
schemes the fingerprinted data item is only known to the buyer after a
sale and if the merchant finds an illegally redistributed copy, he obtains
a proof convincing a third party whom this copy belonged to. All these
fingerprinting schemes require the buyers to identify themselves just for
the purpose of fingerprinting and thus offer the buyers no privacy. Hence
anonymous asymmetric fingerprinting schemes were introduced, which
preserve the anonymity of the buyers as long as they do not redistribute
the data item.

In this paper a new anonymous fingerprinting scheme based on the prin-
ciples of digital coins is introduced. The construction replaces the general
zero-knowledge techniques from the known certificate-based construction
by explicit protocols, thus bringing anonymous fingerprinting far nearer
to practicality.

1 Introduction

Fingerprinting schemes are cryptographic techniques supporting the copyright
protection of digital data. They do not require tamper-resistant hardware, i.e.,
they do not belong to the class of copyright protection methods which prevent
copying. It is rather assumed that buyers obtain data in digital form and can copy
them. Buyers who redistribute copies disregarding the copyright conditions are
called traitors. Fingerprinting schemes discourage traitors by enabling the origi-
nal merchant to identify a traitor who originally purchased the data item. Every
sold copy is slightly different from the original data item and unique to its buyer.
Obviously the differences to the original represent the information embedded in
the data item, which must be imperceptible. As several traitors might collude
and compare their copies to find and eliminate the differences, cryptographic
methods were used to make fingerprinting schemes collusion tolerant. There are
different classes of fingerprinting schemes called symmetric [BMPS&6, [BS95] and
asymmetric [PS96, PW97al [BM97]. In contrast to symmetric schemes, asymmet-
ric schemes require the data item to be fingerprinted via an interactive protocol
between the buyer and the merchant where the buyer also inputs her own se-
cret. At the end of this protocol only the buyer knows the fingerprinted data
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item. However, after finding a redistributed copy the merchant can extract in-
formation which not only enables him to identify a traitor but also provides him
with a proof of treachery that convinces any third party. The main construction
in [PS96] was based on general primitives; an explicit construction, i.e., with-
out such primitives, was only given for the case without significant collusions.
Explicit collusion-tolerant constructions were given in [PW97a, [BM97|. A spe-
cial variant of fingerprinting is traitor tracing [CEN94l [NP9S§|; here the keys
for broadcast encryption [FN94] are fingerprinted. Asymmetric traitor tracing
was introduced in [Pfi96] with a construction based on general primitives. Ex-
plicit constructions for this case were also given in [PW97a]. Even more efficient
construction were given in [KDO98]; however, they are not asymmetric in the
usual sense but “arbitrated”, i.e., a certain number of predefined arbiters can
be convinced by the merchant (similar to the difference between arbitrated au-
thentication codes and asymmetric signature schemes).

As in “real-life” market places, it is desired that electronic market places offer
privacy to the customers. It should be possible to buy different articles (pictures,
books, etc.) anonymously, since buying items can reveal a lot of behavioristic
information about an individual. To allow this also for buying fingerprinted
items, anonymous asymmetric fingerprinting schemes were proposed [PWI7h].
Note that in normal fingerprinting (symmetric and asymmetric) the buyer has to
identify herself during each purchase. In anonymous fingerprinting the anonymity
of the buyers is preserved as long as they do not redistribute copies of the data
item.

In this paper, we introduce a new anonymous asymmetric fingerprinting
scheme based on the principles of digital coins. Our protocols are explicit, in
contrast to the scheme in [PW97b|, where general theorems like “every NP-
language has a zero-knowledge proof system” were used, and thus far more
efficient. The anonymity is information-theoretic and security computational.
Security of one party relies on a restrictiveness assumption about the underlying
payment system, which we formulate precisely.

2 The Model of Anonymous Fingerprinting

The involved parties in the model are merchants M, buyers B, registration cen-
ters RC and arbiters A. For the purpose of fingerprinting it is required in this
model that buyers register themselves to a registration center RC (e.g., their
bank). The required trust in RC should be minimum such that a cheating RC
can only refuse a registration It is assumed that B can generate signatures
(using an arbitrary signature scheme) under her “real” identity IDg and that
the corresponding public keys have already been distributed. Furthermore there

! In particular, even a collusion of M and RC should not be able to trace a buyer who
did not redistribute a data item. Otherwise one can trivially use any known non-
anonymous asymmetric scheme and simply let the initial key pair of the buyer be
certified under a pseudonym whose owner is only known to the certification authority.
This was overlooked in [Dom98].
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is no special restriction on the arbiter A. Any third party having access to the
corresponding public keys should be convinced by the proof. The main subproto-
cols of the construction are registration, fingerprinting, identification, and trial.
Identification includes a variant “enforced identification” for the case where RC
refuses to cooperate. The main security properties are:

— Security for the merchant: As long as collusions do not exceed a certain size,
the merchant will be able to identify a traitor for each illegally redistributed
item and to convince any honest arbiter. (In case RC colludes with the
traitors the identified traitor may be RC.)

— Security for the buyer and RC: Nobody is unduly identified as a traitor; at
least no honest arbiter will believe it.

— Anonymity as sketched above; different purchases by one buyer should also
be unlinkable.

For the detailed definitions of the subprotocols and security properties we refer
the interested reader to [PW97h].

3 Overview of the Construction

To see more precisely what we achieve, note that [PW97b| contains a modular
construction: The first part, called framework, is a construction based on certifi-
cates. At the end, the merchant holds a commitment com to a certain value emb
and possibly other information. The buyer can open the commitment and may
also hold other information. This framework guarantees that whenever the mer-
chant later obtains emb, he can identify this buyer and win a trial against him.
In the second part, the value emb is embedded into the data item in a way that
does not release additional information about emb. The embedding procedure
must guarantee that whenever a collusion of at most the maximum tolerated
size redistributes a data item, the merchant will be able to reconstruct the value
emb that was used by at least one traitor. For the second part, constructions
were previously only known for the case of traitor tracing and for normal finger-
printing without collusion tolerance. The latter is explicit, and one can see quite
easily that the former (based on [PW97al] Section 4) can also be made explicit
by using the efficient key selection protocol from Section 2.3 of the same paper
in the appropriate places. The main technical part in [PW97h] was to construct
a suitable collusion-tolerant embedding procedure for normal fingerprinting.

In contrast, the framework part in [PW97hH] is a comparatively simple con-
struction where emb, the content of the commitment, is a signature with respect
to a key that the merchant must not know, and the buyer proves with a general
zero-knowledge technique that she knows such a key and a certificate by RC on it.
It is this first part that we replace with the explicit and much more efficient coin-
based construction. It can then be combined with the known second parts. This
gives us explicit overall constructions for collusion-tolerant anonymous traitor
tracing and for anonymous normal fingerprinting without collusion tolerance.
For collusion-tolerant normal fingerprinting, the construction in [PW97b] is not
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explicit, but it is mentioned that all the steps in a secure 2-party computation
look quite simple so that it should be possible to find simpler explicit realizations
for them. This can in fact be done (each time exploiting either homomorphism
— note that even the Reed-Solomon codes are a linear operation — or the effi-
cient table-lookup from [PW97b|, end of Section 2.3), but we do not attempt to
include details of that here.

The basic idea for using digital cash systems with double-spender identifica-
tion to construct an anonymous fingerprinting scheme is as follows: Registration
will correspond to withdrawing a coin. (The “coins” serve only as a cryptographic
primitive and have no monetary value.) The untraceability of the cash system
will give us the unlinkability of the views of the registration center and the
merchant. Redistribution of a data item should correspond to double-spending
of the underlying coin, i.e., the value emb embedded in the data item will be
similar to the response in a second payment with the coin. We could execute a
complete first payment during fingerprinting, but actually our protocols can be
simpler. (They are more like “zero-spendable” coins where each coin as such can
be shown, but any response to a challenge leads to identification.) One new prob-
lem is that while in a payment the response is given to the merchant in clear, in
our case it must be verifiably hidden in a commitment. Another problem is that
double-spender identification is usually a binary decision. In our case, however, it
must be decided reliably under what copyright conditions the redistributed item
was bought — e.g., there may be items that can be redistributed after a while.
In the formal security requirements this is a value tezt input in fingerprinting
and also in a trial. Thus the identification information must be linked to such a
text during fingerprinting in a way that even a collusion of a merchant and the
registration center cannot forge, although such a collusion can sign additional
coins that look like belonging to a specific buyer.

4 Construction

Our explicit construction employs the ideas from the digital cash scheme in
[Bra94], or, as we do not have the same double-spender identification, at least
from the underlying blind signature scheme [CP93]. We make the following con-
ventions:

Algebraic Structure: All arithmetic operations are performed in a group Gy
of order ¢ for which efficient algorithms are known to multiply, invert, deter-
mine equality of elements, test membership and randomly select elements. Any
group G satisfying these requirements and in which the computation of discrete
logarithms is infeasible can be a candidate. For concrete constructions one can
assume that Gy is the unique subgroup of prime order ¢ of the multiplicative
group Z, where p is a prime such that ¢|(p — 1).

Hash Function: Hash functions are denoted by hash. We have to make the
same assumptions as in [Bra94], which is behavior similar to a random oracle.
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Commitment Scheme: We use two commitment schemes. The first one is
based on discrete logarithms in G4 (see [BKK90] for the one-bit version and
[CHP92| [Ped92| based on [BCP8Y| for the general version). To commit to a value
b € Z,, the committer needs generators ¢g”, h” €r G, \ {1}, which are typically
randomly generated and sent by the recipient. Then the committer selects x €
Z 4 and computes the commitment y = BCPL(z,b) = g”bh”x mod p. To open y,
the committer reveals (b, z). This scheme is information-theoretically hiding and
it is binding under the discrete logarithm assumption in the corresponding group.
Moreover due to the homomorphic property of this scheme one can commit

to a number r € Zj using commitments to the bits of r: Let r = Zé;t ;27

be the binary representation of r and BCPL(x;,r;) be commitments to the
bits. Then Hé;t(BC’DL(Ij,Tj))Zj = ¢""W'"" = BCOPL(z,r) mod p with z =
Zé;t z;27 mod q.

The second bit commitment scheme is based on quadratic residues (see
[GM84, BCCR8]]). To commit to a bit b’ the committer computes y =
BCOR(z' 1) = (—1)"2’> mod n where 2’ €g Z¥ and n is a Blum integer chosen
by the committer.

4.1 Key Distribution and Registration

Registration Center Key Distribution: RC randomly selects a group Gy
and generators g, g1, g2 €r G\ {1} and a number x €g Z; as its secret key. RC
also chooses a hash function hash. It publishes the group description, (g, g1, g2),
its public key A = ¢* mod p and hash.

The correctness of the group description (i.e., that p and ¢ primes with
q|(p—1) and generated in a way believed to exclude trap doors) and whether the
generators are elements of G4\ {1} should be verified by other parties when using
them. However, other parties do not rely on the randomness of the generators.

Opening a one-time account: This phase is similar to [Bra94], but in order
to bind the identification information to a specific purchase text, each “account”
is used only once. To open an account, BB chooses i € Z; randomly and secretly
and computes h; = g° mod p (with higs # 1). She gives hy to RC and proves that
she knows 4 (using the zero-knowledge proof from [CEGRKR| or, more efficiently,
Schnorr identification [Sch9])). First RC verifies that the account number hq has
not been used before. Then it stores h; in its registration database together with
the claimed normal identity IDg of this buyer. B gives a signature sig,,;, on h;
(with a suitable explanation) under her normal identity IDg and RC verifies it.
This signature can be used in later trials to show that B is responsible for this
“account number” hq.

Withdrawal: The protocol is shown in Figure[Il Essentially, RC signs the com-
mon input m = higa = gjge mod p using a restrictive blind signature as in
[Bra94]. Thus B obtains a signature o’ = (2, a’,V’,r") on m’ = m* = ¢i* g5 mod p

where s €g Zj is chosen randomly and secretly by B.
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Our protocol is also similar to the withdrawal protocol in [[Brad4] in that an
additional value is included in the hashing to obtain the challenge ¢’ and thus in
the signing process. In our case it is the public key of the key pair (skteaxt, Dk 1opt)
from an arbitrary signature scheme, here Schnorr’s for concreteness [[Schol]. We
call the triple (m/, pk,..;,0’) a coin.

B RC
z +—m®
W ER Zgqg
a+— ¢g* mod p
SGRZ?;&mew mod p
ml <—m37 Z/ st
skteat

Sktezt €R ZZ: pktezt 92 mod p
u, v Eg ZLq

a, - augv, bl - bsumlv

¢ — hash(m', 7', a’, V', pk,.,) mod ¢

c
c—c/umodq — ~ |

? ?
g" = ah® mod p, mTEbzcmod]u_T—vw—cx—O—wmodq

7« ru -+ v mod ¢

Fig. 1. The Withdrawal Part of the Registration Protocol

4.2 Fingerprinting

The fingerprinting subprotocol is executed between the (anonymous) buyer B
and the merchant-M. This protocol differs (except for Step 1) from the payment
protocol in [Bra94]. The common input is a text, text, describing the purchase
item and licensing conditions.

Step 1: B selects an unused coin coin’ = (m’, pk;..;,0’). She uses the corresp-
onding skeq: to make a Schnorr signature sig,,,; on text and sends (coin’, 8ig;.1)
to M. Now M first verifies the validity of coin’ by computing ¢’ = hash(m/', 2, d’,
V, pk,yp) mod ¢ and checking whether m’ # 1 and ¢" = a’h¢ and m'" =
mod p hold [Bra94]. We say that a coin is valid if and only if it passes these
tests. He then verifies sig,,,; using pk,.,; from coin’.

Step 2: B takes the internal structure (is,s) of m’ = gi®g5 as the value to be
embedded in the data item. Hence emb = (is, s), and let-rr=-is, ro = s.

Since M should not get any useful information on this value, B hides it in a
commitment. While the certificate-based framework in [PW97b| could leave the
type of commitment open, we have to provide an efficient link from the given
representation of emb, i.e., m/, to the type of commitments needed in the later
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embedding procedures. For normal fingerprinting with and without collusion
tolerance, these are quadratic residue commitments to individual bits of em
We start this by producing discrete logarithm commitments to a binary rep-
resentation of r1 and ro: The merchant M sends generators g”” and h” to B, and B
sends back commitments comy; = ¢”"* h""** where ry, = Zé;t T2 fork =1,2
and xr; €r Z4 M may choose the generators randomly once for all its buyers. B
should verify that they are elements of G, \ {1}. From these individual commit-

ments, M computes the commitments to r1 and ra, i.e., comy = H;_:B(comkj)w
for kK = 1,2. Now B proves the following predicate P to M: The content of the
commitments comy, is a pair (r1,72) € Z; x Z; with m’ = g7" g5> mod p. This can
be done in zero-knowledge as shown in Figure B, similar to other proofs concern-
ing knowledge of representations of numbers with respect to certain generators
following [CEGS8]] As usual, we could also use larger challenges ¢ at the cost of
the real zero-knowledge property.

Note that this protocol does not prove that the values ry; are binary; such a
proof will be a side effect of Step 3.

B M
k=1,2and 0<j53<1 -1
(ri,m2) <« emb = (is, s)
=0Tk
ki €ER Lig, T ZJ_:B :Ekaj

1Tk 11k COMkj -1
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g// k h// k
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Fig. 2. Step 2 of the Fingerprinting Protocol

Step 3: Now B additionally computes quadratic residue commitments on the
same values r;. As mentioned, these are needed as input to the embedding

2 For traitor tracing, they are quadratic residue commitments to small blocks of emb
represented in unary. Such a representation can also be derived efficiently from com-
mitments to the bits.
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procedures. We denote them by com;j = BCQR(I;W-,T;CJ') for x;j €r Z}, where
n is a Blum integer chosen by the buyer. B sends these commitments to M
and proves in zero-knowledge that the contents in each pair (comy;, comggj) are
equal. Since one can only commit to bits when using BC®®, the equality proof
implies that the values 71; in Step 2 were binary. An efficient proof can again be
carried out by fairly standard techniques. For instance, one can see two pairs of
commitments BCPL and BC?E, where both commitments in one pair contain
“0” and in the other pair “1”, as a cryptographic capsule and proceed similar to
[Ben8&7]. This is a proof with one-bit challenges and thus the least efficient part of
our protocol. However, even if one only compares it with the simplest embedding
procedure that might follow, fingerprinting without collusion tolerance as in
[PS96], one sees that quadratic residue commitments must be made on a portion
of the data item significantly larger than the word emb to be embedded into it
(so that the resulting changes are small). Thus the complexity of our last step
is not larger than that of embedding.

4.3 Identification

After finding a redistributed copy of the data item, M tries to identify a traitor
as follows:

Step 1: M extracts a value emb = (r1,72) from the redistributed data item
using the extraction algorithm from the underlying embedding scheme. This
pair is (is,s) with s # 0. M computes m’ = gi*g5 mod p and retrieves coin’,
text, and sig,,,, from the purchase record of the corresponding data item. If he
does not find the coin identifier m’, he gives up (the collusion tolerance of the
underlying code may be exceeded). Otherwise he sends i to RC.

Step 2: RC searches in its registration database for a buyer who is registered
under the value hy = g}. It retrieves the values (IDg, sig,,,,) and sends them to
M. Note that M can enforce RC’s cooperation, see below.

Step 3: M verifies the signature sig,,;, on hi.

Enforced Identification This is a special case in identification if RC refuses
to reveal the information requested by M:

Step 1: M sends proof, = (coin’, (i,s)) to an arbiter A.

Step 2: A verifies the validity of coin’ using the algorithm from Step 1 of
fingerprinting and that m’ = ¢i*g5 mod p. If this is wrong, A rejects M’s claim.
Otherwise she sends ¢ to RC and requests the values (IDg, si¢ ;). Then A
verifies them as M does in Step 3 of the identification.

4.4 Trial

Now M tries to convince an arbiter A that B redistributed the data item bought
under the conditions described in text. The values IDg and text are common
inputs.
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Step 1: M sends to A the proof string

pT‘OOf = ((7’7 Sigcoin% (COin/> Sigtemt)’ S)

Step 2: A computes h1 = g} mod p and verifies that sig,,;, is a valid signature
on h; with respect to IDg. If yes, it means that ¢, the internal structure of an
account number hy for which B was responsible, has been recovered by M and
thus, as we will see, that B has redistributed some data item. Note that ¢ alone
is not enough evidence for A to find B guilty of redistributing a data item under
the specific text, text.

Step 3: A verifies the validity of coin’, that m’ = ¢i*g5 mod p holds, and the
signature sig,,,; on the disputed text using the test key pk,,,; contained in coin’.
These verifications imply that if the accused buyer owned this coin, she must
have spent it in the disputed purchase on text. Now A must verify that this
coin belongs to B. It is not possible to do so by only showing the link between
the coin and the withdrawal (which could be fixed by a signature from B under
RC’s view), because a collusion of M and RC could forge such a link. (Interested
readers can find the attack in Appendix[Al) Thus A performs the following last
step where B is required to take part.

Step 4: A asks B whether she has withdrawn another valid coin, i.e., a tuple
coin™® = (m*, pkiope, 0*) with pky.,; # pkie,: using the one-time account hy. If
yes, B has to show the representation of m*, i.e., a value s* such that m* =
gis*gg*. If B can do that, then A decides that RC is guilty, otherwise B.

5 Security of the Construction

We now present detailed proof sketches of our construction. We assume that all
the underlying primitives are secure. The merchant’s security only relies on the
security of the underlying embedding scheme, the buyer’s on standard crypto-
graphic assumptions. The security for the registration center needs the restric-
tiveness of the blind signature scheme, and we will make a precise assumption
for this. Anonymity is information-theoretic.

5.1 Security for the Merchant

Due to the properties of the underlying embedding scheme, we can assume that
whenever the maximum tolerated size of a collusion is not exceeded, and the
collusion redistributes a data item sufficiently similar to the original, then M
can extract a value emb that belongs to a traitor with very high probability. More
precisely emb is the value to which the traitor could open the final quadratic-
residue commitments given in the corresponding purchase.

The zero-knowledge proofs in fingerprinting guarantee that this value emb
is a pair (r1,r2) such that ¢gj'g5? = m’ # 1, where m’ is the identifier of the
coin used in this purchase. Thus M can retrieve a valid coin’ and the pair
(i,8) = (r1/re,r2). This enables him to ask RC for identification and, in the
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worst case, have it enforced by A. Moreover, he can retrieve text and a valid
signature sig;.,;. Together with the values that RC must return, M therefore
obtains a valid proof string proof and passes the first three steps of the trial.
This is sufficient because the Step 4 of the trial only concerns A’s decision on
whether RC or B is guilty.

M is also protected from making wrong accusations (and thus possibly dam-
aging his reputation): Even if there are more than the tolerated number of
traitors, M’s verifications in identification guarantee that whenever he makes
an accusation he will not lose in the trial.

5.2 Security for the Buyer

Consider an honest buyer B and a trial about the purchase on a specific text,
text, for which B has not revealed the corresponding data item. She is secure if
the attackers cannot convince an honest arbiter A in this trial, even if the other
parties collude and obtain other data items that she bought (active attack). Such
situations occur, e.g., if B is allowed to redistribute another item after a certain
period of time.

Step 2 of the trial guarantees that B is only held responsible for one of her
own one-time account numbers h; = g¢, and that the attackers must know i.

First it is shown that the attackers cannot find ¢ unless they obtain the result
of a purchase where B has used a coin coin™ withdrawn from the account h;.
The only knowledge the attackers can otherwise obtain about ¢ in our protocol
is: (1) hq itself, (2) the proof of knowledge of i in registration, and (3) the
commitments on emb = (is, s) and two zero-knowledge proofs in fingerprinting.
Additionally, they might obtain information in embedding, but by definition of
secure embedding this is not the case. If the proofs are actually zero-knowledge
and the commitments semantically secure, computing 4 from all this information
is as hard as computing it from h; alone, i.e., as computing a discrete logarithm.
(If we use Schnorr identification and a similar proof in fingerprinting, security
relies on the joint security of these identification protocols against retrieval of
the secret key.)

Hence the only way for the attackers to find ¢ is in fact to obtain the resulting
data item in a purchase where B has used coin® based on hi. Let text* be
the text describing that purchase. By the precondition, we know that text™ #
text. The secret key skj,,, corresponding to pkj,,, in coin™ is known only to B,
and B reveals no information about it during registration, fingerprinting, and
redistribution except making one signature on text* with it. As we assume that
the underlying signature scheme is secure against active attacks, this does not
help the attackers to forge a valid signature with respect to pkj,,, on text.

Now, even if the attackers are a collusion of M and RC and succeed in
constructing a wrong coin coiny with a self-made pkA . which passes all A’s

tex
verifications so far, B wins by showing coin* with pk,,, # pki ..
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5.3 Security for the Registration Center

An honest registration center RC should never be found guilty by an honest
arbiter A. This could happen in two cases:

1. In enforced identification if M can send a value proof, that convinces A,
but RC cannot reveal the required registration data under the identity .

2. In a trial if the attackers (a collusion of M and B) can generate two valid
coins, coin’ and coin®, withdrawn from the same account hy, i.e., their rep-
resentations correspond to the same h;.

To exclude both cases, we need the restrictiveness of the underlying blind signa-
ture scheme. The corresponding assumption in [Bra94] is fairly informal, so we
formalize it in a version that suffices for our purpose. Note that although this
version seems closest to Brands’ formulation, for his payment system a weaker
assumption would be sufficient, and the corresponding definition in [EY93] is also
of that weaker form: For the payment system one only needs that all the coins
the attackers can construct correspond to some account of the attackers. For
Case 2 of RC’s security, we need that the attackers cannot even transform coins
between their own accounts. (In [Bra94], Definition 5, this is somehow implicit
because a one-to-one correspondence between constructed coins and withdrawal
protocols is assumed a priori.) We only need the case with one-time accounts,
but we formulate the general case, and also for any number of generators. We
first introduce some notation:

— Let gengroup be an algorithm that generates a group from the given family
(see Section M) and a fixed number n + 1 (in our concrete case n = 2) of
random generators ¢g and gy, ..., gn. Its output (p,q, g, g1, ..., gn) is denoted
by desc.

— Let gengey be the key generation algorithm that takes as input a value desc
and outputs a key pair (sk, pk), here (z, g%).

— Let valid(desc, pk, (m’, par,o’)) be the predicate for validity of a coin as in
Step 1 of fingerprinting (where par may be an arbitrary value in the place
of pktext)'

— By the predicate repr we denote that a vector I = (iy,...,in) € Zjy is the
representation of a message m € Gy, i.e.,

repr(m, 1) : <= m = gi*..gin.

— blindsig is the protocol between a signer S and a (dishonest) recipient R
shown in Figure [l Signer and recipient are interactive probabilistic polyno-
mial-time algorithms, and in our case S always follows the protocol and
R need not. The signer inputs sk and a message m, and the recipient has
an arbitrary auxiliary local variable auz as input; it models the attacker’s
memory between protocol executions. The signer has no final output, while
the recipient outputs an update auz” of its auxiliary variable. If the recipient
wants to continue the attack, we also let him immediately output the message
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m/" that the signer should sign next, and we also allow another output o”.
We write one such interaction as

((auz”,m",0"), —) « blindsig(R(auz),S(sk,m)).

We now consider a dishonest recipient R who executes the withdrawal protocol
with an honest Brands signer & polynomially many times. In addition, R has to
show a representation I; of each input message m;. (Note that we make the as-
sumption with actual outputs in places where the real protocols only have proofs
of knowledge.) At the end, R outputs valid signatures, again with representa-
tions of the signed messages. The assumption (or, implicitly, the definition of
strong restrictiveness) is that all the output representations are scalar multiples
of input representations, and in a kind of one-to-one mapping. To express this
easily, let < ... > be a notation for a multiset (i.e., unordered like a set but
possibly with repetition). We use C to denote the subset relation for multisets,
i.e., each element on the left must also occur on the right with at least the same
multiplicity. Finally, for any vector (representation) I # 0 let I denote the line
it generates, i.e., the set of its scalar multiples.

Assumption 1 (General Strong Restrictiveness) Let R denote a proba-
bilistic polynomial-time interactive algorithm, Q) a polynomial and I a security
parameter. Then for all Q and for all R that interact with the Brands signer for
k= Q) times:

P(~(<Ij,.... I}, >C<Ty,... , I >)
AYj=1,...,k: repr(m;,I;)
AVj=1,... K : (repr(m;-,fj/-) A valid(desc, pk, (m;-,parj, O’;)))
A all pairs (mjj, par;) are different
desc — gengroup(1); k := Q(1); (sk, pk) «— gengey(desc);
((auz1,my, 1), —) — R(l, desc, pk);
((auzs, ma, Iz), —) « blindsig(R(auz1),S(sk,m1));

((auz, my, I), —) < blindsig(R(auzi—1),S(sk,mr_1));

(auzhs1, —) — blindsig(R(auzy), S(sk, my));

(K", ((ml, pary,0h), ..., (mp, pary o)), (11, s 1)) — Rauzgi1))
< 1/poly(l).

Next we return to the security of fingerprinting and consider a successful attacker
R* against RC’s security. As RC never uses its secret key except in the blind
signature protocol within registration, R* can be seen as an attacker against
the blind signature protocol with n = 2. The only difference to the scenario in
Assumption [[lup to the choice of auzy41 is that R* need not output the values
I, but instead gives a proof of knowledge of i; in the specific representation
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m; = gy’ go. We combine R* with the extractor for these proofs of knowledge to
obtain another attacker R that also outputs /;, so that Assumption [ applies.

We now consider the two cases of how RC could be found guilty by an honest
arbiter with the new attacker R.

In Case 1, the attackers need a valid coin coin’ = (m/, pk,..;,0’) and a
representation I = (is, s) of m’ such that no withdrawal with respect to h; = gt
was performed. (If RC does find such a withdrawal it is clear that the retrieved
values pass A’s tests.) However, by Assumption[T], I is a scalar multiple of one of
the original representations, say I;. As I; is of the form (i;, 1), this means that
i =i; and thus a withdrawal with h; = g} was performed.

In Case 2, the attackers must show two valid coins coin’ = (m/, pkpy, o)
and coin® = (m*, pklop, 0*) with pki,.. # pkie.: and representations (is,s) of
m' and (is*, s*) of m* with the same ¢. These output representations lie on the
same line I with I = (4,1). By Assumption [ this I and thus h; = g} also have
to occur twice among the input representations. However, RC ensures that each
account is only used once. This finishes the proof that such a successful attacker
cannot exist.

5.4 Anonymity

Due to the properties of the underlying cash system the views of RC and M
concerning the withdrawal of a coin and its verification are unlinkable.

We now consider the additional information in registration and fingerprint-
ing: Obviously, sig.,;, in registration is no problem because the only additional
information it is based on (B’s secret key) is not used in fingerprinting. Simi-
larly, sig,.,; in fingerprinting is no problem: The only additional information it
is based on is sker:. However, an information-theoretic attacker can compute
Skteqt from pk,,.,, which is already transmitted in the coin, and we know that
the coin-related data in the underlying cash system are not linkable.

The value emb in fingerprinting, which is based on the same ¢ that is also used
in fingerprinting, is hidden in bit commitments. The first commitment scheme
used, based on discrete logarithms, is information-theoretically hiding and the
second one, based on quadratic residues, is hiding under the Quadratic Residu-
osity Assumption. Moreover the zero-knowledge protocols used in fingerprinting
do not leak information about emb and the embedding operation is assumed not
to leak such information either.

Furthermore using one-time accounts implies that B’s different purchases
are unlinkable, even if a purchased data item has been redistributed and the
information contained in it recovered.

6 Conclusion

We have presented an anonymous fingerprinting scheme where all protocols are
explicit and fairly efficient. The complexity is lower than that of any known
embedding procedure that might follow, so that the anonymity is currently not
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the bottleneck for implementation. A disadvantage of this scheme in comparison
with the previous one based on general zero-knowledge techniques is that the
buyer is needed to carry out a fair trial; we hope to find a scheme that combines
explicitness and 2-party trials in the future.

Of course, embedding for any asymmetric scheme is still rather an expensive
procedure because commitments on a significant fraction of the data are needed,
and the data must be long because otherwise one could not hide enough bits in
them, at least if one desires collusion tolerance.

Acknowledgments: We thank Matthias Schunter and Michael Waidner for
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A Linking a Self~-Made Coin to a Correct Withdrawal

In this appendix, we show the attack that motivates the last verification step in
the trial, as mentioned in Section [£.4l

Let h; be an account number of B and coin® = (m/, pk},,;,0’) (with o/ =
(z/,a’,b',1")) be the coin that B withdrew from this account and used in a
purchase with the text text*. Note that a’ = a%¢g” = ¢““t" modp and b’ =
bem’’ = mwsum/Y = m'™"" " mod p.

Assume now that the attackers are a collusion of M and RC and have access
to the data item that B has bought in this purchase. Then they know emb =
(is,8), w, T, VieWyithdraw = (a, b, c), r, and the additional signature sig?,,, that
B would give to fix viewyithdraw before receiving r.

As sigt,., fixes the values (a,b,c) that can be used together with the given
h1, the attackers want to link a self-made coin coin’y, in particular with a self-
made pk?# . for which the attackers know ski,,, to these values. For this, they
randomly select wa €g Z4 and compute a’y = g4 mod p and by = m'** mod p.
Then they compute ¢, = hash(m/, 2, d/y, b’A,pktAezt). Since c¢ is fixed they first
compute ug = c;‘/c mod ¢ and then v4 = wa —wu4 and r;‘ =rus+va mod q.
In this manner they obtain values which pass all verifications by A.

Finally, the attackers can use skfezt to sign any text they like with respect

to this coin.
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