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Abstract

This is a manual intended for those seeking to secure information systems by ap-
plying modern cryptography. It represents the successful attainment of goals by RIPE
(RACE Integrity Primitives evaluation), a 350 man-month project funded in part by
the Commission of the European Communities. The recommended portfolio of integrity
primitives, which is the main product of the project, forms the heart of this volume.

By integrity, we mean the kinds of security that can be achieved through cryp-
tography, apart from concealment. Thus included are ways to ensure that stored or
communicated data is not illicitly modified, that parties exchanging messages are ac-
tually present, and that “signed” electronic messages can be recognised as authentic
by anyone.

Of particular concern to the project were the high-speed requirements of broad-
band communication. But the project also aimed for completeness in its recommenda-
tions. As a result, the portfolio contains primitives, i.e., building blocks, that can meet
most of today’s perceived needs for integrity.
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Note: The work described in this report is the result of a research project carried out
during the period 1 November 1988 to 30 June 1992. While the project received
support under the EC RACE programme, the results should not be interpreted as
a given view on the Community policy in this area.
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