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PREFACE

The open design of the Internet has not only opened many new oppor-
tunities for communications, but it has also opened many new avenues for 
attackers against organisations network and computing resources. This book 
is a critical investigation of the Internet Protocol Security (IPSec) based on 
combination of theoretical investigation and practical implementation, which 
provides an in-depth understanding of the IPSec framework. The benefits of 
IPSec were exploited while the delimiting factors cannot be ignored. Informa-
tion security has become a major concern in recent times as more and more 
computers are being connected to the global Internet. With so much data trans-
ferring over public networks, the risk of sensitive information has increased 
exponentially and the increase of Internet hosts continuously requires addi-
tional security support. The IPSec may be used in three different security do-
mains: Virtual private networks, Application-level security, and Routing secu-
rity. It comprises of suite of protocols, which are developed to ensure that the 
integrity, confidentiality and authentication of data communications over an IP 
network. The IPSec is predominately used in virtual private networks (VPNs). 
But when used in application-level security or routing security, the IPSec is 
not a complete solution and must be coupled with other security measures to 
be effective. As with other security systems, poor maintenance can easily lead 
to a critical system failure. This research is concerned with an investigation 
of the vulnerabilities that impair the IPSec, and detailed the packet-by-packet 
analysis of the protocol transactions in IPSec. The IPSec uses a number of dif-
ferent algorithms and protocols to provide a cohesive security framework. But 
the Internet has also given intruders the opportunity to carry out diverse levels 
of attacks, which threatening the privacy of users and integrity of important 
data. In depth research has also led to more significant reasons why IPSec has 
failed in certain situation. The current standard for the Internet protocol (IP) 
is completely unprotected, allowing hosts to inspect or modify data in transit. 
However, the use of one technique to overcome one problem raised issues for 
another. A more general and flexible solution is require, which can be eas-
ily integrated with the current IPSec without changes to it specification. This 
book also identifies the security problems facing the Internet communication 
protocols; the risks associated with Internet connection, delimitations of the 
IPSec and finally proposed a ‘Synchronisation of Internet Protocol Security 
(SIPSec)’ model. I strongly believed that the readers of this book would gain 
an in-depth knowledge of the problematic nature of IPSec architecture/opera-
tions and why SIPSec is necessary.
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